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Abstract. Despite numerous “trusted systems” initiatives, current systems soft-
ware continues to be riddled with errors. The recent “Slammer Worm” incident
shows that an adversary exploiting just one such error (a “buffer overrun”) can
cause tens of thousands of hosts to fail around the world in just minutes. Even
more suprisingly, for this particular vulnerability there had been a patch avail-
able more than six months earlier, and yet even many of the OS manufacturer’s
(Microsoft’s) own computers succumbed to the attack.

Two facts are becoming increasingly evident: First, operating systems (and
increasingly also application programs) are becoming so large and evolving so
quickly that it is getting prohibitively expensive to manually inspect every line of
code for the absence of errors. Second, the current approach of “patching” errors
as they are discovered is failing us—on one hand, we now have attacks that can
spread worldwide in minutes. On the other hand, if not even Microsoft can keep
its own computers current, then how can one expect that other organizations will
apply all patches immediately as they are released, and in the correct order?

While the situation looks dire in the short term, there is encouraging news
for the longer term: Recent research results from the mobile-code community
indicate that the underlying problem can be solved in a fundamental manner, us-
ing type-safe programming languages in conjunction with code verification tech-
niques. In many mobile-code systems, incoming programs from untrusted hosts
areverifiedprior to execution. Verification means that the codeitself is automat-
ically examined before it is executed—this is very different from (cryptographic)
code signing, in which only the transport envelope of the code is checked and the
code is trusted blindly if the check succeeds.

We envision a future in which even the operating system is verifiedprior
to every executionand have begun implementing such a solution as a proof of
concept. The only thing that needs to be trusted in our architecture is a minimal
safe-code platformcore(encompassing a verifier and a small dynamic code gen-
erator), small enough to be manually audited using techniques appropriate for
mission-critical software, such as fly-by-wire control systems. The core is sealed
along with the processing unit into a tamper-proof hardware implement. Every-
thing above this layer is verified, i.e., even the code in the root directory of the
local hard drive need no longer be trusted.

1 Background

In January 2003, the fastest-spreading self-propagating Internet attack to date infected
nearly 90% of all vulnerable hosts worldwide in underten minutes. The tiny program at
the heart of the attack (later called the “Slammer worm”) consisted of just 376 bytes of
code, yet it caused crippling slowdowns, brought down vital services (airline reserva-
tion systems, automatic teller machines), and rendered the Internet virtually unusable.



What finally slowed its spread were not active counter-measures taken against it, but
the network outages it created in the first place.

In the aftermath, a thorough analysis [MPS+03] revealed the following astonishing
facts:

– The number of infected hosts doubled almost everyeight seconds.
– The attack exploited a buffer overflow vulnerability in Microsoft’s SQL Server

database product. This particular vulnerability had been made public six months
prior to the attack, and a patch had been released even earlier.

– A number of Microsoft’s own servers were affected by the attack.

Devastating as it already was, the attack could have been far worse. This particular
worm carried no malicious “payload”, i.e., its only purpose was propagating itself. One
can only imagine what the damage would have been had it also deleted files, leaked
database contents, or any of the other capabilities that had been well within its reach.

What lessons can be learned from this incident? First, the current practice of “patch-
ing” vulnerabilities as they are discovered clearly does not work, as the example of
Microsoft’s own infected servers shows. If the world’s largest software manufacturer
cannot even keep the patching regime for its own products on its own servers, then how
can one expect compliance in any other large organizations? Second, the blinding speed
with which the worm spread rendered real-time human intervention ineffective. By the
time anyone could even think about a “patch”, the worm had long already run its course.

“Slammer” was not a first of kind. In mid-2001, the “Code Red” (or “Nimda”)
worm utilized very similar techniques. It also exploited a buffer-overflow vulnerability,
this time in Microsoft’s IIS web server. However, it had a much slower infection rate,
doubling the number of infected hosts only about every 37 minutes. The prototype
for this kind of attack was the worm that Robert Morris, Jr. released on the Internet
on November 2, 1988, exploiting a buffer-overflow in the Unixfingerd daemon. It
affected between 5%-10% of all hosts on the Internet at that time.

The common denominator in all these attacks (and numerous others) lies in the ex-
ploitation of an unsafe programming language. In all three above cases, the language
was C, and the exploited vulnerability was its inability to range-check array accesses.
The CERT/CC Advisories for 2001 [cer01] enumerates a number of vulnerabilities in
essential communications-, data storage-, and system administration software. This list
includes software from Microsoft, Oracle, IBM, Hewlett-Packard, Cisco, as well as
open source code. Most of the items in this list are buffer overflow and format string
vulnerabilities. These vulnerabilities only exist because of the lack of safety in the C
programming language. A survey of various well-known error tracking resources pub-
licly available on the Internet shows that almosthalf of all exploited vulnerabilities in
computers stem from buffer overruns [WFBA00].

The actual situation is even more ominous than it initially appears since buffer over-
flows are only the most primitive and obvious attacks on systems written in a weakly
typed unsafe language such as C. They are also perhaps the easiest to detect using static
analysis. There could easily be a multitude of more sophisticated attacks that exploit
weak typing loopholesother than buffer overruns. As things stand, it is impossible to
determine how many of these vulnerabilities are bona fide programming errors and how
many are intentional “back doors” placed by agents of foreign nation-states working for



domestic software companies. It should be assumed that several foreign intelligence ser-
vices perhaps have partial “maps” of exploitable vulnerabilities in software systems. For
such a foreign service, nothing worse can happen than a “hacker” accidently stumbling
across such a carefully placed vulnerability, destroying its strategic value.

2 Toward A Solution: Insights From The “Mobile Code” Domain

A number of techniques have been proposed to counter the lack of safety in common
infrastructure software written in C [CPM+98]. Techniques that insert run-time checks
[ABS94], static analyses [WFBA00] and combinations of both [NMW02] have been
applied to the problem of checking pointer safety in existing C programs. These efforts
have uncovered countless errors in common C programs such as the Linux Net Tools
and SPECInt benchmarks—including errors that had earlier been overlooked in specific
hand audits by humans searching for exactly these safety holes.

While the above techniques are fairly effective in the short-term, the underlying
philosophy in most of the software systems communities (operating systems, control
software, etc.) is still one of “adding patches when an error is discovered”, rather than
trying to solve the basic underlying problem—the lack of type-safety.

Current commercial efforts at providing a more trustworthy computing base, such as
Intel’s LaGrandeand Microsoft’sNext Generation Secure Computing Base(also called
Palladium), will not fundamentally improve the situation. These solutions are based
on hardware-assistedcode signingusing cryptographic methods. While they prevent
the execution of malicious code from unauthorized providers (and can be used to ex-
tort licensing fees from application developers wishing to become “authorized”), these
trusted computing platforms are just as vulnerable to exploitation of programming er-
rors as current operating systems are. And hence, we will inevitably see the equivalent
of the “Slammer Worm” happening even under these systems.

Conversely, there exists a domain in which the problem has been addressed more
fundamentally, namely the “mobile code” context. A considerable amount of effort has
recently been invested into mobile code research. An important focus of this research
has been thesafety of code supplied by an untrusted party. Unlike cryptographic en-
velope techniques such as code signing, many mobile-code systems attempt toverify
all mobile code prior to execution. Verification means determining the code’s safetyby
examining the code itselfrather than where it came from. In the following, we apply
these ideas much more broadly than just for “mobile code”.

Over the past few years, three main approaches have emerged for establishing the
safety of code supplied by an untrusted (and potentially malicious) third party. They are,
in turn, virtual machines with code verification[LY99], proof-carrying code[Nec97],
andinherently safe code formats[ADvRF01,HSF02,ADF+01].

– In virtual machines with code verification, the code is examined to ensure that the
semantic gap between the source language and the virtual machine instruction for-
mat is not exploited. For example, virtual machines have generalGOTOinstructions
but not all possible control flows are actually legal. As another example, the lan-
guage definition of Java requires every variable to be initialized before its first use.



Unless control flow is strictly linear, this property cannot be inferred trivially from
the virtual machine program but requires the verifier to perform dataflow analysis.

– In proof-carrying code solutions, the code producer attaches asafety proofto an
executable. Upon receiving the code, the recipient examines it and calculates a
verification conditionfrom the code. The verification condition relates to all the
potentially unsafe constructs that actually occur in the executable. It is the task of
the code producer to supply a proof that discharges this verification condition, or
else the code will not be executed.

– In the third approach, aninherently safe code formatis used to transport the mobile
program, making most aspects of program safety a well-formedness criterion of the
mobile code itself. Checking the well-formedness of such a format is much sim-
pler than verifying bytecode. However, it requires a much more memory-intensive
machinery at the code recipient’s site, since inherently safe formats are based on
compression using syntax and static program semantics. As a consequence, this
approach is less well suited for resource-constrained client environments.

Clearly, these approaches are one step ahead of the current safety practices in gen-
eral software systems. They are becoming increasingly important sinceall code is fast
becoming “mobile”, with program patches and whole applications increasingly dis-
tributed via the Internet. However, mobile-code techniques as they currently exist are
not [yet] suited to support large applications. More fundamentally, all of the existing
mobile-code solutions tacitly assume that they execute on top of a trusted and correct
operating system (Figure 1a). Our research is aimed at removing these two drawbacks.

3 FSSA: A Foundational Safe System Architecture

Any non-trivial system today consists of several layers, starting with the hardware on
the very bottom, and typically an operating system right on top of that. The trouble
with layered systems is that, similar to buildings, one cannot build something stable on
top of a rotten foundation. In particular, one cannot build a secure system on top of an
insecure or faulty operating system.
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Fig. 1. (a): Typical architecture of a modern system supporting “mobile code”. Note that the op-
erating system is trusted, along with the safe code platform itself. (b): Foundational Safe System
Architecture. Here, the operating system is no longer part of the trusted computing base.



The problem with today’s operating systems of course is that on the one hand they
are very large, making it difficult to perform meaningful human audits, and on the other
hand they evolve rapidly or even dynamically (in terms of downloading and opening
dynamic link libraries while the system keeps running), making it difficult to use static
code inspection tools.

In practice, trust in a particular implementation of an operating system is established
with time, as more and more people are able to use it without major problems and more
and more errors are discovered and weeded out. There is no concept of mechanically
being able to check the system for compliance with a security policy. Hence, it is not
possible to make any security claims about large operating systems other than “it’s been
out there for two decades and it seems to work”. This problem becomes apparent when
automated tools such as Engler’s meta-compilation engine [ECCH00] are able to find
hundreds of errors in operating systems that have been in wide use for a long time and
were believed to be relatively correct.

But at the same time, we are now adding functionality to existing operating systems
at such a pace that no part of any current mainstream operating system is really old
enough to have reached the level of maturity at which one can assume that it is really
“mostly correct”. Add to this the new threat of system-level programmers in the employ
of foreign nation-states that might be planting new backdoors in code that was thought
to be mostly stable.

More recently, there have been promising attempts to shore up existing operating
systems, making them less susceptible to errors. The most notable of these efforts are
“Trusted BSD” [BSD], “Trusted Debian” [Deb], and NSA’s Security-Enhanced Linux
[NSA]. These have been able to remove some, but not all the shortcomings from their
respective operating system ancestors. However, while useful and notable, these efforts
will not be able to mend the more fundamental dual problems of OS size and evolution
speed.

We believe the long-term solution to all these problems can only lie inno longer
trusting the operating system. Given our deep involvement in mobile-code research, we
are confident in claiming that a system can be built in which all of the operating system
can be verified mechanically before execution, much in the same way that a mobile
program is verified in today’s mobile code systems. In such a system (Figure 1b.) there
would only be a minimal and stable piece of code (the “Safe Code Foundation”) on top
of the processor that would need to be trusted, small enough to be audited by humans to
the highest standards. We call this approach “foundational” because safety is engineered
into the system at the foundation.

4 How To Avoid Having To Trust The Operating System

We are currently working on a comprehensive security architecture that uses language-
based mechanisms to eliminate errors due to circumvention of type safety, be they in-
tentional or erroneous, and that additionally uses security policy mechanisms to contain
malicious behavior. Our approach extends techniques previously applied to mobile code
and is based on a combination of a) mechanically verifying the absence of such errors



in any software before it is run, and b) monitoring executing software for malicious
activity.

Note that language-based type safety is not the same as complete absence of run-
time errors. However, run-time errors in a type safe environment do not cause spurious
behaviour and cannot compromise the integrity of a system. Detection of a type error
may cause abrupt program termination, but cannot be exploited for any other purpose.
Also, the cause of the error is traceable in terms of constructs of the programming
language—for instance “division by zero”—as opposed to details of the implementa-
tion, such as “bus error”.

The main innovation of mobile-code systems, popularized by Java, is a concept of
code security based onexamining the code itself. Previous concepts of security had been
based on access control (physical access, accounts, file ownership, etc.) and on crypto-
graphic authentication (code signatures, etc.). The concept of examining the code itself
to determine if it is safe gives rise to a new class of defenses against adversaries, com-
plementing the other two (access control and authentication). The general public has
largely misunderstood this, thinking that mobile code needs verification because it has
an inherent defect. Nothing could be further from the truth—mobile code is showing
the way to making code saferin general, by providing this third pillar of security in ad-
dition to the other two. For example, one could sign Java programs with a cryptographic
signature, if one so desired.

Our FSSA approach takes this idea of verification from Java and similar mobile-
code platforms, and puts the whole operating system on top of such a type-based safe-
code platform. However, this is where the similarity ends. One cannot merely use, for
example, the existing Java Virtual Machine (JVM) and simply implement the operating
system on top of it. First, this would make the operating system far too inefficient. Sec-
ond, the virtual machine would also be fairly large, leading back to the same problems
of scale that plague today’s operating systems.

Instead, our solution takes an equal part of inspiration from recent advances in Proof
Carrying Code (PCC) research. Alas, existing proof-carrying code techniques have a
different significant shortcoming, namely that the generated code is not portable. Once
a program has been translated from source code into its executable format, the tar-
get architecture cannot be changed. Hence, using existing PCC techniques, one cannot
create a long-lived and efficient architecture that can survive many generations of hard-
ware evolution. Also, the proofs that result from this technique can be very large, much
larger than the programs they relate to. One of the reasons why PCC has these very
large proofs is because the level of reasoning is very low, i.e., machine code level. At
this level, registers and memory are untyped, and worse still, there is no differentiation
between data values and address values (pointers). A large portion of each proof typ-
ically re-establishes typing of memory locations, for example, distinguishing Integers
from Booleans and from pointers.

Our approach creates a newhybrid solution between virtual machines and proof-
carrying code, one that makes it practical to build whole operating systems on top. By
raising the semantic level of the language that the proofs reason about, the proofs can
become much smaller. Facts that previously required confirmation by way of proof now
can be handled by axioms. Our goal is to define such a higher semantic level that is



at once effective at supporting proof-carrying code in this manner, and that can also
be translated efficiently into highly performing native code on continuously evolving
hardware.

As an example of what we mean by “higher semantic level”, imagine a virtual ma-
chine that supports the concept oftagged memory, areas of memory that have a tag
stored at an offset from the pointer that is unreachable via the regular memory access
instructions. The virtual machine guarantees this property, i.e., the regular memory ac-
cess instructions can access only locations that liewithin the data areaof a memory
block—accesses are verified to lie within the range (beginning of block, end of block),
which doesn’t include the tag. Conversely, access to the tag area requires one of two
privileged instructions, only one of which reads and the other of which writes the tag
value. Such an architecture greatly simplifies certain proofs: any fragment of code that
doesn’t use the privileged “write-to-tag” instruction cannot have changed the tag. Since
at the higher level the tag relates to the (dynamic) type of a memory object, that im-
plies that the type has remained constant. Effectively, this design allows us to move
user-level dynamic typing and garbage collection outside of the trusted code base while
maintaining efficient support of memory safety.

Conversely, traditional virtual machines need to support an unlimited number of
user-defined types directly at the VM level—this implies exposing to the virtual ma-
chine not only the concept of a memory tag, but also its complete semantics. As a
consequence, the garbage collector needs to become part of the trusted computing base.
In our architecture, the virtual machine has only afinite set of data types, but supplies
sufficiently powerful “hooks” for efficiently supporting an unlimited number of such
types at the next higher level.

Our ultimate aim is to create a safe code platform at which proof carrying code
and dynamic translation can meet effectively. Hence, we also need to demonstrate the
second half of the equation: how to make such a platform efficiently implementable.
The key here is our use of type separation and referentially-safe encodings on one hand
(as previously demonstrated in the DARPA-sponsored safeTSA project [ADvRF01]),
and of an intricate memory addressing scheme on the other hand.

Hence, a central element of our architecture is a division of concerns between the
proof-carrying code mechanism and the virtual machine layer: The virtual machine
layer is designed in a way to reduce the burden of proof by providing a number of
inherently safe operations [FCG+03]. As such safe operations often involve a runtime
overhead, the safe vs. the non-safe properties of the VM have to be carefully balanced.
This results in including only those safe-by-construction mechanisms that have no or
very little overhead compared to equivalent non-safe operations. The proof-carrying
code mechanism only has to provide proof for the safety of the remaining parts of the
VM architecture (Figure 2).

5 Making It Long-Term Stable

Over the past 20 years, microprocessors have undergone dramatic changes. While 20
years might appear to be a long time in terms of academic research, industrial and
military applications are often designed for a lifetime extending well beyond 20 years
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Fig. 2. Everything above the dashed line is machine independent. Compared to current PCC im-
plementations, our framework requires shorter proofs and is machine independent. Compared to
current virtual machines, dynamic compilation is simpler because the semantic distance to actual
target machines is smaller. Also, we are able to perform more optimizations ahead of time.

[Age02]. To counteract obsolescense and to reduce maintenance costs of such systems,
it is essential to provide a notion of stability for the executable code format. Binary
compatiblity at the machine code level is not necessarily the best solution in such a
setting, because backward compatibility eventually leads either to a slow emulation of
an old architecture on a new one (be it in hardware or software), or it necessitates binary
translation—witness the large amounts of existing 8 bit and 16 bit code that is now being
migrated to 32 bit processors. Obviously in this situation, both the emulator and/or the
binary translator then become part of the trusted code base, potentially undermining
security.

Hence, one of the key properties of our design is to hide the concrete target archi-
tecture by providing an abstract target architecture in form of a virtual machine. This
virtual machine needs to be chosen so that it can provide efficient translation to several
generations of actual instruction set architectures.

While existing virtual machines have predominantly used stack-based intermediate
representations (Java [LY99], CLR [MG01]), our architecture uses typed registers for
scalar values, reconciling efficiency and type-safety. In contrast to heavyweight VM
approaches, our Virtual Machine has a finite set of types and does not directly deal
with complex, composed types. However, to simplify the proof generation process, the
memory access primitives make certain memory safety guarantees, on top of which type
safety proofs can be easily built.

6 Comparison With Existing Approaches

The language-basedapproach to security [Koz99,SMH01] leverages program analy-
sis and program rewriting to enforce security policies. Recent and promising exam-



ples of this approach include proof-carrying code [Nec97,NL98] (mentioned above),
typed assembly language (“TAL”) [MWCG99,MCGW98], inlined execution monitors
[ES99,Sch00], and information flow type systems [Mye99].

These techniques fall into two major categories, namely program rewriting and pro-
gram analysis. Program analysis covers a variety of techniques that statically try to
check a program’s conformance to a security policy. The primary examples of this are
type-safe programming and type-based approaches to security such as typed assembly
language [MWCG99,MCGW98]. Program rewriting is a complementary set of tech-
niques that aim to enforce security by rewriting programs to conform to a security
policy. Inlining security monitors [ES99] is an example of this class of techniques. An
execution monitor(EM) monitors the execution of atarget systemand halts that system
whenever it is about to violate some security policy of concern [ES99]. EMs include
security kernels, reference monitors, firewalls, and most other operating system and
hardware-based enforcement.

Schneider [Sch00] gives a formal characterization of the class of security policies
enforceable by execution monitoring,EM-enforceable policies. For example, access
control is EM-enforceable, while information flow and availability are not (in general).

As pointed out in [SMH01], each approach has its advantages and disadvantages,
and a comprehensive, flexible, expressive and powerful security architecture would
need to combine all three elements in a thoughtful manner. The primary advantage
of the language-based approach to security is that it is flexible and can easily express
fine-grained security policies. This is in stark contrast to the inflexible, coarse grained
security provided by modern operating systems.

Meta-compilation [ECCH00] is a static technique that can automatically check con-
formance to certain programmer-specified high-level properties such as “every lock ac-
quired must be released”, or “these operations must be done in a certain order”. This
is, however, not a language-level mechanism and statically checks existing programs.
DeLine et al [DF01] have elevated a similar technique to thelanguage levelby using
types. Their language, Vault, extends C with types which keep track of resource us-
age and other high level properties. Vault can be used to write low-level device drivers
in manner which makes it possible to check high level security properties by virtue of
them being at the language level and getting automatically checked by the compiler. For
example, opening a network socket and making a connection on it involves a number of
library calls that must be done in a certain order. Current languages have no mechanism
to check if that order is adhered to. In Vault, this can be specified and checked by the
compiler by using types.

7 Conclusion

It has been decades since type-safe programming concepts were first introduced by the
titans of our field, Dijkstra, Hoare, and Wirth. Commercial software developers have
largely ignored these insights—and we are all suffering the consequences today. But
now, growing safety concerns in a globally networked universe are presenting com-
pelling new arguments in favor of type-safe programming. These are highly likely to
bring about a renaissance of the ideas that the JMLC conference series stands for.
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