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Lecture 12Lecture 12
November 5, 2001November 5, 2001

îîKey DistributionKey Distribution
îîCertificationCertification
îîAuthentication & IdentificationAuthentication & Identification
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•Eve is an active adversary!
•Alice thinks she is talking to Bob

The “rabbit-in-the-middle-attack”
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Authenticated Key Exchange (STS)Authenticated Key Exchange (STS)

Eve is not happy!
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Who issues certificates?Who issues certificates?

îîCA: Certification AuthorityCA: Certification Authority
îîTrustworthyTrustworthy
îîOffOff--line operationline operation
îîHas a wellHas a well--known certificateknown certificate
îîMay store client certificatesMay store client certificates
îîRevocationRevocation
îîVery secure: physically and otherwiseVery secure: physically and otherwise
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Public Key DistributionPublic Key Distribution

îîFinding out correct public key of an entityFinding out correct public key of an entity
ØØBinding between IDENTITY and KEYBinding between IDENTITY and KEY

îîPossible attacksPossible attacks
ØØ name spoofing: a person can identify himself using name spoofing: a person can identify himself using 

a bogus namea bogus name
ØØ denial of service: the legitimate user cannot denial of service: the legitimate user cannot 

decrypt messages decrypt messages 
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Public Key DistributionPublic Key Distribution

îîDiffieDiffie -- HellmanHellman (1976) proposed the (1976) proposed the 
“public file” concept“public file” concept
ØØcommonly accessiblecommonly accessible
ØØno unauthorized modificationno unauthorized modification
ØØpoor ideapoor idea
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Public Key DistributionPublic Key Distribution

îîPopekPopek -- Kline (1979) proposed “trusted Kline (1979) proposed “trusted 
third parties” (third parties” (TTPsTTPs))
ØØTTPsTTPs know public keys of the entities and know public keys of the entities and 

distribute them ondistribute them on--demand basisdemand basis
ØØonon--line protocol (disadvantage)line protocol (disadvantage)
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Certificates Certificates 

îîKohnfelderKohnfelder (1978) proposed (1978) proposed 
“certificates” as yet another public“certificates” as yet another public--key key 
distribution methoddistribution method
îîBinding between the publicBinding between the public--key and its key and its 

ownerowner
îîIssued (digitally signed) by the Issued (digitally signed) by the 

Certificate Authority (CA)Certificate Authority (CA)
îîOffOff--line processline process
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Certificates Certificates 

îîCertificates checked by verifiers to find Certificates checked by verifiers to find 
out correct public key of the target entityout correct public key of the target entity
îîTo verify a certificate, the verifier must:To verify a certificate, the verifier must:
ØØknow the public key of the CA know the public key of the CA 
ØØtrust the CAtrust the CA

îîCertificate checking is verification of the Certificate checking is verification of the 
signature on certificatesignature on certificate
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CertificatesCertificates

Certified EntityCA

Verifier

Gene 
Tsudik

Gene 
Tsudik

Gene 
Tsudiik
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Certificate ExampleCertificate Example

Certificate ExampleCertificate Example
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Related IssuesRelated Issues

îîCA certification policies (Certificate CA certification policies (Certificate 
Practice Statement)Practice Statement)
ØØhow reliable is the CA?how reliable is the CA?
ØØcertification policies describe the certification policies describe the 

methodology of certificate issuancemethodology of certificate issuance
ØØIDID--control practicescontrol practices
uuloose control: only email addressloose control: only email address
uutight control: apply in person and submit picture tight control: apply in person and submit picture 

IDs and/or hard documentationIDs and/or hard documentation
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Related IssuesRelated Issues

îîTRUSTTRUST
ØØverifiers must trust verifiers must trust CAsCAs
ØØCAsCAs need not trust certified entitiesneed not trust certified entities

îîWhat is “trust” in certification systems?What is “trust” in certification systems?
ØØHow correct is the certificate information?How correct is the certificate information?
ØØrelated to certification policiesrelated to certification policies
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IssuesIssues

îîCertificate typesCertificate types
ØØ ID certificates (for authentication)ID certificates (for authentication)
ØØ authorization certificatesauthorization certificates
uuno identityno identity
uubinding between public key and authorization infobinding between public key and authorization info

îîCertificate storage and distributionCertificate storage and distribution
ØØ along with a signed messagealong with a signed message
ØØ distributed directoriesdistributed directories
ØØ centralized databasescentralized databases
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IssuesIssues

îîCertificate RevocationCertificate Revocation
ØØ certificates have lifetimes, but they may be certificates have lifetimes, but they may be 

revoked before the expiration timerevoked before the expiration time
ØØReasons:Reasons:
uucertificate holder key compromise/lostcertificate holder key compromise/lost
uuCA key compromiseCA key compromise
uuend of contract (e.g. certificates for employees)end of contract (e.g. certificates for employees)

ØØCertificate Revocation Lists (Certificate Revocation Lists (CRLsCRLs) hold the list ) hold the list 
of certificates that are not expired but revokedof certificates that are not expired but revoked
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Real World AnalogiesReal World Analogies

îî Is a certificate an “electronic identity”?Is a certificate an “electronic identity”?
îîConcernsConcerns
ØØ a certificate is a binding between an identity and a a certificate is a binding between an identity and a 

key, not a binding between an identity and a real key, not a binding between an identity and a real 
personperson
ØØ one must submit its certificate to identify itself, but one must submit its certificate to identify itself, but 

submission is not sufficient, the key must be used submission is not sufficient, the key must be used 
in a protocolin a protocol
ØØ anyone can submit someone else’s certificate anyone can submit someone else’s certificate 
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Real World AnalogiesReal World Analogies

îîResult: Certificates are not picture IDsResult: Certificates are not picture IDs
îîSo, what is the real world analogy for So, what is the real world analogy for 

certificates?certificates?
ØØEndorsed document/card that serves as a Endorsed document/card that serves as a 

binding between the identity and signature, binding between the identity and signature, 
e.g., credit cardse.g., credit cards
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Business PracticesBusiness Practices

îîIssue certificates and make moneyIssue certificates and make money
ØØseveral several CAsCAs

îîSeveral Several CAsCAs are also necessary due to are also necessary due to 
political, geographical and trust political, geographical and trust 
reasonsreasons
îî2 interconnection models2 interconnection models
ØØhierarchical hierarchical 
ØØcross certificatescross certificates

îîResult is a certificate network ==> PKI Result is a certificate network ==> PKI 
(Public Key Infrastructure)(Public Key Infrastructure)
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Hierarchical PKI ExampleHierarchical PKI Example

CAs

End users

UCIUCI UCSBUCSB UCSDUCSD UCRUCR

11/5/01 Gene Tsudik, ICS 268 Fall 2001 20

Hierarchical PKI ExampleHierarchical PKI Example

CAs

End users

Upper level CAs
UCOPUCOP CSOPCSOP

UCIUCI CSULBCSULBUCLAUCLA CSUNCSUN

gtsudikgtsudik@@uciuci..eduedu
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Hierarchical PKI ExampleHierarchical PKI Example

CAs

End users

Upper level CAs

Root CA
State Govt.State Govt.
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Cross Certificate Based  PKI ExampleCross Certificate Based  PKI Example

CAs

End users
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Cross Certificate Based  PKI ExampleCross Certificate Based  PKI Example

CAs

End users

Cross certificates

UC SystemUC System CS SystemCS System
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Hybrid PKI exampleHybrid PKI example
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Certificate PathsCertificate Paths

îîDerived from PKIDerived from PKI
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Certificate PathsCertificate Paths
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Certificate PathsCertificate Paths

îîVerifier must know public Verifier must know public 
key of the first CAkey of the first CA
îîOther public keys are found Other public keys are found 

out one by oneout one by one
îîAll All CAsCAs on the path must be on the path must be 

trusted by the verifiertrusted by the verifier
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X.509X.509

îîX.509v3 current versionX.509v3 current version

îî ITU standardITU standard

îî ISO 9495ISO 9495--2 is the equivalent ISO standard2 is the equivalent ISO standard

îîDefines certificate structure, not PKIDefines certificate structure, not PKI

îî Identity and attribute certificatesIdentity and attribute certificates

îîSupports both hierarchical model and cross Supports both hierarchical model and cross 

certificatescertificates

îîEnd users cannot be End users cannot be CAsCAs
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Some X.509 based Some X.509 based PKIsPKIs

îîPrivacy Enhanced Mail (PEM)Privacy Enhanced Mail (PEM)
ØØhierarchical, no cross certificateshierarchical, no cross certificates
ØØfirst but discontinuedfirst but discontinued

îîSecure Electronic TransactionSecure Electronic Transaction
ØØPKI for electronic paymentPKI for electronic payment
ØØsecure but not widely deployedsecure but not widely deployed

îîPKIXPKIX
ØØgeneral purpose X.509 based PKIgeneral purpose X.509 based PKI
ØØS/MIME is based on PKIXS/MIME is based on PKIX
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PGP (Pretty Good Privacy)PGP (Pretty Good Privacy)

îîEE--mail security system with unique mail security system with unique 
certificate and PKI structurecertificate and PKI structure
îîRemarkableRemarkable
ØØPKI from scratchPKI from scratch

ØØthousands of usersthousands of users
ØØno boss, no governing bodyno boss, no governing body
ØØeverybody is end user, everybody is CAeverybody is end user, everybody is CA
ØØuseruser--centered trust structurecentered trust structure
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PGP (Pretty Good Privacy)PGP (Pretty Good Privacy)

îîPKI of PGPPKI of PGP
ØØchaoticchaotic
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DNSSECDNSSEC

îîSecurity extension to DNSSecurity extension to DNS
îîNot X.509 based, but hierarchical (uses Not X.509 based, but hierarchical (uses 

existing DNS topology)existing DNS topology)
îîDistributedDistributed
îîProvides Provides 
ØØauthentication of domain information, i.e.,authentication of domain information, i.e.,

who is authorized for what addresses who is authorized for what addresses 
ØØstorage and distribution of certificates storage and distribution of certificates 

îîGood and practical systemGood and practical system
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SSL and SSSL and S--HTTPHTTP

îî SSL (Secure Socket Layer), SSSL (Secure Socket Layer), S--HTTP (Secure HTTP)HTTP (Secure HTTP)

îî Certificate based systems, but do not have a Certificate based systems, but do not have a 
particular PKIparticular PKI

îî CA certificates are embedded in browsers CA certificates are embedded in browsers 

îî You trust them (by default), because browser You trust them (by default), because browser 
company says so !company says so !

îî The worst, but the most practical !!!The worst, but the most practical !!!


