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Lecture 15Lecture 15
November 19, 2001November 19, 2001

îîHW2HW2
îîAuthentication & IdentificationAuthentication & Identification
îîSecret SharingSecret Sharing
îîBlind signatures + eBlind signatures + e--cashcash
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Schnorr ID Scheme Schnorr ID Scheme 
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Okamoto ID Scheme Okamoto ID Scheme 
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Okamoto ID Scheme (contd) Okamoto ID Scheme (contd) 
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can compute c!
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GuillouGuillou--Quisquater (GQ) ID Scheme Quisquater (GQ) ID Scheme 
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GQ IdentityGQ Identity--based Scheme based Scheme 
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Converting ID to Signature Scheme (Schnorr) Converting ID to Signature Scheme (Schnorr) 
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Secret SharingSecret Sharing

Why share secrets?

• Critical services: access by consent
• Replicate/backup valuable data
• In general, shared control...

E.g., 2 out of 3
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Unanimous consent (tUnanimous consent (t--outout--ofof--t)t)

TTP is needed to generate and distribute the secret.
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Threshold Scheme (Shamir’79) (tThreshold Scheme (Shamir’79) (t--outout--ofof--n)n)

Need a TTP to set up the system!
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ShamirShamir Threshold Schemes (example)Threshold Schemes (example)
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Electronic CashElectronic Cash
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OutlineOutline

îî What is electronic cash?What is electronic cash?
îî Why electronic cash?Why electronic cash?
îî Issues:   Issues:   
ØØ OffOff--line overspendingline overspending
ØØ AnonymityAnonymity

îî How does eHow does e--cash work?cash work?
îî Adding trustee traceAdding trustee trace--abilityability
îî The anonymous change problemThe anonymous change problem
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Motivation

Conventional Cash is:

•Counterfeitable

•Slow

•Costly

•Vulnerable

•Bad for Remote Transactions
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Credit Cards, Bank Cards, Checks,    
and Phone/subway cards:

Easy Fraud

Little Privacy 
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OffOff--line line Electronic Cash refers to twoElectronic Cash refers to two--party paymentparty payment

Deposit

Payment
Withdrawal

• Low Communication Requirements
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By Contrast, By Contrast, OnOn--lineline Payments Look Payments Look 
Like ThisLike This

“OK”
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Overspending:  Overspending:  A problem with A problem with offoff--lineline ee--cashcash

Step 1:  The bad user copies his money
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Step 2:  The bad user gives copied cash to 
multiple people
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The Bank is aware of trouble only laterThe Bank is aware of trouble only later

!!!
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îî Use tamperUse tamper--resistant hardware to prevent resistant hardware to prevent 

overover--spending (e.g., MONDEX in Europe)spending (e.g., MONDEX in Europe)

îî Trace overTrace over--spendersspenders

îî Blacklist overBlacklist over--spendersspenders

îî Put a bound on dollarPut a bound on dollar--value of offvalue of off--line line 

transactionstransactions

Techniques to Contain Over-Spending
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TamperTamper--resistance is great resistance is great ---- so far as so far as 
it worksit works

Resources Tradeoff


