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Lecture 7: October 15, 2001Lecture 7: October 15, 2001

îîReview: OneReview: One--time time sigssigs
îîRabin’s OTSRabin’s OTS
îîPublic key cryptographyPublic key cryptography
ØØRSARSA
ØØEtc.Etc.

îProject proposals due
îLast day to drop
îHW0 due Wednesday (October 17)
îHW1 due next Monday (October 22)
îMidterm: Wednesday (October 24)
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“Optimal” One“Optimal” One--time Signature of time Signature of 
an nan n--bit messagebit message
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OneOne--time Signature of ntime Signature of n--bit messagebit message
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Is it possible to forge a valid message?Is it possible to forge a valid message?
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OneOne--time Signature Chains time Signature Chains 

Example app: e-coins...

Used in S/Key (OTP, Opie)
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Rabin’s OneRabin’s One--Time SignaturesTime Signatures
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••InefficientInefficient
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Rabin’s OneRabin’s One--Time Signatures (Time Signatures (contdcontd))
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Note: Alice, Bob communicate with Note: Alice, Bob communicate with 
Court via authentic channelsCourt via authentic channels
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Public Key CryptographyPublic Key Cryptography

îîMerkleMerkle
îîHellmanHellman
îîDiffieDiffie
îîRivestRivest
îîShamirShamir
îîAdlemanAdleman
îîRabinRabin
îîMcElieceMcEliece
îîElGamalElGamal

îî RSA RSA 
îî DiffieDiffie--Hellman Hellman KEKE
îî RabinRabin
îî El El GamalGamal
îî Elliptic Curve DualsElliptic Curve Duals
îî GillouGillou--QuisquaterQuisquater
îî Fiat/Fiat/ShamirShamir
îî Knapsacks Knapsacks 
îî etc., etc.etc., etc.
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What’s the main idea?What’s the main idea?

îîEveryone can encrypt for youEveryone can encrypt for you
îîNo one can decrypt but youNo one can decrypt but you
îîNo preNo pre--established established pairwise pairwise secret infosecret info
îîHow is this different from conventional How is this different from conventional 

(shared(shared--key) encryption?key) encryption?
îîDo you know who encrypts for you?Do you know who encrypts for you?
îîDoes Does encryptor encryptor know who will receive?know who will receive?
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RSA (1976RSA (1976--8)8)
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Why does it all work?Why does it all work?

(Lagrange)   mod1
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How does it all work?How does it all work?

Example: p=17 q=13  n=221 (p-1)(n-1)=192=34*2

pick e=5, d=77     Can we pick 16? 9? 27? 185?

x=5, E(x)=3125 mod 221 = 31

D(y)=3177=6.83676142775442000196395599558e+114 mod 221 =5

Example: p=5 q=7  n=35 (p-1)(n-1)=24=3*23

pick e=11, d=11

x=2,  E(x)=2048 mod 35 =18=y

y=18, D(y)=6.426841007923e+13 mod 35 = 2   
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Why is it secure?Why is it secure?

Conjecture: breaking RSA is polynomially equivalent
to factoring n. Recall that n is very, very large!

Why: n has unique factors p,q
Given p,q computing (p-1)(q-1) is easy: 

)(1 n mod ed Φ≡

Use extended Euclidean!



7

10/15/01 Gene Tsudik, ICS 268 Winter 2001 13

Exponentiation CostsExponentiation Costs

qInteger multiplication -- O(b2)  b -- bit length of base m
qModular reduction -- O(b2) 
qThus, modular multiplication -- O(b2)
qModular exponentiation -- me mod n
qNaïve method:  e-1 modular products -- O(b2*e) 
BUT e is large, as large as?

qLet L= |e|  (e.g., L=1024 for 1024-bit RSA exponent)
qWe can assume b and L are close in length
qSquare-and-multiply method works  in O(b3) time…      
O(b2*2L)
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SquareSquare--andand--MultiplyMultiply
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•Example 1: e=100
•Example 2: e=10000000
•Example 3: e=11111111

N=35, e=11, m=2N=35, e=11, m=2

From left to right in eFrom left to right in e
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Speeding it upSpeeding it up
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