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Abstract

Admissioncontml is an essentialand fundamentalkse-
curity servicein mobile ad hoc networks(MANETS). It
is neededo secuely copewith dynamicmembeship and
topology and to bootstiap other important security primi-
tives(sut askey managementpndserviceqsud assecue
routing) without the assistanceof any centralized trusted
authority  Anideal admissionprotocol mustinvolve mini-
malinteractionamongthe MANETnodes sinceconnectiv-
ity can be unstable Also, since MANETsare oftencom-
posedof weakor resouce-limiteddevices,admissioncon-
trol mustbeefcient in termsof computatiorandcommuni-
cation.

Most previously proposedadmissioncontmol protocols
are prohibitively expensiveandrequire a lot of interaction
amongMANET nodesin order to secuely reac limited
consensusegarding admissionand cope with potentially
powerfuladvesaries. While the expensemay be justi ed
for long-livedgroupsettings short-livedMANETscanben-
et from mud lessexpensivetechniqueswithout sacri c-
ing any security In this paper we considershort-lived
MANETsand presenta secug, efcient and a fully non-
interactive admissioncontrol protocol for suc networks.
More speci cally, our work is focusedon novel applica-
tions of non-intemctivesecet sharingtechniqueshasedon
bi-variatepolynomialsput, unlike otherresults theassoci-
atedcostsare verylow.

1 Intr oduction

Mobile ad hoc networks (MANETS) have mary well-
known applicationsin military settingsaswell asin emer
geng andrescueoperations.However, lack of infrastruc-
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ture andlack of centralizedcontrolmake MANETS inher
ently insecure,and thereforespecializedsecurity services
areneededor their deployment. AdmissionContmwol (or se-
curenodeadmission)is a fundamentakecurityservicein
MANETS; it is requiredto ascertairmembershigeligibility
andto bootstrapotherimportantsecurityservicessuchas
securerouting (e.g.,[13, 12]) andsecuregroupcommuni-
cation(e.g.,[34, 33)).

Nodeadmissionin MANETSs cannotbe performedcen-
trally. Since,requiringconstanpresencdavailability) of a
central x edentitywhichis chagedwith admissiorcontrol
is not realisticfor mary typesof MANETS. First, suchan
entity is a single point of failure. Secondjt representsn
attractve and high-payof targetfor attacks. Third, topol-
ogy changesdue to mobility and nodeoutagesmay cause
the centralentity to be unreachablendthusunableto per
form its dutiesin the partsof a MANET not connectedo
it. This motivatesusto investigateadmissioncontroltech-
niguesthat functionin a distributedor decentralizednan-
ner. Sinceour emphasiss on security the naturaltechnol-
ogy to consideris thresholdcryptography

The conceptof threshold cryptographyinvolves dis-
tributing cryptographicprimitives (such as decryptionor
digital signaturesjn orderto securethem againstcorrup-
tion of a certainnumberof parties,i.e., a threshold. For
example,a (t; n) thresholdsignatureschemd7] allows, in
a group of n parties,to sharethe ability to digitally sign
messagem suchaway thatany t partiescando sojointly,
whereasno coalitionof upto (t 1) partiescan. Sucha
thresholdsignatureschemas resilientagainsthe so-called
staticadvewsarywho corruptsatmost(t 1) partiesin the
entirelifetime of thesystem.

More adwvancedproactive cryptographicschemeq11]
offer improved resistanceagainstcorruptions. Time is di-
vided into updaterounds andthe proactive schemeoffers
thesamecombinatiorof securityandrobustnesgvenin the
presenceof so-calledmobile advesaries[27], wherebya
potentiallynew setof upto (t 1) partiesbecomesorrupted
in eachupdateround. This is doneby the proactiveupdate
procedurewhich involves partiesrandomlyre-sharingthe



sharedsecretat the startof eachupdateround.

Two featuresof MANETSs make decentralizedchodead-
missionavery challengingproblem.First, MANET devices
often have very weak computationafacilities and battery
power. SecondMANET nodesusuallyfunctionin anasyn-
chronoug(on/off) manney often becomingtemporarilyun-
available. Therefore,an ideal admissioncontrol protocol
mustbe ef cient in termsof bothcomputatiorandcommu-
nicatiort. It mustalsoinvolve minimal (ideally, noneatall)
interactionamongthe nodesof the network.

A numberof admissioncontrol techniqueshave been
proposedn recentyears[18, 17, 21, 25, 30, 31]. (Seethe
following sectionfor moredetailson prior work.) Most are
basedon (t; n) thresholdcryptographyandallow ary setof
t-out-of-n nodes(calledsponsors}o admita new nodeby
issuingto it:

(1) ashareof a groupsecret(to be usedin future admis-
sions),and

(2) amembershigerti cate (usedfor securecommunica-
tion)

Unfortunately all previous schemesrefar from ideal.
They areheavily interactive amongthe sponsorasfar as
either(1) or (2). Furthermorethey are very computation-
ally expensvein performing(2). This severelylimits their
practicality

In this paper we distinguish betweenlong-lived and
short-livedMANETS. Long-livedMANETs areformedfor
thelong haulandrequirestrongrobustness/resiliencdhey
needto be protectedagainstpowerful mobile advesaries
throughperiodicupdatesof the secretsharepossessely
the nodes[11]. Short-lved MANETS, on the otherhand,
areephemerahndneedto beresilientagainswealer static
advesaries

A MANET formedfor thedurationof a conferencepro-
gramcommitteemeeting(typically, oneday) is oneexam-
ple of a short-lved MANET. Another exampleis a tem-
porary MANET formed by a group of soldierson a bat-
tle eld asthey stayin close proximity to eachother A
squadronof military aircraft ying in formationalsorep-
resenta short-lved MANET. Whereasa MANET formed
by agroupof collegestudentsakingpartin asemestefong
projectcourseis an exampleof along-livedMANET. An-
otherexampleof a long-livedMANET is a otilla of mer
chantvesselor military shipssailing togethey say across
thePaci c Ocean.

Previous admissioncontrol techniquesare designedor
long-lived MANET settings. We arguethat, unlike wired
networks,mary MANETS fall into the short-lived category
andcanbene t from muchmoreef cient admissiorcontrol
techniqueswithout sacri cing ary security In particular

1Communicationis directly related to the consumptionof battery
powerin MANET devices[1].

we obsene thatadmissiorcontrolfor short-lvedMANETS
canbe realizedby only issuingnode-speci csecretshares
(item (1) above) andobviatingthe needfor expensve mem-
bershipcerti cate issuanceReasongor notneedingmem-
bershipcerti catesin short-lvedMANETSs arediscussedh
detailin Section3.

Contributions: We constructan efcient andfully non-
interactive admissioncontrol techniqueand evaluateit in
the context of short-livedMANETS. In contrastwith prior
work, our techniquedoesnot requireary interactionand
doesnotinvolve ary costlyreliablebroadcastommunica-
tionamongMANET nodessponsoringadmission\We thor-
oughlyanalyzeour proposalandshaw thatit compareda-
vorably to previous mechanismgwhich weredesignedor
long-livedMANETS) modeledfor short-lvedMANETS.

Althoughwe suggeshow theproposedechniquecanbe
extendedfor usein long-livedMANET settings,n this pa-
perwe focusonly on (morecommon)short-vedMANETSs
andtherelatedevaluation.

Organization: The restof the paperis organizedas fol-
lows: we rst review prior work in Section2. The generic
admissiorprotocolfor short-lvedMANETSs is presentedn
Section3, followed by the overview of admissioncontrol
basedon uni-variatepolynomialsecretsharing(UniAC) in
Section4. We thendescribe,in Section5, the proposed
admissioncontrol mechanisnbasedon bi-variatepolyno-
mial secretsharing(BIAC). The detailedperformancere-
sults, analysisand comparisonof BIAC with UniAC are
presentedn Section6. Finally, someissuesarediscussed
in Section?.

2 RelatedWork

We now review relevant prior work in MANET secu-
rity. ZhouandHaas[35] rst suggestedhe useof thresh-
old cryptographyto securemobile ad hoc networks. Their
ideawasto distribute the trustamongthe nodesof the net-
work suchthatno lessthana certainthresholdof nodesare
trusted. They proposeda distributedcerti cation authority
(CA) which issuescerti cates (using somethresholdsig-
nature[7] protocol)to nodesjoining the network. These
certi catesenablenodeso communicatevith eachotherin
acon dentialandauthenticatednanner Thiswork alsoled
to the developmentof COCA [36], anon-line certi cation
authorityfor wired networks. Althoughquiteattractie, this
ideais notdirectly applicablefor the purpose®f admission
controlin MANETS. Theproposedpproachs hierarchical
in the sensehatonly selectnodescansene aspartsof the
certi cation authority i.e., take partin admissiordecisions.
Moreover, contactingdistributed CA nodesin a multi-hop
andever-changingANET might notalwaysbepossible.



Kong, et al. consideredthe sameproblemin seriesof
papers[18, 17, 21, 20] and proposeda set of protocols
for providing ubiquitousand robust admissioncontrol for
MANETs. They adaptedhe modelof Zhou and Haasso
that any node can participatein admissioncontrol deci-
sions,thusmaintainingthetrue “peer” natureof a MANET
andproviding increasedavailability. The securityof their
admissionmechanisnreliesupona speci ¢ variantof the
proactive thresholdRSA signaturescheme.Unfortunately
this schemeis neitherrobust[25] (i.e., it cannot tolerate
maliciousnodes)or securg15].

Recently Narasimha,et al. [25] and Saxena, et al.
[31] proposedsimilar admissiorcontrol protocolsbasedn
thresholdDSA [9] and thresholdBLS [4] signaturesye-
spectvely. While provably securepoth solutionsarequite
inef cient.

As pointedout in the previous section,all of the above
techniquesreproposedor long-livedMANETS. They re-
quire admitting nodesto interactin orderto issuea new
nodeits secretshareand/ora membershigerti cate. Both
heavy interaction and costly cryptographiccomputation
male thesetechniqueoverly expensve for mostMANET
applications.

The admissioncontrol techniquedevelopedin this pa-
peris designedor short-ved MANETSs andis completely
non-interactie. It usessecretsharingbasedon so-called
bi-variate polynomialswhich have beenemployed for re-
latedpurposesn theliterature[2, 24, 3]. In particulay [19]
presents key pre-distritution schemefor sensometworks
using bi-variate polynomials[3] in the presenceof a cen-
tralized authority. The protocol we proposeis fully dis-
tributedandallows nodesin a MANET to readily and ef-
ciently sharepairwisesecretkeys withoutary centralized
support.

3 Generic Admission Control Protocol

We claimedearlier (in Section1) that admissioncon-
trol for short-lved MANETS can be realizedby only is-
suingnode-speci csecretshares.Whereasfor long-lived
MANETS, it is also necessanyto issue individual node
membershigerti cates. We now discusghereasoninge-
hind this claim.

In both long-lived and short-lved MANETS, threshold
secretsharingis employedto sharethe group secretusing
a polynomialof degree(t 1), andevery noderecevesa
share(calleda secretshare)of thegroupsecret.

In long-lived MANETS, nodesneedto proactvely up-
date[11] their secretsharesto defendagainstmobile ad-
versaries.This involvesupdatingall coefcients of the se-
cretsharingpolynomial,exceptthe constanterm (whichis
theactualgroupsecret) andbroadcastinge commitmento

the polynomiaf. However, dueto the dynamicand asyn-
chronousnatureof the MANETS, it is not always possi-
ble for eachnodeto receve updatedcommitmentvalues.
Thereforetheonly way to bindthecommitmento anode’s
secresharewith thegroupsecre{commitmento whichre-
mainsconstanthroughouthelifetime andbecomepartof
thegrouppublic key) is by issuingmembershigerti cates
to the nodessignedusingthe group secret. Thesecerti -
catesarethenusedfor authenticatiorand pairwisekey es-
tablishmenpurposes.

In short-lved MANETS, since there is no need for
proactve updates,the polynomial used for sharing the
group secretremainsconstantthroughoutthe lifetime of
the MANET and the commitmentto this polynomial be-
comesa part of the group public key. The commitment
to eachnodes secretshareis derivablefrom (andthusau-
tomatically bound to) the group public key. Therefore,
node-speci c membership certi cates are not neededin
short-lvedMANETSs. Thenodescanusetheir secreshares
(and/orthegrouppublickey) for thepurposeof securecom-
municationwith eachothet

We de ne an admissioncontrol mechanismfor short-
livedMANETSs asa setof threecomponents:

1. Initialization: The group is initialized by either a
trusted dealeror a set of founding members. The
dealeror founding membersinitialize the group by
choosinga groupsecretkey, and computingand pub-
lishing the correspondingpublic parametersin the
group certi cate [16]. The group secretis shared
amongthefoundingmember(s)n suchaway thatary
setof t memberscanreconstrucit. The shareof the
groupsecretpossesselly eachmemberis referredto
asits secetshae.

2. Admission:A prospectie membermM e, Who wishes
to join the group must be issuedits secretshareby
currentmembemodes. M ey initiatesthe admission
protocolby sendinga JOIN _REQmessagéo the net-
work. A membemode,thatrecevesthis JOIN _REQ
messageandapprosestheadmissiorof M ey , replies,
over a securechannelwith a partial secretshare(de-
rived from its secretshare)for M ey . OnceM pew
receves partial secretsharesrom at leastt different
nodesjt useshemto computeits secrefshare.

During theabove processa maliciousnodecaneasily
precludea prospectie nodefrom being admittedby
insertingincorrectpartial secretsharesj.e., a denial-
of-service(DoS)attack. To preventthis, a prospectie
nodemustbe ableto verify the validity of its recon-
structedsecressharebeforeusingthem. Thisfeatureis

2A commitmentto a polynomialis acommitmento eachof its coef-
cients.



calledveri ability in therestof the paper Also, when
the nodedetectghatits secretshareis invalid, it must
be able to tracethe bogussharesand the malicious
node(s)in the MANET. This functionalityis provided
by the so-callediraceabilityfeature.Notethatveri a-

bility is alwaysrequired,whereastraceabilityis only
necessaryvhena nodedetects(via veri ability) that
its reconstructedecretarenotvalid.

3. Pairwise Key Establishment:Each node can useits
secretshareand/orthe public parameterso compute
pairwisekeys with any othernode. This allows nodes
to securelycommunicatevith eachother

4 UniAC: Admission Control using Uni-
variate Polynomial Secret Sharing

In this section,we brie y describepreviously proposed
admissiorcontrolmethodq18, 17, 21, 25, 30, 31] adapted
for short-lvedMANETSs. Thesemethodsarebasedon uni-
variatepolynomialsecretsharing;we referto themcollec-
tively as: UniVariate AdmissionControl (UniAC). UniAC
involves the following steps(for protocol messageo ws,
seeFigure?).

1. Initialization: The systemcan be initialized by a
trusteddealerTD or a setof founding nodes. As
in Shamirs secret sharing [32] basedon a uni-
variatepolynomials,the TD (or foundingmembers)
choose(salarge primeq, andselect(sy polynomial

X 1

f(x)= ax (modq)

i=0
suchthatf (0) = S, wherea; -s arethe coefcients of
the polynomial,q is alarge prime,andS is the group
secret.TheTD computesachnodes secresharess;
suchthatss; = f (id;) (mod @), andsecurelytrans-
fersss; to nodeM;. [Any groupof t memberswvho
ha/etheirshares:anreco/eghesecreUSingLagrange
interpolation: 6(0) = 4 ss (0) (mod g),
where {(x) = ~i; e, ﬁ (mod 0).]
TD also publishesa commitmentto the polynomial
asin \eri able Secet Sharing(VSS)[8]. VSS setup
involvesalargeprimep suchthatqdividesp 1anda
generatog whichis anelementof Z,, of orderg. TD
computesdV;, calledthe witness suchthatW; = g&
(mod p) foralli 2 [0;t 1], andpublishegheseW;-s
in thegroupcerti cate.

2. Admission:Duringtheadmissiorprotocol,anex node
Mnew is giventhepartialsecreshareaspss; (new) =
ss; j(idnew ) by asponsoringnodeM; . Uponrecev-
ing thesepartial sharevaluesfrom t admittingnodes,

M new Obtainsits secressharess,ey by simply adding
them. It thenperformstheveri ability checkingand.,if
neededthetraceabilityprocedure (See[6] for details
regarding the actual computationsinvolved in these
procedures.)

Note that, in orderto computelLagrangecoefcients
j (idnew ), t sponsoringnodesneedto be aware of
eachother'sid-s. Also, since  (idnew )-s arepublicly
known, Mew canderive ss; from pss (new). This
is preventedusingtherandomshufing techniquepro-
posedn [11] by addingextrarandomvalueR;; toeach
share.TheseR;; -s aresecurelysharedbetweerspon-
sorsM; andM; andsumup to zeroby construction.
(Se€[11] for details.)This processs alsoillustratedin
Figurel(a).
We notethat, dueto the randomshufing procedue,
this admissionprotocol becomesheavily interactive
amongthe t sponsoringnodes— it requires O(t?)
point-to-pointmessgesaswell asextremelyexpensive
O(t) reliable broadcastmessges[5]. All this males
it impractical for mostMANET settings.

3. Pairwise Key Establishment:Any pair of nhodesM;

andM; canestablishsharedkeys usingtheir respec-
tive secresharess;, ss; andpublicVSSinformation.
M; computes:

y1 o

g™ = (W) (mod p)

k=0
from the public withessvalues,and exponentiatest
with its sharess; to geta key Kj = (g%i)%
(mod p). Similarly, M; computes:

Ssi Y id;
g = (W)™ (modp)
k=0
and exponentiatedt with its sharess; to get a key
Kji = (g5 )SSj (mod p). Since,Ki,- = Kji, Mj
andM; now have asharedsecreikey.
This key establishmenprocedureremainssecureun-
derthe computationaDif e-Hellman (CDH) assump-
tion®. In otherwords, an adwersarywho corruptsat
most(t 1) nodescannot computea sharedkey be-
tweenary pair of honestnodes,aslong asthe CDH
assumptiorholds.

5 BIAC: Non-interactive Admission Control

We now describea new admissiontechniquefor short-

lived MANETSs. It is basedon secretsharingusing bi-

3CDH assumptionin a cyclic groupgeneratedy g 2 Z,, of orderq,
fora;b2 Z,, given(g; g2; g°), it is hardto computeg?.



variate polynomialsand is fully non-interactre. We call
theprotocolBiVariateAdmissionControl (BiAC).

5.1 Overview

As shawvn in Figure 1(b), we avoid interactionamong
sponsoringhodeshby usinga bi-variate polynomialf (x;y).
Bi-variate polynomialshave beenpreviously usedfor re-
latedpurposeg2, 24, 3].

To distribute sharesamongn nodes,a trusted dealer
choosesa large prime g, and selqgtsa rgndomsymmet-
ric bi-variatepolynomialf (x;y) = ‘.t 'of xy
(mod @) suchthatf (0;0) = S, wherethe constantd -
s arethe coefcients of the polynomialands is the group
secret.Sincethe polynomialis symmetricf = f for
each; andf (x;y) = f(y;x). For eachnodeM;, the
dealercomputesa uni-variatepolynomial, called a share-
polynomial b(x) of degree(t 1) suchthatlh(x) =
f (x;idj) (mod @), and securelytransfersh(x) to each
nodeM;. Note that, afterinitializing at leastt nodes,the
dealeris nolongerneeded.

In orderto admitanew nodeM e , thecurrentmember
nodesmustissueit a shae-polynomialbney, (X) in a dis-
tributedmanner This canbe achievedif atleastt member
nodesprovideM ey With partialsharesy (idnew ) suchthat
B (idnew) = f (idnew ;id;) for somej 2 [1;n]. Mpew can
thenusethe standardGaussiareliminationprocedurg29]
to computef (idpew ; X), which is the sameasf (X; idew )
(sincethepolynomialf (x; y) is symmetriclandthusobtain
its share-polynomialew (X) = f (X; idnew ) from t partial
sharedy (idnew ).

Unlike protocolsbasedn sharingof uni-variatepolyno-
mials, this schemedoesnot requireary interactionamong
theadmittingmembemodes.

5.2 Initialization

In BIAC, the MANET can be initialized by one node
(centralizednitialization) or a setof nodeg(distributedini-
tialization).

Centralized Initialization: the trusteddealerTD com-
putesatwo-dimensionasharingof thesecrety choosinga
randombi-variatepolynomial:

X1ix1
f(xy) = f xy (modq
=0 =0
suchthatf (0;0) = S. TD computesW , calleda wit-
nessessuchthatW = ¢ (modp) forall ; 2

[0;t 1], andpublishestheseW -s aspartof the group
certi cate. OnceT D computeghewitnessmatrix, it sends
eachnodeM; (i 2 [1;n]) a distinct shae-polynomial:

b(x) = f(x;id;). TD's presencds neededonly during
thisinitialization phasan orderto bootstraghe system.

Distributed Initialization: alternatiely, the network can
beinitialized by a setof t or morefoundingnodes. These
nodesagreeon a randombi-variatepolynomialf (x; y) us-
ing so-calledloint Secet Sharing(JSS)echniqud10].

5.3 Admission Process

In orderto join thenetwork, aM new Mustcollectatleast
t partialshareof the polynomialfromt currentnodes Fig-
ure 3 shows the protocolmessageo w for the nodeadmis-
sionproces$.

Table 1. Notation

SL new sponsordist for M new
PK; | temporarypublickey of M

Si(m) | M;'ssignatureon messagen
Kjj pairwisekey betweerM; andM

Ex encryptionwith K j;
Mnew ! Mi: idnew ;PKnew ;Snew (idnew ;PKnew) (1)
M new Mi: idi; PK;;Si(idi; PKj) 2
Mpew ! Mj: SL new ; Snew (SLnew ) 3)
Mi I Mj: RandontShufing (4)
Mnew  Mj: Ek new ; f PSS (NEW)g ®)

Figure 2. UniAC Admission Protocol

Mpew ! Mi:
Mnew Mi:

idnew ; PKnew ; Snew (idnew ; PKnew) (1)
idi;PKi;EKnewifb(idnew)g’ (2)
S|(|d|,PKI ) EK new ifb(idnew )g)

Figure 3. BIAC Admission Protocol

The protocolinvolvesfollowing steps(the notationused
in this sectionis summarizedn Table1):

1. Mew broadcasts signedJOIN _REQmessagevhich
containdtsidentityid ey anditstemporarypublickey
PK new - Thedetailsabouthow id ey is generate@nd
veri ed arediscussedn Section?.

2. After verifying the signatureon the JOIN _REQmes-
sage, each receving node (M;) willing to admit
Mnew, computesa partial shae bj(idnew) using
its own shawe-polynomial such that b (idnew) =
f (idnew ; idj). EachsponsoiM; thenrepliesto M new
with a SHAREREPmessageEachmessagés signed
by the senderandcontainsencrypteds (idnew ) along
with therespectie valuesof id; andP K.

4In orderto securethe protocolagainscommonattackssuchasreplay
impersonation andinterleavingattacks[22], we notethatit is necessary
to includeadditionalinformationsuchastimestampsnoncesandidentity
informationof thesendemswell astherecever. However, in orderto keep
our descriptionsimple,we omit thesevalues.



Mnew

1. JOIN_REQ (broadcast)

2. JOIN_RLY (m unicasts)

3. SHARE_REQ (t unicasts)

5. SHARE_RLY (t unicasts)

(a) UniAC

M new

1. JOIN_REQ (broadcast)

2. SHARE_RLY (m unicasts)

(b) BIAC

Figure 1. Comparison of UniAC and BIiAC

Note that, in order to computetheir partial shares
above, sponsorglo not needto be awvareof eachother
andthusno interactionis needed.This is in contrast
with UniAC schemewhereeachsponsomeedsto be

awareof all othersponsorsn orderto computetheLa-

grangecoefcient in partialshareissuanceandwhere
interactionis requiredfor randomshufing.

. Upon receving m ( t) SHAREREP messages,
Mpew Selectsany t of them and interpolatesits
own share-polynomiab,ey (X) using standardGaus-
sianelimination. Let us denotethe shaf_ce—polynomial
bhew (X) reconstructedby Mpew as ‘g A X .
Sincel (idnew ) = bhew (id;) (dueto symmetry),the
problemto interpolatebyey (X) usingt by (idnew )-Sis
equivalentto the problemto solve the matrix A such
thatX A = B asfollows:

(id1)°  (idy)* () 172 Ag 3 Zhew (id1)®

2 3 2
g(idz)o (id2)* (id 2)* Eg Al z Ebnew (idz)z
At‘ 1

(d)° (do)!  (do)t brew (id 1)

The above systemof linear equationsyields a unique
solutionsincetheid; valuesaredistinctandthe matrix
X = [x; ], wherex;; = (id;)! foralli;j 2 [0;t],is
invertible.

\eri abiIity:P In order to verify the acquiredshare-
polynomial t:é A X ,Mpew mustperformthever-
i ability procedure. In order tp be a valid share-
polynomial, A mustbeequalto 't f (idnew) .
forall 2 [0;t 1]. Usingthe public withessvalues

(from the groupcerticate) W = ¢ (mod p),

the polynomialcanbeveri ed asfollows:
y1 _
gt = (W )=  (mod p)
=0

forall 2[0;t 1]

Notethattheright-handsidein theabore equationcan
be pre-computedby M e\, prior to startingthe admis-
sionprocess.

Traceability: If veri cation fails, M ey Cantracethe
faulty shareprovider(s)by performingthe traceability
procedureThis involvesverifying thevalidity of each
partial shareb (idpew ) = f (idnew ;idi), that M pew
receved. This canbe achieved by checkingthe fol-
lowing equatiorfor eachi:
1yl

gbi(idnew ) = (W )(id new ) (idi) (mod p)

=0 =0
Note that 2 o (W )(rew) in the abose equa-
tion canbe pre-computedinceW -sandidpey are
known to M e in advance.

5.4 Pairwise Key Establishment

Onceevery nodehasits share-polynomialpairwisekey
establishmenis the sameasin [3] and[19]. Any pair of
nodesM; andM; canestablistrsharedkeys asfollows: M
usesits share-polynomial (x; id;) to compute

Kij = f(ldj,ld|) (mod Q)
andM; its share-polynomiall (x; id; ) to compute

Kji = f(idi;idj) (mod q):



Sincef (x; y) isasymmetrigpolynomial Kj = Kj;. Thus,
M; and M; now have a sharedkey that can be usedfor
securecommunication.

Unlike the pairwisekey establishmenin UniAC (secu-
rity of whichis basednthe CDH assumptionasdescribed
in Section4, the securityof above procedureis uncondi-
tional, i.e., not basedon ary assumption.Referto [3] for
detailsregardingthesecurityagumentof this pairwisekey
establishment.

Table 2. Feature Comparison

| Key Features [ UniAC ] BIAC |
SecurityAssumption(for Admission) DL DL
SecurityAssumption(for Key Comp.) CDH Unconditional
Decentralizedhdmission Yes Yes
DoSResistance Yes Yes
InteractionamongSponsorfkequired Yes No
RandomShufing Required Yes No
ReliableBroadcasRequired Yes No

6 PerformanceAnalysis

In this sectionwe discusghe implementatiorof UniAC
andBiAC and comparethemin termsof nodeadmission,
traceabilityandpairwise key establishmentosts.We also
summarizeand comparesomesalientfeaturesin Table 2.
As expected BiAC signi cantly outperformdJniAC in our
overallevaluation.

6.1 Complexity Analysisand Comparison

We summarizecomputationand communicationcom-
plexities® in Tables3 and4, respectiely, wheren m t.
More speci cally, BiAC requireseachsponsoringhodeM
to perform O(t) modular multiplications and the joining
nodeM new to performO(t3) modularmultiplicationsfor
Gaussiareliminationand O(t) exponentiationgor veri -
ability. On the other hand, UniAC requireseachM; to
performO(t) multiplications,andM pew to performO(t)
multiplicationsplus 1 exponentiationfor veri ability . For
traceability boththe schemesequireO(t?) multiplications
andO(t?) exponentiationsvith pre-computation BiAC is
signi cantly moreef cient thanUniAC for computingpair
wise keys, sincethe former requiresonly O(t) multiplica-
tions,while thelatterneeddO(t) exponentiationgswell as
O(t) multiplications.Notethat, pairwisekey establishment
isaveryfrequentoperationn aMANET, thus,its ef ciency
is extremelyimportant.

As farasoverallcommunicatiorcost§, BiIAC consumes

5Thecostsrequiredfor protectingeachprotocolmessagarenot taken
into accountincethesecostsvary with the speci ¢ signaturescheme.

6We assumehattheidentity andthe public key arelog q bits longand
log p bitslong, respectiely.

Table 3. Computation Comple xity

| Cateyory [ UniAC | BIiAC |
Mi's M Oo(t) O(t)
. view E o(t) 0
Admission Mrow ™S Wi oM o)
view E 1 Of(t)
. M Oo(t?) o(t?)
Traceability E o) o)
PairwiseKey M O(t) O(t)
Establishment E O(1) 0

M : modularmultiplication  E: modularexponentiation

Table 4. Communication Comple xity

| Cateyory | UniAC | BIiAC |
broadcast 1 1
Rounds unicast o(t?) | o)
reliablebroadcast|| O(t) 0
. log g-bit o(t?) | o)
Bandwidth Tog p-bit oM [ 00

O(tlogq) andO(t logp) bits, while bandwidthconsump-
tion in UniAC is O(t? logg) plusO(t logp) bits dueto the
interactive randomshufing procedure.

6.2 Experimental Setups

UniAC andBIAC protocolshave beenimplementecdbver
the popularOpenSSlUibrary [26]. The sourceis writtenin
C in Linux andconsistsof about10; 000 lines of codefor
eachprotocol. Thecodeis availableat[28].

We used ve laptopsin our experimentalset-up: four
with Pentium-3800MHz CPU-sand 256MB memoryand
onewith Mobile Pentium1.8 GHz CPUand512MB mem-
ory. Eachlaptop ran Linux 2.4 and was equippedwith
a 802 11b interfacecon gured for ad-hocmode. Speci -
cally, for measuringhe admissioncost, four laptopswith
the samecomputingpower were usedas currentmember
nodesandthe high-endlaptopwasusedasthe joining/new
node. Traceabilityand pairwise key computationexperi-
mentswere also performedwith this high-endlaptop. In
our experiments,eachnode(exceptthe joining node)was
emulatedby a daemonand eachmachinewas running up
to threedaemonsThe measurementsereperformedwith
differentthresholdvaluest. Thesizeof theparameteqwas
setto be 160-bitsandp 1024bits.

To measureonsumptiorof batterypower, we performed
the following experiment: the test machinewas an iPAQ
(modelH5555) running Linux (Familiar-0.7.2). The CPU
on iPAQ is a 400 MHz Intel XScalewith 48MB of ash
memoryand 128MB of SDRAM. In orderto obtainaccu-
ratepower measurementsye removedthe batteryfrom the
iPAQ during the experimentand placeda resistorin series



with the power supply We useda Nationallnstrument$Cl
DAQ (DataAcQuisition) boardto samplethe voltagedrops
acrosstheresistorto calculatecurrentat 1000samplesper
second.

6.3 Experimental Results

We compareour experimentresultsin termsof admis-
sion, enegy consumptionfor admission,traceability and
pairwisekey computation.

6.3.1 Admission Results

To evaluateadmissioncost, we measuredotal processing
time betweensendingof JOIN _REQby the prospectie
memberandreceving (plusveri cation) of acquiredsecret
sharesOur measuremeniscludetheaveragecomputation
time of the basicoperations(suchas modularmultiplica-
tions,exponentiationgtc.) aswell ascommunicatiorcosts,
suchaspacleten/decodindime, network delay andsoon.
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UniAC —X—
BIAC - +-

Average Processing Time (in seconds)

Admision Threshold (t)

Figure 4. Admission Costs

As obsenred from Figure 4, the admission(join) cost
with BIAC is muchlowerthanthatwith UniAC. Thediffer-
enceis evenhigherfor higherthresholdvalues.Thereason
is quiteintuitive: notonly is BIAC computationallycheaper
thanUniAC, but it alsorequiredesscommunication.

Enegy consumptiorresultsfor admissionoperationare
plotted in Figure 5. This experimentis quite tricky to
measurefairly. Enegy consumptionis directly propor
tional to processingtime. It is meaninglesso measure
enegy consumptionbasedon computationtime. How-
ever, it is well known that, in mary small devices such
aslow-endMANET nodesor sensorssendinga single bit
is roughly equivalentto performing1,00032-bit computa-
tionsin termsof batterpower consumptior{1]. Therefore,
we measuredhe power consumptionn termsof communi-
cationbandwidthrequiredby eachadmissionprotocol. In
moredetail, we sentsomebulk data(e.g.,100Mbytes)from
a singleiPAQ PDA, measuredhe power consumedvhile

sendingoutthis data,andthencomputedhe averagepower
consumptiorper bit. After that, we calculatedthe power
consumptiorof eachadmissiorprotocolby multiplying this
measuremenesultby thebit lengthof thetransmittedata.
Theseesultsn Figureb clearlyillustratethatBiAC is much
moreenegy-ef cient thanUniAC.

90

80

3

Consumed Energy (in mJ)

Admision Threshold (t)

Figure 5. Energy Consumption with Commu-
nication for Admission (iPAQ-H5555: XScale
400 MHz, 128MB)

6.3.2 Traceability Results

Figure6 displaystraceabilitycostsfor the two approaches.
Evenin theworstcase BiAC is asgoodasUniAC for per
formingthe(veryinfrequentjoperatiorof tracingmalicious
nodes.

UniAC —X—
BIAC - +- +

Average Processing Time (in seconds)
°
5
8

Admision Threshold (t)

Figure 6. Traceability Costs

6.3.3 Pairwise Key EstablishmentResults

Figure7 shonvsthatBiAC is signi cantly moreef cient than
UnIiAC for computingpairwisekeys. The achieved gains
rangeapproximatelyfrom 115(t = 1) to 412(t = 9); in

otherwords, BiAC is 115to 412 timesfasterthan UniAC

whenestablishinga sharedsecretkey. This resultwasac-
tually expectedbecausén BiAC the pairwisekey computa-
tion requiresonly O(t) multiplicationswherethe modular



sizeis 160bits. In contrastUniAC requiresO(t) exponen-
tiationswith a modularsize of 1024 bits aswell as O(t)
multiplicationswith 160-bitmodulus.
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Admision Threshold (t)

Figure 7. Pairwise Key Establishment Costs

7 Discussion

In this section,we discussthe securityof the proposed
BIAC schemendseveralrelatedissues.

Security. Securityof BIAC is basedon the discretelog-

arithm (DL) assumptioh as long as the adwersaryis not

allowedto corruptmorethan(t 1) (< n=2, wheren is

the total numberof nodes)nodesin the network. Due to

lack of spacewe only presenta sketch of this algument.
Basically asin the Feldman$ VSS[8], we usethe ideaof

simulatedadvessarial view to shav thatan adwersarywho

corruptsat most(t 1) nodeslearnsnothing extra (other
than the witnessg® (mod p)) aboutthe secretS during

the initialization and admissionproceduref the scheme.
Thisis achieved by generatinga simulator which on input

g° (mod p), producespublic information and the private
informationto the adwersarywhich is statisticallyindistin-

guishablefrom the oneproducedn the actualrun of these
procedures.For the securityargumentsof BIAC pairwise
key establishmentye referthereaderto [3].

Identier Con guration. In the UniAC and BIiAC
schemestheidenti er id; of eachnodeM; mustbeunique
andveri able. Otherwise,a maliciousnodecould usethe
identi er of someothernodeandobtainits secretfrom the
membernodesduring the admissionprocess. For unique
andunforgeabldD assignmentye usea solutionbasecbn
Crypto-BasedD (CBID) [23]: Theid; is chosenby the
nodeitself from an ephemerapublic key (PK) suchthat
idi = H(PK;),whereH () isaone-waycollision-resistant
hashfunction. Referto [23] for details.

DL assumptionin acyclic groupgeneratedy g 2 Z, of orderq, for
a2 Zy, given(g; g%), it is hardto computea.

Secure Channel Establishment. In the proposedadmis-
sion protocols,the channelsbetweenthe noderequesting
admissionand eachof the membemodesmustbe authen-
ticated and encrypted. Establishingan authenticatedand
encryptedchannelusually requiresthe useof certi cates,
whichbindidentitiesto publickeys,andanaccesso a PKI.
However, PKI is not alwaysavailablein MANET erviron-
ments. Fortunatelyin our case,whatis really neededs a
way to bind anidenti er to apublickey. Thisbindingis ac-
tually providedby CBID, describereviously. As aresult,
certi catesandPKI arenotrequired.

Using Secret Sharesas Private Keys. We make aninter-

estingobsenationthat,for short-lvedMANETSs, eachnode
M; canuseits sharess; of thegroupsecretS asits individ-

ual private key, the correspondingublic key y; beingthe
commitmentothesecrekey, suchthaty; = g (mod p).

(Recallthatthis public key canbe computedusingthe pub-
lic witnesseof the secretsharingpolynomial.) The secret
key andpublic key-pairs(ss;;y;) canthenbe usedfor the
purposesof signing and encryption,respectiely, to com-

municatesecurelywith nodesoutside(andalsoinside)the

network. Suchuseof secretsharesasprivatekeys [14] is

differentfrom the correspondingusagein standardpublic

key cryptosystenbecausehe secretsharesare not inde-

pendent(they are points on a curve de ned by a polyno-

mial) andat most(t 1) of thesevaluesareknown to the

adwersary

Extensionto long-lived MANETSs. BIiAC canbeeasilyex-

tendedfor long-lived MANETSs. Recallfrom the Section
1 that, for long-lived MANETS, eachjoining node must
be issueda membershipcerti cate along with the secret
share.By couplingBiAC with thethresholdBLS signature
schemeof Boldyreva[4] (which hasa non-interactie sign-
ing procedure}o issuecerti catesto thejoining nodeswe

obtaina fully non-interactie admissionprotocolfor long-

lived MANETSs. Evaluationof this extensionis anitem for

futurework.

8 Conclusion

In this paper we consideredwo classesof MANETS:
short-livedandlong-lived and shoved that more ef cient
admissioncontrol protocols can be constructedfor the
former We presentedBiAC, an efcient and fully non-
interactve admissioncontrol schemebasedon bi-variate
polynomial secretsharing. We demonstrated- via theo-
retical and experimentalevaluation— that BIAC compares
favorably to UniAC. (Recall that all previous admission
protocolswereoriginally designedor long-livedMANETSs
andarebasedn uni-variatepolynomialsecretsharing.)
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