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Abstract

Admissioncontrol is an essentialand fundamentalse-
curity servicein mobile ad hoc networks(MANETs). It
is neededto securely copewith dynamicmembership and
topology and to bootstrap other importantsecurityprimi-
tives(suchaskeymanagement)andservices(suchassecure
routing) without the assistanceof any centralized trusted
authority. An ideal admissionprotocol mustinvolvemini-
mal interactionamongtheMANETnodes,sinceconnectiv-
ity can be unstable. Also, sinceMANETsare oftencom-
posedof weakor resource-limiteddevices,admissioncon-
trol mustbeef�cient in termsof computationandcommuni-
cation.

Most previously proposedadmissioncontrol protocols
are prohibitivelyexpensiveandrequire a lot of interaction
amongMANET nodesin order to securely reach limited
consensusregarding admissionand copewith potentially
powerfuladversaries. While the expensemaybe justi�ed
for long-livedgroupsettings,short-livedMANETscanben-
e�t from much lessexpensivetechniqueswithout sacri�c-
ing any security. In this paper, we considershort-lived
MANETsand presenta secure, ef�cient and a fully non-
interactive admissioncontrol protocol for such networks.
More speci�cally, our work is focusedon novel applica-
tionsof non-interactivesecret sharingtechniquesbasedon
bi-variatepolynomials,but, unlikeotherresults,theassoci-
atedcostsareverylow.

1 Intr oduction

Mobile ad hoc networks (MANETs) have many well-
known applicationsin military settingsaswell asin emer-
gency andrescueoperations.However, lack of infrastruc-
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ture andlack of centralizedcontrol make MANETs inher-
ently insecure,and thereforespecializedsecurityservices
areneededfor their deployment.AdmissionControl (or se-
curenodeadmission)is a fundamentalsecurityservicein
MANETs; it is requiredto ascertainmembershipeligibility
andto bootstrapotherimportantsecurityservices,suchas
securerouting (e.g.,[13, 12]) andsecuregroupcommuni-
cation(e.g.,[34, 33]).

Nodeadmissionin MANETs cannotbeperformedcen-
trally. Since,requiringconstantpresence(availability) of a
central�x edentitywhichis chargedwith admissioncontrol
is not realisticfor many typesof MANETs. First, suchan
entity is a singlepoint of failure. Second,it representsan
attractive andhigh-payoff target for attacks. Third, topol-
ogy changesdueto mobility andnodeoutagesmay cause
thecentralentity to beunreachableandthusunableto per-
form its dutiesin the partsof a MANET not connectedto
it. This motivatesus to investigateadmissioncontrol tech-
niquesthat function in a distributedor decentralizedman-
ner. Sinceour emphasisis on security, thenaturaltechnol-
ogy to consideris thresholdcryptography.

The conceptof thresholdcryptographyinvolves dis-
tributing cryptographicprimitives (such as decryptionor
digital signatures)in order to securethemagainstcorrup-
tion of a certainnumberof parties,i.e., a threshold. For
example,a (t; n) thresholdsignaturescheme[7] allows, in
a groupof n parties,to sharethe ability to digitally sign
messagesin sucha way thatany t partiescando sojointly,
whereas,no coalition of up to (t � 1) partiescan. Sucha
thresholdsignatureschemeis resilientagainsttheso-called
staticadversarywho corruptsat most(t � 1) partiesin the
entirelifetime of thesystem.

More advancedproactive cryptographicschemes[11]
offer improvedresistanceagainstcorruptions.Time is di-
vided into updaterounds, andthe proactive schemeoffers
thesamecombinationof securityandrobustnessevenin the
presenceof so-calledmobile adversaries[27], wherebya
potentiallynew setof upto (t � 1) partiesbecomescorrupted
in eachupdateround.This is doneby theproactiveupdate
procedurewhich involvespartiesrandomlyre-sharingthe



sharedsecretat thestartof eachupdateround.
Two featuresof MANETs make decentralizednodead-

missionaverychallengingproblem.First, MANET devices
often have very weak computationalfacilities andbattery
power. Second, MANET nodesusuallyfunctionin anasyn-
chronous(on/off) manner, oftenbecomingtemporarilyun-
available. Therefore,an ideal admissioncontrol protocol
mustbeef�cient in termsof bothcomputationandcommu-
nication1. It mustalsoinvolveminimal (ideally, noneatall)
interactionamongthenodesof thenetwork.

A numberof admissioncontrol techniqueshave been
proposedin recentyears[18, 17, 21, 25, 30, 31]. (Seethe
following sectionfor moredetailsonprior work.) Most are
basedon(t; n) thresholdcryptographyandallow any setof
t-out-of-n nodes(calledsponsors)to admita new nodeby
issuingto it:
(1) a shareof a groupsecret(to be usedin futureadmis-

sions),and
(2) amembershipcerti�cate (usedfor securecommunica-

tion)
Unfortunately, all previous schemesare far from ideal.

They areheavily interactive amongthesponsorsasfar as
either(1) or (2). Furthermore,they arevery computation-
ally expensive in performing(2). This severelylimits their
practicality.

In this paper, we distinguishbetweenlong-lived and
short-livedMANETs. Long-livedMANETs areformedfor
thelonghaulandrequirestrongrobustness/resilience.They
needto be protectedagainstpowerful mobile adversaries
throughperiodicupdatesof thesecretsharespossessedby
the nodes[11]. Short-lived MANETs, on the otherhand,
areephemeralandneedto beresilientagainstweakerstatic
adversaries.

A MANET formedfor thedurationof a conferencepro-
gramcommitteemeeting(typically, oneday) is oneexam-
ple of a short-lived MANET. Another example is a tem-
porary MANET formed by a group of soldierson a bat-
tle�eld as they stay in closeproximity to eachother. A
squadronof military aircraft �ying in formationalso rep-
resentsa short-livedMANET. Whereas,a MANET formed
by agroupof collegestudentstakingpartin asemester-long
projectcourseis anexampleof a long-livedMANET. An-
otherexampleof a long-livedMANET is a �otilla of mer-
chantvesselsor military shipssailing together, say, across
thePaci�c Ocean.

Previous admissioncontrol techniquesaredesignedfor
long-lived MANET settings. We arguethat, unlike wired
networks,many MANETs fall into theshort-livedcategory
andcanbene�t from muchmoreef�cient admissioncontrol
techniques,without sacri�cing any security. In particular,

1Communicationis directly related to the consumptionof battery
power in MANET devices[1].

weobservethatadmissioncontrolfor short-livedMANETs
canbe realizedby only issuingnode-speci�csecretshares
(item(1) above)andobviatingtheneedfor expensivemem-
bershipcerti�cate issuance.Reasonsfor notneedingmem-
bershipcerti�catesin short-livedMANETs arediscussedin
detail in Section3.

Contrib utions: We constructan ef�cient and fully non-
interactive admissioncontrol techniqueandevaluateit in
thecontext of short-livedMANETs. In contrastwith prior
work, our techniquedoesnot requireany interactionand
doesnot involve any costly reliablebroadcastcommunica-
tion amongMANET nodessponsoringadmission.Wethor-
oughlyanalyzeour proposalandshow that it comparesfa-
vorably to previousmechanisms(which weredesignedfor
long-livedMANETs) modeledfor short-livedMANETs.

Althoughwesuggesthow theproposedtechniquecanbe
extendedfor usein long-livedMANET settings,in this pa-
perwefocusonly on(morecommon)short-livedMANETs
andtherelatedevaluation.

Organization: The rest of the paperis organizedas fol-
lows: we �rst review prior work in Section2. Thegeneric
admissionprotocolfor short-livedMANETs is presentedin
Section3, followed by the overview of admissioncontrol
basedon uni-variatepolynomialsecretsharing(UniAC) in
Section4. We then describe,in Section5, the proposed
admissioncontrol mechanismbasedon bi-variatepolyno-
mial secretsharing(BiAC). The detailedperformancere-
sults, analysisand comparisonof BiAC with UniAC are
presentedin Section6. Finally, someissuesarediscussed
in Section7.

2 RelatedWork

We now review relevant prior work in MANET secu-
rity. Zhou andHaas[35] �rst suggestedtheuseof thresh-
old cryptographyto securemobileadhocnetworks. Their
ideawasto distributethetrustamongthenodesof thenet-
work suchthatno lessthana certainthresholdof nodesare
trusted.They proposeda distributedcerti�cation authority
(CA) which issuescerti�cates (using somethresholdsig-
nature[7] protocol) to nodesjoining the network. These
certi�catesenablenodesto communicatewith eachotherin
acon�dential andauthenticatedmanner. Thiswork alsoled
to the developmentof COCA [36], an on-line certi�cation
authorityfor wirednetworks.Althoughquiteattractive,this
ideais notdirectlyapplicablefor thepurposesof admission
controlin MANETs. Theproposedapproachis hierarchical
in thesensethatonly selectnodescanserve aspartsof the
certi�cation authority, i.e., takepartin admissiondecisions.
Moreover, contactingdistributedCA nodesin a multi-hop
andever-changingMANET might notalwaysbepossible.



Kong, et al. consideredthe sameproblemin seriesof
papers[18, 17, 21, 20] and proposeda set of protocols
for providing ubiquitousandrobust admissioncontrol for
MANETs. They adaptedthe modelof Zhou andHaasso
that any node can participatein admissioncontrol deci-
sions,thusmaintainingthetrue“peer” natureof aMANET
andproviding increasedavailability. The securityof their
admissionmechanismreliesupona speci�c variantof the
proactive thresholdRSA signaturescheme.Unfortunately,
this schemeis neitherrobust [25] (i.e., it cannot tolerate
maliciousnodes)nor secure[15].

Recently, Narasimha,et al. [25] and Saxena, et al.
[31] proposedsimilaradmissioncontrolprotocolsbasedon
thresholdDSA [9] and thresholdBLS [4] signatures,re-
spectively. While provablysecure,bothsolutionsarequite
inef�cient.

As pointedout in the previous section,all of the above
techniquesareproposedfor long-livedMANETs. They re-
quire admitting nodesto interact in order to issuea new
nodeits secretshareand/ora membershipcerti�cate. Both
heavy interaction and costly cryptographiccomputation
make thesetechniquesoverly expensive for mostMANET
applications.

The admissioncontrol techniquedevelopedin this pa-
per is designedfor short-livedMANETs andis completely
non-interactive. It usessecretsharingbasedon so-called
bi-variatepolynomialswhich have beenemployed for re-
latedpurposesin theliterature[2, 24, 3]. In particular, [19]
presentsa key pre-distribution schemefor sensornetworks
usingbi-variatepolynomials[3] in the presenceof a cen-
tralized authority. The protocol we proposeis fully dis-
tributedandallows nodesin a MANET to readily andef-
�ciently sharepairwisesecretkeys without any centralized
support.

3 GenericAdmission Control Protocol

We claimedearlier (in Section1) that admissioncon-
trol for short-lived MANETs can be realizedby only is-
suingnode-speci�csecretshares.Whereas,for long-lived
MANETs, it is also necessaryto issue individual node
membershipcerti�cates.We now discussthereasoningbe-
hind this claim.

In both long-lived andshort-lived MANETs, threshold
secretsharingis employed to sharethe groupsecretusing
a polynomialof degree(t � 1), andevery nodereceivesa
share(calleda secretshare)of thegroupsecret.

In long-lived MANETs, nodesneedto proactively up-
date[11] their secretsharesto defendagainstmobile ad-
versaries.This involvesupdatingall coef�cients of these-
cretsharingpolynomial,excepttheconstantterm(which is
theactualgroupsecret),andbroadcastinga commitmentto

the polynomial2. However, dueto the dynamicandasyn-
chronousnatureof the MANETs, it is not always possi-
ble for eachnodeto receive updatedcommitmentvalues.
Therefore,theonly wayto bindthecommitmentto anode's
secretsharewith thegroupsecret(commitmentto whichre-
mainsconstantthroughoutthelifetime andbecomespartof
thegrouppublic key) is by issuingmembershipcerti�cates
to the nodessignedusing the groupsecret. Thesecerti�-
catesarethenusedfor authenticationandpairwisekey es-
tablishmentpurposes.

In short-lived MANETs, since there is no need for
proactive updates,the polynomial used for sharing the
group secretremainsconstantthroughoutthe lifetime of
the MANET and the commitmentto this polynomial be-
comesa part of the group public key. The commitment
to eachnode's secretshareis derivablefrom (andthusau-
tomatically bound to) the group public key. Therefore,
node-speci�cmembershipcerti�cates are not neededin
short-livedMANETs. Thenodescanusetheirsecretshares
(and/orthegrouppublickey) for thepurposeof securecom-
municationwith eachother.

We de�ne an admissioncontrol mechanismfor short-
livedMANETs asa setof threecomponents:

1. Initialization: The group is initialized by either a
trusteddealeror a set of founding members. The
dealeror founding membersinitialize the group by
choosinga groupsecretkey, andcomputingandpub-
lishing the correspondingpublic parametersin the
group certi�cate [16]. The group secret is shared
amongthefoundingmember(s)in suchawaythatany
setof t memberscanreconstructit. The shareof the
groupsecretpossessedby eachmemberis referredto
asits secret share.

2. Admission:A prospectivememberM new who wishes
to join the group must be issuedits secretshareby
currentmembernodes.M new initiatesthe admission
protocolby sendinga JOIN REQmessageto thenet-
work. A membernode,that receivesthis JOIN REQ
messageandapprovestheadmissionof M new , replies,
over a securechannel,with a partial secretshare(de-
rived from its secretshare)for M new . OnceM new

receivespartial secretsharesfrom at leastt different
nodes,it usesthemto computeits secretshare.

During theaboveprocess,a maliciousnodecaneasily
precludea prospective nodefrom being admittedby
insertingincorrectpartial secretshares,i.e., a denial-
of-service(DoS)attack.To preventthis,a prospective
nodemustbe able to verify the validity of its recon-
structedsecretsharebeforeusingthem.This featureis

2A commitmentto a polynomialis a commitmentto eachof its coef�-
cients.



calledveri�ability in therestof thepaper. Also, when
thenodedetectsthat its secretshareis invalid, it must
be able to trace the bogussharesand the malicious
node(s)in theMANET. This functionality is provided
by theso-calledtraceabilityfeature.Notethatveri�a-
bility is alwaysrequired,whereas,traceabilityis only
necessarywhena nodedetects(via veri�ability) that
its reconstructedsecretsarenotvalid.

3. Pairwise Key Establishment:Each nodecan use its
secretshareand/orthe public parametersto compute
pairwisekeys with any othernode.This allows nodes
to securelycommunicatewith eachother.

4 UniAC: Admission Control using Uni-
variate Polynomial Secret Sharing

In this section,we brie�y describepreviously proposed
admissioncontrolmethods[18, 17, 21, 25, 30, 31] adapted
for short-livedMANETs. Thesemethodsarebasedon uni-
variatepolynomialsecretsharing;we refer to themcollec-
tively as: UniVariateAdmissionControl (UniAC). UniAC
involves the following steps(for protocol message�o ws,
seeFigure2).

1. Initialization: The system can be initialized by a
trusteddealerTD or a set of founding nodes. As
in Shamir's secret sharing [32] based on a uni-
variatepolynomials,the TD (or foundingmembers)
choose(s)a largeprimeq, andselect(s)a polynomial

f (x) =
t � 1X

i =0

ai x i (mod q)

suchthat f (0) = S, whereai -s arethecoef�cients of
thepolynomial,q is a largeprime,andS is thegroup
secret.TheTD computeseachnode'ssecretsharessi

suchthat ssi = f (id i ) (mod q), andsecurelytrans-
fers ssi to nodeM i . [Any groupof t memberswho
havetheirsharescanrecoverthesecretusingLagrange
interpolation: f (0) =

P t
i =1 ssi � i (0) (mod q),

where� i (x) =
Q t

j =1 ;j 6= i
x � id j

id i � id j
(mod q).]

TD also publishesa commitmentto the polynomial
asin Veri�able Secret Sharing(VSS) [8]. VSS setup
involvesa largeprimep suchthatq dividesp� 1 anda
generatorg which is anelementof Z �

p of orderq. TD
computesWi , calledthewitness, suchthatWi = ga i

(mod p) for all i 2 [0; t � 1], andpublishestheseWi -s
in thegroupcerti�cate.

2. Admission:Duringtheadmissionprotocol,anew node
M new is giventhepartialsecretshareaspssj (new) =
ssj � j (idnew ) by asponsoringnodeM j . Uponreceiv-
ing thesepartial sharevaluesfrom t admittingnodes,

M new obtainsits secretsharessnew by simply adding
them.It thenperformstheveri�ability checkingand,if
needed,thetraceabilityprocedure.(See[6] for details
regarding the actual computationsinvolved in these
procedures.)

Note that, in order to computeLagrangecoef�cients
� j (idnew ), t sponsoringnodesneedto be aware of
eachother's id-s. Also, since� j (idnew )-sarepublicly
known, M new canderive ssj from pssj (new). This
is preventedusingtherandomshuf�ing techniquepro-
posedin [11] by addingextrarandomvalueR ij to each
share.TheseRij -s aresecurelysharedbetweenspon-
sorsM i andM j andsumup to zeroby construction.
(See[11] for details.)Thisprocessis alsoillustratedin
Figure1(a).

We notethat, due to the randomshuf�ing procedure,
this admissionprotocol becomesheavily interactive
among the t sponsoringnodes– it requires O(t2)
point-to-pointmessagesaswell asextremelyexpensive
O(t) reliable broadcastmessages[5]. All this makes
it impractical for mostMANETsettings.

3. Pairwise Key Establishment:Any pair of nodesM i

andM j canestablishsharedkeys usingtheir respec-
tivesecretsharesssi , ssj andpublicVSSinformation.
M i computes:

gss j =
t � 1Y

k=0

(Wk ) id j
k

(mod p)

from the public witnessvalues,and exponentiatesit
with its sharessi to get a key K ij = (gss j )ss i

(mod p). Similarly, M j computes:

gss i =
t � 1Y

k=0

(Wk ) id i
k

(mod p)

and exponentiatesit with its sharessj to get a key
K j i = (gss i )ss j (mod p). Since,K ij = K j i , M i

andM j now havea sharedsecretkey.

This key establishmentprocedureremainssecureun-
derthecomputationalDif �e-Hellman (CDH) assump-
tion3. In other words, an adversarywho corruptsat
most(t � 1) nodescannot computea sharedkey be-
tweenany pair of honestnodes,as long as the CDH
assumptionholds.

5 BiAC: Non-interactive AdmissionControl

We now describea new admissiontechniquefor short-
lived MANETs. It is basedon secretsharingusing bi-

3CDH assumption:In a cyclic groupgeneratedby g 2 Z �
p of orderq,

for a; b 2 Z�
q , given(g; ga ; gb), it is hardto computegab .



variatepolynomialsand is fully non-interactive. We call
theprotocolBiVariateAdmissionControl (BiAC).

5.1 Overview

As shown in Figure 1(b), we avoid interactionamong
sponsoringnodesby usingabi-variatepolynomialf (x; y).
Bi-variatepolynomialshave beenpreviously usedfor re-
latedpurposes[2, 24, 3].

To distribute sharesamongn nodes,a trusteddealer
choosesa large prime q, and selectsa randomsymmet-
ric bi-variatepolynomialf (x; y) =

P t � 1
� =0

P t � 1
� =0 f �� x � y�

(mod q) suchthat f (0; 0) = S, wherethe constantsf �� -
s arethecoef�cients of thepolynomialandS is thegroup
secret.Sincethepolynomialis symmetric,f �� = f � � for
each�; � andf (x; y) = f (y; x). For eachnodeM i , the
dealercomputesa uni-variatepolynomial, calleda share-
polynomial, bi (x) of degree (t � 1) such that bi (x) =
f (x; id i ) (mod q), and securelytransfersbi (x) to each
nodeM i . Note that, after initializing at leastt nodes,the
dealeris no longerneeded.

In orderto admitanew nodeM new , thecurrentmember
nodesmust issueit a share-polynomialbnew (x) in a dis-
tributedmanner. This canbeachievedif at leastt member
nodesprovideM new with partialsharesbj (idnew ) suchthat
bj (idnew ) = f (idnew ; id j ) for somej 2 [1; n]. M new can
thenusethestandardGaussianeliminationprocedure[29]
to computef (idnew ; x), which is thesameasf (x; idnew )
(sincethepolynomialf (x; y) is symmetric)andthusobtain
its share-polynomialbnew (x) = f (x; idnew ) from t partial
sharesbj (idnew ).

Unlikeprotocolsbasedonsharingof uni-variatepolyno-
mials, this schemedoesnot requireany interactionamong
theadmittingmembernodes.

5.2 Initialization

In BiAC, the MANET can be initialized by one node
(centralizedinitialization) or a setof nodes(distributedini-
tialization).

Centralized Initialization: the trusteddealerTD com-
putesatwo-dimensionalsharingof thesecretby choosinga
randombi-variatepolynomial:

f (x; y) =
t � 1X

� =0

t � 1X

� =0

f �� x � y� (mod q)

suchthat f (0; 0) = S. TD computesW�� , calleda wit-
nesses, such that W�� = gf �� (mod p) for all �; � 2
[0; t � 1], andpublishestheseW�� -s aspart of the group
certi�cate. OnceTD computesthewitnessmatrix, it sends
eachnode M i (i 2 [1; n]) a distinct share-polynomial:

bi (x) = f (x; id i ). TD 's presenceis neededonly during
this initializationphasein orderto bootstrapthesystem.

Distrib uted Initialization: alternatively, the network can
be initialized by a setof t or morefoundingnodes.These
nodesagreeon a randombi-variatepolynomialf (x; y) us-
ing so-calledJoint SecretSharing(JSS)technique[10].

5.3 AdmissionProcess

In orderto join thenetwork,aM new mustcollectat least
t partialsharesof thepolynomialfrom t currentnodes.Fig-
ure3 shows theprotocolmessage�o w for thenodeadmis-
sionprocess4.

Table 1. Notation
SL new sponsorslist for M new

P K i temporarypublickey of M i
Si (m) M i 's signatureonmessagem

K ij pairwisekey betweenM i andM j
EK ij encryptionwith K ij

M new ! M i : idnew ; PK new ; Snew (idnew ; PK new ) (1)
M new  M i : id i ; PK i ; Si (id i ; PK i ) (2)
M new ! M j : SL new ; Snew (SL new ) (3)
M i  ! M j : RandomShuf�ing (4)
M new  M j : EK new j f pssj (new)g (5)

Figure 2. UniAC Admission Protocol

M new ! M i : idnew ; PK new ; Snew (idnew ; PK new ) (1)
M new  M i : id i ; PK i ; EK new i f bi (idnew )g, (2)

Si (id i ; PK i ; EK new i f bi (idnew )g)

Figure 3. BiAC Admission Protocol

Theprotocolinvolvesfollowing steps(thenotationused
in this sectionis summarizedin Table1):

1. M new broadcastsa signedJOIN REQmessagewhich
containsits identityidnew andits temporarypublickey
PK new . Thedetailsabouthow idnew is generatedand
veri�ed arediscussedin Section7.

2. After verifying the signatureon the JOIN REQmes-
sage, each receiving node (M i ) willing to admit
M new , computesa partial share bi (idnew ) using
its own share-polynomial such that bi (idnew ) =
f (idnew ; id i ). EachsponsorM i thenrepliesto M new

with a SHAREREPmessage.Eachmessageis signed
by thesenderandcontainsencryptedbi (idnew ) along
with therespectivevaluesof id i andPK i .

4In orderto securetheprotocolagainstcommonattackssuchasreplay,
impersonation, andinterleavingattacks[22], we notethat it is necessary
to includeadditionalinformationsuchastimestamps,nonces,andidentity
informationof thesenderaswell asthereceiver. However, in orderto keep
ourdescriptionsimple,weomit thesevalues.
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Figure 1. Comparison of UniAC and BiAC

Note that, in order to computetheir partial shares
above,sponsorsdo not needto beawareof eachother
andthusno interactionis needed.This is in contrast
with UniAC scheme,whereeachsponsorneedsto be
awareof all othersponsorsin orderto computetheLa-
grangecoef�cient in partialshareissuance,andwhere
interactionis requiredfor randomshuf�ing.

3. Upon receiving m (� t) SHAREREP messages,
M new selectsany t of them and interpolatesits
own share-polynomialbnew (x) usingstandardGaus-
sianelimination. Let us denotethe share-polynomial
bnew (x) reconstructedby M new as

P t � 1
� =0 A � x � .

Sincebi (idnew ) = bnew (id i ) (dueto symmetry),the
problemto interpolatebnew (x) usingt bi (idnew )-s is
equivalentto the problemto solve the matrix A such
thatX A = B asfollows:

2

6
6
6
6
4

( id 1 )0 ( id 1 )1 � � � ( id 1 ) t � 1

( id 2 )0 ( id 2 )1 � � � ( id 2 ) t � 1

...
( id t )0 ( id t )1 � � � ( id t ) t � 1

3

7
7
7
7
5

2

6
6
6
4

A 0
A 1

...
A t � 1

3

7
7
7
5

=

2

6
6
6
4

bnew ( id 1 )
bnew ( id 2 )

...
bnew ( id t )

3

7
7
7
5

The above systemof linear equationsyields a unique
solutionsincetheid i valuesaredistinctandthematrix
X = [x ij ], wherex ij = (id i ) j � 1 for all i; j 2 [0; t], is
invertible.

Veri�ability: In order to verify the acquiredshare-
polynomial

P t � 1
� =0 A � x � , M new mustperformthever-

i�ability procedure. In order to be a valid share-
polynomial,A � mustbeequalto

P t � 1
� =0 f �� (idnew )� ,

for all � 2 [0; t � 1]. Usingthepublic witnessvalues
(from the group certi�cate) W�� = gf �� (mod p),

thepolynomialcanbeveri�ed asfollows:

gA � =
t � 1Y

� =0

(W�� )( id new ) �
(mod p)

for all � 2 [0; t � 1].

Notethattheright-handsidein theaboveequationcan
bepre-computedby M new prior to startingtheadmis-
sionprocess.

Traceability: If veri�cation fails, M new cantracethe
faulty shareprovider(s)by performingthetraceability
procedure.This involvesverifying thevalidity of each
partial sharebi (idnew ) = f (idnew ; id i ), that M new

received. This can be achieved by checkingthe fol-
lowing equationfor eachi :

gbi ( id new ) =
t � 1Y

� =0

t � 1Y

� =0

(W�� )( id new ) � ( id i ) �

(mod p)

Note that
Q t � 1

� =0 (W�� )( id new ) �
in the above equa-

tion canbe pre-computedsinceW�� -s andidnew are
known to M new in advance.

5.4 Pairwise KeyEstablishment

Onceevery nodehasits share-polynomial,pairwisekey
establishmentis the sameas in [3] and[19]. Any pair of
nodesM i andM j canestablishsharedkeysasfollows: M i

usesits share-polynomialf (x; id i ) to compute

K ij = f (id j ; id i ) (mod q)

andM j its share-polynomialf (x; id j ) to compute

K j i = f (id i ; id j ) (mod q):



Sincef (x; y) is asymmetricpolynomial,K ij = K j i . Thus,
M i and M j now have a sharedkey that can be usedfor
securecommunication.

Unlike the pairwisekey establishmentin UniAC (secu-
rity of whichis basedontheCDH assumption)asdescribed
in Section4, the securityof above procedureis uncondi-
tional, i.e., not basedon any assumption.Refer to [3] for
detailsregardingthesecurityargumentsof thispairwisekey
establishment.

Table 2. Feature Comparison

Key Features UniAC BiAC

SecurityAssumption(for Admission) DL DL
SecurityAssumption(for Key Comp.) CDH Unconditional
DecentralizedAdmission Yes Yes
DoSResistance Yes Yes
InteractionamongSponsorsRequired Yes No
RandomShuf�ing Required Yes No
ReliableBroadcastRequired Yes No

6 PerformanceAnalysis

In this sectionwe discusstheimplementationof UniAC
andBiAC andcomparethemin termsof nodeadmission,
traceabilityandpair-wisekey establishmentcosts.We also
summarizeandcomparesomesalientfeaturesin Table2.
As expected,BiAC signi�cantly outperformsUniAC in our
overallevaluation.

6.1 Complexity Analysisand Comparison

We summarizecomputationand communicationcom-
plexities5 in Tables3 and4, respectively, wheren � m � t.
More speci�cally, BiAC requireseachsponsoringnodeM i

to perform O(t) modular multiplicationsand the joining
nodeM new to performO(t3) modularmultiplicationsfor
Gaussianelimination and O(t) exponentiationsfor veri�-
ability. On the other hand, UniAC requireseachM i to
performO(t) multiplications,andM new to performO(t)
multiplicationsplus 1 exponentiationfor veri�ability . For
traceability, boththeschemesrequireO(t2) multiplications
andO(t2) exponentiationswith pre-computation.BiAC is
signi�cantly moreef�cient thanUniAC for computingpair-
wise keys, sincethe former requiresonly O(t) multiplica-
tions,while thelatterneedsO(t) exponentiationsaswell as
O(t) multiplications.Notethat,pairwisekey establishment
is averyfrequentoperationin aMANET, thus,its ef�ciency
is extremelyimportant.

As farasoverallcommunicationcosts6, BiAC consumes

5Thecostsrequiredfor protectingeachprotocolmessagearenot taken
into accountsincethesecostsvary with thespeci�c signaturescheme.

6Weassumethattheidentity andthepublickey arelog q bits longand
log p bits long, respectively.

Table 3. Computation Comple xity

Category UniAC BiAC

Admission

M i 's
view

M O(t) O(t)
E O(t) 0

M new 's
view

M O(t) O(t3 )
E 1 O(t)

Traceability
M O(t2 ) O(t2 )
E O(t2 ) O(t2 )

PairwiseKey
Establishment

M O(t) O(t)
E O(t) 0

M : modularmultiplication E: modularexponentiation

Table 4. Comm unication Comple xity

Category UniAC BiAC

Rounds
broadcast 1 1
unicast O(t2 ) O(t)

reliablebroadcast O(t) 0

Bandwidth
log q-bit O(t2 ) O(t)
log p-bit O(t) O(t)

O(t logq) andO(t logp) bits, while bandwidthconsump-
tion in UniAC is O(t2 logq) plusO(t logp) bits dueto the
interactiverandomshuf�ing procedure.

6.2 Experimental Setups

UniAC andBiAC protocolshavebeenimplementedover
thepopularOpenSSLlibrary [26]. Thesourceis written in
C in Linux andconsistsof about10; 000 lines of codefor
eachprotocol.Thecodeis availableat [28].

We used� ve laptopsin our experimentalset-up: four
with Pentium-3800MHz CPU-sand256MB memoryand
onewith Mobile Pentium1.8GHz CPUand512MB mem-
ory. Each laptop ran Linux 2.4 and was equippedwith
a 802:11b interfacecon�gured for ad-hocmode. Speci�-
cally, for measuringthe admissioncost, four laptopswith
the samecomputingpower were usedas currentmember
nodesandthehigh-endlaptopwasusedasthejoining/new
node. Traceabilityand pairwisekey computationexperi-
mentswere also performedwith this high-endlaptop. In
our experiments,eachnode(exceptthe joining node)was
emulatedby a daemonandeachmachinewasrunningup
to threedaemons.Themeasurementswereperformedwith
differentthresholdvaluest. Thesizeof theparameterq was
setto be160-bitsandp 1024-bits.

To measureconsumptionof batterypower, weperformed
the following experiment: the test machinewas an iPAQ
(modelH5555)runningLinux (Familiar-0.7.2). The CPU
on iPAQ is a 400 MHz Intel XScalewith 48MB of �ash
memoryand128MB of SDRAM. In orderto obtainaccu-
ratepowermeasurements,weremovedthebatteryfrom the
iPAQ during theexperimentandplaceda resistorin series



with thepowersupply. WeusedaNationalInstrumentsPCI
DAQ (DataAcQuisition)boardto samplethevoltagedrops
acrosstheresistorto calculatecurrentat 1000samplesper
second.

6.3 Experimental Results

We compareour experimentresultsin termsof admis-
sion, energy consumptionfor admission,traceability, and
pairwisekey computation.

6.3.1 AdmissionResults

To evaluateadmissioncost,we measuredtotal processing
time betweensendingof JOIN REQby the prospective
memberandreceiving (plusveri�cation) of acquiredsecret
shares.Ourmeasurementsincludetheaveragecomputation
time of the basicoperations(suchas modularmultiplica-
tions,exponentiationsetc.)aswell ascommunicationcosts,
suchaspacketen/decodingtime,network delay, andsoon.
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Figure 4. Admission Costs

As observed from Figure 4, the admission(join) cost
with BiAC is muchlowerthanthatwith UniAC. Thediffer-
enceis evenhigherfor higherthresholdvalues.Thereason
is quiteintuitive: notonly is BiAC computationallycheaper
thanUniAC, but it alsorequireslesscommunication.

Energy consumptionresultsfor admissionoperationare
plotted in Figure 5. This experiment is quite tricky to
measurefairly. Energy consumptionis directly propor-
tional to processingtime. It is meaninglessto measure
energy consumptionbasedon computationtime. How-
ever, it is well known that, in many small devices such
aslow-endMANET nodesor sensors,sendinga singlebit
is roughlyequivalentto performing1,00032-bit computa-
tions in termsof batterpower consumption[1]. Therefore,
wemeasuredthepowerconsumptionin termsof communi-
cationbandwidthrequiredby eachadmissionprotocol. In
moredetail,wesentsomebulk data(e.g.,100Mbytes)from
a single iPAQ PDA, measuredthe power consumedwhile

sendingout thisdata,andthencomputedtheaveragepower
consumptionper bit. After that, we calculatedthe power
consumptionof eachadmissionprotocolby multiplying this
measurementresultby thebit lengthof thetransmitteddata.
Theseresultsin Figure5clearlyillustratethatBiAC is much
moreenergy-ef�cient thanUniAC.
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Figure 5. Energy Consumption with Comm u­
nication for Admission (iPAQ­H5555: XScale
400 MHz, 128MB)

6.3.2 Traceability Results

Figure6 displaystraceabilitycostsfor thetwo approaches.
Evenin theworstcase,BiAC is asgoodasUniAC for per-
formingthe(veryinfrequent)operationof tracingmalicious
nodes.
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Figure 6. Traceability Costs

6.3.3 Pairwise KeyEstablishmentResults

Figure7showsthatBiAC issigni�cantly moreef�cient than
UniAC for computingpairwisekeys. The achieved gains
rangeapproximatelyfrom 115 (t = 1) to 412 (t = 9); in
otherwords,BiAC is 115 to 412 timesfasterthanUniAC
whenestablishinga sharedsecretkey. This resultwasac-
tually expectedbecausein BiAC thepairwisekey computa-
tion requiresonly O(t) multiplicationswherethe modular



sizeis 160bits. In contrast,UniAC requiresO(t) exponen-
tiations with a modularsize of 1024bits as well as O(t)
multiplicationswith 160-bitmodulus.
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Figure 7. Pairwise Key Estab lishment Costs

7 Discussion

In this section,we discussthe securityof the proposed
BiAC schemeandseveralrelatedissues.

Security. Securityof BiAC is basedon the discretelog-
arithm (DL) assumption7 as long as the adversaryis not
allowed to corruptmore than(t � 1) (< n=2, wheren is
the total numberof nodes)nodesin the network. Due to
lack of space,we only presenta sketchof this argument.
Basically, asin theFeldman's VSS[8], we usethe ideaof
simulatedadversarial view to show that an adversarywho
corruptsat most (t � 1) nodeslearnsnothingextra (other
than the witnessgS (mod p)) about the secretS during
the initialization andadmissionproceduresof the scheme.
This is achievedby generatinga simulator, which on input
gS (mod p), producespublic informationand the private
informationto theadversarywhich is statisticallyindistin-
guishablefrom theoneproducedin theactualrun of these
procedures.For the securityargumentsof BiAC pairwise
key establishment,we referthereaderto [3].

Identi�er Con�guration. In the UniAC and BiAC
schemes,theidenti�er id i of eachnodeM i mustbeunique
andveri�able. Otherwise,a maliciousnodecould usethe
identi�er of someothernodeandobtainits secretfrom the
membernodesduring the admissionprocess.For unique
andunforgeableID assignment,we usea solutionbasedon
Crypto-BasedID (CBID) [23]: The id i is chosenby the
nodeitself from an ephemeralpublic key (PK i ) suchthat
id i = H (PK i ), whereH (�) is aone-waycollision-resistant
hashfunction.Referto [23] for details.

7DL assumption:In acyclic groupgeneratedby g 2 Z �
p of orderq, for

a 2 Z�
q , given(g; ga ), it is hardto computea.

Secure Channel Establishment. In the proposedadmis-
sion protocols,the channelsbetweenthe noderequesting
admissionandeachof the membernodesmustbe authen-
ticatedand encrypted. Establishingan authenticatedand
encryptedchannelusually requiresthe useof certi�cates,
whichbindidentitiesto publickeys,andanaccessto aPKI.
However, PKI is not alwaysavailablein MANET environ-
ments. Fortunatelyin our case,what is really neededis a
wayto bindanidenti�er to apublickey. Thisbindingis ac-
tually providedby CBID, describedpreviously. As a result,
certi�catesandPKI arenot required.

Using Secret SharesasPrivate Keys. We make an inter-
estingobservationthat,for short-livedMANETs,eachnode
M i canuseits sharessi of thegroupsecretS asits individ-
ual privatekey, the correspondingpublic key yi beingthe
commitmentto thesecretkey, suchthatyi = gss i (mod p).
(Recallthatthispublickey canbecomputedusingthepub-
lic witnessesof thesecretsharingpolynomial.) Thesecret
key andpublic key-pairs(ssi ; yi ) canthenbe usedfor the
purposesof signing andencryption,respectively, to com-
municatesecurelywith nodesoutside(andalsoinside)the
network. Suchuseof secretsharesasprivatekeys [14] is
different from the correspondingusagein standardpublic
key cryptosystembecausethe secretsharesare not inde-
pendent(they are points on a curve de�ned by a polyno-
mial) andat most(t � 1) of thesevaluesareknown to the
adversary.

Extensionto long-livedMANETs. BiAC canbeeasilyex-
tendedfor long-lived MANETs. Recall from the Section
1 that, for long-lived MANETs, eachjoining nodemust
be issueda membershipcerti�cate along with the secret
share.By couplingBiAC with thethresholdBLS signature
schemeof Boldyreva[4] (whichhasa non-interactivesign-
ing procedure)to issuecerti�catesto thejoining nodes,we
obtaina fully non-interactive admissionprotocolfor long-
livedMANETs. Evaluationof this extensionis anitem for
futurework.

8 Conclusion

In this paper, we consideredtwo classesof MANETs:
short-livedandlong-lived, andshowed that moreef�cient
admissioncontrol protocols can be constructedfor the
former. We presentedBiAC, an ef�cient and fully non-
interactive admissioncontrol schemebasedon bi-variate
polynomial secretsharing. We demonstrated– via theo-
retical andexperimentalevaluation– that BiAC compares
favorably to UniAC. (Recall that all previous admission
protocolswereoriginally designedfor long-livedMANETs
andarebasedonuni-variatepolynomialsecretsharing.)
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