E cien t Aggregation of encrypted data in Wireless Sensor Net works

Claude Castelluccia
INRIA
Zirst - 655averue de I'Europe

38334Saint Ismier Cedex, France
Claude.Castelluccia@inria.fr

Abstract

Wir eless sensor networks (WSNs) are ad-ha net-
works composal of tiny devies with limited compu-
tation and energy capacities. For such devies, data
transmissionis a very energy-consuming operation. It
thus becomesessentialto the lifetime of a WSN to min-
imize the numkber of bits sent by each devie. One well-
known approach is to aggegate sensor data (e.g., by
adding) along the path from sensorsto the sink. Ag-
gregation becomes esyecially challenging if end-to-end
privacy between sensorsand the sink is required. In
this paper, we propose a simple and provably secure
additively homomorphic stream cipher that allows ef-
cient aggegation of encrypted data. The new cipher
only usesmodular additions (with very small moduli)
and is therefore very well suited for CPU-constrained
deviees. We show that aggegation basel on this ci-
pher can be usal to e ciently compute statistical val-
ues such as mean, variance and standard deviation of
sensel data, while achievingsigni ¢ ant bandwidth gain.

1 Intro duction

Wireless sensornetworks (WSNs) are becomingin-
creasinglypopular in many spheresof life. Application
domains include monitoring of the environment (such
astemperature, humidity and seismicactivity) aswell
asnumerousother ecological,law enforcemet and mil-
itary settings.

Regardlessof the application, most WSNs have two
notable properties in common: (1) the network's over-
all goalis typically to reach a collective conclusionre-
garding the outside ervironment, which requiresdetec-
tion and coordination at the sensorevel, and (2) WSNs
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act under sewere technological constraints: individual
sensorshave severely limited computation, communica-
tion and power (battery) resourcesand needto operate
in settings with great spatial and temporal variabilit y

At the same time, WSNs are often deployed in
public or otherwise untrusted and even hostile en-
vironments, which prompts a number of security is-
sues. Theseinclude the usual topics, e.g., key manage-
mert, privacy, accesscontrol, authentication and DoS-
resistance,among others. What exacerbatesand dis-
tinguishessecurity issuesin WSNsis the needto minia-
turize all security servicesso asto minimize security-
induced overhead. In other words, if security is a neces-
sary hindrance in other (e.g., wired or MANET) types
of networks, it is much more so in WSNs. For ex-
ample, public key cryptography is typically ruled out
as are relativ ely heavy-weight convertional encryption
methods.

Security in WSNs is a popular researt topic and
many advanceshave beenreported on in recert years.
Most prior work hasfocusedon ultra-e cien t key man-
agemen, authentication, routing and DoS resistance
[1, 2, 3, 4]. An overview of security related issuesand
servicesrequired for WSNs is provided by Perrig, et al.
in [5].

On the other hand, a lot of attention has beende-
voted to communication e ciency issues. Since data
transmission is a very energy-consumingoperation, in
order to maximize sensotlifetime, it is essetial to min-
imize the sheernumber of bits sert by ead sensorde-
vice. One natural and well-known approad involves
aggregatingsensordata asit propagatesalongthe path
from the sensorgo the so-calledsink { a node that col-
lects senseddata. Of course, aggregating data is not
quite equivalent to collecting individual sensorread-
ings. In someapplications, e.g., perimeter control, ag-
gregation is uselesssince only individual sensorread-
ings are of interest. Howewver, many WSN scenarios
that monitor an ertire micro-environment (e.g., tem-



perature or seismicactivit y) do not require information
from individual sensorsbut, instead, put more empha-
sison statistical quantities, such as mean, median and
variance.

Although simple and well-understood, aggregation
becomes problematic if end-to-end privacy between
sensorsand the sink is required. If we assumethat
all sensorsare trusted, sensorscould encrypt data on
a hop-by-hop basis. For an intermediate sensor(i.e.,
one that receives and forwards data), this would en-
tail: 1) sharing a key each neighboring sensor,2) for
eat downstream! neighbor, decrypting the received
encrypted value, 3) aggregatingall received values,and
4) encrypting the result for transmission upstream.
Though viable, this approad is fairly expensive and
complicated. The former becauseof having to decrypt
ead received value before aggregationand the latter {
due to the overheadimposedby key managemen.

Furthermore, hop-by-hop encryption assumesthat
all sensorsare trusted with the authenticity and pri-
vacy of other sensors'data. This assumption may be
altogether unrealistic in somesetting, whereas,in oth-
ers, trust can be partial, i.e., intermediate nodes are
trusted with only authenticity or only privacy.

Alternativ ely, if a single global key was used by
all sensors, by subverting a single sensor node the
adversary could learn measuredvalues of any and all
nodesin the network. Sinceonly the sink should gain
an overview of WSN measuremets, this approach is
not attractiv e.

Contributions:  In this paper, we focus on e cien t,
bandwidth-conserving privacy in WSNs. More specif-
ically, we blend inexpensive encryption techniques
with simple aggregation methods to achieve very
e cien t aggregation of encrypted data. To assesshe
practicality of proposedtechniques, we evaluate them
and present very encouraging results which clearly
demonstrate appreciable bandwidth consenation and
small overhead stemming from both encryption and
aggregationoperations.

Organization:  In the next section we discuss some
badkground and the assumptions about our system
model. Then, Section 3 describes the problem state-
ment along with the security model. Next, Section
4 describes our homomorphic encryption scheme, fol-
lowed by Section 5 which describeshow to utilize this
encryption schemein a WSN. Performanceis analyzed
and results are discussedin Section 6. Related work is
summarizedin Section 7 and Section 8 concludesthis

1We use the terms downstream and upstream to mean away
and towards the sink, respectively.

paper.
2 Background

In this section we describe the key features of,
and assumptions about, the network and provide an
overview of aggregationtechniques.

2.1 WirelessSensorNetworks (WSNSs)

A WSN is an ad-hoc network composed of a mul-
titude of tiny deviceswith limited computation and
energy capacities. One commonly cited WSN applica-
tion is monitoring the environment. This may include
sensingmotion, measuringtemperature, humidity, etc.
Data monitored by the sensorsis sert to a sink (usu-
ally a more powerful device), that is responsible for
collecting the information.

The ad-hoc nature of a WSN implies that sensors
are also used in the network infrastructure, i.e., not
just sending their own data and receiving direct in-
structions but also forwarding data for other sensors.
When sensorsare deployed, a delivery tree is often built
from the sink to all sensors. Packets sert by a sensor
are forwarded to the sink by the sensorsalong the de-
livery tree.

Sensor nodes come in various shapes and forms,
however, they are generally assumedto be resource-
limited with respect to computation power, storage,
memory and, especially, battery life. A popular exam-
ple is the Berkeley mote [6]. One common sensorfea-
ture is the disproportionally high cost of transmitting
information as comparedto performing local compu-
tation. For example, a Berkeley mote spends approx-
imately the same amount of energy to compute 800
instructions as it doesin sending a single bit of data
[6]. It thus becomesessetial to reducethe number of
bits forwarded by intermediate nodes, in order to ex-
tend the entire network's lifetime. The sink node acts
as a bridge betweenthe WSN and the outside world.
It is typically a relatively powerful device, suct as a
laptop computer.

2.2 Aggregationin WSN

Aggregation techniques are used to reduce the
amount of data communicated within a WSN and thus
consenes battery power. Periodically, as measure-
ments are recordedby individual sensorsthey needto
be collectedand processedo producedata represena-
tiv e of the entire WSN, such asaverageand/or variance
of the temperature or humidity within an area. One
natural approad is for sensorsto sendtheir valuesto



certain special nodes, i.e., aggregators. Each aggrega-
tor then condenseghe data prior to sendingit on. In

terms of bandwidth and energy consumption, aggrega-
tion is bene cial aslong asthe aggregation processis
not too CPU-intensive.

The aggregatorscan either be special (more pow-
erful) nodes or regular sensorsnodes. In this paper,
we assumethat all nodesare potential aggregatorsand
that data gets aggregatedas they propagate towards
the sink. In this setting, since sensorshave very lim-
ited capabilities, aggregation must be simple and not
involve any expensive or complex computations. Ide-
ally, it would require only a few simple arithmetic op-
erations, sudh as additions or multiplications. 2.

We note that aggregationrequiresall sensorgo send
their data to the sink within the same sampling pe-
riod. This either requiresthe sensorsto have (at least
loosely) synchronized clocks or the ability to respond
to explicit queriesissuedby the sink.

Onenatural and commonway to aggregatedata is to
simply add up valuesasthey are forwarded towards the
sink. Of course,this type of aggregationis usefulwhen
the sinkis only interestedin certain statistical measure-
merts, e.g.,the meanor variance of all measureddata.
As noted in Section 1, someWSN applications require
all sensordata and therefore can not benet from ag-
gregation techniques. Similarly, applications requiring
boundary values, e.g., min and/or max, are obviously
not a good match for additiv e aggregation.

With additiv e aggregation,ead sensorsumsall val-
ues, X, it receives from its k children (in the sink-
rooted spanningtree) and forwards the sumto its par-
ent. Eventually, the sink obtains the sum of all values
sent by all n sensors. By dividing the sum by n, i.e.,
the total numbers of sensors,it computesthe average
of all measureddata.

This simple aggregationis very e cien t since eat
aggregatoronly performsk arithmetic additions®. It is
alsorobust sincethere is no requiremert for all sensors
to participate aslong asthe sink getsthe total number
of sensorsthat actually provided a measuremen

Additiv e aggregation can be also usedto compute
the variance, standard deviation and any other mo-
ments on the measureddata. For example, in case
of variancepea(h aggregator not only computes the
sum, S = :(:1 Xi, of the individual values sert by
its kpchildren, but also the sum of their squares:

— P% 2 ; ; .
V =, X{. Evertually, the sink obtains two values:
the sum of the actual sampleswhich it can use to
compute the mean and the sum of the squareswhich

2This is indeed what we achieve in this work.
SWe assumethat an aggregator has its own measuremert to
contribute; thus k additions are needed.

it can useto compute the variance:

Var = E(¥?) E(x)% where

E(x?) = ( [ x®)=n and E(X) = ( _; X{)=n

3 Goals and Security Mo del

In this work we are primarily concernedwith data
privacy. Our goal is to prevent a passiwe attacker
(eavesdropper) from gaining any information about
sensordata. An attacker is assumedto be global, i.e.,
able to monitor any location in the network or even
the erntire WSN. Furthermore, we assumethe attacker
is able to read the internal state of somesensors.

The above assumptionmight seemfar-reaching since
a global attacker could very well measurethe data by
itself. Howewver, even an omni-presert attacker may
simply not havethe meansto install its own sensorsgs-
pecially consideringthat sensorsdo not always measure
relatively simple phenomena(such asambient temper-
ature); they can be usedto monitor more di cult-to-
measurefactors, sud as radiation level, water salin-
ity, or air pollution. Moreover, a resource-limited at-
tacker with knowledgeof the WSN topology could sim-
ply position itself at or near the sink and thus obtain
(by eavesdropping)all information about the measured
data.

In light of our requiremert for end-to-end privacy
betweenthe sensorsand the sink, additiv e aggregation,
although otherwise simple, becomesproblematic. This
is largely becausepopular block and stream ciphers,
such as AES [7] or RC5 [8], are not additively homo-
morphic. In other words, the summation of encrypted
valuesdoesnot allow for the retrieval of the sum of the
plaintext values.

To minimize trust assumptionswe assumethat ead
of the n sensorssharea distinct long-term key with the
sink. This key is originally derived* from the master
secret,which is only known to the sink. We denotethe
sink's master secretasK and the long-term sensor/sink
shared key as K;, where the subscript 0 < i n
uniquely identi es a particular sensor. This way, the
sink only needsto store a single master secretand all
long-term keys can be recomputed as needed.

Even though we are advaating for end-to-end en-
cryption, we assumehop-by-hopauthentication. As op-
posedto encryption, authentication schemesthat allow
for aggregationseemto be very di cult, and perhaps
impossible, to design. Furthermore, even if such an
aggregatescheme existed, it is not clear how useful it
would really be in practice, sincein a WSN an attacker

4For example, using a pseudo-random function (PRF).



can easily a ect the aggregateby just a ecting the en-
vironment being sensed(i.e. for exampleby arti cially
increasingthe temperature around a sensor). Note that
sudh an attack doesnot require the attackerto compro-
mise any node. As explained in [9], other techniques
are neededto verify the plausibility of the resulting ag-
gregate and to increasethe aggregationresiliency. In
WSNSs, authentication doesnot provide data authentic-
ity, but can instead be usedto enforceaccesscortrol,
i.e. to prevent unauthorized nodesfrom injecting fake
padkets in the networks. This accesscortrol can e -
ciertly be performed with hop-by-hop authentication
and doesnot require end-to-end authentication.

4 Additiv ely Homomorphic
tion

Encryp-

In this section we describe the notion of homomor-
phic encryption and provide an example. We then pro-
ceedto presen our additively homomorphic encryption
scheme along with its security analysis. This encryp-
tion technique is very well-suited for privacy-preserving
additiv e aggregation.

4.1 Homomorphic Encryption

A homomorphic encryption scheme allows arith-
metic operations to be performed on ciphertexts. One
example is a multiplicativ ely homomorphic scheme,
whereby the multiplication of two ciphertexts followed
by a decryption operation yields the same result as,
s&y, the multiplication of the two corresponding plain-
text values. Homomorphic encryption schemesare es-
pecially useful in scenarioswhere someonewho does
not have decryption keys needsto perform arithmetic
operations on a set of ciphertexts. A more formal de-
scription of homomorphicencryptions schemesis asfol-
lows.

Let Enc() denotea probabilistic encryption scheme.
Let M be the messagespace and C the ciphertext
spacesuch that M is a group under operation and
C is a group under operation Enc() isa( ; )-
homomorphic encryption scdheme if for any instance
Enc() of the encryption scheme,givenc; = Encgi(my)
and c; = Encga2(my), there exists a key k such that

ct &= Enc(my mpy)

In other words, the result of the application of function
on plaintext values may be obtained by decrypting
the result of applied to the corresponding encrypted
values.
A good exampleis the RSA cryptosystem[10 which
is multiplicatively homomorphic The RSA encryption

function is Enc(m) = m® = ¢ (mod n) and the cor-
responding decryption function is Degc) = ¢ = m
(mod n) where n is a product of two suitably large
primes (p and @), e and d are encryption and de-
cryption exponerts, respectively, such that e d =1
(mod (p 1)(q 1))

Giventwo RSA ciphertexts ¢; and c;, corresponding
to respective plaintexts m; and my, it is easyto see
that ci.c;, m§fm§  (mim2)€ (mod n). Hence, one
caneasilycompute the multiplication of the ciphertexts
(ci1c2) to obtain the ciphertext corresponding to the
plaintext m = myim, (mod n).

4.2 ProposedEncryption Scheme

We now intro duce a simple additively homomaorphic
encryption technique. Its security analysisis provided
in Appendix A. The main idea of our schemeis to re-
placethe xor (Exclusive-OR) operation typically found
in stream cipherswith modular addition (+).

Additiv ely Homomorphic Encryption Scheme

Encryption:

1. Represert messagem as integer m 2 [0; M
M is large integer.

1] where

2. Let k be a randomly generated keystream, where k 2
oM 1]

3. Compute c= Enc(m;k;M) = m+ k (mod M)
Decryption:
1. Deqc;k;M)=c k (mod M)
Addition of Ciphertexts:
1. Let ¢c1 = Enc(my;ki; M) and ¢; = Enc(mz; kz; M)
2. Fork = k; + ko, Dedc1 + ¢2;k;M) = m1 + m;

We assumethat 0 m < M. Due to the commu-
tativ e property of addition, the above schemeis addi-
tively homomorphic. In fact, if ¢; = Enc(my;ki; M)
and c; = Enc(mz;ke;M) then ¢ + ¢ = Enc(my +
mo; ks + ko; M )

Note that if n di egent ciphersc; are added, then M
must be largerthan [, m;, otherwise correctnessis
not provided. In fact if =, m; is larger than M,
decryption will results in a value m° that is smaller
than M. In practice, if p = max(m;) then M should
be selectedas M = 2dl0g2(p n)e,

The keystreamk can be generatedby using a stream
cipher, such as RC4, keyed with a node's secretkey s;
and a unique messaged. This secretkey pre-computed
and shared between the node and the sink, while the



messageid can either be included in the query from
the sink or derived from the time period in which the
node is sendingits valuesin (assuming some form of
syndironization).

5 Aggregation of Encrypted Data

As previously noted, e cien t aggregationin WSNs
becomesvery challenging when end-to-end privacy of
data is required. One solution is to disregard aggre-
gation altogether in favor of privacy, i.e., for sensor
nodesto forward their own encrypted measuremets,
as well as measuremets received from their children,
upstream. The sink, upon receivingasmany data padk-
etsasthere areresponding sensorsproceedsto decrypt
all ciphertexts and sumsthem up in order to compute
the desiredstatistical measuremets. We term this ap-
proach asNo-Agg This approac hastwo obvious dis-
advantages. First, becauseall padets are forwarded
towardsthe sink, a lot of bandwidth (and hencepower)
is consumed. Second,asillustrated later in Section6.2,
there is an extreme imbalancebetweensensordn terms
of the amount of data communicated. Sensorscloserto
the sink send and receive up to seeral orders of mag-
nitude more bits than those on the periphery of the
spanningtree.

A secondapproad, that does not achieve end-to-
end privacy but does aggregatedata, is a hop-by-hop
(HBH) encryption method, which is alsousedfor com-
parison betweenaggregationmethods in [11]. In HBH
all nodes create pair-wise keys with their parents and
children during a boot strapping phase. When answer-
ing a query, nodes decrypt any padkets sert to them,
aggregatethis data together with their own beforere-
encrypting the aggregatedresult and forwarding this
to their parent. This approad is obviously more band-
width e cien t than No-Agg, asno padket is sert twice.
Howewer, there is an assaiated cost involved with the
decryption and encryption performed at every non-leaf
node in the WSN which increasestheir energy con-
sumption (see[11]). More importantly, from a privacy
perspective, the HBH scheme leaves nodes vulnerable
to attacks becausetheir aggregateddata will appear
in plaintext (i.e., no end-to-end privacy). Especially
nodes closerto the sink becomeattractiv e targets for
an attacker, astheir aggregatedvaluesrepresert alarge
portion of the data in the WSN.

We instead propose an end-to-end privacy preserv-
ing aggegation approach (denoted as AGG) in which
ead sensorencrypts their senseddata using the en-
cryption scheme preseried in Section 4.2. Since this
schemeis additiv ely homomorphic, valuescanbe added
(aggregated) as they are forwarded towards the sink.

The sink can then retrieve from the aggregateit re-
ceivesthe sum of the samplesand derive certain statis-
tical data. AGG retains the positive qualities of both
the No-Agg (end-to-end privacy) and HBH (energy ef-
cient) solutions.

5.1 Computing Statistical Data

In this section, we shonv how the new additiv ely ho-
momorphic encryption scheme can be usedto aggre-
gate encrypted data such that the sink can still com-
pute the averageand variance.

5.1.1 Computing the Av erage

When using our scheme, eacth sensorencrypts its data
Xi to obtain ¢, = Enc(xi;ki;M). M needsto be
chosen large enough to prevert an overow so it is
setasM = n t. Each ciphertext ¢, is therefore
log(M) = log(t) + log(n) bits long.

The sensorthen forwards ¢y, to its parent, who ag-
gregatesall the ¢, 's of its k children by simply adding
them up (this addition is performed modulo M). The
resulting value iq_-,then forwarded. The sink ends up
with value Cy = i”:l Cx; (mod M). It canthen com-
pute $« = DedCy;K;M)=Cx K (mod M), where
K = [, ki, and derive the averageas follows: Avg
= S¢=n.

5.1.2 Computing the Variance

As mertioned previously, our scheme can also be used
to derive the variance of the measureddata.

In this case,eat sensori must compute y; = x?2,
where x; is the measuredsample, and encrypts y; to
obtain ¢, = Enc(yi;k%M9. It must also encrypt x;
as explained in the previous section. M ° needsto be
chosen large enough to prevert an overow so it is
setto M%= n t2. Each ciphertext ¢, is therefore
logM 9 = 2 log(t) + log(n) bits long. The sensor
forwards ¢y, , together with ¢, to its parernt. The size
of the resulting data is 3 log(t) + 2 log(n). The
parent aggregatesall the c,; of its k children by sim-
ply adding them up. It also aggregates,separately
the ¢, as explained in the previous section. The
two resulting values are then forryarded. The sink
endsup with valuesCy andCy = ., ¢, (mod M).
Cx is usedto compute the averageAv. C, is used
to compute the variance as follows: The sink com-
putes Vx = BedCy;KGM) = C, KO%(mod M),
where K%= " k% The variance is then equal to
Vi=n  AvZ



5.2 Robustness
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Figure 1. Multi-lev el WSN model with nodes of degree k

An important consequenc®f using our proposeden-
cryption scheme for aggregationin WSNs is that the
sink node needsto be aware of the encryptorsid's such
that it canregeneratethe correct keystreamfor decryp-
tion purposes.

BecauseWSNs are not always reliable, it cannot be
expectedthat all nodesreply to all requests. Therefore
there needsto be a medanism for communicating the
id's of the non-responding nodes to the base station.
The simplest approadh, and the one we used in our
evaluation, is for the sensorsto append their respective
node id's to their messages

6 Analysis

In this section, we compare the bandwidth of our
proposed AGG protocol with the No-Agg (forward-
ing data packets) and HBH (hop-by-hop encryption
and aggregation) approaches,asdescribed in section5.
The overall bandwidth in the WSN and the number of
bits sert by individual nodesare measuredfor di erent
WSN tree like topologies. Below we describe the spe-
ci ¢ network model that we usein our measuremets.
The comparisonswill be made for the two following
cases: (1) the sink is only interested in the average
value and (2) the sink is interested in the averageand
variance values.

5Depending on the number of nodes that respond to a query,
it could be more e cien t to communicate the id's of nodes that
successfully reported values

6.1 Network Model

We ervision a multi-lev el network tree in which there
exist numerous sensornodes and only one sink node.
To simplify the model, we assumea balanced k-ary
tree, asdepicted in gure 1. Let t denotethe range of
possiblemeasuremen valuescollected by a sensor(i.e.,
if a sensorcan measuretemperatures between0 and 99
Fahrenheit, then t = 100).

We will analyze the communication bandwidth in
the proposed WSN model from two perspectives: (1)
the number of bits sert per node at di erent levelsin a
3-ary tree and (2) the total number of bits transmitted
throughout the WSN for 3-ary trees of various height.
These measuremets will be carried out for the three
modelsthat we are considering,namely No-Agg HBH
and AGG.

Next we describe how to calculate the number of bits
sert per node for ead of these schemes. We choose
the padket format usedin TinyOS [12] which is the
operating systemrunning on the Berkeley motes that
we ervision asthe sensorplatform. The padket header
is 56 bits and the maximum supported data payload is
232 hits.

For the No-Agg scheme, a node only needslog(t)
bits to encade its senseddata. In addition, all internal
nodesneedto forward the padetssert to them by their
children, and the number of padkets received grows ex-
ponertially (in k) as we move higher in the tree (i.e.
closerto the sink).

In the HBH approad, the number of bits sert de-
pends upon the node's level in the WSN tree. Leaf
nodesonly sendlog(t) bits (sameasin No-Agg), while
nodes higher up in the tree will have aggregateddata
and therefore need to send more bits. Additionally ,
when the variance is also requested, the aggregating
nodesneedto keeptrack of this value separately and
use approximately log(n%) bits to encade the value,
where n®is the number of nodes aggregatedso far.

With our AGG scheme,the number of bits sert by a
node dependson the sizeof the modulus M usedin the
additiv e encryption scheme. Its size can be computed
asthe maximum possibleaggregatevalue, which in this
modelturns out to beM = n t,i.e. all sensorameasure
the largest possiblereading. Therefore, when encading
the average,ead node useslog(M ) = log(t) + log(n)
bits. When the varianceis alsodesired,a hode needsto
sendthe ciphertext corresponding to x2. This requires
anextra log(n t?) = 2 log(t)+ log(n) bits. Addition-
ally, an aggregator needsto append to the aggregate
the id's of its children that did not reply to the query.
Theseid's have to be propagated up to the sink along
with the aggregate.



Table 1. Number of bits sert per node for each level in a 3-tree of depth 7, where the measured value range of 27

[ Levels [ Num Nodes [[ A (0%) | A (10%) | A (30%) | AV (0%) | AV (10%) | AV (30%) || HBH-A | HBH-AV ]| No-Agg ]

1 3 75 950 2700 100 975 2725 73 97 68859
2 9 75 366 950 100 392 975 72 94 22932
3 27 75 172 366 100 197 392 70 91 7623
4 81 75 107 172 100 132 197 68 87 2520
5 243 75 85 108 100 111 132 67 84 819
6 729 75 78 85 100 103 110 65 81 252
7 2187 75 75 75 100 100 100 63 63 63

6.2 Numerical Results

In this section, we comparethe performance of the
No-Agg HBH and AGG accordingto the following two
criteria: (1) The forwarding costper nodei.e. the num-
ber of bits forwarded by node at eadt level of the de-
livery tree. (2) The overall bandwidth gain achieved
achieved by HBH and AGG over the No-Aggsdeme.

Forw arding Cost per node (fairness)

Table 1 shows the number of bits sert per node at each
level in a 3-degreetree of height® 7 whent = 128 (the
network is for example monitoring temperatures that
range between0 and 128 degrees).

For the No-Agg approadc it becomesobvious from
the results that there is a widely di ering data commu-
nication load amongstsensorsat di erent levels(nodes
at level 7 send 3 orders of magnitude less data than
those at level 1). Becausethe nodescloserto the sink
have to sendsud signi cantly larger amounts of data
than their descendats, they useup their batteries and
die sooner. Should a level of nodes in the tree stop
functioning, then the whole WSN stops functioning as
well. Therefore,nodeswould haveto either be swapped
around manually or replaced upon failure, both tasks
being quite impractical when consideringthe number
of nodesat the various levels.

The table shows a steady increaseof bits per node
for the HBH approad, both for the average(HBH-A)
as well as the average and variance data (HBH-AV).
Notice the relatively dramatic increasein bits transmit-
ted betweennodesat level 7 and 6 for HBH-AV. This
is due to that the leaf nodes need not send a cipher-
text represerning x? (neededfor the computation of the
variance), wherex represert their measuredvalue, asit
can be computed by their parents. Becausepacketsare
not forwarded as in No-Agg, we obsene a signi cant
reduction in bits sert per node at all non-leaf levels.

For the AGG we consideredtree scenarios: (1) all

8The sink is at level 0 in the tree

the nodesreply’, (2) 90% of the nodesreply® and (3)
70% of the nodesreply®).

In the rst scenario,there is a constart nhumber of
bits sert by ead node at ead level in the tree. How-
ever, this number of bits is larger than even the max-
imum for any HBH approad, due to the size of the
modulus M . As previously explained, the number of
bits sent by the leavesis larger with the aggregation
methods (AGG-A: 56+ log(t) + log(n) = 75 bits, AGG-
AV: 56+ 3 log(t)+ 2 log(n) = 100bits) than whenno
aggregationis used (56 + log(t) = 63 bits). Howewer,
aggregationdistributes the load evenly over all nodes,
regardlessof their distanceto the sink. We believe this
to be an attractiv e property in WSNs. In the second
and the third scenarios,the number of bits processed
by ead node gets larger the closer it getsis to the
sink. This is the result of appending the id's of the
non-responding children to the aggregate.As we move
up the tree the list of non-responding nodesincreases.

Bandwidth Gain

Tables 2 displays the bandwidth transmission gain of
the HBH and AGG schemesover the No-Agg scheme
using a 3-degreeWSNs of various heights. We con-
sider the gainswhen (1) only the averageis computed
and (2) both the averageand variance are computed
10 These gains are obtained by computing the to-
tal bandwidth costs, Chen, Cace and Cno agg, DY
adding, for ead of these schemes,the total number of
bits forwarded by eat node of the network. The band-
width gain of HBH and AGG are respectively de ned
asCno sgg=Cren and Cno agg=Cacc -

"Referred to in the tables as A(0%) when only the average
is computed and as AV (0%) when the average and variance are
computed.

8Referred in the table as A(10%) when only the average is
computed and as AV (10%) when the average and variance are
computed.

9Referred in the table as A(30%) when only the average is
computed and as AV (30%) when the average and variance are
computed.

10\We remind the reader of that in the No-A ggscheme, no extra
values need to be sert when the variance needsto be computed.



Table 2. WSN bandwidth performance gain of the AGG and HBH schemes when aggregating the (1) Average and (2) Average

and Variance for a 3-tree and t = 27 = 128

[ Levels ]| Num Nodes ]| A (0%) | A (10%) | A (30%) | HBH-A [ AV(0) | AV(10) | AV(30) | HBH-AV ]

3 40 2.42 2.39 2.34 2.58 1.89 1.87 1.84 2.24
4 121 3.20 3.13 3.01 3.50 2.46 2.40 2.37 3.02
5 364 3.96 3.82 3.6 4.46 3.03 2.98 2.84 3.84
7 3280 5.46 5.13 4.58 6.41 4.1 3.9 3.6 5.52
8 9841 6.22 5.72 4.95 7.39 4.59 4.3 3.85 6.37

For example, in a 3-tree of height 5, there are 364
nodes, and when only computing the average value,
AGG-A acdhievesa factor of 3.96 speedupover No-Agg,
i.e. approximately 4 times less bits are sert across
the network. As expected, HBH-A and HBH-AV have
better performancethan both AGG-A and AGG-AV,
respectively, although they both outperform No-Agg.
The biggestdraw for using AGG over HBH is that of
end-to-end privacy. With HBH, it is enough for an
attacker to compromise one node closeto the sink to
gain a large picture of the aggregateddata in the WSN.
This is becausecad nodein HBH storesthe secretkey
neededfor decryption (and encryption), leaving them
vulnerable. On the other hand, nodesin AGG do not
store sensitive key material and the only data an at-
tacker can learn is a single sensor'sindividual reading.

The results showvn in this section are very encour-
aging since they conrm that aggregationis a useful
technique for reducing the total bandwidth usageand
cantherefore extend the overall lifetime of the network.

7 Related Work

The problem of aggregating encrypted data in
WSNs was partially exploredin [11]. In this paper, the
authors proposeto use an additive and multiplicativ e
homomorphic encryption schemeto allows aggregation
of encrypted data. While this work is very interest-
ing, it has sewral important limitations. Firstly, it
is not clear how securethe encryption scheme really
is. Secondly as acknowledgedby the authors, the en-
cryption and aggregationoperations are very expensive
and therefore require quite powerful sensors. Finally,
in the proposed scheme, the encryption expands the
padket size signi cantly. Given all these drawbadks,
it is questionable whether aggregation is still bene -
cial. In cortrast, our encryption schemeis proven to
be secureand is very e cien t. Encryption and aggre-
gation only requiresa small number of single-precision
additions. Furthermore, our encryption scheme only
expands packet sizesby a small number of bits. As a
result, it is well adapted to WSNs consisting of very
resourceconstrained sensors.

In [13], Hu and Evansproposea protocol to securely
aggregatedata. The paper preseris a way to aggre-
gate MA Cs (messageauthentication code) of individ-
uals padkets such that the sink can eventually detects
non-authorized inputs. This problem is actually com-
plemenrtary to the problem of aggregating encrypted
data, we are consideringin this paper. The proposed
solution intro ducessigni cant bandwidth overheadper
padket. Furthermore, it requiresthe sink to broadcast
n keys, where n is the number of nodes in the net-
work, at eat sampling period. This makes the pro-
posedscheme non-practical.

Although not related to data privacy, in [14] Przy-
datek, et al. preser e cien t medanism for detecting
forged aggregationvalues (min, max, median, average
and court). In their setting, a trusted outside user
can query the WSN. The authors then look into how
to reducethe trust placedin the sink node (base sta-
tion) while ensuring correctnessof the query response.
Another work by Wagner [9] examinessecurity of ag-
gregation in WSNs, describing attacks against existing
aggregation schemeshbefore providing a framework in
which to evaluate sudc a scheme'ssecurity.

8 Conclusion

This paper proposesa new homomorphic encryption
schemethat allows intermediate sensors(aggregators)
to aggregatethe encrypted data of their children with-
out having to decrypt them. As a result, even if an
aggregator gets compromised, the attacker won't be
able to eavesdropon the data and aggregate,resulting
in much stronger privacy than an aggregation scheme
relying on by hop-by-hop encryption.

We evaluate the performance of our scheme. We
show, as expected, that our scheme is slightly less
bandwidth e cient than the hop-by-hop aggregation
scheme described previously. However it provides a
much stronger level of security. The privacy protection
provided by our schemeis in fact comparableto the pri-
vacy protection provided by a schemethat would use
end-to-end encryption and no aggregation(i.e. the ag-
gregation is performed at the basestation). We show



that our scheme is not only much more bandwidth-
e cien t than such an approach, but it alsodistributes
the communication load more evenly amongstthe net-
work nodes, resulting in an extended longevity of the
WSN.

One limitation of our proposal is that the identi-
ties of the non-responding nodes (or responding nodes,
whichever is expected to be smaller) needto be sert
along with the aggregateto the sink. If the network is
unreliable, this can represen an important overhead.
It is therefore important to devise methods for reduc-
ing this cost. We plan to pursuethis topic in our future
work.

References

[1] L. Eschenauer and V. D. Gligor, \A Key Management
Scheme for Distributed Sensor Networks," ACM CCS, pp.
41{47, 2000.

[2] Sencun Zhu, Sanjeev Setia, Sushil Jajodia, and Peng Ning,
\An Interleaved Hop-by-Hop Authen tication Scheme for
Filtering False Data in Sensor Networks," Security and
Privacy , 2004.

[3] Chris Karlof and David Wagner, \Secure Routing in
Wireless Sensor Networks: Attacks and Countermeasures,”
Workshop on Sensor Network Protocols and Applic ations,
2003.

[4] Anthony D. Wood, John A. Stankovic, \Denial of Service
in Sensor Networks," |IEEE Computer, vol. 35, pp. 54{62,
2002.

[5] Adrian Perrig and John Stankovic and David Wagner, \Se-
curity in wireless sensornetworks,” Communic ations of the
ACM, vol. 47, pp. 53{57, 2004.

[6] Samuel R. Madden and Michael J. Franklin and Joseph
M. Hellerstein and Wei Hong, \T AG: a Tiny AGgregation
service for ad-hoc sensor networks,” Fith Annual Sympo-
sium on Operating Systems Design and Implementation ,
pp. 131{146, 2002.

[7] National Institute of Standards and Tednology, \Adv anced
encryption standard,” NIST FIPS PUB 197, 2001.

[8] Ron L. Rivest, \The RC5 Encryption Algorithm,"  Dr.
Dobb's Journal , vol. 1008, 1995.

[9] David Wagner, \Resilien t Aggregation in SensorNetworks,"
Workshop on Security of Ad Hoc and Sensor Networks,
2004.

[10] Ron L. Rivest, Adi Shamir, and Leonard M. Adleman, \A
Method for Obtaining Digital Signatures and Public-Key
Cryptosystems,” Communic ations of the ACM, vol. 21, pp.
120{126, 1978.

[11] Joao Girao and Dirk Westho and Markus Sdhneider,
\CD A: Concealed Data Aggregation in Wireless SensorNet-
works," ACM WiSe, 2004.

[12] Chris Karlof and Naveen Sastry and David Wagner, \Tin y-
Sec: a link layer security architecture for wireless sensor
networks," Embedded Networked Sensor Systems, pp. 162{
175, 2004.

[13] Lingxuan Hu and David Evans, \Secure aggregation for
wireless networks," Workshop on Security and Assurance
in Ad hoc Networks, 2003.

[14] Bartosz Przydatek and Dawn Song and Adrian Perrig,
\SIA: Securelnformation Aggregation in SensorNetworks,"
ACM SENSYS, pp. 255{265, 2003.

A Security Analysis of
Scheme

Encryption

Our additive homomorphic encryption scheme is
very similar to a xor-based stream cipher and its se-
curity can be proven using a similar proof.

The security relies in two important features: (1)
the keystream changesfrom one messageto another
and (2) all the operations are performed modulo a in-
teger M . Thesetwo features protect our scheme from
frequency analysis attacks. In fact, it can be proven
that our schemeis perfectly secure.

Theorem 1 The previous encryption schemeis per-
fectly secure.

Pro of:

For plaintext spaceM , keystreamspaceK ,
letK=jMj,m2[O;M 1],c2[O;M 1]
Setk = ¢ m (mod M). Then:

I:&OHE nc(k;m; M) = ]

= I;-(’rKotik: K]

If we assumethat the maximum number of cipher-
texts to be added is n and that ead plaintext is |-
bit long, we must have M = 2/*dog(me je iMj =

| + dlog(n)e. If ¢ = (m; + ki), then the probabil-
ity that ¢ 2 [0;2" 1] is twice the probability that
G 2 [2:M 1]. More speci cally, we have:

Fk>Lolik =k]=1=2"+ M) if ¢ > 2" and Fk’Loqk =
k]=2=2'+M)ifc< 2.

Sincethesetwo equationshold for everym 2 M , it
follows that for every mi;m, 2 M we have
I;-(’LoliEnc(k;ml;M) == ELodEnc(k;mz;M) = (]

which establishesperfect security of our scheme. [

I;-:rKot[k+m:c (mod M)
= I;-(’rKotik:c m (mod M)]



