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Abstract

Peerto-peersystemsnableef cient resouce aggrega-
tion and are inherently scalablesincethey do not depend
onanycentmalizedauthority However, lack of a centalized
authority, promptsmanysecurity-elatedchallenges. Pro-
viding efcient securityservicesin thesesystemss an ac-
tive reseach topic which is receivingmud attentionin the
securityreseach community

In this paper we explore the useof thresholdcryptay-
raphyin peerto-peersettings(both Internet-and MANEF
based)o provide, in a robustandfault tolerantfashion,se-
curity servicessud as authenticationcerti cate issuance
and accessontol. Thresholdcryptographyprovideshigh
availability by distributing trust throughoutthe group and
is, therefore, an attractive solutionfor secue peergroups.
At least,soit seems...Our work investigateshe applica-
bility of thresholdcryptographyfor membeship control in
peerto-peersystemsin the processwe discover that one
interestingrecentlyproposedscdhemecontainsan unfortu-
nate(yetserious) aw. e thenpresentan alternativesolu-
tion andits performanceneasuementsMore importantly
our preliminary work castsa certain degree of skepticism
on the practicality and even viability of using (seemingly
attractive) thresholdcryptagraphyin certain peerto-peer
settings.

1 Intr oduction

Peerto-peer (P2P) systems typically reside at the
“edges” of the Internet or in mobile ad-hoc networks
(MANETSs) andarecharacterizetby their ability to perform
ataskusingdistributedresourcein adecentralizednanner
In suchsettingsJack of any centralizedauthorityresultsin
formidablechallengesasfar as providing effective andef-
cient securityservices.Moreover, the dynamicnatureof
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peergroupmembershiddsa furthercomplication.Secu-
rity servicemeedto beprovidedin anef cient andscalable
mannemwhile allowing for membershipgventsthatchange
thetopology(i.e.,thecomposition)f apeergroup.In other
words,thevolatility of groupmembershipcoupledwith the
absencef centralizedauthority necessitatéhedistribution
of highly sensitve operations,suchas the functionsof a
Certi cation Authority (CA), throughoutthe peergroupit-
selfto ensureheir availability.

Informally, ThresholdCryptagraphy [4] distributesthe
ability to provideacryptographiservicesuchasdecryption
or signing. It offersbetterfaulttoleranceghannon-threshold
cryptography:even if somenodesare unavailable, others
canstill performthe task. Thresholdcryptographyalsoof-
fersbettersecuritysinceno singleentity is entrustedo per
form thetaskin its entirety Consequentlyit seemdike an
ideal choiceto provide securityservicessuchasauthenti-
cationandaccesgontrol,in P2Psystems.

More formally, ThresholdCryptographyprovidesanel-
egantmeango sharecritical functionsamonggroupmem-
bers,in a way that a coalition of cooperatingpartiescan
jointly performthe function. Speci cally, an(, ) thresh-
old cryptographicschemeaallows partiesto sharetheabil-
ity to performa cryptographicoperation(e.g., decryptor
sign a message)in a way thatary partiescan perform
this operationjointly, whereasno coalition of or
fewer partiescanperformthe sameoperation.In this paper
we explore the applicability of currentthresholdsignature
schemedso providing securityservicedor peergroups.We
usegroupaccesgontrol(moreprecisely groupadmission)
asanexampleto demonstratanddiscusghe usefulnessf
thresholdschemesAs discussedh sectionbelow, ourwork
is notthe rst to explorethis topic. (Interestedeadersare
referredto [29] and[18] for further backgroundcand moti-
vatingfactors.)

Contributions in Brief: Fromatechnicalperspecitie, the
main contribution of this paperis in presentingand ana-
lyzing two solutions, both using thresholdcryptography



for the problemof membeship control. The rst solution,
basednso-calledhresholdRSAsignaturesis asimpleex-
tensionof the schemeproposedy Kong,etal.[17, 18, 16)].
Asdiscussedhterin thepaperthismethoddoesnotprovide
an important property known as veri ability and, hence,
cannotbe usedin a settingwheremaliciousinsiders(group
memberskanexist. Furthermoreit requiresa trustedthird
party to initialize the group during bootstrapping. The
secondsolution, which is basedon thresholdDSA signa-
tures,overcomegheseproblems. Another contribution of
this work is demonstratingvia experimentalresults)the
approximatecostsand performanceof the two threshold
schemesFinally, this work alsoraisessomeimportantis-
suesthat questionthe practicality of usingthresholdcryp-
tographyin certainP2Psettingswheregroup membership
is dynamicandgroupconnectvity is sporadic(asin mary
MANETS).

Scopeand Limitations: Group accesscontrol includes
mary issues,including membershipcontrol mechanisms
andthe more generalissueof group securitypolicy. This
papelis concerneanly with themechanismso controlad-
missionto a securepeergroup and doesnot addressthe
speci cation and negotiation of group securitypolicy. In
the following, we assumethe existenceof sucha policy.
Furthermorein aneffort to keepour discussiorgeneralwe
do not considertheimpactof theunderlyingphysical-layer
characteristicsf thepeergroupnetwork. Naturally, awire-
lessnetwork will have additionalsecurityandperformance
concernsascomparedo its wired counterpart. However,
theseissuesuniqueto a wirelessnetwork, are beyond the
scopeof thiswork. Additionally, we areusinga certi cate-
basedapproacho provide membershigontrol. A common
problemassociateavith suchapproachess the revocation
of certi cates. However, althoughwe acknavledgethis is-
sueandappreciatéts dif culty , it remainseyondthescope
of thiswork.

Organization: This paperis organizedasfollows: In sec-
tion 2, we describehedetailsof membershigontrolmech-
anismsandenlistthe variousdesignchallenges.Section3
givesthe detailsof the membershigontrol protocol. Sec-
tion 4 introduceghevariouscryptographiduilding blocks.
In section5, we apply a thresholdRSA basedschemefor
membershipcontrol and point out someof the shortcom-
ingsof thatschemeln section6, we proposeanalternatve
DSA-basedhresholdsignaturescheme. In section8, we
describegheimplementatiorandcompareheperformances
of thesetwo thresholdschemes.

1.1 RelatedWork

Our work pairsthresholdcryptographywith peergroup
security in an attemptto facilitate membershipcontrol
mechanisms.In this section,we brie y examinerelevant

prior work from both thresholdcryptographyas well as
peergroupsecurity

Thresholdsignaturesare partof the generalareaknown
asthresholdcryptography(3, 4]. Many avorsof threshold
signatureschemesare describedn the researcHiterature.
Some schemesobtain robustnessby providing veri able
secet sharing[2, 9]. Othersperiodically updatethe par
ticipants' secretsharesvia the techniqueknown as proac-
tive secet sharing[8, 12). Someof theserequirea trusted
centralizechuthority(dealer)o bootstrapghesecret-sharing
procedurewhile othersprovide joint secet sharinganddo
notrequireary trustedauthorities.

Oneof the earliestattemptsto usethresholdcryptogra-
phy in a peergroupsettingis the work of ZhouandHaas
[29] which proposedusingthresholdsignaturego improve
securityin MANETSs. They obsened that using threshold
cryptographyto distribute the group signing key prevents
one (or several) compromisechode(s)from signing mes-
sagen behalfof thegroup.

More recently Kong, etal. [17] useda similar approach
to provide a scalabledistributed authenticatiorservicein
MANETs. They constructeda thresholdRSA signature
scheme(discussedbelow in section5) that supportsdy-
namicgroups. Unfortunately aswill be shawvn belaw, this
schemeloesnot provide animportantproperty— veri abil-
ity. In afollow-onwork, Luo, etal. [18] enhancedl17] to
provide proactive secresharing.In thispaperwe adhereto
alargeextent,to the designguidelineshighlightedin [18].

2 Architecture

We begin by outlining somebasicfeaturesandrequire-
mentsfor membershigontrolin peergroups.(See[15] for
furtherbackgroundn thistopic.)

A group membershipcontrol mechanisnmustguaran-
teethatbona de membersf a peergrouphave been“ap-
proved” to join that group. In other words, a member
shipcontrolmechanisnensureshatonly thoseentitiesthat
have satis ed certainadmissionrequirementsare allowed
membership. Admissionrequirementsare clearly group-
speci ¢ andform anintegral part of groupsecuritypolicy.
A prospectie membemeedso learntheseadmissiorrules,
which triggersthe needto codify suchrulesin a readily
availabledocumentWe referto this documentisthe group
charter [15].

In additionto the group charter a well-de ned proce-
durefor admittinga nev memberis needed.The simplest
way to admita nev memberis to enumeratall potential
groupmembersa priori via a (signed)public AccessCon-
trol List (ACL). This methodis ideally suitedfor a static
group, wherethe information aboutall prospectie group
membersis known in advance. However, in a dynamic
group, suchas the kind we are considering,membership
mightbeimpossibleto enumerate.



An alternatve way is to appointa trustedGroup Author-
ity [15] to handleadmissionprocedures.Having a single
trustedauthority however, not only violatesthe peerna-
ture of the group, but alsointroducesa single point of fail-
ure (andattack)andlimits scalability Althoughthe Group
Authority canbe replicatedfor betteravailability, the scal-
ability cannot be addressetby replicationalone. Further
more, unpredictablenetwork faults and partitionscompli-
cate placementof Group Authority "replicas” in the net-
work. Ourapproactis to let thegroupmemberghemseles
to handleadmissionproceduresConcretely arny subsetf
atleast membergwhere isathresholdanjointly decide
to admita new memberto their group. This distribution of
responsibilityfor memberadmissioramongall groupmem-
bersis clearlyin line with the peerspirit of thegroupwhere
all membershave equalrights and duties. It alsoensures
thatary (or more)memberganproviderequestedervice.
The decisionto admita prospectre memberis madevia a
voting protocolwhich is basedon a -thresholdsigna-
ture schemewhere is the currentgroup size.
Detailsof this protocolarepresentedh thesubsequergec-
tions. Thehigh-level descriptioris asfollows:

1. Every grouphasa grouppublic key anda corre-
spondingprivatekey which areusedprimarily for
verifying andgeneratingignaturestespectiely.

2. Thegroupsecretkey is securelysharecamongall
groupmemberaisinga(, ) thresholdschemegach
membetasherown uniquesecretshare.

3. Usinghersecreshareamembeicangenerate partial
sighatureon ary message.

4. Ina(, ) thresholdschemeary subsetof at least
currentmembersan“pool” their partial signatureso
producea valid signature(with the groupsigningkey

) onary message.

5. Usingthis feature,a quorumof membersaneffec-
tively sign on behalfof the groupto generatea Group
Membeship Certi cate (GMC) for anevw member

Note that a signedmembershipcerti cate is insuf-
cientto fully admita member:the nev membemust
alsobeissuedherown (new) secresharewhichwould
allow her, hereafter to take part in admitting future
members.In otherwords,an(, ) schememustbe
dynamicallyadjustedo becomq , ) scheme.

2.1 Architectural Details

Membership dynamics: Groupmembershiglynamicscan
in uence the basicdesignof membershipcontrol mecha-
nisms. As statedearlier we considerdynamicgroupsin
whichany membemayjoin andleave thegroupovertime.

Thresholdand group size: We distinguishbetweenx ed
anddynamicthresholds.A thresholdmay be speci ed as

eithertheminimumnumberof votes(say ) or asafraction

of the currentgroup size dependingon the group security
policy. A x edthresholdis essentiallya -out-of- model

where is x edand (currentgroupsize)may vary over

time. In contrastjn adynamicthresholdsetting, increases
or shrinksin proportionto

With the x ed thresholdpolicy, the minimum number
of votes( ) requiredfor admissionis constantthroughout
the groupss lifetime. However, xing astaticvalue for a
dynamicgroupat the time of groupformationmay not be
efcient. For instance assumehat an adwersarymanages
to permanentlycompromise groupmembers.n this situ-
ation, refreshingindividual members'secretshareausinga
proactive secretsharingschemes not alwayssufcient. In
this case proactive secretsharingdoesnot helpif theresul-
tantsizeof the group(excluding compromisednembers)
is lessthan , i.e., . In suchcasest is necessary
to reducethethreshold in orderfor the groupto operate.
A similar situationcanalsoarisewhena large numberof
memberdeave the group,resultingin a new groupsizebe-
ing lessthan . Similarissuesariseat groupinceptiontime
when rst few (fewer than ) membergoin the group. In
suchcasesspecialdmissionrulesareneededOntheother
hand,with the dynamicthreshold the minimumnumberof
votesis afractionof thenumberof currentgroupmembers.
The mainproblemhereis the needto securelyandreliably
determinethe numberof currentgroup memberswhich,
unfortunately turnsout to be a major problemin practice.
Techniquesoincreaser decreasthethresholdormacore
partof the peergroupadmissiormechanism.

Determining group size: In orderto supporta dynamic
thresholdwherethresholdsize is afractionof thecurrent
groupsize ), it is necessaryo securelyandreliably de-
terminethe currentgroupsize. This is a challengingprob-
lem, especially in a completelydistributed, asynchronous
and decentralizedlynamicgroup setting. Onetrivial way
to solve it is by imposingor assuminga trustedauthority
chagedwith maintainingup-to-datemembershipnforma-
tion. Every memberis thenrequiredto periodicallysenda
heart-beatmessagéo this trustedauthority which aidsin
maintainingthe currentgroupsize. Clearly, the “peer” na-
ture of the groupis violatedby the presencef the trusted
authority Nonethelessye stressthatthe authorityis only
trustedto keeptrackof themembershignformationandnot
theactualgroupsecret.We recognizehata trustedauthor
ity canrepresent single point of failure andan adwersary
can launchdenial-of-serviceattacksagainstit and disrupt
service. Althoughreplicationcanbe usedto reduceexpo-
sureandimprove availability of thetrustedauthority some
ervironments(e.g. highly volatile MANETS) would not t
this model.

Needfor proactive secet sharing: In traditionalthreshold



secretsharing,anadwersaryneedso compromise entities
in orderto exposethe secret. Gradualbreak-insinto en-
tities over along periodof time might be possiblesincein

normalsecretsharing,the secretshareghathave beendis-
tributedremainunchangedThereforetraditionalthreshold
secretsharingis not sufcient for long-lived secrets.This
promptsthe needto refreshindividual secretshares peri-
odically, without changingthe existing group secret

To this end, Proactive Secet Sharingmechanismsefresh
individual secretsharesindersuchconstraints.

Secteet share acquisition: A newly joining membermust
acquirea secretshareof the group secret for herself.
This enablesherto participatein future voting procedures
in orderto admitothernew members.The secretshareac-
quisition alsoneedso be carriedout in a distributed man-
ner. The newly joining membershouldbe ableto receve
partialsecresharedrom eachof the memberghatelectto
admitherto thegroup. Thenew membercanthensecurely
combinethesepartial sharedo obtainher own secretshare
of thegroupsecretkey

Veri able secretshares:If therearemalicioussecreshare
holdersin the group, valuesother than the actual shares
maybe usedby thesememberdo generatdalsepartial sig-
naturesor partial secretshares.Thus, whena prospectie
membergetsa partial signature(or a partial secretshare)
from a currentmember a veri cation mechanisnto check
if therecevedvalueis valid mustbe provided.

PKC basedapproachfor identity binding: Possessionf
a GMC doesnot prove thatthe GMC actually belongsto
thebearer Thereneedgo besomebindinginformationthat
assert®wnershipto thebearer Onewayto accomplistthis
is by requiringfor every groupmemberto have a standard
X.509 public key certi cate (PKC) issuedby a recognized
Certi cation Authority (CA)[13]. The GMC simply needs
to incorporatethe public key of the memberfrom herPKC.
Now the member(bearerof a GMC) canprove ownership
of the GMC by demonstratinknowledge(e.g.,by signing
a messagedf the private key correspondingo the public
key referredto in in the GMC.

2.2 Notation
Thenotationusedin this paperis summarizedelow:

threshold
trusteddealer
groupidentity
agroupmember

'ssecrekey andpublic key
signatureof message generatedvith
secretshareof
partialsecretsharefor by
asignerlist to generate  'ssignature
publickey certi cate of
groupmembershigerti cate of

3 Membership Control Protocol

In this section,we describethe generalgroup member
shipprotocol. At theendof the protocol,giventhatenough
memberg ) approreadmissiontheprospectie member
who initiated the protocolbecomes memberof the group
andobtainsherown membershigerti cate

Step 0. Setup: In theinitial (bootstrappingphase,each
groupmember  obtainshersecretshare andamem-
bershipcerti cate from a centralizeddealeror by

collaboratve computationamonginitial group members.
For example,the thresholdRSA schemedescribedn sec-
tion 5.1 only supportsharedistribution by atrusteddealer

while the threshold DSA scheme(section 6.1) provides
sharedistributionby boththedealerandthegroupfounders.
In bothschemesafterinitializing groupfoundersthecen-
tralizeddealeris nolongerneeded.

Step 1. Join Request: A prospectie member ini-
tiates the protocol by sendinga JOIN _-REQ messageto
the group. This messageas signed by and con-
tains, amongother values, 's public key certi cate
( ) andthe target group name. How this request
is sentto the groupis application-dependeniote alsothat

'scerti cate doesnothaveto beanidentity certi cate
(i.e., ); it could aswell be a group membership
certi cate for anothemgroup.

Step 2. Voting: Uponreceiptof the JOIN _REQ a group
memberrst extractsthesenders andveri es the
signature. If a voting memberapprozesof admissionshe
repliesto with a signed(and well-typed) message.
Thresholdsignatureschemeén sections and6 areapplied
for this step.

Step 3. GMC Issuance: Who issuesthe for

dependwn the securitypolicy andaccordinglyhas
severalchoices.In thefully distributedsettingthatwe are
considering,onceenoughvotesare collected, veri-
es theindividual votes,andcomputeserown

Step4. Share Acquisition: If becomes legitimate
member she needsto obtain her own secretshare

which enablesher to participatein future admissionpro-
tocols. obtains by combining partial secret
sharegyeneratedy a groupof membersn a distributed
manner We emphasizehat theseshareswhich are sup-
plied by currentmembersmustbe veri ed becausesome
of the currentmembersanbe malicious.

4 Cryptographic Primiti ves

In thissectionwe brie y describevariouscryptographic
techniguesunderlyingthresholdRSA and DSA signature
schemesWe assumehereadeis familiarwith thebasicof



plain (i.e., non-thresholdRSA[25] andDSA[21]] signature
schemes.

4.1 Secret Sharing

Theideaof secresharing[2Q is to divideasecret into
piecesor which aredistributedamongstuserssuch
that pooledsharesof certainsubsetof usersallow recon-
structionof the secret . We use Shamirs secretsharing
scheme[2pwhichis basedn polynomialinterpolation.To
distribute sharesamong users,a trusteddealerchooses

alargeprime , andselectsa polynomial over of
degree suchthat . The dealercomputes
eachusers share  suchthat , and
securelytransfers  to user Then, any group of

membersvho have their sharecanrecoverthe secretusing
theLagrangenterpolationformula:
, Where — . Since
, the sharedsecretmay be expressedas:

Thus, canberecoveredonly if at least sharesare
combined.In otherwords,no coalitionof lessthan mem-
bersyields ary informationabout . The are non-
secretconstantsandmay be precomputed.

4.2 Joint Secret Sharing (JSS)

This schemgdueto Pederson[2]} extendsShamirs se-
cretsharingby removing theneedfor acentralizeddealerto
choosea polynomialanddistribute shares.In this scheme,
the groupmemberscollectively choosesharescorrespond-
ing to Shamirs secretsharingof a randomvalue without
thedealer The mainideahereis thatthe polynomialitself
is sharedsuchthat , Where
is thepolynomialof member  over

Supposé¢hereare membersn agroup( ).
It will beassumedhatthe membersf the grouphave pre-
viously agreecbntheprime .

1. Each  choosestrandoma polynomial
of degree suchthat . Let
, Where
2. computes 's share for (

), and secuely sendsit to (in particular
keeps ). Notethatthetransmissiorof shareval-
uesshouldbedonethroughthe securechannel.

3. computesershare  of thesecret asthesum
of all sharegeceved,;

Let denotethe grouppolynomialover . It is given
by: . By construction ,
, andtherefore is a shareof

. Onceagain,ary coalition of
membersanjointly recoverthesecret usinglLagrange
interpolationasin basicShamirs secretsharing[26].

4.2.1 Joint Zero Sectet Sharing

Thisis avariantof joint secretsharingwherethe sharedse-
cretis zero. It is usedin proactivesecretsharing[12 for
re-randomizinga secretshare.In otherwords, this scheme
can be usedto changethe individual secretsharesof the
userswithoutchanginghegroupsecretlt canbeachieved,
quite simply, asfollows: suppose is the original poly-
nomialsuchthat ,and is anothempolynomial
suchthat . The interpolationof sharesby addi-
tion of two polynomials, , providesthe
samesecret since . We note
that proactie secretsharingassumeshat membergollow
the protocolfaithfully anddestry (or erase)Xheir previous
sharesassoonasthey obtainnew ones.

4.3 Veriable SecretSharing

If we supposethat somegroup memberscan become
maliciousor compromiseddy an adwersary they may at-
temptto “cheat” by usingincorrectsecretsharesn orderto
deny/disruptthe service. To remedythe situation,a more
adwancedtechnique,Veri able SecretSharing(VSS) [7]
canbe used. It basicallyprovidesa meango detectincor-
rectsecretshares.

To bemorespeci ¢, VSSsetupnvolvestwo largeprimes

and , andanelement chosenn awaythat di-
vides and is anelementof  which hasorder .
The procedurdor thetrusteddealerto distributethe shares
is the sameasin section4.1. VSSis achiesed by the fol-
lowing procedure:

Witnessgeneration: Thetrusteddealer randomlyse-
lects a polynomial over  suchthat
, computessecretshares

, and transfersthemto eachusersecurely Also,
choosesan element of order , andcomputes
( ), calledthe witness suchthat
Then, publishesthese -sin somepublic
domain(e.qg.,adirectorysener)..

When membersreceve their share
veries by checkingthat

Share veri cation:
, eachmember

4.4 Partial Share Generation

A newvw member receves shares -S
from a groupof members.It will be assumedhatthe
numberof indices, , aregiventoeach by

. Thedetailsareasfollows: Each  computesapar
tial secretsharefor as:

1In caseof JSS,wherethe grouppolynomialis jointly selectecby the
membersthis stepis carriedout by eachof themembersndividually



,Where is  'sown secretshare. Then,
securelysends to .
Note that Lagrange coefcients are publicly
known, and therefore, can derive knowing

. In orderto preventthis, the shufing technique
proposedin [17] shouldbe used. However, as a conse-
guenceof usingthistechniquethepartialsecresharesan-
not beindividually veri ed. VSS canbe employedonly to
checkthecorrectnessf the nal sumof thepartialshares.

5 ThresholdRSA (TS-RSA)

Recently Kong, etal. [17, 18, 16] proposedhe useof
thresholdsignatureschemedor distributing the functions
of acerti cation authoritythroughoua MANET. They sug-
gestedanRSA thresholdsignatureschemeWe will referto
it asTS-RSA.In this sectionwe describeheir schemeap-
ply it to membershigontrolin P2Psystemsandanalyzeits
security

5.1 Setup

During initialization, the is involvedin choosinga
secretpolynomialanddistributing the shares.  's pres-
enceis only requiredduringthis bootstrappinghaseto ini-
tialize the rst memberq is the threshold). gener
atesanRSA privatekey whichformsthegroupsecrekey

and randomly selectsa polynomial over of

degree suchthatthe groupsecret is ;
where is

RSA modulus.
computeghewitnessegreferto sectiord.3)andthe
secretsharedor eachmember asfol-
lows: . In addition, issues 's

membershigerti cate
key , anddistributesit with

signedwith thegroupsecret

5.2 GMC Issuance

A new member canobtainher with the
consenbf atleast existingmembers.Figurel showvs the
procedureof certi cate issuance.The protocol consistsof
four roundsof communication.

()
()
: - ®)
(4)

Figurel. TS-RSA:Certi cate Issue

1. The sendsa signedJOIN _-REQmessagevhich
containsher public key certi cate , group
name, etc. to at least current group members

2. Groupmemberswho arewilling to participatein the
voting, reply with their respectre membershigerti -

cates to afterverifying 2,
3. picks, at random, responding
, and constructsa signerlist with
the  -s of selectedmemberd. Then, sends
to each , along with
which containsthe contentof . Thereason

why we needto collectthe signerlist is thateach
shouldknow the index of memberg(co-signers)n
adwanceto computethe Lagrange coefcient for the
partialsignaturesandshares.

4. Each computesher own partial secretkey, by
multiplying her with . Then, computes
the partial signature where isthecer
ti cate bodyderivedfrom - andsends
it to

5. combines these partial signatures

to generatethe original signature
. (Pleasenote that simply multiplying the
partial signatureswill not give the actual signature,
ie., . In orderto obtain
the true signature,the -boundedcoalition offsetting
algorithmgivenin [17] mustbe used. Pleaseeferto
[17] for details.)Finally, getsher

5.3 Share Acquisition

When becomes membernf thegroup,sheneeds
herown secretshare , in additionto the membership
certi cate . Thenenv memberacquireghe secret

sharein the following manner: (Note: This procedurejn
reality, is combinedwith the step(4) of section5.2)
Each calculatesa partial secretshare as
follows: .
shufes (refer to section4.4 for de-
tails) and sendsthe resulting value securelyto
Then, can obtain her secretshare , by sim-
ply summingup partial secretshares, since

5.3.1 A Security Problem
After summingup all valuesto obtain ,
mustcheckif is correctly computed.Unfor-
tunately the protocolcannot guaranteethateach is
correct,for thefollowing reason:
Since is computedmodulo  andnot ,itis
impossibleto verify the secretshareusingpublicly known

2In orderto securehe protocolagainsicommonattckssuchasreplay
impesonationandinterleavingattacks[2(, we notethatit is necessaryo
includeadditionalinformationsuchastimestampsndidentity information
of thesendemswell astherecever. However, in orderto keeptheprotocol
descriptionrsimple,we omit thesevalues.

3 obtainsmember -sfrom theirrespectie -s



witnessegreferto sectiorb.3). Thevalueof isknown
only to the dealerduringgroupinitialization anddestrged
thereafter Obviously, group membersmustnot know the
valueof . Thereforejt appearshatthis schemedoes
notprovide veri ability of secretsharesin otherwords,

We now provide a trivial exampleto illustrate the prob-
lem. Let us assumehat the secretpolynomialis
, where = 119 the product
of two primes: and , and (Note that the
degree of the polynomial is 2, hence,the threshold =
3). The witnessesof , which are publicly known,
are as follows: , , and
. Supposea hev member
recevesthe following partial sharesfrom existing mem-
bers , and , ,
and . computesher share
.To
checkveri ability of thesecretshareshecomputes

Also, usingthe witnessvalues,  cangettheright hand
sideof the veri ability checkingequation(givenabove) as
follows:

Thereforegventhough  is correctlycomputed,

5.4 Summary

As illustrated above, the otherwiseelegant schemeby
Kong, etal. [17, 18, 16] fails to provide veri ability of
partial signaturesaswell as partial secretshares.As a re-
sult, maliciousor compromisediserscansendfake shares
to new memberswithout being detected. This limits the
schemes applicability in providing security servicesin a
dynamicgroup setting. Anotherdrawbackof this scheme
(albeit, a relatively minor one)is thatit requiresa trusted
dealerto generatdhe groupsecret(RSA key) andshareit
amongtheinitial membersAlthoughpresencef thedealer
is limited to a shortperiodof time (bootstrapping)assum-
ing sucha trustedauthority may not be feasiblein certain
applicationscenarios.

Otherscheme$ave beenproposedn the cryptographic
literature.Notably, Gennarogtal. [9] andShoup[27] pro-
posedhresholdRSA signatureschemeshatprovide veri -
ability. However, their schemestill requireatrusteddealer
to generatedhe RSA keys. Bonehand Franklin [1] devel-
opeda methodto generatean RSA modulusin adistributed

fashion. Alas, it might not be possibleto usethis method,
sinceboth[9] and[27] requirethatthecommonRSA mod-
ulus beaproductof two safeprimes.(Informally, alarge
prime is safeif where isitself alargeprime.)
Furthermore we believe that using ary methodto gener
ateRSAkeysin adistributedmanneiinvolvesprohibitively
high communicationand/or computationoverheadwhich
severelyimpactsthepracticalityof suchtechniquesn mary
groupsetting(suchas MANETS). In the next section,we
presentan alternatve solution, basedon thresholdDSA,
which addressebothaforementionegroblems.

6 ThresholdDSA (TS-DSA)

In thissectionwe presenaschemeavhichuseghreshold
DSA signaturesdenotedoy TS-DSA, to implementmem-
bershipcontrol mechanism. This is an extensionof the
thresholdDSA signatureschemepresentedn [10] where

, the numberof group memberscan be increasedwith-
out changingthe groupsecret.Similar to [10], this scheme
is secureonly if therearelessthan — malicious
(subverted)membersBelow, we mentionthe detailsof our
scheme without arny formal proof of security However,
sinceour schemds a simple extensionof [10], we believe
our schemeprovides the samesecurity as the underlying
thresholdDSA signaturescheme.

6.1 Setup

The TS-DSA schemecan be initialized by either: 1)
a trusteddealersimilar to the TS-RSA schemedescribed
above,or 2) agroupof or morefoundingmembersNext,
we considemothtechniquesn detail.

Initialization by dealer: generatesDSA keys
where is the group secretkey. Then,
selectsarandompolynomial over of degree ,
suchthatthe sharedsecretis . In orderto enable
VSS, computesandpublishedthe witnesses
for . alsocomputeghesecreshares
, andissues for each

Self-initialization by founding members: The initial
group founding members selectindividual
polynomials over of degree , suchthat

. Then,usingJSS,each ~ computesher own secret
share , suchthat .
Once  getshersharejt is rathereasyto recover the se-
cretusingLagrangenterpolation.Also, thedealingprocess
supportd/SSsinceeach isin and
( isanelemenoforder in ). For moredetails,referto
[23].

6.2 GMC Issuance

Let bethenumberof currentgroupmembersWe as-
sumethateach hasthe necessargroup



public key parameters aswell as her own secret
share  of the group secret. A coalition of members
canrecoverthegroupsecret usingLagrangenterpolation.

Also, unlike RSA, in orderto generatea DSA signaturea

randomsecret is required. We apply JSSto collectively
generatea randomsecret . Figure 2 shavs the message
0 w to obtainGMC usingTS-DSAscheme.

1)
()
®)
(4)
: - ()
(6)

Figure2. TS-DSA:Certi cate Issue

1. broadcastssigned JOIN _REQ containingthe
public key certi cate , the groupnameetc,
to atleast currentgroupmembers .

2. Thegroupmemberswhowishto participatein thead-
mission, reply with their respectre membershipcer

ti cates to after verifying
(Referto footnote2).
3. picksatrandom responders
, collectstheir from their respectie -sto
form asignerlist andsendst to each
4. Each randomly chooses her polynomial
in of degree com-
putes and for all signers
in , andthendistributes and to all

herco-signers After receving herpartial sharedrom

theotherco-signers, computes and suchthat
Then, computes and suchthat

, andsends

and backto . Whyeach  musttake (at

least)two polynomialsis referredto [10].
5. computes without knowing  and as

follows: First, she computes and such that
which nally equals
to , which
equals Next, she computesthe in-
verse and nally computes as
which equals
Then, sends to , along with
6. computespartial signature  such that
, Where is 's share of
groupsecret , and s informationderivedfrom the
_ . Then, sends to .
7. computesthe completesignature suchthat
whichequals

. Thatis, obtainsherown

6.3 Share Acquisition

The shareacquisitionprocedure- throughwhich
obtainsherown new share from currentgroupmem-
bers—-is performedaspartof messagé€6) of certi cateissue
(referto section6.2).

members ( -s) compute partial secret share
for as :
where —_ Each
sends to Then, computesher
own share by summingup

and verifying her correctnessby checking

7 Discussion

The solutionpresentedbore providesbasicsecretshar
ing functions.However it doesnotaddresroactive secret
sharingas well asthe issueof dynamically changingthe
thresholdn proportionto the currentgroupsize.Although,
dueto spacdimitations, we do not elaborateon the details
of thesemechanismsye notethatit is possibleto achieve
proactvity by following the methodsoutlinedin [18] in a
fully distributed fashion. Furthermore therehave beena
few resultsthat allow changingthe thresholddynamically
[14, 19, 5]. In particular we can apply the schemepro-
posedby Jarecki[14] which suggestseducingthe degree
of the secret-sharingpolynomial in orderto decreasehe
thresholdandvice-versa. This causeghe secretsharesof
all themembergo bere-randomizedyhile thegroupsecret
remainsthe samé. However, implementingthis schemen
a fully distributed mannerwithout involving all members
remainsanopenchallenge.

8 Performance

We implementedour membershipcontrol mechanisms
on Gnut-0.4.21[1] (an open-sourcésnutella[28] imple-
mentation)n orderto measureheir performancén thecon-
text of areal P2Papplication.We referto theresultingsoft-
ware as Secue Gnut At the setupphaseof the Gnutella
protocol, the connectionis establishedby communicating
so-calledping andpong messagewhich arebasedn IP
addressesSincethe sameusercan submitmultiple votes
with differentIP addresses]|éwe modi ed ourimplemen-
tation sothatthe connectionis madeonly if theresponder
answerswith hervalid GMC. For this purpose,we speci-
ed nev messagegalledsping andspong . Thesping

“We believe thatit is reasonableo assumehatall adjustmentso the
thresholdvalue proceedn alock-stepfashion.In particular eachchange
in causesa simultaneoughangein the maximumnumberof members
thatcanbecompromisedor malicious)in thattime-period.We emphasize
thatthetransitionfrom a ( ) systemto a ( ) systemis adiscrete
eventtaking placeat sometime . At all timespreceding , atmost
( ) compromisedor malicious)membersanbepresent.



containstherequestes PKC, andthe spong is composed
of therespondes GMC andhersignatureto prove thepos-
sessiorof herown privatekey.

The cryptographicfunctions are developed using the
OpenSSllibrary[22]. Our membershipcontrol toolkit is
writtenin C on Linux, andcurrentlyconsistof about30,000
lines of code. The sourcecodesfor both the membership
controltoolkit andSecue Gnutareavailablein [24].

We performedmeasurementsn the following Linux
machinegonnectednahigh-speed AN: P4-1.2GHzP3-
977MHz, P3-933MHz,and P3-797MHz. For the sale of
fairnesseachmachineranthesamenumberof SecureGnut
processesNe measuredhebasicoperationsandthencom-
paredthreecryptographigrotocolswith bothstaticanddy-
namicthresholdsWe used1024-bitmodulo  in RSAand
TS-RSA,and160-bit and512-bit in DSA andTS-DSA
for fair comparisonSinceeachprotocolhasdifferentnum-
ber of communicatiorrounds,we measuredotal process-
ing time from sendingof the JOIN _REQto combiningnew
GMCs.

8.1 Basicoperations

Table1 shows thetime for signaturegeneratiorandsig-
natureveri cation in termsof key sizewith plain RSAand
TS-RSA, respectiely. For bothTS-RSAandTS-DSA,we
sett=3. In plain RSA, the costof signatureveri cation
is much cheaperthan that of signaturegenerationwhile,
in TS-RSA, veri cation costis extremelyexpensve. This
is because¢he computationof in t-bounded
offsettingalgorithm17] hasto bedoneeverytime we verify
the signature.Unlike privatekey encryptionin plain RSA,
we cannotapplythe ChineseRemaindeiheoemto speed
up computationsincetheveri er doesnot know the prime
factorsof From our experiments,we found that this
computationtakes more than 95% of the total veri cation
cost.Thisis acritical obsenation. Contraryto ourintuition,
the performanceesultof join costshavsthatTS-RSAis no
betterthanTS-DSA.

arereversed(generatioris muchslower thanveri cation).
Thisis becaus€lSSrequiressomeextra exponentiationsn
theprocesof computing in step(5) of section6.2.

Key DSA TS-DSA

(bits) Sign  Verify | P-Sign Verify
512 || 1.609 | 4.084 6.863 | 4.480
768 || 2.769 | 6.840 | 11.495| 7.182

1024 || 4.017 | 8.494| 16.880 | 8.870

Key RSA TS-RSA

(bits) Sign Verify | P-Sign Verify
1024 7.395| 0.249 | 24.093| 24.802
2048 43.169 | 0.576 | 143.534| 148.034
4096 || 278.141| 1.693 | 971.893| 981.270

Tablel. Comparisorof RSAandTS-RSA(P3-977MHz time unit:
msect=3)

Table2 compareghe performancef the standardSA
andTS-DSAin termsof the sizeof parameter. Mostcom-
putationsn DSA areperformedusinga 160-bitprime . In
standardSA measurementsjgnaturegenerations faster
thansignatureveri cation. However, in TS-DSA,thecosts

5In theseexperimentswe did not considerthe partial shae shufing
for bothTS-RSAandTS-DSA.

Table2. Comparisorof DSA andTS-DSA(P3-977MHz time unit:
msect=3)

8.2 Casel: Fixed Threshold

Figure 3 shaws the costof a new memberjoining the
group when the group thresholdis static. We performed
this testwith 25 processesn eachmachineandmeasured
thejoin costby changingthe threshold.As expected plain
RSA is the bestperformerin termsof computationtime.
However, we alsoseethat both TS-RSAand TS-DSA ex-
hibit reasonableosts(e.g., sec.) at leastuntil t=20,
whichis largeenoughfor membershigontrol.

3

RSA 7
—-— TS-RSA -
----TsDsA e ’

N

Average Join Time (seconds)
\

Threshold (t)

Figure3. Joincostwith x edthreshold

8.3 Casell: Dynamic Threshold

In mostP2Psystemssuchas Gnutella,groupsize can
uctuate drasticallywithin ashorttime. As thegroupgrows
or shrinks,we needto increaseor decreasehe threshold
without changingthe currentgroup secret. Changingthe
thresholddynamicallyrequiresall currentmembergo up-
datetheir shares. Any memberscan collaboratvely in-
creaseor decreasehe currentthresholdwithout keeping
trackof the previouspolynomial. Thisis arelatively simple
processHowever, in Gnutella,it posesaproblem.Therea-
sonbeingthat, after updatingthe polynomial collectively,

the membersmust broadcasthe updateto other
memberdn a secue and syndironousfashion. While this
may be feasiblein peergroup settingswhich have an un-
derlying relaible, synchronouggroup communicationsys-
tem, thereis no protocol messagen Gnutellato achiere
this goal. Therefore,in our simulation,we only measure
the costof actuallyupdatingthe threshold without consid-
eringtheassociatedommunicatiorcosts.



Additionally, sinceupdatingthe thresholdis an expen-
sive operationjt is not practicalif every membershigvent
triggeredanupdateprocessin orderto preventthis, we ap-
ply asimplewindowmechanismSpeci cally, every mem-
berkeepsstateof , Whichis thegroupsizeatthetime of
the lastthreshold-updaterocess.A new threshold-update
processs triggeredonly whenthe differencebetweenthe
currentgroupsize and is greateithen where

is thewindow buffer. In otherwords,thresholdupdate
processs triggeredonly when .

In Figure4,we shaw the costof a new memberjoining
the groupwhenthe groupthresholdvariesdynamicallyac-
cordingto currentgroupsize.In this experimentthepartic-
ipatingratio ( ) of thethresholds setto 20%of thecurrent
groupsize. Note theratio is dependenbn admissionpol-
icy. Thethresholdis determinedoy multiplying the group
sizeby . We measuredhe performanceauntil n=50. At
n=50, thresholdis setto 10, the costis lessthan 0.5 sec
with all mechanism.We also gure out the extra costis
addedwheneverthresholdchangesn the gure.

035

025

Average Join Time (seconds)

Number of Current Members (n)

Figure4. Joincostwith dynamicthreshold( %)

9 Conclusion

In this paper we investigatedthe usefulnesf thresh-
old cryptographyin providing securemembershipcontrol
for dynamic peer groups commonin P2P systemsand
MANETS. Speci cally, we examinedtwo thresholdsigna-
ture schemesonebasedon RSA signaturesandthe other
basedon DSA signatureandmeasuredheir performance.
We discoveredthat the thresholdRSA schemecontainsa
security aw and, hence,cannotbe usedin a group set-
ting with potentialmaliciousinsiders. The thresholdDSA
schemevercomeghis problem.

Perhapanore importantly our work can be viewed as
a ngyativeresultasit castsdoubtuponthe practicality of
usingthresholdcryptographyin peerto-peerand MANET
settings.Neverthelessfurtherexplorationof new, moreef-
cient, thresholdtechniquess neededas well as further
experimentationwith, and careful assessmertf, existing
methods.
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