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Abstract

Peer-to-peersystemsenableef�cient resource aggrega-
tion and are inherently scalablesincethey do not depend
onanycentralizedauthority. However, lack of a centralized
authority, promptsmanysecurity-relatedchallenges. Pro-
viding ef�cient securityservicesin thesesystemsis an ac-
tive research topic which is receivingmuch attentionin the
securityresearch community.

In this paper, we explore the useof thresholdcryptog-
raphyin peer-to-peersettings(bothInternet-andMANET-
based)to provide, in a robustandfault tolerant fashion,se-
curity servicessuch as authentication,certi�cate issuance
andaccesscontrol. Thresholdcryptographyprovideshigh
availability by distributing trust throughoutthe group and
is, therefore, an attractivesolutionfor secure peer-groups.
At least,so it seems...Our work investigatesthe applica-
bility of thresholdcryptographyfor membershipcontrol in
peer-to-peersystems.In theprocess,wediscover that one
interestingrecentlyproposedschemecontainsan unfortu-
nate(yetserious)�aw. Wethenpresentanalternativesolu-
tion andits performancemeasurements.More importantly,
our preliminary work castsa certain degreeof skepticism
on the practicality and even viability of using (seemingly
attractive) thresholdcryptography in certain peer-to-peer
settings.

1 Intr oduction

Peer-to-peer (P2P) systems typically reside at the
“edges” of the Internet or in mobile ad-hoc networks
(MANETs) andarecharacterizedby theirability to perform
ataskusingdistributedresourcesin adecentralizedmanner.
In suchsettings,lack of any centralizedauthorityresultsin
formidablechallengesasfar asproviding effective andef-
�cient securityservices.Moreover, the dynamicnatureof

�

Authornamesappearin alphabeticalorder.

peergroupmembershipaddsa furthercomplication.Secu-
rity servicesneedto beprovidedin anef�cient andscalable
mannerwhile allowing for membershipeventsthatchange
thetopology(i.e.,thecomposition)of apeergroup.In other
words,thevolatility of groupmembership,coupledwith the
absenceof centralizedauthority, necessitatethedistribution
of highly sensitive operations,suchas the functionsof a
Certi�cation Authority (CA), throughoutthepeergroupit-
self to ensuretheir availability.

Informally, ThresholdCryptography [4] distributesthe
ability to provideacryptographicservicesuchasdecryption
or signing.It offersbetterfaulttolerancethannon-threshold
cryptography:even if somenodesare unavailable,others
canstill performthetask.Thresholdcryptographyalsoof-
fersbettersecuritysincenosingleentity is entrustedto per-
form thetaskin its entirety. Consequently, it seemslike an
ideal choiceto provide securityservices,suchasauthenti-
cationandaccesscontrol,in P2Psystems.

More formally, ThresholdCryptographyprovidesanel-
egantmeansto sharecritical functionsamonggroupmem-
bers, in a way that a coalition of cooperatingpartiescan
jointly performthe function. Speci�cally, an ( � , � ) thresh-
old cryptographicschemeallows � partiesto sharetheabil-
ity to perform a cryptographicoperation(e.g., decryptor
sign a message),in a way that any � partiescan perform
this operationjointly, whereas,no coalition of ���	��

� or
fewerpartiescanperformthesameoperation.In thispaper,
we explore the applicability of currentthresholdsignature
schemesto providing securityservicesfor peergroups.We
usegroupaccesscontrol(moreprecisely, groupadmission)
asanexampleto demonstrateanddiscusstheusefulnessof
thresholdschemes.As discussedin sectionbelow, ourwork
is not the �rst to explore this topic. (Interestedreadersare
referredto [29] and[18] for further backgroundandmoti-
vatingfactors.)

Contrib utions in Brief: Froma technicalperspective, the
main contribution of this paperis in presentingand ana-
lyzing two solutions,both using thresholdcryptography,



for theproblemof membershipcontrol. The �rst solution,
basedonso-calledthresholdRSAsignatures,is asimpleex-
tensionof theschemeproposedby Kong,et al.[17, 18, 16].
Asdiscussedlaterin thepaper, thismethoddoesnotprovide
an important property known as veri�ability and, hence,
cannotbeusedin a settingwheremaliciousinsiders(group
members)canexist. Furthermore,it requiresa trustedthird
party to initialize the group during bootstrapping. The
secondsolution,which is basedon thresholdDSA signa-
tures,overcomestheseproblems.Anothercontribution of
this work is demonstrating(via experimentalresults)the
approximatecostsand performanceof the two threshold
schemes.Finally, this work alsoraisessomeimportantis-
suesthat questionthe practicalityof usingthresholdcryp-
tographyin certainP2Psettingswheregroupmembership
is dynamicandgroupconnectivity is sporadic(asin many
MANETs).

Scopeand Limitations: Group accesscontrol includes
many issues,including membershipcontrol mechanisms
andthe moregeneralissueof groupsecuritypolicy. This
paperis concernedonly with themechanismsto controlad-
mission to a securepeer-group and doesnot addressthe
speci�cation and negotiationof groupsecuritypolicy. In
the following, we assumethe existenceof sucha policy.
Furthermore,in aneffort to keepourdiscussiongeneral,we
donot considertheimpactof theunderlyingphysical-layer
characteristicsof thepeer-groupnetwork. Naturally, awire-
lessnetwork will have additionalsecurityandperformance
concerns,ascomparedto its wired counterpart.However,
theseissues,uniqueto a wirelessnetwork, arebeyond the
scopeof this work. Additionally, we areusinga certi�cate-
basedapproachto providemembershipcontrol.A common
problemassociatedwith suchapproachesis the revocation
of certi�cates. However, althoughwe acknowledgethis is-
sueandappreciateits dif�culty , it remainsbeyondthescope
of thiswork.

Organization: This paperis organizedasfollows: In sec-
tion 2, wedescribethedetailsof membershipcontrolmech-
anismsandenlist thevariousdesignchallenges.Section3
givesthedetailsof themembershipcontrol protocol. Sec-
tion 4 introducesthevariouscryptographicbuilding blocks.
In section5, we apply a thresholdRSA basedschemefor
membershipcontrol and point out someof the shortcom-
ingsof thatscheme.In section6, we proposeanalternative
DSA-basedthresholdsignaturescheme. In section8, we
describetheimplementationandcomparetheperformances
of thesetwo thresholdschemes.

1.1 RelatedWork

Our work pairsthresholdcryptographywith peer-group
security in an attempt to facilitate membershipcontrol
mechanisms.In this section,we brie�y examinerelevant

prior work from both thresholdcryptographyas well as
peer-groupsecurity.

Thresholdsignaturesarepartof thegeneralareaknown
asthresholdcryptography[3, 4]. Many �a vorsof threshold
signatureschemesaredescribedin the researchliterature.
Someschemesobtain robustnessby providing veri�able
secret sharing [2, 9]. Othersperiodicallyupdatethe par-
ticipants' secretsharesvia the techniqueknown asproac-
tive secret sharing[8, 12]. Someof theserequirea trusted
centralizedauthority(dealer)to bootstrapthesecret-sharing
procedure,while othersprovide joint secret sharinganddo
not requireany trustedauthorities.

Oneof the earliestattemptsto usethresholdcryptogra-
phy in a peergroupsettingis the work of Zhou andHaas
[29] which proposedusingthresholdsignaturesto improve
securityin MANETs. They observed that usingthreshold
cryptographyto distribute the groupsigning key prevents
one (or several) compromisednode(s)from signing mes-
sagesonbehalfof thegroup.

More recently, Kong,et al. [17] useda similar approach
to provide a scalabledistributed authenticationservicein
MANETs. They constructeda thresholdRSA signature
scheme(discussedbelow in section5) that supportsdy-
namicgroups.Unfortunately, aswill beshown below, this
schemedoesnotprovideanimportantproperty– veri�abil-
ity. In a follow-on work, Luo, et al. [18] enhanced[17] to
provideproactivesecretsharing.In thispaper, weadhere,to
a largeextent,to thedesignguidelineshighlightedin [18].

2 Ar chitecture
We begin by outlining somebasicfeaturesandrequire-

mentsfor membershipcontrolin peergroups.(See[15] for
furtherbackgroundon this topic.)

A groupmembershipcontrol mechanismmustguaran-
teethatbona�de membersof a peergrouphave been“ap-
proved” to join that group. In other words, a member-
shipcontrolmechanismensuresthatonly thoseentitiesthat
have satis�ed certainadmissionrequirementsare allowed
membership. Admissionrequirementsare clearly group-
speci�c andform an integral part of groupsecuritypolicy.
A prospectivememberneedsto learntheseadmissionrules,
which triggers the needto codify suchrules in a readily
availabledocument.Wereferto thisdocumentasthegroup
charter [15].

In addition to the group charter, a well-de�ned proce-
durefor admittinga new memberis needed.The simplest
way to admit a new memberis to enumerateall potential
groupmembersa priori via a (signed)public AccessCon-
trol List (ACL). This methodis ideally suitedfor a static
group,wherethe information aboutall prospective group
membersis known in advance. However, in a dynamic
group, suchas the kind we are considering,membership
mightbeimpossibleto enumerate.
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An alternativeway is to appointa trustedGroupAuthor-
ity [15] to handleadmissionprocedures.Having a single
trustedauthority, however, not only violatesthe peerna-
tureof thegroup,but alsointroducesa singlepoint of fail-
ure(andattack)andlimits scalability. AlthoughtheGroup
Authority canbereplicatedfor betteravailability, thescal-
ability cannot be addressedby replicationalone. Further-
more,unpredictablenetwork faultsandpartitionscompli-
cateplacementof Group Authority ”replicas” in the net-
work. Ourapproachis to let thegroupmembersthemselves
to handleadmissionprocedures.Concretely, any subsetof
atleast� members(where� is athreshold)canjointly decide
to admita new memberto their group.This distribution of
responsibilityfor memberadmissionamongall groupmem-
bersis clearlyin line with thepeerspirit of thegroupwhere
all membershave equalrights andduties. It alsoensures
thatany � (or more)memberscanproviderequestedservice.
Thedecisionto admita prospective memberis madevia a
voting protocolwhich is basedon a ����� � � -thresholdsigna-
ture schemewhere � ���

�

� � is the currentgroupsize.
Detailsof thisprotocolarepresentedin thesubsequentsec-
tions.Thehigh-level descriptionis asfollows:

1. Every grouphasa grouppublic key ��� anda corre-
spondingprivatekey ��� whichareusedprimarily for
verifying andgeneratingsignatures,respectively.

2. Thegroupsecretkey ��� is securelysharedamongall
groupmembersusinga ( � , � ) thresholdscheme;each
memberhasherown uniquesecretshare.

3. Usinghersecretshare,amembercangenerateapartial
signatureonany message.

4. In a ( � , � ) thresholdscheme,any subsetof at least �

currentmemberscan“pool” their partialsignaturesto
producea valid signature(with thegroupsigningkey

��� ) onany message.
5. Using this feature,a quorumof � memberscaneffec-

tively signon behalfof thegroupto generatea Group
MembershipCerti�cate (GMC) for anew member.

Note that a signedmembershipcerti�cate is insuf�-
cient to fully admita member:thenew membermust
alsobeissuedherown (new) secretsharewhichwould
allow her, hereafter, to take part in admitting future
members.In otherwords,an ( � , � ) schememustbe
dynamicallyadjustedto become( � , �	� 
 ) scheme.

2.1 Ar chitectural Details

Membership dynamics: Groupmembershipdynamicscan
in�uence the basicdesignof membershipcontrol mecha-
nisms. As statedearlier, we considerdynamicgroupsin
whichany membermayjoin andleavethegroupover time.

Thr esholdand group size: We distinguishbetween�x ed
anddynamicthresholds.A thresholdmay be speci�ed as

eithertheminimumnumberof votes(say, � ) or asafraction
of the currentgroupsizedependingon the groupsecurity
policy. A �x ed thresholdis essentiallya � -out-of-� model
where � is �x ed and � (currentgroupsize)may vary over
time. In contrast,in adynamicthresholdsetting,� increases
or shrinksin proportionto � .

With the �x ed thresholdpolicy, the minimum number
of votes( � ) requiredfor admissionis constantthroughout
thegroup's lifetime. However, �xing a staticvalue � for a
dynamicgroupat the time of groupformationmay not be
ef�cient. For instance,assumethat an adversarymanages
to permanentlycompromise� groupmembers.In this situ-
ation,refreshingindividual members'secretsharesusinga
proactivesecretsharingschemeis not alwayssuf�cient. In
thiscase,proactivesecretsharingdoesnothelpif theresul-
tantsizeof thegroup(excluding � compromisedmembers)
is lessthan � , i.e., � � � � ��
 � . In suchcasesit is necessary
to reducethe threshold� in orderfor thegroupto operate.
A similar situationcanalsoarisewhena large numberof
membersleave thegroup,resultingin a new groupsizebe-
ing lessthan � . Similar issuesariseat groupinceptiontime
when�rst few (fewer than � ) membersjoin the group. In
suchcases,specialadmissionrulesareneeded.Ontheother
hand,with thedynamicthreshold,theminimumnumberof
votesis a fractionof thenumberof currentgroupmembers.
Themainproblemhereis theneedto securelyandreliably
determinethe numberof currentgroup members,which,
unfortunately, turnsout to be a major problemin practice.
Techniquesto increaseor decreasethethresholdform acore
partof thepeergroupadmissionmechanism.

Determining group size: In order to supporta dynamic
threshold(wherethresholdsize � is a fractionof thecurrent
groupsize � ), it is necessaryto securelyand reliably de-
terminethecurrentgroupsize. This is a challengingprob-
lem, especially, in a completelydistributed,asynchronous
anddecentralizeddynamicgroupsetting. Onetrivial way
to solve it is by imposingor assuminga trustedauthority
chargedwith maintainingup-to-datemembershipinforma-
tion. Every memberis thenrequiredto periodicallysenda
heart-beatmessageto this trustedauthoritywhich aids in
maintainingthecurrentgroupsize. Clearly, the “peer” na-
tureof thegroupis violatedby thepresenceof the trusted
authority. Nonetheless,we stressthat theauthorityis only
trustedto keeptrackof themembershipinformationandnot
theactualgroupsecret.We recognizethata trustedauthor-
ity canrepresenta singlepoint of failureandanadversary
can launchdenial-of-serviceattacksagainstit anddisrupt
service. Althoughreplicationcanbe usedto reduceexpo-
sureandimproveavailability of thetrustedauthority, some
environments(e.g. highly volatile MANETs) would not �t
this model.

Needfor proactivesecret sharing: In traditionalthreshold
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secretsharing,anadversaryneedsto compromise� entities
in orderto exposethe secret.Gradualbreak-insinto � en-
tities over a long periodof time might bepossiblesincein
normalsecretsharing,thesecretsharesthathave beendis-
tributedremainunchanged.Therefore,traditionalthreshold
secretsharingis not suf�cient for long-livedsecrets.This
promptsthe needto refreshindividual secretshares,peri-
odically, without changingthe existing group secret ��� .
To this end,ProactiveSecret Sharingmechanismsrefresh
individualsecretsharesundersuchconstraints.

Secret share acquisition: A newly joining membermust
acquirea secretshareof the groupsecret��� for herself.
This enablesher to participatein future voting procedures
in orderto admitothernew members.Thesecretshareac-
quisitionalsoneedsto becarriedout in a distributedman-
ner. Thenewly joining membershouldbeableto receive �

partialsecretsharesfrom eachof the � membersthatelectto
admitherto thegroup.Thenew membercanthensecurely
combinethesepartialsharesto obtainherown secretshare
of thegroupsecretkey ��� .

Veri�able secret shares: If therearemalicioussecretshare
holdersin the group, valuesother than the actual shares
maybeusedby thesemembersto generatefalsepartialsig-
naturesor partial secretshares.Thus,whena prospective
membergetsa partial signature(or a partial secretshare)
from a currentmember, a veri�cation mechanismto check
if thereceivedvalueis valid mustbeprovided.

PKC basedapproachfor identity binding: Possessionof
a GMC doesnot prove that the GMC actuallybelongsto
thebearer. Thereneedsto besomebindinginformationthat
assertsownershipto thebearer. Onewayto accomplishthis
is by requiringfor every groupmemberto have a standard
X.509 public key certi�cate (PKC) issuedby a recognized
Certi�cation Authority (CA)[13]. The GMC simply needs
to incorporatethepublickey of thememberfrom herPKC.
Now themember(bearerof a GMC) canprove ownership
of theGMC by demonstratingknowledge(e.g.,by signing
a message)of the privatekey correspondingto the public
key referredto in in theGMC.

2.2 Notation
Thenotationusedin this paperis summarizedbelow:

�

threshold
���

trusteddealer
���

�

groupidentity
�	�

agroupmember


�
�
�

, �

�
� �	�

's secretkey andpublic key
�����

�������

signatureof message
�

generatedwith
���

�

���

�

secretshareof
�	�

�������

�




�

partialsecretsharefor
�	�

by
�

�

���
�

asignerlist to generate
�	�

's signature
�

� �
�

publickey certi�cate of
�	�

�
�

�
�

groupmembershipcerti�cate of
�!�

3 Membership Control Protocol

In this section,we describethe generalgroupmember-
shipprotocol.At theendof theprotocol,giventhatenough
members(

�

� ) approveadmission,theprospectivemember
who initiatedtheprotocolbecomesa memberof thegroup
andobtainsherown membershipcerti�cate "$#&%('*),+ .

Step 0. Setup: In the initial (bootstrapping)phase,each
groupmember#.- obtainshersecretshare/0/1- anda mem-
bershipcerti�cate "$#&%(- from a centralizeddealeror by
collaborative computationamonginitial group members.
For example,the thresholdRSA schemedescribedin sec-
tion 5.1only supportssharedistributionby a trusteddealer,
while the thresholdDSA scheme(section 6.1) provides
sharedistributionby boththedealerandthegroupfounders.
In bothschemes,afterinitializing � groupfounders,thecen-
tralizeddealeris no longerneeded.

Step 1. Join Request: A prospective member#2'�),+ ini-
tiates the protocol by sendinga JOIN REQmessageto
the group. This messageis signedby #2'�)3+ and con-
tains, amongother values, #2'�),+ 's public key certi�cate
( ���4%5'�),+ ) and the target groupname. How this request
is sentto thegroupis application-dependent.Notealsothat

#
'�),+ 'scerti�catedoesnothaveto beanidentitycerti�cate

(i.e., ���6%
'*),+ ); it could aswell be a groupmembership

certi�cate for anothergroup.

Step 2. Voting: Upon receiptof the JOIN REQ, a group
member�rst extractsthesender's ���6%

'�),+ andveri�es the
signature. If a voting memberapprovesof admissionshe
repliesto #

'�)3+ with a signed(and well-typed)message.
Thresholdsignatureschemesin sections5 and6 areapplied
for this step.

Step 3. GMC Issuance: Who issuesthe "$#&%
'�)3+ for

#
'�),+ dependson the securitypolicy andaccordinglyhas

severalchoices.In the fully distributedsettingthatwe are
considering,onceenoughvotesarecollected, #7'�),+ veri-
�es theindividualvotes,andcomputesherown "$#&%8'�),+ .

Step4. Share Acquisition: If #
'�),+ becomesa legitimate

member, sheneedsto obtain her own secretshare /1/
'�)3+

which enablesher to participatein future admissionpro-
tocols. #.'�),+ obtains /0/1'�),+ by combiningpartial secret
sharesgeneratedby a groupof � membersin a distributed
manner. We emphasizethat theseshares,which are sup-
plied by currentmembers,mustbe veri�ed becausesome
of thecurrentmemberscanbemalicious.

4 Cryptographic Primiti ves

In thissection,webrie�y describevariouscryptographic
techniquesunderlyingthresholdRSA and DSA signature
schemes.Weassumethereaderis familiarwith thebasicsof
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plain (i.e., non-threshold)RSA[25] andDSA[21] signature
schemes.

4.1 Secret Sharing
Theideaof secretsharing[20] is to divideasecret� into

piecesor /��������1/ which aredistributedamongstuserssuch
that pooledsharesof certainsubsetsof usersallow recon-
structionof the secret � . We useShamir's secretsharing
scheme[26] which is basedonpolynomialinterpolation.To
distribute sharesamong � users,a trusteddealerchooses
a large prime � , andselectsa polynomial 	 ��
 � over ��
 of
degree � � 
 suchthat 	 ��� ��� � . The dealercomputes
eachuser's share /1/ - suchthat /1/ - ��	 ��� ��������� , and
securelytransfers/0/ - to user # - . Then, any group of �

memberswhohavetheirsharescanrecoverthesecretusing
theLagrangeinterpolationformula: 	 ��
 �����! 

-#"%$

/1/0-�& - ��
 �

�������'� � , where & - ��
 �'�)(  

*

"%$,+

*.-

" -%/10

*

-

0

*

�����2��� � . Since
	 ��� �3� � , the sharedsecretmay be expressedas:�4�

	 ��� �5�
�� 

-#"%$

/1/
-

&
-

��� � ��������� � .
Thus, � can be recoveredonly if at least � sharesare

combined.In otherwords,no coalitionof lessthan � mem-
bersyields any information about � . The & - ��� � are non-
secretconstants,andmaybeprecomputed.

4.2 Joint Secret Sharing (JSS)
This scheme(dueto Pederson[23]) extendsShamir'sse-

cretsharingby removing theneedfor acentralizeddealerto
choosea polynomialanddistributeshares.In this scheme,
thegroupmemberscollectively choosesharescorrespond-
ing to Shamir's secretsharingof a randomvalue without
thedealer. Themain ideahereis that thepolynomialitself
is sharedsuchthat 	 ��
 �6�7	

$
��
 � �98:818 ��	 ' ��
 � , where	

-
��
 �

is thepolynomialof member#
- over ��
 .

Supposethereare � membersin agroup( #
$

�18:818 ��#.' ).
It will beassumedthatthemembersof thegrouphave pre-
viouslyagreedon theprime � .

1. Each #
- choosesat randoma polynomial 	

-
��
 �<;=�>


of degree �	� 
 suchthat 	
-

��� ��� �
- . Let 	

-
��
 �'�

	
-@?

�A	
-B$


 �C818:8 �A	
-�+

 

0

$



 

0

$

���D����� � , where	
-@?

� �
- .

2. #
- computes#

* 's share /1/

-

*

�E	
-

�#F � for #

* (FG�


 �:81818 � � ), and securely sendsit to #

* (in particular
#

- keeps/1/

-

-

). Notethatthetransmissionof shareval-
uesshouldbedonethroughthesecurechannel.

3. #

* computeshershare/0/

* of thesecret� asthesum
of all sharesreceived; /1/

*

�
�

'

*

"%$

/1/

-

*

Let 	 denotethegrouppolynomialover �

 . It is given

by: 	 ��
 �6�7	H$ ��
 � �D8:818 �I	
'

��
 � . By construction/0/1-J�K	 ��� � ,
�>� 
 �:81818 � � , andtherefore/0/

- is a shareof �K�L	 ��� �I�

�M�N�

'

-#"%$

�
-

�N�

'

-@"%$

	
-@?

� . Onceagain,any coalition of
� memberscanjointly recover thesecret� usingLagrange
interpolationasin basicShamir'ssecretsharing[26].

4.2.1 Joint Zero Secret Sharing
This is a variantof joint secretsharingwherethesharedse-
cret is zero. It is usedin proactivesecretsharing[12] for
re-randomizinga secretshare.In otherwords,this scheme
can be usedto changethe individual secretsharesof the
userswithoutchangingthegroupsecret.It canbeachieved,
quitesimply, asfollows: suppose	 ��
 � is theoriginal poly-
nomialsuchthat 	 ��� �5� � , and O ��
 � is anotherpolynomial
suchthat O ��� �C�P� . The interpolationof sharesby addi-
tion of two polynomials,� ��
 �Q�K	 ��
 � �RO ��
 � , providesthe
samesecret � since � ��� �S�T	 ��� � �GO ��� �C� � . We note
thatproactive secretsharingassumesthatmembersfollow
theprotocolfaithfully anddestroy (or erase)their previous
sharesassoonasthey obtainnew ones.

4.3 Veri�able Secret Sharing

If we supposethat somegroup memberscan become
maliciousor compromisedby an adversary, they may at-
temptto “cheat”by usingincorrectsecretsharesin orderto
deny/disruptthe service. To remedythe situation,a more
advancedtechnique,Veri�able SecretSharing(VSS) [7]
canbeused. It basicallyprovidesa meansto detectincor-
rectsecretshares.

To bemorespeci�c,VSSsetupinvolvestwo largeprimes
U and � , andanelementOV;R��W

X chosenin a way that � di-
vides U

� 
 and O is an elementof ��W

X which hasorder � .
Theprocedurefor thetrusteddealerto distributetheshares
is the sameasin section4.1. VSS is achieved by the fol-
lowing procedure:

Witnessgeneration: ThetrusteddealerY<Z randomlyse-
lects a polynomial 	 ��
 � over ��
 suchthat 	 ��
 ���E�

?
�

�
$


 �[81818 �\�

 

0

$



 

0

$

���D����� � , computessecretshares
/1/

- , and transfersthem to eachusersecurely. Also, Y<Z

choosesan elementO7;���W

X of order � , andcomputes]
-

( �^�_� �:81818 � � � 
 ), calledthewitness, suchthat ] -`�aO�bdc

�������

U

�,e Then, Y<Z publishesthese ] - -s in somepublic
domain(e.g.,adirectoryserver)1.

Share veri�cation: When � membersreceive their share
/1/

- , eachmember#
- veri�es /1/

- by checkingthat

Ogfhf

cji

�

 

0

$

k

*

"l?

��]

*

�

-nm

���D���

U

�

4.4 Partial ShareGeneration

A new member #
'�),+ receives � sharesU

/1/

*

� �o��] � -s
from a groupof � members.It will be assumedthat the �

numberof indices,F �p� 
 �:81818 � � � , aregivento each#

* by
# '�),+ . Thedetailsareasfollows: Each#

* computesapar-
tial secretsharefor #.'�),+ as: U

/1/

*

���o��] �>� /1/

*

8�&

*

� �o��] �

1In caseof JSS,wherethegrouppolynomialis jointly selectedby the
members,thisstepis carriedoutby eachof themembersindividually
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�������

U

� , where /1/

* is #

* 's own secretshare. Then, #

*

securelysendsU

/0/

*

� �o��] � to # '*),+ .
Note that Lagrange coef�cients &

*

� �o��] � are publicly
known, and therefore, # '�),+ can derive /0/

* knowing
U

/1/

*

���o��] � . In orderto preventthis, theshuf�ing technique
proposedin [17] shouldbe used. However, as a conse-
quenceof usingthistechnique,thepartialsecretsharescan-
not be individually veri�ed. VSScanbeemployedonly to
checkthecorrectnessof the�nal sumof thepartialshares.

5 ThresholdRSA (TS-RSA)

Recently, Kong,et al. [17, 18, 16] proposedthe useof
thresholdsignatureschemesfor distributing the functions
of acerti�cation authoritythroughoutaMANET. They sug-
gestedanRSAthresholdsignaturescheme.Wewill referto
it asTS-RSA.In thissection,wedescribetheirscheme,ap-
ply it to membershipcontrolin P2Psystemsandanalyzeits
security.

5.1 Setup

During initialization, the Y>Z is involved in choosinga
secretpolynomialanddistributing the shares. Y<Z 's pres-
enceis only requiredduringthisbootstrappingphaseto ini-
tialize the �rst � members( � is the threshold). Y<Z gener-
atesanRSAprivatekey � whichformsthegroupsecretkey

��� and randomlyselectsa polynomial 	 ��
 � over ��� of
degree � � 
 suchthat the groupsecret��� is 	 ��� ����� ;

	 ��
 � ��� ���
$


 � 818:8 ���

 

0

$



 

0

$

�����2��� � where � is
RSAmodulus.

Y>Z computesthewitnesses(referto section4.3)andthe
secretsharesfor eachmember#2- ���^� 
 ��� �:e1e:e � � � asfol-
lows: /1/0- � 	 ��� � �����2��� � . In addition, Y<Z issues#.- 's
membershipcerti�cate "$#&%

- signedwith thegroupsecret
key � , anddistributesit with /1/

- .

5.2 GMC Issuance

A new member#.'�),+ canobtainher "$#&%5'*),+ with the
consentof at least � existing members.Figure1 shows the
procedureof certi�cate issuance.The protocolconsistsof
four roundsof communication.
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Figure1. TS-RSA:Certi�cate Issue

1. The #
'*),+ sendsa signedJOIN REQmessagewhich

containsher public key certi�cate ���4%
'�),+ , group

name, etc. to at least � current group members
#

-
��C �DC

�

� � .

2. Groupmembers,who arewilling to participatein the
voting, reply with their respective membershipcerti�-
cates"$#&%5- to # '�)3+ afterverifying ���4% '�),+

2.

3. # '�)3+ picks, at random, � responding"$#&%

*

�@F ;FE

� � C F�C>� � � , and constructsa signer list �HG '*),+ with
the I�Z -s of selectedmembers3. Then, # '�)3+ sends

�HG '�),+ to each #

* , along with "$#&% JLK:M '*),+

which containsthe contentof "$#&% '�)3+ . The reason
why we needto collect thesignerlist is thateach#

*

shouldknow the index of � members(co-signers)in
advanceto computethe Lagrange coef�cient for the
partialsignaturesandshares.

4. Each #

* computesher own partial secretkey, �

* by
multiplying her /1/

* with &

*

��� � . Then, #

* computes
thepartialsignatureNPO

m

������� whereN is thecer-
ti�cate bodyderivedfrom "$#&% JLK:M$'�),+ andsends
it to #.'�),+ .

5. # '�)3+ combines these partial signatures NQO

m

��������� � to generate the original signature NRO

��������� � . (Pleasenote that simply multiplying the
partial signatureswill not give the actual signature,
i.e.,

(

 

*

" $

NPO

m/S

�TNPO ��������� � . In order to obtain
the true signature,the � -boundedcoalition offsetting
algorithmgiven in [17] mustbe used.Pleaserefer to
[17] for details.)Finally, #

'�),+ getsher "$#&%
'*),+ .

5.3 ShareAcquisition
When #

'�),+ becomesamemberof thegroup,sheneeds
herown secretshare/1/1'�),+ , in additionto themembership
certi�cate "$#&%('�),+ . Thenew memberacquiresthesecret
sharein the following manner:(Note: This procedure,in
reality, is combinedwith thestep(4) of section5.2)

Each #

* calculatesa partial secretshareU

/1/

*

� �o��] � as
follows: U

/1/

*

� �o��] � � /1/

*

81&

*

���o��] � ��������� � .
#

* shuf�es U

/0/

*

� �o��] � (refer to section 4.4 for de-
tails) and sendsthe resulting value securely to #2'�)3+ .
Then, #.'�),+ can obtain her secretshare /0/ '�),+ , by sim-
ply summingup � partial secretshares,U

/0/

*

� �o��] � since
�

U

/1/

*

� �o��] � � /1/
'�),+

���D����� � .

5.3.1 A Security Problem
After summingup all U

/1/

*

� �o��] � valuesto obtain /1/0'�)3+ ,
# '�),+ mustcheckif /1/0'�)3+ is correctlycomputed.Unfor-
tunately, theprotocolcannot guaranteethateach/1/

'�),+ is
correct,for thefollowing reason:

Since /1/
'�),+ is computedmodulo � andnot U �V� � , it is

impossibleto verify thesecretshareusingpublicly known

2In orderto securetheprotocolagainstcommonattckssuchasreplay,
impersonationandinterleavingattacks[20], we notethatit is necessaryto
includeadditionalinformationsuchastimestampsandidentityinformation
of thesenderaswell asthereceiver. However, in orderto keeptheprotocol
descriptionsimple,weomit thesevalues.

3 �


 ���

obtainsmember
�

�

-s from their respective
�

�
�

-s
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witnesses(referto section5.3).Thevalueof U �V� � is known
only to thedealerduringgroupinitialization anddestroyed
thereafter. Obviously, groupmembersmustnot know the
valueof U �V� � . Therefore,it appearsthat this schemedoes
notprovideveri�ability of secretshares.In otherwords,

O

f f��

���

S

�

 

0

$

k

-@"o?

��]8- �

'�),+

c

��������� �,e

We now provide a trivial example to illustrate the prob-
lem. Let us assumethat the secretpolynomial is 	 ��
 �C�

���

� �H
 ��� 

	 �����2� 
 
�� � , where � = 119 the product
of two primes:

�

and 


�

, and O ��
 . (Note that the
degree of the polynomial is 2, hence,the threshold � =
3). The witnessesof 	 ��
 � , which are publicly known,
are as follows: ] ? ��
����K� 
 � , ] $ ��
�	K��� , and

]

	

��
�� ��� �����2� 
 
�� � . Supposea new member #

�

receivesthe following partial sharesfrom � existing mem-
bers #

	

, #�� , and #

�

: U

/1/

	

�

�

� �

�


 , U

/1/�� �

�

� �

���

,
and U

/1/

�

�

�

�R�

�

� ������� 
 
�� � . #

�

computesher share
/0/

�

�

U

/1/

	

�

�

� �

U

/1/�� �

�

� �

U

/1/

�

�

�

� ����� ���D��� 
 
�� � . To
checkveri�ability of thesecretshare,shecomputes

O�fhf��^� 
�!�"<�#� �����2� 
 
�� �de

Also, usingthe witnessvalues, #

�

canget the right hand
sideof theveri�ability checkingequation(givenabove) as
follows:

��]%$
� ��]
$

�

�

��]

	

�

�

&

� 
 ���D��� 
 
�� �de

Therefore,eventhough /1/

�

is correctlycomputed,

Ogfhf'�

S

�

	

k

-@"o?

��](- �

�

c

������� 
 
�� �,e

5.4 Summary
As illustratedabove, the otherwiseelegant schemeby

Kong, et al. [17, 18, 16] fails to provide veri�ability of
partial signaturesaswell aspartial secretshares.As a re-
sult, maliciousor compromiseduserscansendfake shares
to new memberswithout being detected. This limits the
scheme's applicability in providing securityservicesin a
dynamicgroupsetting. Anotherdrawbackof this scheme
(albeit, a relatively minor one) is that it requiresa trusted
dealerto generatethegroupsecret(RSA key) andshareit
amongtheinitial members.Althoughpresenceof thedealer
is limited to a shortperiodof time (bootstrapping),assum-
ing sucha trustedauthoritymay not be feasiblein certain
applicationscenarios.

Otherschemeshave beenproposedin thecryptographic
literature.Notably, Gennaro,et al. [9] andShoup[27] pro-
posedthresholdRSAsignatureschemesthatprovideveri�-
ability. However, theirschemesstill requirea trusteddealer
to generatethe RSA keys. BonehandFranklin [1] devel-
opedamethodto generateanRSAmodulusin adistributed

fashion.Alas, it might not be possibleto usethis method,
sinceboth[9] and[27] requirethatthecommonRSAmod-
ulus � beaproductof two safeprimes.(Informally, a large
prime U is safeif U

� �H� � 
 where� is itself a largeprime.)
Furthermore,we believe that using any methodto gener-
ateRSAkeys in adistributedmannerinvolvesprohibitively
high communicationand/or computationoverheadwhich
severelyimpactsthepracticalityof suchtechniquesin many
groupsetting(suchasMANETs). In the next section,we
presentan alternative solution, basedon thresholdDSA,
whichaddressesbothaforementionedproblems.

6 ThresholdDSA (TS-DSA)
In thissection,wepresentaschemewhichusesthreshold

DSA signatures,denotedby TS-DSA,to implementmem-
bershipcontrol mechanism. This is an extensionof the
thresholdDSA signatureschemepresentedin [10] where

� , the numberof groupmembers,canbe increasedwith-
out changingthegroupsecret.Similar to [10], this scheme
is secureonly if thereare lessthan �)(<�+*

 -,

$

	

.

malicious
(subverted)members.Below, wementionthedetailsof our
scheme,without any formal proof of security. However,
sinceour schemeis a simpleextensionof [10], we believe
our schemeprovides the samesecurityas the underlying
thresholdDSA signaturescheme.

6.1 Setup
The TS-DSA schemecan be initialized by either: 1)

a trusteddealersimilar to the TS-RSA schemedescribed
above,or 2) a groupof � or morefoundingmembers.Next,
weconsiderbothtechniquesin detail.

Initialization by dealer: Y<Z generatesDSA keys
�

U

� � �hO ��/ ��0 � where / is the groupsecretkey. Then, Y<Z

selectsa randompolynomial 	 ��
 � over ��
 of degree��( � 
 ,
suchthat thesharedsecretis 	 ��� �<��/ . In orderto enable
VSS, Y<Z computesandpublishedthewitnesses]

-
��O21

c

for ���5��� �:818:8 � �'( � 

� . Y>Z alsocomputesthesecretshares
/1/

-
�3/

-
�7	 ��� � ������� � � , andissues"$#&%

- for each#
- .

Self-initialization by founding members: The initial
group founding members#

-
��C �DC

�

� � select individual
polynomials	

-
��
 � over �>
 of degree�'( � 
 , suchthat 	

-@?
�

/
- . Then, using JSS,each #

- computesher own secret
share/0/0- , suchthat /1/0-^�L�34

*

"%$

	

*

��� � �����2��� � � C & C

�

� � .
Once # - getshershare,it is rathereasyto recover these-
cretusingLagrangeinterpolation.Also, thedealingprocess
supportsVSSsinceeach	 - ��
 � is in �


 andO




��
 �������

U

�

( O is anelementof order � in ��W

X ). For moredetails,referto
[23].

6.2 GMC Issuance
Let � bethenumberof currentgroupmembers.We as-

sumethateach#
-

���<� 
 �:81818 � � � hasthenecessarygroup
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public key parameters�

U

� � �hO � as well as her own secret
share /1/0- of the group secret. A coalition of � members
canrecoverthegroupsecret/ usingLagrangeinterpolation.
Also, unlike RSA, in orderto generatea DSA signature,a
randomsecret� is required. We apply JSSto collectively
generatea randomsecret � . Figure2 shows the message
�o w to obtainGMC usingTS-DSAscheme.
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Figure2. TS-DSA:Certi�cate Issue

1. # '�),+ broadcastssigned JOIN REQcontaining the
public key certi�cate ���4%5'*),+ , the groupname,etc,
to at least� currentgroupmembers# - ��C �DC

�

� � .
2. Thegroupmembers,whowishto participatein thead-

mission,reply with their respective membershipcer-
ti�cates "$#&%

- to # '�),+ after verifying ���4%5'�),+

(Referto footnote2).
3. # '�),+ picksat random� responders#

*

�@F ;
E

� � C F�C��

� � , collectstheir I�Z

* from their respective "$#&% -s to
form asignerlist �HG

'*),+ andsendsit to each#

* .
4. Each #

* randomly chooses her polynomial
�

*

��
 � � �

*

��
 � in �<
 of degree �'( � 
 . #

* com-
putes�

*

��� � and �

*

��� � for all signers#
-

���`� 
 �:81818 � � �

in � G '�),+ , and thendistributes �

*

��� � and �

*

��� � to all
herco-signers.After receiving herpartialsharesfrom
theotherco-signers,# * computes�

* and �

* suchthat
�

*

��� �@F � � �� 

4

"%$

�

4

�@F � �Q�

*

�L� �@F � � �G 

4

"%$

�

4

�@F �

��������� � . Then, #

* computes�

* and �

* such that
�

*

���

*

8��

*

��������� �����

*

�GO�b

m

�������

U

� , andsends
�

* and �

* backto #
'�),+ . Why each#

* musttake (at
least)two polynomialsis referredto [10].

5. # '�),+ computes� without knowing � and �

0

$ as
follows: First, she computes � and � such that

���

�
 

*

"%$

�

*

&

*

��� � ��������� � which �nally equals

to �g� ��������� � , ���P(� 

*

"%$

���

*

�

4

m��

?��

���D���

U

� which
equals Ogb �������

U

� . Next, she computesthe in-
verse �

0

$

�����2��� � and �nally computes� as �\�

�������

�

�����

U

��������� which equals �BO �!�

�

�����

U

�

���2�'� . Then, #.'�),+ sends � to #

* , along with
"$#&% J K M '�),+ .

6. #

* computespartial signature /

* such that /

*

�

�

*

�VN � /

*

� �K�D����� , where /

* is #

* 's shareof
groupsecret/ , and N is informationderivedfrom the

"$#&% J K M
'�),+ . Then, #

* sends/

* to #
'�)3+ .

7. # '�),+ computesthe completesignature / such that
/>�

�� 

*

"%$

/

*

8�&

*

��� � ��������� � whichequals� ��N � / � �

��������� � . Thatis, # '*),+ obtainsherown "$#&%5'*),+ .

6.3 ShareAcquisition
Theshareacquisitionprocedure– throughwhich #2'*),+

obtainsherown new share/1/1'�)3+ from currentgroupmem-
bers– is performedaspartof message(6)of certi�cate issue
(referto section6.2).

�'( members ( #

* -s) compute partial secret share
U

/1/

*

� �o��] � for #.'�),+ asU

/1/

*

� �o��] � � /

*

8 &

*

� �o��] �7�����'� ,

where &

*

� �o��] �7� (� 

"

4

"%$,+

4

-

"

*

'�),+

0

4

*

0

4

�����2��� � . Each #

*

sendsU

/1/

*

� �o��] � to # '�),+ . Then, #.'�),+ computesher
own share/1/

* by summingup U

/1/

*

���o�:] � �@F�� 
 �18:818 � �'( �

and verifying her correctnessby checking O

fhf �

���

�

#

(  

"

0

$

-#"l?

��](- �

'*),+

c%$

��������� � .

7 Discussion
Thesolutionpresentedaboveprovidesbasicsecretshar-

ing functions.However it doesnot addressproactivesecret
sharingas well as the issueof dynamicallychangingthe
thresholdin proportionto thecurrentgroupsize.Although,
dueto spacelimitations,we do not elaborateon thedetails
of thesemechanisms,we notethat it is possibleto achieve
proactivity by following the methodsoutlinedin [18] in a
fully distributed fashion. Furthermore,therehave beena
few resultsthat allow changingthe thresholddynamically
[14, 19, 5]. In particular, we can apply the schemepro-
posedby Jarecki[14] which suggestsreducingthe degree
of the secret-sharingpolynomial in order to decreasethe
thresholdandvice-versa. This causesthe secretsharesof
all themembersto bere-randomized,while thegroupsecret
remainsthesame4. However, implementingthis schemein
a fully distributed mannerwithout involving all members
remainsanopenchallenge.

8 Performance
We implementedour membershipcontrol mechanisms

on Gnut-0.4.21[11] (an open-sourceGnutella[28] imple-
mentation)in ordertomeasuretheirperformancein thecon-
text of arealP2Papplication.Wereferto theresultingsoft-
wareas Secure Gnut. At the setupphaseof the Gnutella
protocol, the connectionis establishedby communicating
so-calledping andpong messageswhicharebasedon IP
addresses.Sincethe sameusercansubmitmultiple votes
with differentIP addresses[6], we modi�ed our implemen-
tationso that theconnectionis madeonly if the responder
answerswith her valid GMC. For this purpose,we speci-
�ed new messages,calledsping andspong . Thesping

4We believe that it is reasonableto assumethatall adjustmentsto the
thresholdvalue

�

proceedin a lock-stepfashion.In particular, eachchange
in

�

causesa simultaneouschangein the maximumnumberof members
thatcanbecompromised(or malicious)in thattime-period.Weemphasize
thatthetransitionfrom a(

�'&)(+*,&

) systemto a (
�+-.(�*/-

) systemis a discrete
event takingplaceat sometime

�

&+-

. At all timespreceding
�

&+-

, at most
(

�0&2143

) compromised(or malicious)memberscanbepresent.
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containstherequester's PKC, andthespong is composed
of theresponder'sGMC andhersignatureto provethepos-
sessionof herown privatekey.

The cryptographicfunctions are developedusing the
OpenSSLlibrary[22]. Our membershipcontrol toolkit is
writtenin C onLinux, andcurrentlyconsistof about30,000
lines of code. The sourcecodesfor both the membership
controltoolkit andSecureGnutareavailablein [24].

We performedmeasurementson the following Linux
machinesconnectedonahigh-speedLAN: P4-1.2GHz,P3-
977MHz, P3-933MHz,andP3-797MHz. For the sake of
fairness,eachmachineranthesamenumberof SecureGnut
processes.Wemeasuredthebasicoperationsandthencom-
paredthreecryptographicprotocolswith bothstaticanddy-
namicthresholds.We used1024-bitmodulo � in RSAand
TS-RSA,and160-bit � and512-bit U in DSA andTS-DSA
for fair comparison.Sinceeachprotocolhasdifferentnum-
ber of communicationrounds,we measuredtotal process-
ing time from sendingof theJOIN REQto combiningnew
GMCs5.

8.1 Basicoperations

Table1 shows thetime for signaturegenerationandsig-
natureveri�cation in termsof key sizewith plain RSA and
TS-RSA,respectively. For bothTS-RSAandTS-DSA,we
set t=3. In plain RSA, the cost of signatureveri�cation
is much cheaperthan that of signaturegeneration,while,
in TS-RSA,veri�cation cost is extremelyexpensive. This
is becausethecomputationof N

�

���D����� � in t-bounded
offsettingalgorithm[17] hasto bedoneeverytimeweverify
thesignature.Unlike privatekey encryptionin plain RSA,
wecannotapplytheChineseRemainderTheoremto speed
up computation,sincetheveri�er doesnot know theprime
factorsof � . From our experiments,we found that this
computationtakesmorethan95% of the total veri�cation
cost.Thisis acritical observation.Contraryto ourintuition,
theperformanceresultof join costshowsthatTS-RSAis no
betterthanTS-DSA.

Key RSA TS-RSA
(bits) Sign Verify P-Sign Verify
1024 7.395 0.249 24.093 24.802
2048 43.169 0.576 143.534 148.034
4096 278.141 1.693 971.893 981.270

Table1.Comparisonof RSAandTS-RSA(P3-977MHz,timeunit:
msec,t=3)

Table2 comparestheperformanceof thestandardDSA
andTS-DSAin termsof thesizeof parameterU . Mostcom-
putationsin DSA areperformedusinga160-bitprime � . In
standardDSA measurements,signaturegenerationis faster
thansignatureveri�cation. However, in TS-DSA,thecosts

5In theseexperimentswe did not considerthe partial share shuf�ing
for bothTS-RSAandTS-DSA.

arereversed(generationis muchslower thanveri�cation).
This is becauseJSSrequiressomeextra exponentiationsin
theprocessof computing� in step(5) of section6.2.

Key DSA TS-DSA
(bits) Sign Verify P-Sign Verify

512 1.609 4.084 6.863 4.480
768 2.769 6.840 11.495 7.182

1024 4.017 8.494 16.880 8.870

Table2.Comparisonof DSA andTS-DSA(P3-977MHz,timeunit:
msec,t=3)

8.2 CaseI: Fixed Thr eshold
Figure 3 shows the cost of a new memberjoining the

group when the group thresholdis static. We performed
this testwith 25 processeson eachmachineandmeasured
thejoin costby changingthethreshold.As expected,plain
RSA is the bestperformerin termsof computationtime.
However, we alsoseethat both TS-RSAandTS-DSA ex-
hibit reasonablecosts(e.g., � 
 sec.) at leastuntil t=20,
which is largeenoughfor membershipcontrol.
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Figure3. Joincostwith �x edthreshold

8.3 CaseII: Dynamic Thr eshold
In mostP2Psystems,suchasGnutella,groupsizecan

�uctuatedrasticallywithin ashorttime. As thegroupgrows
or shrinks,we needto increaseor decreasethe threshold
without changingthe currentgroup secret. Changingthe
thresholddynamicallyrequiresall currentmembersto up-
datetheir shares.Any � memberscan collaboratively in-
creaseor decreasethe current thresholdwithout keeping
trackof thepreviouspolynomial.This is arelatively simple
process.However, in Gnutella,it posesaproblem.Therea-
sonbeingthat, after updatingthe polynomialcollectively,
the � membersmust broadcastthe updateto other � � �

membersin a secure andsynchronousfashion. While this
may be feasiblein peergroupsettingswhich have an un-
derlying relaible, synchronousgroup communicationsys-
tem, thereis no protocol messagein Gnutellato achieve
this goal. Therefore,in our simulation,we only measure
thecostof actuallyupdatingthethreshold,without consid-
eringtheassociatedcommunicationcosts.
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Additionally, sinceupdatingthe thresholdis an expen-
siveoperation,it is not practicalif everymembershipevent
triggeredanupdateprocess.In orderto preventthis,weap-
ply a simplewindowmechanism.Speci�cally, every mem-
berkeepsstateof � $

4

O

, whichis thegroupsizeat thetimeof
the last threshold-updateprocess.A new threshold-update
processis triggeredonly whenthe differencebetweenthe
currentgroupsize ���

�

� and � $

4

O

is greaterthen
�

� � where
�

� � is thewindow buffer. In otherwords,thresholdupdate
processis triggeredonly when C ���

�

�

� � $

4

O

C

�

�

� � .
In Figure4,weshow the costof a new memberjoining

thegroupwhenthegroupthresholdvariesdynamicallyac-
cordingto currentgroupsize.In thisexperiment,thepartic-
ipatingratio( J ) of thethresholdis setto 20%of thecurrent
groupsize. Note the ratio is dependenton admissionpol-
icy. The thresholdis determinedby multiplying thegroup
sizeby J . We measuredthe performanceuntil n=50. At
n=50, thresholdis set to 10, the cost is lessthan 0.5 sec
with all mechanism.We also �gure out the extra cost is
addedwhenever thresholdchangesin the�gure.
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Figure4. Joincostwith dynamicthreshold( �����
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9 Conclusion

In this paper, we investigatedthe usefulnessof thresh-
old cryptographyin providing securemembershipcontrol
for dynamic peer groups common in P2P systemsand
MANETs. Speci�cally, we examinedtwo thresholdsigna-
ture schemes:onebasedon RSA signaturesandthe other
basedon DSA signaturesandmeasuredtheir performance.
We discoveredthat the thresholdRSA schemecontainsa
security �a w and, hence,cannotbe usedin a group set-
ting with potentialmaliciousinsiders.The thresholdDSA
schemeovercomesthis problem.

Perhapsmore importantly, our work can be viewed as
a negativeresultas it castsdoubtuponthe practicalityof
usingthresholdcryptographyin peer-to-peerandMANET
settings.Nevertheless,furtherexplorationof new, moreef-
�cient, thresholdtechniquesis neededas well as further
experimentationwith, and careful assessmentof, existing
methods.
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