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Abstract

Routingis a critical functionin multi-hopmobilead
hocnetworks(MANETs).A numberof MANET-oriented
routingprotocolshavebeenproposed,of which DSRis
widelyconsideredboththesimplestandthemosteffec-
tive. At thesametime, securityin MANETs– especially,
routing security– presentsa numberof new and inter-
estingchallenges. Manysecuritytechniquesgearedfor
MANETshavebeendeveloped,amongwhich Ariadneis
the�a gshipprotocolfor securingDSR.

Thefocusof this work is on securingtheRouteDis-
covery processin DSR.Our goal is to explore a range
of suitablecryptographic techniqueswith varying �a-
vors of security, ef�ciency androbustness.TheAriadne
approach, while very ef�cient, assumesloosetime syn-
chronizationamongMANET nodesand doesnot offer
non-repudiation.If theformeris notpossibleor thelat-
ter is desired,an alternativeapproach is necessary. To
this end,weconstructa Secure RouteDiscoveryproto-
col (SRDP)which allowsthesourceto securelydiscover
an authenticatedroute to the destinationusing either
aggregatedMessage AuthenticationCodes(MACs) or
multi-signatures. Several concrete techniquesare pre-
sentedand their ef�ciency and securityare compared
andevaluated.

1. Intr oduction

Multi-hop Mobile Ad Hoc Networks (MANETs)
havebeenstudiedextensively in recentyearsanda large
body of relevant researchhasbeenaccumulated,espe-
cially pertainingto routingsecurity.

Oneof thekey MANET characteristics– absenceof
�x ed infrastructure– makesit dif�cult to re-useresults
from more traditional wired networks. In particular,
popularIP routing protocols(usedboth in the Internet

andin privateintranets)arenot suitablefor MANETs,
duemostly to nodemobility. Consequently, a lot of ef-
fort hasgoneinto developing MANET-gearedrouting
protocols.Mostof theseprotocolshave,for variousrea-
sons,remainedon paper, only a few have beenimple-
mentedandevenfewerhavemadeinto realMANETs.

Since the focus of this paperis on security, rather
thanrouting, we do not review the relevant routing lit-
erature.Suf�ce it to say, thatthemostpopularMANET
routingprotocolis alsooneof theconceptuallysimplest,
DynamicSourceRouting(DSR),developedby Johnson
andMaltz. The centerpieceof DSR is the RouteDis-
covery (RD) protocol which uses�ooding to discover
routeson-demand.(Seesection2 below for a detailed
description.)

Like mostnetwork protocols,MANET routing pro-
tocols (including DSR) are often designedfor non-
adversarialnetworks and thus forgo security features.
This follows the traditional model of �rst designinga
protocolandlater (sometimesmuchlater) retro�tting it
with securityfeatures.

Beinga popularprotocol,DSR hasreceiveda lot of
attentionfrom the security community. The state-of-
the-art of MANET routing security is representedby
Ariadne [11] which is a DSR-speci�c securitymecha-
nism basedon the earlier TESLA protocol [17]. Ari-
adne's security is basedon MessageAuthentication
Codes(MACs) and loosetime synchronizationamong
nodesis required; the latter featureis inherited from
TESLA.

The motivation for the work presentedin this paper
is very similar to Ariadne's. Our goal is to ef�ciently
securetheRouteDiscovery processin DSR.1 However,
in doing so, we aim to addressthe needsof MANETs
whereeither(or both) strongersecurityis necessaryor
loosetime synchronizationis not possible.Protocolef-

1Oncea routeor a setof routesis securelydiscovered,securityof
subsequentdatatransmissionis out of scopeof this paper.



�ciency is also oneof our goals,especially, the mini-
mizationof communication(bandwidth)overhead.This
contrastswith Ariadnewhich focusesmoreon lowering
computationcosts.

With the above goals in mind, we develop Secure
RouteDiscovery Protocol(SRDP).It is a genericpro-
tocol which works with a rangeof cryptographicprim-
itives, somebasedon aggregatedMACs and others–
on digital signaturesamenableto aggregation. (Aggre-
gationis essentialasit allows us to compressauthenti-
cationtagsthussaving bandwidthandreducesveri�ca-
tion costs.) We explore � ve cryptographictechniques
and evaluate/analyzetheir respective security features
andef�ciency features. Oneof the interestingaspects
of our work is the novel applicationof aggregatedsig-
natureandmulti-signatureschemes.

Viewedfrom thehigher-level perspective,SRDPen-
hancesthefunctionalityof DSRwith thefeatureweterm
RouteIntegrity. Informally, this meansthatall nodesin
a putative routeagreeon the exact sequence(order)of
nodestraversedin that route. Moreover, the sourceis
able to ascertainthat all intermediatenodesvouch for
theintegrity of thesameroute.(Seesection4 for further
details.)However, RouteIntegrity doesnotimply viabil-
ity of thediscoveredroute,sinceanadversarialnodethat
behaveshonestlyduringRouteDiscoverymaybehavein
an arbitrarily maliciousmannerduring subsequentfor-
wardingof datapackets.
Organization: theremainderof this paperis organized
asfollows: section2 summarizesthebasicoperationof
DSR.Then,section3 presentsour network assumption,
attackmodelandde�nes necessarysecurityproperties.
Section4, describesSRDP and several cryptographic
techniques.Their ef�ciency is discussedin section5.
Finally, section6 overviewsrelevantprior work.
Remark: dueto lengthrestrictions,this paperdoesnot
includesecurityproofs for the proposedcryptographic
techniques.For thesamereason,thedescriptionsof the
schemesarequite terseand lack the ideal level of de-
tail. Also omittedis the discussionof future work and
an in-depthtreatmentof prior results(althoughsection
6 providesashortsummary).

2. DSROverview

Sinceour work is speci�c to DSR, this sectionpro-
vides a brief re-capof the DSR RouteDiscovery pro-
cess.For furtherdetailswereferto [12].

DSR is a purely on-demandad hoc network routing
protocol. This meansthat a route is discoveredonly
whenit is neededandnopre-distributionof connectivity

is performed.Sinceroutediscoveryis donevia �ooding,
nodesdo not accumulatenetwork topologyinformation
exceptfor cachedroutes.

DSRincludestwo mainmechanisms:RouteDiscov-
ery and RouteMaintenance. RouteDiscovery is used
to discover a routefrom a given sourceto a given des-
tination, while RouteMaintenanceis usedto manage
(cache,expire, switch among) previously discovered
routes. Sinceour focus is on RouteDiscovery, we do
not furtherdiscussRouteMaintenace.

RouteDiscovery is composedof two stages:Route
Request(RREQ)andRouteReply(RREP). Whenever a
sourceneedsto communicateto a destinationanddoes
not have a route in its Route Cache,it broadcastsa
RREQmessageto �nd a route. Eachneighborreceives
theRREQand(if it hasnot alreadyprocessedthesame
requestearlier)appendsits own addressto the address
list in theRREQandre-broadcaststhepacket. Thispro-
cesscontinuesuntil eitherthemaximumhopcounteris
exceeded(andRREQis discarded)or thedestinationis
reached.In the latter case,the destinationreceivesthe
RREQ, appendsits addressandgeneratesa routereply
packet(RREP) backtowardsthesourceusingthereverse
of the accumulatedroute. Unlike RREQ, RREPperco-
latestowardsthe sourcevia unicast. Whenthe source
�nally receives RREP, it storesthe route in its Route
Cache.

Figure 1 illustratesan exampleof RouteDiscovery
and�gure 2 shows theprocessingof RREQandRREP
packets.

Figure 1. Route Disco very example: S
broadcasts RREQ and each intermediate
node re­br oadcasts onl y if RREQhas not
been seen before . When D RREQ, it sends
RREPback via unicast. In this example , D
replies to S with a route: <B, C, D>.

DSR RouteDiscovery alsoincludessomeoptimiza-
tion measures:whenprocessinga routerequest,an in-
termediatenodecanbe authorizedto issuea complete
routereply if it alreadyhasa valid routeto thedestina-
tion in its routecache. An intermediatenodecanalso
switch its network interfaceinto promiscuousmode,in
orderto harvestroutesfrom passingroutereplies.How-



RREQ S ! � : < RRE Q; S; D ; Sid ; () >
Broadcast B ! � : < RRE Q; S; D ; Sid ; (B ) >

C ! � : < RRE Q; S; D ; Sid ; (B ; C) >
RREP D ! C: < RRE P; D ; S;Sid ; (B ; C; D ) >
Unicast C ! B : < RRE P; D ; S;Sid ; (B ; C; D ) >

B ! S: < RRE P; D ; S;Sid ; (B ; C; D ) >

Figure 2. RREQ and RREP processing ex­
ample .

ever, in this paper, we focuson thebasicRouteDiscov-
ery, without consideringtheseoptimizations. (In fact,
the �rst optimizationmentionedabove is incompatible
with our proposedmechanism.)

3 Security Setting

In thissection,wediscussourattackmodelandasso-
ciatedthreats.

As usual,we distinguishamongpassive and active
adversaries. A typical passive adversaryonly eaves-
dropsandaimsto compromisecommunicationprivacy.
Sinceroutingis notusuallyaprivatefunction(exceptin
military andothercritical settings),we do not consider
passive threatsin our model.

An active adversaryhasfar strongercapabilities. It
can introduceits own packetsas well as delete,delay
andmodify packetsbeforeforwardingthem. We focus
onprotectionagainstactiveadversaries.

The adversary's power is characterizedby the com-
binedcoverageof compromisednodes.For example,to
affect a messageat a certainpoint,at leastonecompro-
misednodeneedsto bepresentwithin theradiorangeof
thatpoint.

We say that nodesare physicallyconnectedif they
can communicatedirectly, while nodesare logically
connectedif they communicateindirectly, via other
nodes.

Theconnectedadversariescancauseunavoidableat-
tacksby colluding. Specially, they candeleteor adda
list of honestnodessandwichedbetweenthem. To for-
malizeit, wede�ne feedback loop.
De�nition 1. A feedback loop is an orderedsequence
of linkedhonestnodeswherebothend-pointsareclosed
by compromisednodesto beableto communicateeach
otherthroughtheir physicalor logical channel.

For example, �gure 3 shows two compromised
nodes,A1 andA2, asthecompromisedend-pointsof a
feedbackloop N3-N4. We notethat feedbackloop end-
pointsdonotneedtobedistinct,i.e.,bothend-pointscan
be representedby the samecompromisednode. Also,

thesamesetof compromisedend-pointscancorrespond
to multiple feedbackloops.

Figure 3. Feedbac k Loop Example .

In thecontext of DSRRouteDiscovery, controllinga
feedbackloop allows theadversaryto control thepres-
enceof honestnodes(within theloop) in asourceroute.
This, in turn,allows theadversaryto createa fraudulent
route. However, the adversarycannotmake the source
acceptacounterfeitroutewhichcontainshonestnode(s)
otherthanfeebackloopsit owns. In otherwords,each
source(i.e.intermediatenode)in thesourceroutingpro-
tocol shouldbeauthenticated.
De�nition 2. We say that RouteDiscovery is secure
if, given a putative route: (1) the sourcecan securely
verify thepresenceof eachhonestnodethatappearsin
the route,and(2) for all honestnodesappearingin the
route,their view of therouteis eitherthesameor, if not
thesame,thediscrepancy is unambiguouslydetectedby
thesource.

Note that theabove de�nition implies thatanhonest
nodecannot appearin the routeunlessit actuallytook
partin RouteDiscovery thatled to thatroute.

In contrast,the adversarymodel in Ariadne [11] is
basedon the numberof nodesthe adversaryowns in
thenetwork aswell asthenumberof honestnodesthat
the adversaryhascompromised.Our model is differ-
entsincethedistinctionbetween”owned”and”compro-
mised” nodesdoesnot apply to our setting. Basically,
weassumethateachnodehasits own private/publickey
pair, andoncea nodeis compromisedit will be owned
by theadversaryincludingits key pair. Thus,thereis no
differencebetween”owned” and”compromised”nodes
in our assumption.

4 Secure Route Discovery Protocol
(SRDP)

Webeginbystatingsomeenvironmentalassumptions
andsummarizingournotation.

We assumebidirectional communicationon each
link: if nodeS is able to senda messageto nodeD,
thennodeD is ableto sendto nodeS. This assumption
is justi�ed, sincemany wirelessMAC-layerprotocols,



includingIEEE 802.11,requirebidirectionalcommuni-
cation.

We do not assumethata nodeis awareof theexact
setof its currentimmediateneighbors.SomeMANET
typeshavebuilt-in neighbordiscoverybut we chooseto
err on thesideof �e xibility . (However, secureneighbor
discoverywouldonly serveto strengthenthesecurityof
our techniques.)

We assumethat both the sourceandthe destination
arehonest.(We usethegenerictermssourceanddesti-
nationto mean,respectively, the initiator andthe target
of theRouteDiscoveryprotocolin DSR.)

Thecryptographictechniquesthatweproposefurther
below fall into two categories: shared-key MACs and
publickey signatures.

Although sometimesimplementedwith the aid of
conventional ciphers, MAC functions are often con-
structedusing cryptographicallysuitable keyed hash
functions(e.g,SHA-2). The mostcommonMAC con-
structis theHMAC [3]. Clearly, any MAC functionused
for authenticationpurposesin a MANET settingwould
requireO(n2) pairwisesharedkeys.

For schemesbasedon MACs, we assumethe ex-
istenceof a securekey distribution mechanism. For
signature-basedschemes,we likewiseassumeanappro-
priatemechanismfor theissuance,distributionandrevo-
cationof publickeys, i.e.,a PublicKey Infrastructure.

Thetablebelow summarizesthenotationandformats
usedin therestof thepaper.

S; D ; B ; C; I ; J network nodes
RRE Q; RRE P DSRRouteRequest& RouteReplypackets

Sid uniqueid assignedby Sto RouteRequest
K I J secretkey sharedbetweenI andJ

(x i ; yi ) nodeI 's privateandpublic key pair
M AC I J (M ) MAC onmessageM underkey K I J

� ; � authenticationtags

4.1 Forward vsBackward Authentication

Recallthatthegoalof theDSRRouteDiscoverypro-
tocol is to discover a viable route. A routeis accumu-
latedincrementallyvia �ooding until the destinationis
reached,at which point, the route is con�rmed by re-
visiting it by unicastin reverseorder.

Onenaturalsecuritystrategy is to perform“forward
authentication”of Route Request(RREQ) packets as
they propagatefrom thesourceto thedestination.Each
nodecancomputeandaddits authenticationtag to the
RREQbeforere-broadcastingit.

Thechief advantageof this approachis that it would
allow the destinationto authenticatethe accumulated
sourceroutebeforeit generatesa RREPback towards

thesource.However, therearealsosomedrawbacksor
issues:

� First, a nodethatprocessesa RREQpacket hasno
assuranceof beingontheeventualroute.In fact,in
a large MANET, it is safeto saythat many nodes
that processa given RREQwill not be part of the
route. Thus,computingan authenticationtag can
be wastefulfor two reasons:(1) it requirescom-
putationthatmaywind up beingunnecessary, and
(2) it costsin termsextrabandwidthsinceeachnew
authenticationtagmakesRREQlonger.2

� Second,evenis theabove is justi�ed, theauthenti-
cationtagsmustbeeventuallyveri�ed. Thiscanbe
a very expensive procedure(only if signaturesare
used)sinceeachnodein the routewould authen-
ticate a distinct route pre�x. For example,given
an actualroute: S � B � C � D , nodeB would
authenticatea routepre�x S � B , nodeC would
authenticateS � B � C, andsoon.

� Third, we note that, if a particular sequenceof
nodeswindsupformingaviableroute,thedestina-
tion generatesa RouteReply (RREP)which then
traversesthe very samesequenceof nodesin the
reverseorder.

These issuesmotivate us to explore the alternative:
“backwardauthentication”of RREPpackets.

However, we observe that, restrictingauthentication
to RREPpacketsis not suf�cient for secureRouteDis-
covery. For example,consideran attackwherebytwo
colluding compromisednodesF and E in the actual
route: S � B � F � C � E � D presentan honest
nodeC with pre�x S � F � C in a RREQ,but, later
in a correspondingRREP, presentC with a differently
pre�xed route,e.g.,S � B � C � E � D . UnlessC
cachesthe routepre�x (or a function thereof)received
in aRREQ,it is unableto detectthisattack.3 To address
attacksof this type,we requireeachnodethatprocesses
andre-broadcastsaRREQpacket to computeandcache
the hashof the routepre�x (togetherwith othervalues
in RREQ suchasS; idS ; D ). Theaddedburdenis truly
minimal sinceDSRalreadyrequireseachnodeto cache
(for somepre-setinterval) someinformationabouteach
RREQ;thisis doneto preventduplicatere-broadcasting.

2Of course,RREQis supposedto becomelongerastherouteis ac-
cumulated,however, dependingontheunderlyingcryptographicprim-
itive, aMAC canaddat least80bits perhopandasignature– at least
around320bits.

3Althoughweusethetermattack here,it is debatablewhetherthis
canactuallyresultin any realdamage.



Backwardauthenticationisconceptuallyverysimple:
eachnodein the route“sees”theentirerouteasit pro-
cesses(via unicast)theRREPpacket. It canthuseasily
computean authenticationtag (MAC or signature)and
appendit to thepacket. Moreover, anintermediatenode
canalsoperforma“sanitycheck”ontherouteby check-
ing for anomalies,suchasloops,routesthataretoo long
or impossibleaccordingto its own cache,etc. Whena
RREPwith arouteof lengtht �nally reachesthesource,
the latter caneasilyverify eachtag and, if all tagsare
veri�ed, concludethatall nodes'view of therouteis ex-
actly thesame.

Therefore,any modi�cation of the routeasit propa-
gatesbackin a sequenceof RREPpackets,is ultimately
detectedby the source.Equivalently, route integrity is
guaranteedonceit reachesthedestination.

We claim that the combination of pre�x (hash)
cachingandbackwardauthenticationseverelylimits the
scopeof possibleattackson the DSR Route Discov-
ery Protocol. The only attacksnot addressedarethose
causedby feedback loops(seede�nition 1). Two types
of attacksarepossible:(1) theadversarycandeletefrom
theroutehonestnodesthatare“sandwiched”betweena
pairof compromisednodes,or (2) theadversarycanadd
to theroutea setof compromisednodesaslong asit in-
sertsthembetweena pair of othercompromisednodes
in theroute.However, theadversaryis unableto manip-
ulateany honestnodesin the route that arepositioned
outsideany feedbackloop.

4.2 Whither TagAggregation?

Thepurposeof anauthenticationtagis for eachnode
in therouteto independentlyconvincethesourcethatits
view of the routeagreeswith thatof all othernodes.It
is thusquite naturalto assumethat the sourceneedsto
explicitly receiveeachauthenticationtagaspartof the�-
nalRREPpacket. Givent nodesin theroute,thesource
canseparatelyverify eachcorrespondingauthentication
tag anddiscardthe whole route if just oneveri�cation
operationfails.

However, we assertthat the veri�cation of routein-
tegrity shouldideallybeanall-or-nothingoperation:ei-
ther all tagsarevalid or at leastone is invalid and the
whole routecannotbe trusted.Theredoesnot seemto
beany bene�t in piece-mealauthenticationof individual
tags.4

4Onepossibleexceptionis to identify misbehaving nodesthatpur-
poselycomputetheir own invalid tags. However, it is unclearhow
a distinctioncanbe madebetween(1) sucha misbehaving nodeand
(2) anhonestnodethat is “framed” by a maliciousnodecloserto the
sourcethatmodi�es thehonestnode's tag.

Another reasonto re-considerthe needfor explicit
transmissionof individual authenticationtagsis band-
width overhead. As alludedto in section4.1, a MAC
costsat least80 bits anda signature– around320 bits
(e.g.,for DSA).Especiallywith longerroutes,thisrepre-
sentssigni�cant overhead,ascomparedto, say, anIPv4
interfaceaddresswhich is amere32bits.

Fortunately, therearea numberof techniques(vary-
ing widely in complexity) thatallow aggregationof au-
thenticationtags:bothMACsandcertaintypesof public
key signatures.Thetermaggregationmeansthata col-
lection of t tagscanbe transformedvia an aggregation
functioninto a �x ed-sizedaggregatedtagwhich canbe
veri�ed asawhole,in asingleveri�cation step.Wecon-
sidersuchtechniquesin moredetail in section4.5.

4.3 Signaturesor MACs?

Another important aspectof our designhas to do
with thechoiceof underlyingcryptographicprimitives.
Routeintegrity, aswe de�ned it earlier, necessitatesau-
thentication(veri�cation) by the sourceof eachinter-
mediatenode's view of the route. Broadly speaking,
authenticationcanbeobtainedvia MACsor signatures.
Theformerrequiresauniquesecretkey for eachdistinct
pair of nodes,andthe latter – a public/privatekey-pair
for eachnodein the network (plus, the public key of
eachnodemustbesomehow madegloballyavailable).

Ultimately, the choiceis determinedby a combina-
tion of factors,basedpartially on theanswersto thefol-
lowing questions:
* Is pair-wisekeypre-distribution (or on-demandpair-wise
keydistrib ution) possible?If yes,MACsareideal,unlessthe
answerto any of thenext two questionsis yes.
* Do intermediate nodesneedto verify (partial) route in-
tegrity? If yes,only signaturescanbeused.5

* Is non-repudiation important? If yes,only signaturescan
beused.
* Is there a Public Key Infrastructur e? If not,eitherMACs
or identity-based(certi�cate-less)publickey signaturescanbe
used.In eithercase,however, revocationis a majorheadache.
* Is computation overheada major issue?If so,MACsare
clearlypreferable.

4.4 GenericSRDP

We now presenta high-level descriptionof SRDP.
Figure4 showsanexamplewith a routeof length3.

5MACsareunsuitablesincetheir usewould dramaticallyincrease
bandwidthconsumption.It is easyto seethat,if implementednaively,
roughly t2=2 separateMACs would be needed.Even an optimized
version(left asatrivial exercise)wouldrequiret MACsin eachRREP
packet.



We use two typesof authenticationtags, � and � .
Theformer(� ) is optionallygeneratedby thesourceand
placedinto theRouteRequest.Its purposeis to offer the
intermediatenodesa chanceto authenticatethe origin
andthecontentsof theoriginal RouteRequest(aspro-
ducedby thesource).We say“optionally” sincethis tag
only makessenseif thesourceis usingpublickey signa-
turesto produceit.6 Evenif � is present,thedecisionto
verify it is left up to theindividualnodes.Alternatively,
� canbethoughtof asa MAC computedunderK SD , a
key that thesourcealreadyshareswith the destination.
In that case,only the destinationnodewould verify � .
In any case,we consider� to be relatively unimportant
asa securityfeature;it servesonly asa measureto pre-
ventcertainDoSattacks.We will discussaboutsource
authenticationissuesin detail in thesection4.6.

The secondauthenticationtag � is computedincre-
mentallyby eachnodein the routeasthe RouteReply
packet propagatesbackto thesource.We use� D C B to
denotean aggregatedauthenticationtagof nodesD, C
andB . (As describedin thenext section,dependingon
thecryptographictechnique,theaggregatedtagis either
amulti-MAC or amulti-signature.)Notethat� D C B im-
pliestheorderof thenodesin therouteindirectly, since
theauthenticated“message”(i.e.,theroute)listsall node
namesin order.

S: generateRRE Q = < RRE Q; S; D ; Sid ; � >
S � ! � : RRE Q0 = < RRE Q; (:) >
B : cacheRRE Q0
B � ! � : RRE Q1 = < RRE Q; (B ) >
C: cacheRRE Q1
C � ! � : RRE Q2 = < RRE Q; (B C) >
D : optionallyverify �

cacheRRE Q2
generateRRE P = < RRE P; D ; S; Sid ; (B ; C; D ) >
compute� D

D � ! C: RRE P0 = < RRE P; � D >
C: fetchRRE Q1 , verify routepre�x

optionallyverify � D
compute� D C

C � ! B : RRE P1 = < RRE P; � D C >
B : fetchRRE Q0 , verify routepre�x

optionallyverify � D C
compute� D C B

B � ! S: RRE P2 = < RRE P; � D C B >
S: verify � D C B

Figure 4. Generic SRDP Example .

6Sincetherouteis unknown apriori, � clearlycannotbecomputed
usingconventionalcryptography, unless: (1) the sourcecomputesa
distinct� for eachnodein thenetwork, or (2) all nodesin thenetwork
sharethesamekey. Weconsiderbothcasesto beunrealistic.

4.5 Cryptographic Techniques

SRDPcanbe usedwith eithermulti-MAC or multi-
signatureschemes.Both typesof schemesallow us to
generate�x ed-sizeauthenticationtags(regardlessof the
numberof signers)andfacilitateall-or-nothingveri�ca-
tion at thesource.

Informally, a multi-MAC schemeis methodof com-
bining multiple MACs into a single �x ed-sizeaggre-
gatedMAC is sucha way thattheaggregatedMAC can
beveri�ed asa whole.

In a multi-signaturescheme[14], a setof userssign
the samemessageand the result is a single �x ed-size
multi-signature. The signing cost (for eachsigner) is
the sameas in a single-signerscheme.Onebene�t of
multi-signatureschemesis that the veri�cation time is
onlyslightlygreaterthanthatfor asingle-signerscheme.
Thus,multi-signatureschemesarevery suitablefor our
purposes.

4.5.1 Conventional MACs

We illustrate this very simple schemeby an exam-
ple. Assuming,as in �gure 4, a routeof length three:
S � B � C � D , the schemeoperatesas follows:
WhenD generatesthe �rst RREPpacket, it computes:
� D = M ACD S (RREP) and composesRREP0

which it sendsto C. In turn, C computes: � D C =
M ACC S (RREP0), composesRREP1 andsendsit to
B . Next, B computes:� D C B = M ACB S (RREP1),
composesRREP2 and sendsit to S. Finally, S re-
ceivesRREP2, extractsRREP, andveri�es � D C B by
re-computing:

M ACSB (RREP; M ACSC (RREP; M ACSD (RREP)))

Althoughthesizeof themulti-MAC staysconstant,the
veri�cation costincreaseswith the routelength. How-
ever, this is notaproblemsinceMACsareveryef�cient,
especially, whenbasedon keyed hashconstructs,such
asHMAC [3]. The only problemis the assumedpre-
distribution of the the pair-wise sharedkeys. While in
someMANETs this is areasonableassumption,it is im-
possiblein others.For this reason,we consideranother
MAC-like schemebasedon on-the-�y Dif �e-Hellman
key agreement.

4.5.2 MACs basedon Dif�e-Hellman (DH)

In this schemeeach node is assumedto have its
own public/privatekey-pair (x; y = gx ) and any two
nodes,S and D can computea sharedkey on-the-�y



as: K SD =gx S x D (mod p) by simply exchangingeach
other's public keys, yS andyD . Onemodularexponen-
tiationis neededto computeeachkey [8]. Onceashared
key is established,it canbeusedfor conventionalcryp-
tography, i.e., encryptionandMACs. We slightly mod-
ify theDH key agreementschemefor MAC in RREP:
K SD =ghx S x D (mod p), whereh = H (RREP) and
H () is a hashfunctionthatyieldselementsof Z �

p .
Continuing with our example, we assumethat all

nodeson the routeeither(1) possessthe source's pub-
lic key yS or (2) that yS is distributed as part of
RREQ (andcopiedinto RREP). Thus,uponreceiving
RREP, eachnodecancomputea sharedkey with the
source.However, all sharedkeys arecomputedmodulo
(p � 1), insteadof modulop.

To minimizeveri�cation costsfor thesource,wetake
advantageof thefollowing “trick”: eachnodecomputes
its MAC (in RREP) by exponentiatingtheMAC com-
putedby thepreviousnodewith theDif �e-Hellman key
it now shareswith thesource.This is bestillustratedby
anexample.

Before generatingthe initial RREP, D computes
K SD = yS

hx D and � D = gK sd , whereh is com-
putedash = H (RREP). Thenext node,C computes
K SC = yS

hx C and� D C = (� D )K S C , andsoon. When
RREP2 is receivedby thesource,it contains:

� D C B = gghx S x D ghx S x C ghx S x B = g(gx D + x C + x B )hx S

Notethatin orderto recomputethequantityin theexpo-
nent:(gx D + x C + x B )hx S , thesourceneedsto only multi-
ply public keys of all intermediatenodes(which is very
inexpensive) andexponentiatethe resultwith the mul-
tiplication resultof its own privatekey andthehashof
RREP. Thus,to verify (re-compute)� D C B , thesource
needsto perform two exponentiationsand t + 1 mul-
tiplications (assumingt intermediatenodes). This is
signi�cantly cheaperthancomputinga pair-wiseDif �e-
Hellmankey with eachnodein theroute.

4.5.3 Accountable-Subgroup Multi-signatur es
(ASM)

Micali, et al. [14] recentlyproposedan elegant con-
structionfor multi-signaturesbasedon the well-known
Shnorrsignaturescheme.Theresultingscheme– called
Accountable-SubgroupMulti-signatures(ASM) – has
beenprovensecurein theRandomOracleModel under
theassumptionthatSchnorrsignatureschemeis secure.
In anASM scheme,threeroundsof communicationare
requiredfor signing:
Round1. Eachsignersendsits commitmentto a distin-
guishedplayerD

Round2. D computesthejoint commitmentandbroad-
castsit to all signers
Round3. Eachsignercomputesa partialsignature(us-
ing thejoint commitment)andsendsit to D

Finally, D computesa multi-signaturefrom thecol-
lectedpartialsignatures.

In oursetting,wecanreducethenumberof roundsto
two by distributing the role of D to eachsigner(inter-
mediatenode)asfollows: (1) eachsignercomputesthe
joint commitmentincrementallyby multiplying its com-
mitmentwith thepreviousjoint commitmentandsends
it to the next signeruntil the last signeris reached,(2)
The last signercompletesthe joint commitment,com-
putesa partialmulti-signatureandsendsthe joint com-
mitmentanda partialmulti-signaturebackto theprevi-
oussigner. In otherwords,the insteadof usingbroad-
cast,thepartialsignatureis accumulatedhop-by-hopas
thesetof signersis traversedin thereverseorder. Each
signerthusupdatesthemulti-signature.The�rst signer
(last to updatethe multi-signature)computesthe �nal
veri�able multi-signature.

The two stagesof theASM schemearea perfect�t
for DSR RouteDiscovery. Joint commitmentscan be
collectedaspartof theRREQ stagethemulti-signature
canbeaccumulatedduringRREP processing.

In our examplewith a 3-hoproute,theschemeoper-
atesasfollows:
RREQ stage:

1. B: computetB = gr B for a randomr B

2. C: computetB C = tB gr C for randomr C

3. D: computetB C D = tB C gr D for randomr D

RREP stage:

1. D: computee = h(RRE P) and� D = r D + exD

2. C: computee = h(RRE P) and� D C = � D + r C + exC

3. B: computee = h(RRE P) and� D C B = � D C + r B +
exB

4. S: computey =
Q

I 2f B ;C;D g yI

andcheckg� D C B =? = tB C D ye (mod p)

As in the DH-basedscheme,eachnodeis assumedto
have a private/publickey-pair (x; y = gx ). Unlike oth-
ers,this schemerequiresadditionaloverheadto gradu-
ally computethe joint commitmentduring the RREQ
stage.Thismightseemwastefulsincewearguedearlier
that computationduring RREQ stageshouldbe mini-
mizedin section4.2. In general,a nodethat receivesa
RREQ packethasnoideawhetherit will wind upbeing



on the route. But, we point out that, for an intermedi-
atenodeI , thebulk of thecomputationrequiredduring
RREQ stageis: (1) generatinga randomexponentr I

and (2) computinggr I . (The restamountsto a single
multiplication.)

First, we notethatbothvaluescanbe pre-computed
asthey arenotdependenton thespeci�c RREQ. Thus,
a pair (r I , gr I ) doesnot have to be generatedon-the-
�y . Eachnodecancomputerandompairsduringits idle
timeandstorethemto its cachefor thefutureuse.

Second,theeffort anodeI investsto generater I and
gr I is notwasted,sinceevenif a correspondingRREP
never materializes,the very same(r I ,gr I ) pair can be
re-usedin thecontext of anotherRREQ. (This is per-
fectly safeaslong asthesamer i is never usedtwice in
updating� .)

For the re-usability, eachnodeneedsto storemore
informationin its cache.Note that the basicDSR pro-
tocol requiresa nodeto addan entry of the identi�ca-
tion valueanddestinationaddressinto its cachefor the
sourcefrom RREQ to avoid loops. In the integration
of DSR andASM, to save computationoverhead,each
nodeadditionallykeepsthe(r I , gr I ) pair with a global
time-outperiodafter it usesit to processRREQ. The
global time-outperioddeterminesif a nodecansafely
re-usea randompair. (The time-out periodshouldbe
long enoughsothatno RREP for theRREQ will not
be generatedby the destinationafter the time-out ex-
pires.) Whenthe time-outin a randompair terminates,
the randompair becomesavailble for anotherRREQ
andthenodesavesthecomputationof generatinga ran-
dom pair by re-usingthe availableone. Consequently,
we considerthe computationoverheadin the RREQ
stageasrathernegligible.

Overall, the ASM-basedschemeis ef�cient in both
generationandveri�cation of the aggregatedauthenti-
cationtag � . Computationoverheadat eachintermedi-
atenodeis very low andthecomputationat thesourceis
nearlyequivalentto verifyingasingleSchnorrsignature,
regardlessof theroutelength.

TheASM-basedschemeis provably secureand,un-
like theMAC schemes,providesnon-repudiationin ad-
dition to authentication.Our versionof this schemeis
slightly differentfrom thethatin [14] sincethegroupof
signersin [14] is �x ed in advance,while in our caseit
is determinedaspartof thesigningprocess,i.e., during
theRREQ stage.Thisrequiressomeadjustmentsto the
securityproof.

4.5.4 Multi-signatur es based on Gap Dif�e-
Hellman (GDH) Groups

Anotherinterestingmulti-signatureschemewasrecently
proposedby Boldyreva [4]. This schemeis basedon
an earlier Gap Dif�e-Hellman (GDH) group signature
scheme[6]. (A moregeneralversionwaspresentedby
Boneh,et al. in [5].) GDH groupsarealgebraicgroups
wherethe ComputationalDif �e-Hellman (CDH) prob-
lem is hard but the DecisionalDif �e-Hellman (DDH)
problemis easy.

A single-signerschemecan be obtainedfrom such
groupsas follows: Eachnodehasits own privateand
public key pair (x; y = gx ). The signatureon a mes-
sageM is computedas � = H (M )x , whereH is a
cryptographichashfunction. The validity of a signa-
ture� on M underpublic key y is testedby checkingif
(y; H (m); � ) is a valid DDH triple.7

When this basic schemeis extendedto the multi-
signaturescheme,the salientpropertyis that the prod-
uct of two signatureson the samemessageM under
two different public keys y1; y2 yields a signatureof
M under the combinedpublic key y = y1y2, since
H (M )x 1 H (M )x 2 = H (M )x 1 + x 2 . The following ex-
ampleillustratesthescheme:
RREP stage:

1. D: compute� D = H (RRE P)x D

2. C: compute� D C = � D H (RRE P)x C

3. B: compute� D C B = � D C H (RRE P)x B

4. S: compute~y =
Q

I 2f B ;C;D g yI =
Q

I 2f B ;C;D g gx I

and check if (~y; H (RRE P); � D C B ) is a valid DDH
triple (thelatterrequireda pairingoperation)

Unlike the ASM-basedscheme,this schemedoesnot
require any additional communicationroundsand no
pre-computationduring the RREQ stage. During the
RREP stage,the authenticationtag � is updatedby
eachintermediatenodeusing the BLS signaturealgo-
rithm [6]. Thesourceveri�es thevalidity of � underthe
combinedpublickey of all nodesin theroute.

The GDH multi-signatureschemeis muchmoreef-
�cient thant instantiationsof its single-signercounter-
part. This is becausethenumberof operationsrequired
for the veri�cation of a multi-signatureis almostsame
asin thesingle-signerscheme.

As mentionedearlier, this schemeworksin veryspe-
cial algebraicsettings,e.g.,certainelliptic-curvegroups,
whereas,the Schnorr-basedschemeworks in a much

7Informally, (a; b;c) is a valid DDH triple iff logg (c) =
logg (a)logg (b).



wider rangeof groupswhere the DiscreteLogarithm
Problem(DLP) is intractable.Basicoperationsin GDH,
suchasscalarmultiplicationandTatepairing,aremuch
more expensive then thosein ASM-basedsignatures.
However, like ASM, theGDH-basedschemeis a signa-
turescheme,andthusprovidesnon-repudiation.Also, it
offersprovablesecurity, asshown in [4].

4.5.5 SequentialAggregateSignatures(SAS)

Shacham[19] developeda schemefor sequentialaggre-
gatesignatures(SAS) basedon homomorphictrapdoor
permutations.In this scheme,eachsignertakesturnsto
(sequentially)addits signatureto thecurrentaggregate
signature.Thus,thesetof signersis explicitly ordered
in the sequentiallyaggregatesignatureand the signers
mustcommunicatewith eachotherduring theaggrega-
tion process.

Unlike other aggregatesignaturesby Boneh,et al.
[5], aggregation and signing are combinedin a SAS
schemeandboth areperformedincrementallyby indi-
vidual signers.Sequentialaggregatesignatureswork as
follows: signer1 signsM 1 to obtain� 1; signer2 then
combines� 1 andM 2 to obtain� 2, andsoon. The�nal
signature� t bindseachsigneri to M i for all i = 1; :::; t.

Any SASschemecanbeeasilyappliedto DSRRoute
Discovery sincetheroutereply packet sequentiallytra-
verseseverynodein theroute.We illustratetheconcept
with a SASschemebasedon RSA (asthetrapdoorper-
mutation).

Shachampresentedtwo concreteSAS approaches
basedon RSA [19]. We only consideroneof their ap-
proachessincetheotherassumesthat thesigners'RSA
modulii are arrangedin increasingorder sequentially:
n1 < n2 < ::: < nn . This is clearly unrealisticin
anunpredictableMANET route. In theotherapproach,
theonly requirementis for all modulii to beof roughly
thesamelength.Thesignatureexpandsby t bits b1:::bt ,
wheret is thetotal numberof signersfor a givenaggre-
gatesignature.

During signing,if i -th signature� i � n i +1 , setbi =
1, otherwise,setbi = 0. During veri�cation, if bi = 1,
addn i +1 to � i beforeproceedingwith theveri�cation of
� i .

We assumethat node i 's private key is (x i ) and
its public key pair is (n i ; yi ), where x i yi = 1
(mod � (n i )) . Upon receiving a RREP packet each
nodecombinesits signaturewith a previous signature.
We continuewith our 3-hopexample:

RREP stage:

1. D: computehD = H (RRE P; (nD ; yD )) and � D =
(hD )x D (mod nD )

2. C: If � D � nC set� D = � D � nC andb1 = 1, elseset
b1 = 0
computehC = H (RRE P; (nC ; yC )) and � C D =
(� D + hC )x C (mod nC )

3. B: If � C D � nb set� C D = � C D � nB andb2 = 1, else
b2 = 0
computehB = H (RRE P; (nB ; yB )) and � C D B =
(� C D + hB )x B (mod nB )

4. S: computehB = H (RRE P; (nB ; yB )) ,
� 0

C D = � y B
C D B � hB (mod nB ),

� C D = � 0
C D + b2nB , hC = H (RRE P; (nC ; yC )) ,

� 0
D = � y C

C D � hC (mod nC ),
� D = � 0

D + b1nC , hD = H (RRE P; (nd ; yd )) ,
and�nally checkif � y d

D (mod nd ) equalshD

SincetheSAS-basedschemeis basedon plain RSA,
its per-signersignatureGenerationcostis equivalentto
thatof a plain RSA signature,whereas,theveri�cation
costincreaseslinearly in thenumberof signers.In other
words,thenumberof exponentiationscomputedby the
source(veri�er) is determinedby the numberof nodes
in the route. However, this cost canbe minimizedby
usingvery smallpublic exponents(e.g.,3). Suchsmall
exponentscanspeedup veri�cation by factorof ten or
more. Thus,theSAS-basedschemecanbe madequite
practicalconsideringthatmostMANETs rarelyexceed
5-6hopsin diameter.

4.6 SourceAuthentication

TheSRDPschemeto authenticatetheroutelist is de-
signedfor the sourceassumingthat the sourceis hon-
est. However, it is possiblefor a compromisednode
to originateRREQ.The goal of this attacker is to con-
sumenetwork resourcessuchasbandwidth,or nodere-
sourcessuchascomputationpower andcachememory.
This attackis calleda Denial-of-Service(DoS) attack.
Specially, this DoSattackmaycausea seriousproblem
of noderesourcesin a secureroute discovery setting,
wheresecurityis overhead.In casethat thesamenode
generatesa lot of fake RREQs,the intermediatenodes
computationpowerwill beeasilyrun out.

The main reasonthat the DoS attackby a sourceis
possibleis that the intermediatenodesdo not authenti-
cateRREQ.To preventtheDoSattack,we needto add
anauthenticationmechanismof RREQ.Whenwe con-
siderpossibleauthenticationmechanisms,thesignature
schemeis the only solution sincethe sourcedoesnot
know who will authenticateRREQbeforeit broadcasts



the message.In the signatureschemeasa sourceau-
thentication,the generationcostof signatureshouldbe
more expensive than the veri�cation. This is because
weintendto givemorework to thesourceandminimize
additionaloverheadof intermediatenodes.

RSAsignatureschemeis perfectfor RREQauthenti-
cationalgorithm.Basically, thesourcecannotimperson-
ateotherhonestnodesandintermediatenodescanver-
ify thatareceivedRREQhasorigiantedfrom thecorrect
source.Oneof bene�ts in RSA is its cheapveri�cation
cost. Only two multiplicationsarerequiredto verify a
signaturewith a small exponente = 3. Also, Compar-
atively high generationcostof RSA limits the attacker
power to �ood a lot of RREQs.

An interestingissueis whena nodeveri�es a RSA
signature. Ver�cation itself is an overheadalthoughit
mitigatesDoS attacks. To maximizethe performance,
a nodeveri�es the signatureon the way back for two
reasons:(1) thesourceveri�cation is meaningfulonly if
it is includedin theeventualroute,and(2) it needsto do
a lot of work to performsecurityalgorithmsfor RREP
in SRDP.

Mostalgorithmsin SRDPaddsecurityoverheadsfor
rewindedpackets.If a nodechecksthesignautrebefore
startinga securityalgorithm,it will not loseits expen-
sive computationsthroughcomparatively cheapveri�-
cation. Only ASM schemehasto computeoneexpo-
nenticationto processa forwardedRREQpacket. Thus,
it is betterto verify thesignature�rst beforeeachnode
generatesa(r I , gr I ) pair in ASM. In casethatthesource
is �ooding a lot of fakeRREQsthiswill helpto abbrevi-
atetheRREQprocessingcost.However, theveri�cation
costwill beunnecessaryif thenodeis not containedin
the eventualroute. To rescuemore computations,we
considerexpiredrandompairsaswediscussedin ASM.
Eachnodeveri�es the RSA signatureonly if it hasto
generatea new randompair,i.e., there is no available
randompair. Note that if we are concerningmore on
memoryresourcein eachnode,the veri�cation should
be doneall the time beforeeachnodestoresRREQin-
formationto its routerequesttablecache.

Theauthenticationof RREQis necessaryto prevent
the attacker from �ooding RREQpacketsandmitigate
unpro�table computationsin intermediatenodes.RSA
is a goodsolutionof RREQauthenticationbecauseits
generationcostis comparatively high,while its veri�ca-
tion costis verycheap.

5 PerformanceAssessment

We now assessthe ef�ciency of the schemesde-
scribedabove; �rst from theconceptualperspectiveand
then,in section5.2,basedonexperimentalresults.

5.1 Cost Analysis

We comparethe schemesin terms of computation
overheadsince communicationoverheadis more-or-
less8 constant. For eachscheme(except conventional
MAC), table 1 shows the exponentsize (in bits), the
number of modular exponentiationsand the number
scalarmultiplications(for GDH only) requiredto gen-
erateanauthenticationtag.

TheASM-basedschemeis themostef�cient in gen-
erationcosts,requiringonlyonemodularexponentiation
with exponentof sizejqj. The SAS-basedschemealso
requiresoneexponentiation,but, with a largerexponent
of sizejnj. For roughly equivalentsecurity, thesizeof
q is muchsmallerthanthatof n, e.g.,a 160-bitq corre-
spondsto a 1024-bitn. In ASM, theexponentiationop-
erationfor anRREQbroadcastmessagebecomesover-
headwhenthenodecomputingtheexponentiationdoes
notbelongto a routepath.Theexponentiationoverhead
of ASM ontheRREQis ableto beoptimizedby prepar-
ing a list thatcontainspairsof a randomnumberandits
exponentiationvaluesstatically, andchoosingonepair
amongthe list. TheDH schemeneedstwo exponentia-
tionswith theexponentof sizejpj. This causesits costs
to beabouttwice thatof SASsincethesizep in DH is
sameto the sizen in SAS for the samelevel of secu-
rity. (In reality, the gapbetweenDH andSAS is actu-
ally greaterasdiscussedin thenext section.)TheGDH
schemerequiresone scalar(elliptic curve) multiplica-
tion, which is amoreexpensiveoperationthanaregular
modularexponentiation.

Table2 shows veri�cation costsfor all four schemes
assumingt intermediatenodes. The sameparameters
areusedhere,exceptin caseof GDH, which, insteadof
scalarmultiplications,requirestwo Tatepairing opera-
tions. ASM exhibits the lowestcosts: two exponentia-
tionswith theexponentof sizejqj. To verify thetag,the
sourcecomputesg� andtye. The lengthof each� and
e is 160bits (to matchthesizeof thehashfunctionout-
put, e.g.,SHA). However, in practice,SAS is far more
ef�cient thanASM especiallyfor shortroutes(i.e., few
signers).This is becauseSAS(liketheRSAschemeit is
built upon)canutilize very smallpublic exponents.We

8Strictly speaking,the size of RREP in the SAS-basedscheme
grows by onebit at eachhop.



alsonotethat veri�cation in GDH is very expensive in
practicedueto thehighcostof Tatepairings.

operationtype DH ASM GDH SAS

exponentiations 2 1 0 1
scalarmult-s 0 0 1 0

exponentsize jpj for both jqj jnj

Table 1. Authentication Tag Generation
Cost for intermediate nodes.

operationtype DH ASM GDH SAS

exponentiations 2 2 0 t
tatepairings 0 0 2 0
exponentsize jpj for both jqj & 160 jnj

Table 2. Authentication Tag Veri�cation
Cost for the sour ce.

5.2 Experimental Results

In this section,we show measured(experimental)re-
sultsfor thefour public key-basedschemes.We do not
includetheconventionalMAC schemesinceit is clearly
muchmoreef�cient andoffers a very type of security.
As before,only computationoverheadis taken into ac-
count.

SAS,ACM andDH schemeswereimplementedus-
ing the popular OpenSSLlibrary [2] and the GDH
scheme– usingthe Miracl [1] library (gearedfor pair-
ing and other specialelliptic curve operations). Each
implementationwasmeasuredin a Linux environment
onPIV-2.66GHzworkstationwith 768MB of RAM. All
measurementsarein msecs.

key size Generation
p or n (bits) q (bits) DH ASM GDH SAS

1024 160 20.08 2.13 7.14 4.29
2048 224 131.53 10.25 22.78 26.10

key size Veri�cation
p or n (bits) q (bits) DH ASM GDH SAS

1024 160 20.00 4.47 89.00 2.53
2048 224 132.97 17.96 256.30 7.92

Table 3. Generation & veri�cation costs for
route of length 10.

Our experimentalresultsaresummarizedin table3.
All measurementsassumea route of length 10. Note
thatGDH key sizeis half of that for otherschemes'for
thesamesecuritylevel, e.g.,a 512-bitp in GDH corre-
spondsto a1024-bitp in SAS.Generationis thecostfor
eachintermediatenodeandveri�cation is the cost for

the source,assuminga 10-hoproute. For a given key
size,thecostof veri�cation in all schemes(exceptSAS)
is the sameregardlessof the routelength. Veri�cation
costin SASincreaseslinearlywith thenumberof nodes
(eachextra signercostsan extra exponentiationfor the
source,albeitwith averysmallexponent.)

In termsof generationcosts,ASM outperformsall
otherschemes.It is at least10 timesfasterthanDH and
2 times fasterthanGDH andSAS. The speedgapbe-
tweenDH andASM increasesasthesizeof p grows.For
example,ASM is 10 times fasterthanDH with 1024-
bit keys, but 13 times fasterwith 2048-bit keys. One
reasonis dueto the exponentin ASM beingrestricted
to the size of q, as describedin section5.1. Another
reasonis that ASM usesthe Montgomeryexponentia-
tion algorithm[15] which improvestheperformanceby
40%. This algorithm (in OpenSSL)can be usedonly
if the modulusis odd. Thus, we cannotapply Mont-
gomeryalgorithmto onemodularexponentiationin DH
sinceit is basedonmodulop� 1 which is even.Instead,
we usethereciprocal-basedremainderingalgorithmfor
DH, but thatonly yieldsamodestimprovementof about
5%. SASshowedbetterperformancewith a 1024-bitp
thanGDH with a 512-bit p, however, GDH wasfaster
with longer key sizes. Also, the speeddifferencebe-
tweenDH andSAS wasnotablygreaterin the experi-
mentsthananticipatedin section5.1. This is because
SAS takesadvantageof the ChineseRemainderTheo-
rem(CRT) whichcutsits timeroughlyin half.

In termsof veri�cation costs,SAS exhibits the best
performanceevenfor longroutesmainlybecauseit (like
plain RSA) usesrelatively smallexponents,e.g.,e = 3.
Thus,the SAS-basedschemerepresentsa fairly practi-
cal solutionin a typical MANET whereroutessizesare
at most4-6 hops. DH veri�cation costshows thesame
trend as DH generationcost sinceboth operationsre-
quiretwo full-blown exponentiationswith thesamesize
exponents.ASM still hasrelatively goodperformance
in veri�cation, andGDH is theslowestdueto thehigh
costof Tatepairing operations,asdiscussedin section
5.1.

6 RelatedWork

In this section,we brie�y overview relevant prior
work. The most related prior work is the Ariadne
schemeby Hu, et al. [11]. Ariadneis basedon TESLA
– anearlierbroadcastauthenticationscheme.Ariadneis
very ef�cient sinceit usesMACsandreducesthesetup
cost of pair-wise sharedkeys by using TESLA. Also,
Ariadneoffers someprotectionagainstDoS attacksby



requiringthedestinationto authenticatethesource.
Ariadne inherits from TESLA the requirementfor

loosetime synchronizationamongall nodes. In addi-
tion, eachnodegenerates(andappends)a MAC usinga
yet-unpublishedsharedsecretkey in thede�nedTESLA
time unit duringRREQbroadcast.This increasesover-
head,sinceit is doneregardlessof whetheror not the
nodeis actuallypartof theeventualroute.Also, in addi-
tion to accumulatingthesourceroute,thesizeof RREQ
grows dueto theaccumulationof MACs. Furthermore,
Ariadnedoesnotoffernon-repudiationwhichis attained
in our schemesbasedonsignatures.

PapadimitratosandHaas[16] proposedSecureRout-
ing Protocol(SRP)thatcanbeadaptedto existing rout-
ing protocolssuchasDSRor ZRPin orderto securethe
routediscovery mechanism.SRP, unlike Ariadne[11],
requiresonly thetwo communicatingend-nodesto form
a securityassociation.Neitherthesourcenor thedesti-
nationauthenticateseachintermediate's nodepresence
in theroute. This makesSRPvulnerableto attacksthat
involve adding(or deleting)honestnodesto (or from)
theroute.

To alleviateDoSattacksin MANETs, Hu, et al. pro-
posedtwo protectionmechanisms[9, 10] againstworm-
holeandrushingattacks,respectively. Thesetwo types
of attacksaim to disruptdatatransmissionafter thead-
versarymanipulatesroutediscoveryprocedureto getit-
self includedin the route. However, it is quite hard to
detectnodesbehaving honestlyduring routediscovery
but becomingadversariallater, during the transmission
of datapackets. Moreover, it is alsohardto distinguish
amongadversarialactionsandlink failures. The work
in [9] tries to detectpossibleadversarialbehavior via
packet leasheswhich, in turn, rely on looselysynchro-
nizedtime acrossall MANET nodes.However, aswith
Ariadne,time synchronizationis nota realisticassump-
tion for all typesof MANETs. In a so-calledblackhole
attack (basedon a wormhole) the adversarycreatesa
routingblackhole,with which it attractsandthendrops
datapackets.WatchdogandPathrater[13] proposedby
Marti et al. can also mitigate blackholeattackssince
eachnodeis requiredto monitor whetherits neighbors
areforwardingtheir packets.
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A Security Analysis

The proposedschemesaresecureagainstthe adver-
sarywhoaddshonestnodesto therouteanddeletethem



from the route,exceptin caseof non-adjacentcompro-
misednodesontheroute,wheretheadversarycandelete
feedbackloopsaswe discussedin section3. A secure
schemeimplies that no honestnodehasbeenaddedor
deletedby the adversary, i.e., eachhonestnodereally
appearedin theroutebut wasnot forged.

A.1 Security of DH­basedscheme

Theorem 1. Under the Computational Dif�e-
Hellman (CDH) assumption,the multi-MAC scheme
basedon DH key agreementdescribedin section4.5 is
secureagainstexistentialforgery.

Proof (sketch). Thereis anadaptive chosenmessage
attackadversaryA which queriesMACs to a simula-
tor S. TheA cancomputea new MAC, gghx 1 x 2 from a
polynomialnumberof n MACsqueried.SupposeA0us-
ing A whichqueriesadditionallyggh 1 x 1 x 2 , ....,ggh l x 1 x 2 ,
wherehi is a l -bit stringandonly i th bit is 1. For exam-
ple,h1=(000...01).Leth thehashof amessageonwhich
A forgesa MAC. Sinceany h = hi 1 + hi 2 + ::: + hi k

for somek,

gghx 1 x 2 = g(gh i 1
x 1 x 2 )( gh i 2

x 1 x 2 ) ::: (g
h i k

x 1 x 2 )

Therefore, we can solve a CDH problem of

(g; ggh i 1
x 1 x 2

; ggh i 2
x 1 x 2

; :::; gg
h i k

x 1 x 2
) by using the

adversaryA0.

A.2 Security of ASM­basedscheme

We consideran adversaryF with the following ca-
pabilities:(1) F canfully controlall packetsexchanged
in the network, i.e., it canread,modify or discardany
packetaswell asinject its own packets,(2) F canmount
an adaptive chosen-messageattackagainstany honest
nodeI by requestingthatI signamessageof F 'schoos-
ing.

De�nition (adapted fr om [14]): A multi-signature
schemeis secure if every polynomial-timeadversaryF
hasa negligible chanceof outputtinga triple (� ; M ; S)
suchthat(1) � is a valid multi-signatureon messageM
by the subgroupS of players,and (2) thereexists an
honestplayerP 2 S whohasneverbeenaskedby A to
signM in thecontext of S.

Theorem 2. Themulti-signature scheme(basedon
theSchnorr signaturescheme)describedin 4.5is secure
in theRandomOracleModel,undertheDiscreteLoga-
rithm Assumption.

Proof (sketch). In caseof adaptive chosenmessage
attack, the adversaryF usesthe signer as an oracle.

We constructa simulatorA which doesnot know the
signer'ssecretkey but cansimulatethesigner. Together
with A, F can breakthe underlyingsignaturescheme
andsolve thediscretelogarithm.

SupposethatA is givena DLP instance:< p;g; y >
and is asked to computex suchthat gx = y mod p.
We assumethat all nodes– except the sourceand the
solehonestnodeI – arecorruptandF canforgemany
multi-signatureson somemessageM without askingI
to sign.A assignsyi = y asthepublickey of I , while it
selectsall othernodes'privatekeysat random.

For F to forgeamulti-signature,A needsto simulate
I 's response.This is donein a mannervery similar to
the securityproof of the Schnorrsignatureschemein
[18]. The only differenceis that A needsto rewind F
to answera signaturequeryto I on M asin thesecurity
proofof themulti-signaturescheme[14, 7], basedonthe
Schnorrsignaturescheme.

AssumethatF asksqh hashqueriesandtheanswers
to all hashqueriesarepickedin advanceandat random:
e1; :::::; eqh To answera signaturequeryto I on M, A
selectse at randomfrom hashvalueswhich arepicked
in advanceat randomand � 2 [0; q � 1] at random,
computest i = y� e

i g� modep andsendst i to F asthe
responseto the�rst roundof thequery. Uponreceiving
~t from F , A veri�es if e = (~t; M ). If so,A outputs� .
Otherwise,rewinds F andrepeatspicking e. Note that
A will eventuallysucceedin expectednumberof atmost
qh times,which degradesthesimulationalgorithmwith
apolynomialfactor.

A then runs F , answeringits queriesas described
above. Supposethat F outputsa forgery (~t; ~� ) of the
signatureon a messageM with a subgroupSG andthe
forgerywasbasedon thej -th hashquery. Following the
“forking lemma”techniquein [18], A resetsF with the
samerandomtapeas the �rst time andrerunsF from
thepoint of the j -th hashquery, answeringwith a new
randomnumbere0. As in theabovedescription,A might
needto rewind at mostqh timesagain.

In caseA doesnot needto rewind (sincetherandom
tapeandanswersto all hashqueris– up to j -th – arethe
same)we areassuredthat j -th hashquery to the hash
functionwill alsobethesamebutwith adifferentanswer
with a differentsubgroupSG0: e0 = (~t; M ). Let ~y =Q

k2 SG�f i g yk and ~y0 =
Q

k2 SG0�f i g yk and let ~x =
P

k2 SG�f i g xk and ~x0 =
P

k2 SG0�f i g xk

So, if F againforgesa signature(~t; ~� 0), andforgery
is basedon j -th hash query, then: g~� = ~t(~yy)e

(mod p); g ~� 0 = ~t( ~y0y)e0
(mod p): Thus, ~� � ~� 0 =

(~x + x)e� ( ~x0+ x)e0 (mod q): So,x = (~� � ~� 0� ~xe+
~x0e0)=(e � e0) (mod q): Thusx = DL g(y) is solved.


