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Abstract

Routingis a critical functionin multi-hopmobilead
hocnetwork§yMANETS).A numberof MANEForiented
routing protocolshavebeenproposed of which DSRis
widely consideed both the simplestand the mosteffec-
tive. Atthesametime, securityin MANETs- especially
routing security— presentsa numberof new and inter-
estingchallenges. Many securitytechniquesgeared for
MANETshavebeendevelopedamongwhich Ariadneis
the a gshipprotocolfor securingDSR.

Thefocusof this work is on securingthe RouteDis-
covery processin DSR.Our goal is to explore a range
of suitable cryptographic techniqueswith varying a-
vors of security ef ciency androbustnessThe Ariadne
appmoad, while very efcient, assume$oosetime syn-
chronizationamongMANET nodesand doesnot offer
non-repudiation.If theformeris not possibleor thelat-
ter is desiied, an alternativeapproach is necessaryTo
this end,we constructa Secue RouteDiscovery proto-
col (SRDP)which allowsthesouiceto securelydiscover
an authenticatedroute to the destinationusing either
aggregated Messae AuthenticationCodes(MACS) or
multi-signatues. Several conclete techniquesare pre-
sentedand their efciency and securityare compaed
andevaluated.

1. Intr oduction

Multi-hop Mobile Ad Hoc Networks (MANETS)
have beenstudiedextensiely in recentyearsandalarge
body of relevant researcthasbeenaccumulatedespe-
cially pertainingto routingsecurity

Oneof thekey MANET characteristics- absencef
x edinfrastructure- makesit dif cult to re-useresults
from more traditional wired networks. In particular
popularlP routing protocols(usedbothin the Internet

andin privateintranets)are not suitablefor MANETS,
duemostlyto nodemobility. Consequentlya lot of ef-
fort hasgoneinto developing MANET-gearedrouting
protocols.Most of theseprotocolshave, for variousrea-
sons,remainedon paper only a few have beenimple-
mentedandevenfewer have madeinto real MANETS.

Sincethe focus of this paperis on security rather
thanrouting, we do not review the relevantrouting lit-
erature.Sufce it to say thatthemostpopularMANET
routingprotocolis alsooneof theconceptuallysimplest,
DynamicSourceRouting(DSR),developedby Johnson
andMaltz. The centerpieceof DSR is the RouteDis-
covery (RD) protocol which uses ooding to discover
routeson-demand.(Seesection2 below for a detailed
description.)

Like mostnetwork protocols, MANET routing pro-
tocols (including DSR) are often designedfor non-
adwersarialnetworks and thus forgo security features.
This follows the traditional model of rst designinga
protocolandlater (sometimesnuchlater) retro tting it
with securityfeatures.

Being a popularprotocol, DSR hasreceveda lot of
attentionfrom the security community The state-of-
the-artof MANET routing security is representedy
Ariadne[11] which is a DSR-speci ¢ securitymecha-
nism basedon the earlier TESLA protocol [17]. Ari-
adnes security is basedon MessageAuthentication
Codes(MACs) and loosetime synchronizatioramong
nodesis required; the latter featureis inherited from
TESLA.

The motivationfor the work presentedn this paper
is very similar to Ariadne's. Our goalis to ef ciently
securethe RouteDiscovery processn DSR! However,
in doing so, we aim to addresshe needsof MANETS
whereeither (or both) strongersecurityis necessaryr
loosetime synchronizations not possible.Protocolef-

1oncearouteor a setof routesis securelydiscorered,securityof
subsequerdatatransmissiors out of scopeof this paper



ciency is alsoone of our goals, especially the mini-
mizationof communicatior(bandwidth)overheadThis
contrastaith Ariadnewhich focusesnoreon lowering
computatiorcosts.

With the above goalsin mind, we develop Secure
RouteDiscovery Protocol (SRDP).It is a genericpro-
tocol which works with a rangeof cryptographigrim-
itives, somebasedon aggr@atedMACs and others—
on digital signaturesamenablgo aggreyation. (Aggre-
gationis essentiahsit allows usto compressauthenti-
cationtagsthussaving bandwidthandreducesveri ca-
tion costs.) We explore ve cryptographictechniques
and evaluate/analyzeheir respectie security features
and ef ciency features. One of the interestingaspects
of our work is the novel applicationof aggreyatedsig-
natureandmulti-signatureschemes.

Viewedfrom the higherlevel perspectie, SRDPen-
hanceghefunctionalityof DSRwith thefeatureweterm
Routelntegrity. Informally, this meanshatall nodesin
a putative route agreeon the exact sequencdorder) of
nodestraversedin that route. Moreover, the sourceis
ableto ascertainthat all intermediatenodesvouch for
theintegrity of the sameroute. (Seesectiord for further
details.)However, Routelntegrity doesnotimply viabil-
ity of thediscoveredroute,sinceanadwersariahodethat
behaeshonestlyduringRouteDiscoverymaybehaein
an arbitrarily maliciousmannerduring subsequentor-
wardingof datapaclets.

Organization: the remaindenf this paperis organized
asfollows: section2 summarizeshe basicoperationof
DSR.Then,section3 present®ur network assumption,
attackmodelandde nes necessargecurityproperties.
Section4, describesSRDP and several cryptographic
techniques. Their ef ciency is discussedn section5.
Finally, section6 overviewsrelevantprior work.
Remark: dueto lengthrestrictions this paperdoesnot
include securityproofsfor the proposeccryptographic
techniquesFor the samereasonthe descriptionof the
schemesre quite terseand lack the ideal level of de-
tail. Also omittedis the discussiorof future work and
anin-depthtreatmentof prior results(althoughsection
6 providesa shortsummary).

2. DSR Overview

Sinceour work is speci ¢ to DSR, this sectionpro-
vides a brief re-capof the DSR Route Discovery pro-
cess For furtherdetailswe referto [12].

DSRis a purely on-demandad hoc network routing
protocol. This meansthat a route is discoveredonly
whenit is neededindno pre-distritution of connectvity

is performed.Sinceroutediscoveryis donevia ooding,
nodesdo not accumulatenetwork topologyinformation
exceptfor cachedoutes.

DSRincludestwo main mechanismsRouteDiscov-
ery and RouteMaintenance RouteDiscovery is used
to discover a routefrom a given sourceto a given des-
tination, while RouteMaintenanceis usedto manage
(cache, expire, switch among) previously discovered
routes. Sinceour focusis on RouteDiscovery, we do
not furtherdiscussRouteMaintenace

RouteDiscovery is composedf two stages:Route
RequestRREQ)andRouteReply(RREP) Wheneer a
sourceneedso communicatdo a destinationanddoes
not have a route in its Route Cache,it broadcastsa
RREQmessagéo nd aroute. Eachneighborreceves
the RREQand(if it hasnot alreadyprocessedhe same
requestearlier) appendsts own addresdo the address
list in the RREQandre-broadcastthe paclet. This pro-
cesscontinuesuntil eitherthe maximumhop counteris
exceededand RREQis discarded)or the destinationis
reached.In the latter case the destinationrecevesthe
RREQ appendsts addressand generates routereply
paclet(RREP backtowardsthesourceusingthereverse
of the accumulatedoute. Unlike RREQ RREPperco-
latestowardsthe sourcevia unicast. Whenthe source
nally receives RRER it storesthe routein its Route
Cache.

Figure 1 illustratesan example of RouteDiscovery
and gure 2 shaws the processingof RREQand RREP
paclets.

Figure 1. Route Discovery example: S
broadcasts RREQand each intermediate
node re-broadcasts only if RREQhas not
been seen before. When D RREQ it sends
RREPback via unicast. In this example, D
replies to S with a route: <B, C, D>.

DSR RouteDiscovery alsoincludessomeoptimiza-
tion measureswhenprocessinga routerequestanin-
termediatenodecan be authorizedto issuea complete
routereply if it alreadyhasa valid routeto the destina-
tion in its route cache. An intermediatenodecanalso
switch its network interfaceinto promiscuousnode,in
orderto harestroutesfrom passingoutereplies.How-



RREQ S : <RREQ;S;D;Sq;() >
Broadcastf B! : < RREQ;S;D;Sq;(B)>
C! : <RREQ;S;D;Sq;(B;C)>
RREP D! C: < RREP;D;S;Sq;(B;C;D) >
Unicast C! B: < RREP;D;S;Sq4;(B;C;D) >
B! S: < RREP;D;S;Sq;(B;C;D) >

Figure 2. RREQ and RREP processing ex-
ample.

ever, in this paper we focuson the basicRouteDiscov-
ery, without consideringtheseoptimizations. (In fact,
the rst optimizationmentionedabove is incompatible
with our proposednechanism.)

3 Security Setting

In this sectionwe discussour attackmodelandasso-
ciatedthreats.

As usual,we distinguishamongpassie and active
adwersaries. A typical passie adwersaryonly eaves-
dropsandaimsto compromisecommunicatiorprivacy.
Sinceroutingis not usuallya privatefunction (exceptin
military andothercritical settings)we do not consider
passve threatsin our model.

An active adwersaryhasfar strongercapabilities. It
canintroduceits own pacletsaswell asdelete,delay
andmodify packetsbeforeforwardingthem. We focus
on protectionagainstactive adwersaries.

The adwersarys power is characterizedyy the com-
binedcoverageof compromisedodes.For example,to
affecta messagat a certainpoint, at leastonecompro-
misednodeneedgo bepresentvithin theradiorangeof
thatpoint.

We say that nodesare physically connectedf they
can communicatedirectly, while nodesare logically
connectedif they communicateindirectly, via other
nodes.

Theconnectegdwersariecancauseunavoidableat-
tacksby colluding. Specially they candeleteor adda
list of honesthodessandwichedetweerthem. To for-
malizeit, we de ne feedbak loop.

De nition 1. A feedba& loop is an orderedsequence
of linkedhonesnodeswvherebothend-pointsareclosed
by compromisedhodesto be ableto communicateeach
otherthroughtheir physicalor logical channel.

For example, gure 3 shavs two compromised
nodes, Al andA2, asthe compromisedend-pointsof a
feedbackoop N3-N4 We notethatfeedbacKoop end-
pointsdonotneedo bedistinct,i.e.,bothend-pointan
be representedhy the samecompromisechode. Also,

thesamesetof compromiseand-pointsancorrespond
to multiple feedbacKoops.

Figure 3. Feedback Loop Example .

In the context of DSR RouteDiscovery, controllinga
feedbackoop allows the adwersaryto control the pres-
enceof honesinodegwithin theloop) in asourceroute.
This, in turn, allows the adwersaryto createa fraudulent
route. However, the adwersarycannotmake the source
accepfacounterfeiroutewhich containshonesnode(s)
otherthanfeebackloopsit owns. In otherwords, each
source(i.eintermediatenode)in thesourcerouting pro-
tocol shouldbe authenticated.

De nition 2. We say that Route Discovery is secue
if, given a putative route: (1) the sourcecan securely
verify the presencef eachhonestnodethat appearsn

theroute,and(2) for all honestnodesappearingn the
route,their view of therouteis eitherthe sameor, if not
thesamethediscrepang is unambiguouslyetectedy

thesource.

Notethatthe above de nition impliesthatan honest
nodecannot appeaiin the routeunlessit actuallytook
partin RouteDiscoverythatledto thatroute.

In contrast,the adwersarymodelin Ariadne[11] is
basedon the numberof nodesthe adwersaryowns in
the network aswell asthe numberof honestnodesthat
the adwersaryhas compromised. Our model s differ-
entsincethedistinctionbetweerfowned” and”compro-
mised” nodesdoesnot apply to our setting. Basically
we assumehateachnodehasits own private/publickey
pair, andoncea nodeis compromisedt will be owned
by theadwersaryincludingits key pair. Thus,thereis no
differencebetween’owned” and "compromised’nodes
in our assumption.

4 Secue Route
(SRDP)

Discovery  Protocol

We beagin by statingsomeernvironmentalssumptions
andsummarizingour notation.

We assumebidirectional communicationon each
link: if nodeS is ableto senda messagéo nodeD,
thennodeD is ableto sendto nodeS. This assumption
is justi ed, sincemary wirelessMAC-layer protocols,



including IEEE 802.11 requirebidirectionalcommuni-
cation.

We do not assumehat a nodeis aware of the exact
setof its currentimmediateneighbors.SomeMANET
typeshave built-in neighbordiscovery but we chooseo
erronthesideof e xibility. (However, secureneighbor
discovery would only seneto strengthernhe securityof
ourtechniques.)

We assumehat both the sourceandthe destination
arehonest.(We usethe generictermssource anddesti-
nationto mean respectrely, theinitiator andthe target
of the RouteDiscovery protocolin DSR.)

Thecryptographidechniqueshatwe proposdurther
below fall into two categories: shared-ky MACs and
public key signatures.

Although sometimesimplementedwith the aid of
corventional ciphers, MAC functions are often con-
structed using cryptographicallysuitable keyed hash
functions(e.g, SHA-2). The mostcommonMAC con-
structistheHMAC [3]. Clearly, ary MAC functionused
for authenticatiorpurposesn a MANET settingwould
requireO(n?) pairwisesharedkeys.

For schemeshasedon MACs, we assumethe ex-
istenceof a securekey distribution mechanism. For
signature-baseschemesye lik ewiseassumeanappro-
priatemechanisnfior theissuancedlistributionandrevo-
cationof publickeys,i.e.,aPublicKey Infrastructure.

Thetablebelov summarizeshenotationandformats
usedin therestof the paper

S;D;B;C;l;J | network nodes
RRE Q; RRE P | DSRRouteReques®& RouteReplypaclets
Siq | uniqueid assignedy Sto RouteRequest
Kij secrekey sharedbetweerl andJ
(xi;yi) | nodel's privateandpublic key pair
MAC,;(M) | MAConmessag& underkey K | 3
; authenticationags

4.1 Forward vsBackward Authentication

Recallthatthegoalof theDSR RouteDiscovery pro-
tocol is to discover a viable route. A routeis accumu-
latedincrementallyvia ooding until the destinationis
reachedat which point, the routeis con rmed by re-
visiting it by unicastin reverseordet

Onenaturalsecuritystratayy is to perform“forward
authentication”of Route Request(RREQ) paclets as
they propagatdrom the sourceto the destination.Each
nodecancomputeandaddits authenticatiortag to the
RREQbeforere-broadcasting.

The chief advantageof this approacthis thatit would
allow the destinationto authenticatethe accumulated
sourceroute beforeit generatesa RREP backtowards

the source.However, therearealsosomedravbacksor
issues:

First,a nodethatprocessea RREQpacket hasno

assurancef beingontheeventualroute.In fact,in

alarge MANET, it is safeto saythat mary nodes
that processa given RREQwill not be partof the
route. Thus,computingan authenticatiortag can
be wastefulfor two reasons:(1) it requirescom-
putationthatmay wind up beingunnecessarand
(2) it costsin termsextrabandwidthsinceeachnew

authenticatiotag makesRREQlonger?

Secondgvenis theaboveis justi ed, the authenti-
cationtagsmustbe eventuallyveri ed. Thiscanbe
avery expensve procedurglonly if signaturesare
used)sinceeachnodein the route would authen-
ticate a distinct route pre x. For example, given
anactualroute:S B C D, nodeB would
authenticatea routeprex S B, nodeC would
authenticat&& B C, andsoon.

Third, we note that, if a particular sequenceof
nodeswindsup forming aviableroute,thedestina-
tion generates Route Reply (RREP)which then
traversesthe very samesequencef nodesin the
reverseorder

Theseissuesmotivate us to explore the alternatie:
“backwardauthentication’df RREPpaclets.

However, we obsene that, restrictingauthentication
to RREPpacletsis not sufcient for secureRouteDis-
covery. For example,consideran attackwherebytwo
colluding compromisednodesF and E in the actual
route:S B F C E D presentan honest
nodeC withprex S F C in aRREQ,but, later
in a correspondindRRER presentC with a differently
pre xedroute,e.g,S B C E D. UnlessC
cacheghe routepre x (or a function thereof)receved
in aRREQ,it is unableto detectthis attack® To address
attacksof thistype,we requireeachnodethatprocesses
andre-broadcasta RREQpacletto computeandcache
the hashof the route pre x (togethemwith othervalues
in RREQ suchasS;ids; D). Theaddedourdenis truly
minimal sinceDSR alreadyrequireseachnodeto cache
(for somepre-setinterval) someinformationabouteach
RREQ;thisis doneto preventduplicatere-broadcasting.

20f course RREQis supposedo becomdongerastherouteis ac-
cumulatedhowever, dependingntheunderlyingcryptographigrim-
itive,aMAC canaddatleast80 bits perhopanda signature- atleast
around320bits.

SAlthoughwe usethetermattad here,it is debatablavhetherthis
canactuallyresultin ary realdamage.



Backwardauthenticatiotis conceptuallywerysimple:
eachnodein the route“sees”the entirerouteasit pro-
cessegvia unicast)the RREPpaclet. It canthuseasily
computean authenticatiortag (MAC or signature)and
appendt to the paclet. Moreover, anintermediatenode
canalsoperforma“sanity check”ontherouteby check-
ing for anomaliessuchasloops,routesthataretoolong
or impossibleaccordingto its own cache,etc. Whena
RREPwith arouteof lengtht nally reacheshesource,
the latter can easily verify eachtag and,if all tagsare
veri ed, concludethatall nodes'view of therouteis ex-
actlythesame.

Thereforeary modi cation of the routeasit propa-
gatesbackin asequencef RREPpaclets,is ultimately
detectedby the source. Equivalently, routeintegrity is
guaranteednceit reacheshe destination.

We claim that the combination of pre x (hash)
cachingandbackwardauthenticatiorseverelylimits the
scopeof possibleattackson the DSR Route Discov-
ery Protocol. The only attacksnot addressedrethose
causedy feedba& loops(seede nition 1). Two types
of attacksarepossible:(1) theadwersarycandeletefrom
theroutehonestnodeshatare“sandwichedbetweera
pair of compromisediodespr (2) theadwersarycanadd
to theroutea setof compromisediodesaslong asit in-
sertsthembetweena pair of othercompromisechodes
in theroute.However, theadwersaryis unableto manip-
ulate ary honestnodesin the routethat are positioned
outsideary feedbacKoop.

4.2 Whither Tag Aggregation?

Thepurposeof anauthenticationagis for eachnode
in therouteto independentlgorvincethesourcethatits
view of the routeagreeswith thatof all othernodes. It
is thus quite naturalto assumehatthe sourceneedsto
explicitly receiveeachauthenticatiotagaspartof the -
nal RREPpaclet. Givent nodesn theroute,the source
canseparatelyerify eachcorrespondinguthentication
tag anddiscardthe whole routeif just one veri cation
operatiorfails.

However, we asserthat the veri cation of routein-
tegrity shouldideally beanall-or-nothingoperation:ei-
ther all tagsarevalid or at leastoneis invalid andthe
whole route cannotbe trusted. Theredoesnot seemto
beary bene tin piece-meahuthenticatiorof individual
tags?

4Onepossiblesxceptionis to identify misbehaing nodesthatpur-
posely computetheir own invalid tags. However, it is unclearhow
a distinction canbe madebetween(1) sucha misbehaing nodeand
(2) anhonestodethatis “framed” by a maliciousnodecloserto the
sourcethatmodi es thehonesinodes tag.

Another reasonto re-considerthe needfor explicit
transmissiorof individual authenticatiortagsis band-
width overhead. As alludedto in section4.1,a MAC
costsat least80 bits and a signature— around320 bits
(e.g.,for DSA). Especiallywith longerroutesthisrepre-
sentssigni cant overheadascomparedo, say anlPv4
interfaceaddressvhichis amere32 bits.

Fortunately therearea numberof techniquegvary-
ing widely in compleity) thatallow aggreyationof au-
thenticatiortags:bothMA Csandcertaintypesof public
key signaturesThetermaggregationmeanshata col-
lection of t tagscanbe transformedvia an aggreyation
functioninto a x ed-sizedaggrejatedtagwhich canbe
veri ed asawhole,in asingleveri cation step.We con-
sidersuchtechniquesn moredetailin section4.5.

4.3 Signaturesor MACs?

Another importantaspectof our designhasto do
with the choiceof underlyingcryptographigprimitives.
Routeintegrity, aswe de ned it earlier necessitateau-
thentication(veri cation) by the sourceof eachinter-
mediatenodes view of the route. Broadly speaking,
authenticatiortanbe obtainedvia MACsor signatures.
Theformerrequiresauniquesecrekey for eachdistinct
pair of nodes,andthe latter— a public/private key-pair
for eachnodein the network (plus, the public key of
eachnodemustbe somehav madeglobally available).

Ultimately, the choiceis determinedby a combina-
tion of factors basedpartially on the answergo thefol-
lowing questions:

* |s pair-wisekeypre-distribution (or on-demandpair-wise
key distrib ution) possible?If yes,MACsareideal,unlesshe
answetto ary of thenext two questionss yes.

* Do intermediate nodesneedto verify (partial) route in-

tegrity? If yes,only signaturesanbeused®

* |s non-repudiation important? If yes,only signaturezan
beused.

* |s there a Public Key Infrastructur e? If not, eitherMACs
or identity-basedcerti cate-less)public key signaturesanbe
used.In eithercase however, revocationis amajorheadache.
* |s computation overhead a major issue?If so,MACsare
clearlypreferable.

4.4 GenericSRDP

We now presenta high-level descriptionof SRDP
Figure4 shavs anexamplewith arouteof length3.

SMACsareunsuitablesincetheir usewould dramaticallyincrease
bandwidthconsumptionlt is easyto seethat,if implementedhaiely,
roughly t2=2 separateMACs would be needed. Even an optimized
version(left asatrivial exercise)wouldrequiret MACsin eachRREP
paclet.



We usetwo typesof authenticatiortags, and
Theformer( ) is optionallygeneratedby the sourceand
placedinto theRouteRequestlts purposés to offer the
intermediatenodesa chanceto authenticatehe origin
andthe contentsof the original RouteReques{aspro-
ducedby thesource) We say“optionally” sincethistag
only makessenséf thesourceis usingpublickey signa-
turesto produceit.® Evenif  is presentthedecisionto
verify it is left up to theindividual nodes Alternatively,

canbethoughtof asa MAC computedunderK sp , a
key thatthe sourcealreadyshareswith the destination.
In that case,only the destinationnodewould verify .
In ary casewe consider to berelatively unimportant
asasecurityfeature;it senesonly asa measureo pre-
ventcertainDoS attacks.We will discussaboutsource
authenticationssuesn detailin the section4.6.

The secondauthenticatiortag is computedincre-
mentallyby eachnodein the route asthe RouteReply
paclet propagatevackto the source. We use pcp to
denotean aggreatedauthenticatiortag of nodesD, C
andB. (As describedn the next section,dependingpn
thecryptographidechniquetheaggrejatedtagis either
amulti-MAC or amulti-signature.Notethat pcg im-
pliesthe orderof thenodesin therouteindirectly, since
theauthenticatetinessagef(i.e.,theroute)listsall node
namesn ordet

4.5 Cryptographic Techniques

SRDPcanbe usedwith eithermulti-MAC or multi-
signatureschemes.Both typesof schemesllow usto
generatex ed-sizeauthenticationiags(regardlesof the
numberof signerslandfacilitateall-or-nothingveri ca-
tion atthe source.

Informally, a multi-MA C schemds methodof com-
bining multiple MACs into a single x ed-sizeaggre-
gatedMAC is sucha way thatthe aggregyatedMIAC can
beveri ed asawhole.

In a multi-signatureschemg14], a setof userssign
the samemessagend the resultis a single x ed-size
multi-signature. The signing cost (for eachsigner)is
the sameasin a single-signerscheme.Onebene t of
multi-signatureschemess that the veri cation time is
only slightly greatethanthatfor asingle-signescheme.
Thus, multi-signatureschemesrevery suitablefor our
purposes.

4.5.1 Conventional MACs

We illustrate this very simple schemeby an exam-
ple. Assuming,asin gure 4, aroute of lengththree:
S B C D, the schemeoperatesas follows:
WhenD generateshe rst RREPpaclet, it computes:
p = MACps(RREP) and composesRREP,
which it sendsto C. In turn, C computes: pc =

S: generatlRkRE Q =< RRE Q; S;D; Sig; >

ST RRE Qo =< RRE Q; (©) >

B: cacheRRE Qo

B ! RRE Q1 =< RRE Q; (B) >

C: cacheRRE Q1

c ! RRE Q2 =< RRE Q; (BC) >

D: optionallyverify
cacheRRE Q3
generatlRRE P =< RRE P;D;S;Sjy;(B;C;D) >
compute p

D ! C: RREPy=<RREP; p >

C: fetchRRE Q1, verify routepre x
optionallyverify p
compute p ¢

C ! B: RREP;=<RREP; p¢c >

B: fetchRRE Qg, verify routepre x
optionallyverify pc
compute pce

B !' S RREP2=<RREP; pcs >

S: verify pce

M ACcs(RREPg), composefRRE P; andsendsit to
B. Next, B computes: pcg = MACgs(RREP;),
composesRRE P, and sendsit to S. Finally, S re-
cevesRREP,, extractsRRER andveries pcg by
re-computing:

M ACsg (RREP;M ACsc (RREP;M ACsp (RREP)))

Althoughthe size of the multi-MA C staysconstantthe
veri cation costincreasesith the routelength. How-
ever, thisis notaproblemsinceMA Csareveryef cient,
especially whenbasedon keyed hashconstructssuch
asHMAC [3]. The only problemis the assumedpre-
distribution of the the pairwise sharedkeys. While in
someMANETSs thisis areasonablassumptionit is im-
possiblein others.For this reasonwe consideranother

Figure 4. Generic SRDP Example .

6Sincetherouteis unknavn apriori, clearlycannotbecomputed
using conventional cryptography unless: (1) the sourcecomputesa
distinct for eachnodein the network, or (2) all nodesin the network
sharethe samekey. We considerbothcasego beunrealistic.

VMIAC-like schemebasedon on-the- y Dif e-Hellman
key agreement.

4.5.2 MACsbasedon Dif e-Hellman (DH)

In this schemeeach node is assumedto have its
own public/private key-pair (x;y = ¢*) andary two
nodes,S andD cancomputea sharedkey on-the-y



as: Ksp=g*s*> (mod p) by simply exchangingeach
other's public keys, ys andyp . Onemodularexponen-
tiationis neededo computesachkey [8]. Onceashared
key is establishedit canbe usedfor conventionalcryp-

tographyi.e., encryptionandMACs. We slightly mod-
ify theDH key agreemenschemdor MAC in RREP:

K sp=g™s*e (mod p), whereh = H(RREP) and
H () is ahashfunctionthatyieldselementsf Z .

Continuing with our example, we assumethat all
nodeson the route either (1) possesshe sources pub-
lic key ys or (2) that ys is distributed as part of
RREQ (andcopiedinto RRE P). Thus,uponreceving
RREP, eachnodecancomputea sharedkey with the
source.However, all sharedkeys arecomputedmodulo
(p 1), insteadof modulop.

To minimizeveri cation costsfor thesourcewetake
adwantageof thefollowing “trick”. eachnodecomputes
its MAC (in RREP) by exponentiatinghe MAC com-
putedby the previousnodewith the Dif e-Hellman key
it now sharewith the source.This s bestillustratedby
anexample.

Before generatingthe initial RREP, D computes
Ksp = ys™o and p = ¢gK= , whereh is com-
putedash = H(RREP). Thenext node,C computes
Ksc = ys™c and pc = ( p)¥sc, andsoon. When
RRE P is receivedby the sourcejt contains:

bCB — gghx SXp ghx sXc ghx SXB — g(ng +XctXp )hx s
Notethatin orderto recomputeahequantityin theexpo-
nent: (g*e *Xc *xs )"Xs thesourceneedgo only multi-
ply public keys of all intermediatenodes(whichis very
inexpensve) and exponentiatethe resultwith the mul-
tiplication resultof its own privatekey andthe hashof
RREP. Thus,to verify (re-compute) p cg , thesource
needsto performtwo exponentiationsandt + 1 mul-
tiplications (assumingt intermediatenodes). This is
signi cantly cheapethancomputinga pair-wise Dif e-
Hellmankey with eachnodein theroute.

4.5.3 Accountable-Subgoup
(ASM)

Multi-signatur es

Micali, et al. [14] recently proposedan elegant con-
structionfor multi-signaturesasedon the well-known

ShnorrsignatureschemeTheresultingscheme- called
Accountable-Subgroupulti-signatures(ASM) — has
beenprovensecuren the RandomOracleModel under
theassumptiorthat Schnorrsignatureschemds secure.
In anASM schemethreeroundsof communicatiorare
requiredfor signing:

Roundl. Eachsignersendsts commitmento a distin-

guishedplayerD

Round2. D computeghejoint commitmentandbroad-
castdt to all signers

Round3. Eachsignercomputesa partial signature(us-
ing thejoint commitmentlandsendst to D

Finally, D computesa multi-signaturefrom the col-
lectedpartial signatures.

In our setting,we canreducethenumberof roundsto
two by distributing the role of D to eachsigner(inter-
mediatenode)asfollows: (1) eachsignercomputeghe
joint commitmenincrementallyoy multiplying its com-
mitmentwith the previousjoint commitmentandsends
it to the next signeruntil the last signeris reached(2)
The last signercompleteshe joint commitment,com-
putesa partial multi-signatureand sendsthe joint com-
mitmentanda partial multi-signaturebackto the previ-
oussigner In otherwords,the insteadof usingbroad-
cast,the partial signaturas accumulatedhop-by-hopas
the setof signersis traversedin thereverseorder Each
signerthusupdateshe multi-signature.The rst signer
(last to updatethe multi-signature)computesthe nal
veri able multi-signature.

The two stagesof the ASM schemeare a perfect t
for DSR Route Discovery. Joint commitmentscan be
collectedaspartof theRRE Q stagethemulti-signature
canbeaccumulatedluringRREP processing.

In our examplewith a 3-hoproute,the schemeoper
atesasfollows:

RREQ stage:

1. B: computetg = g'8 for arandomrg

2. C:computetgc = tg g'c for randomrc

3. D: computetg cp = tgcg'P for randomrp
RREP stage:

1. D: computee= h(RREP)and p = rp + exp

2. C:computee = h(RREP)and pc =

p trc+exc

3. B: computee= h(RREP) and pcg =
exXs

pc t I+

Q
4. S:computey = | x g.cp g Vi
andcheckg °€8 =? = tgcpy® (mod p)

As in the DH-basedschemegeachnodeis assumedo
have a private/publickey-pair (x; y = g*). Unlike oth-
ers, this schemeequiresadditionaloverheado gradu-
ally computethe joint commitmentduringthe RREQ
stage.This might seemwastefulsincewe arguedearlier
that computationduring RRE Q stageshouldbe mini-
mizedin section4.2. In generala nodethatrecevesa
RRE Q paclethasnoideawhetherit will wind upbeing



on the route. But, we point out that, for anintermedi-
atenodel , the bulk of the computatiorrequiredduring
RREQ stageis: (1) generatinga randomexponentr
and (2) computingg' . (The restamountsto a single
multiplication.)

First, we notethatboth valuescanbe pre-computed
asthey arenotdependenbnthespeci c RREQ. Thus,
a pair (r;, g"') doesnot have to be generatedn-the-
y . Eachnodecancomputerandompairsduringits idle
time andstorethemto its cachefor thefuture use.

Secondtheeffort anodel investsto generate, and
g"' is notwastedsinceevenif acorrespondindiRRE P
never materializesthe very same(r, ,g"' ) pair canbe
re-usedn the context of anotherRRE Q. (This s per
fectly safeaslong asthe samer; is never usedtwice in
updating .)

For the re-usability eachnodeneedsto storemore
informationin its cache. Note thatthe basicDSR pro-
tocol requiresa nodeto add an entry of the identi ca-
tion valueanddestinationaddressnto its cachefor the
sourcefrom RREQ to avoid loops. In the integration
of DSRandASM, to save computationoverheadgach
nodeadditionallykeepsthe (r,, g ) pair with a global
time-outperiodafter it usesit to procesRREQ. The
global time-outperiod determinesf a nodecan safely
re-usea randompair. (The time-outperiod shouldbe
long enoughsothatno RREP for the RRE Q will not
be generateddy the destinationafter the time-out ex-
pires.) Whenthe time-outin a randompair terminates,
the randompair becomesavailble for anotherRRE Q
andthe nodesavesthe computatiorof generatingaran-
dom pair by re-usingthe available one. Consequently
we considerthe computationoverheadin the RREQ
stageasrathernegligible.

Overall, the ASM-basedschemes ef cient in both
generationand veri cation of the aggre@atedauthenti-
cationtag . Computationoverheadat eachintermedi-
atenodeis verylow andthecomputatioratthesources
nearlyequialentto verifying asingleSchnorrsignature,
regardlesof theroutelength.

The ASM-basedschemsds provably secureand, un-
like the MAC schemesprovidesnon-repudiationn ad-
dition to authentication.Our versionof this schemeis
slightly differentfrom thethatin [14] sincethegroupof
signersin [14] is x edin advance,while in our caseit
is determinedaspartof the signingprocessi.e., during
theRRE Q stage.Thisrequiressomeadjustmentso the
securityproof.

4.5.4 Multi-signatur es based on Gap Dife-
Hellman (GDH) Groups

Anotherinterestingmulti-signatureschemeavasrecently
proposedby Boldyreva [4]. This schemeis basedon
an earlier Gap Dif e-Hellman (GDH) group signature
schemd6]. (A moregeneralversionwaspresentedy
Boneh,etal. in [5].) GDH groupsarealgebraicgroups
wherethe ComputationaDif e-Hellman (CDH) prob-
lem is hard but the DecisionalDif e-Hellman (DDH)
problemis easy

A single-signerschemecan be obtainedfrom such
groupsasfollows: Eachnodehasits own private and
public key pair (x;y = g*). The signatureon a mes-
sageM is computedas = H(M)*, whereH is a
cryptographichashfunction. The validity of a signa-
ture onM underpublickey vy is testedby checkingif
(y;H(m); ) isavalid DDH triple.”

When this basic schemeis extendedto the multi-
signatureschemethe salientpropertyis that the prod-
uct of two signatureson the samemessageM under
two different public keys y1;y, yields a signatureof
M underthe combinedpublic key y = y3y2, since
H(M)*tH(M)*2 = H(M)*t**2, The following ex-
ampleillustratesthescheme:

RREP stage:

1. D: compute p = H(RREP)*P

2. C:compute pc = pH(RREP)*c

3. B:compute pcg = pcH(RREP)*8

4. Stcomputey = 7\ g.cp oY = j2aBep gd"
and checkif (y;H(RREP); pcs) is a valid DDH
triple (thelatterrequireda pairingoperation)

Unlike the ASM-basedscheme this schemedoesnot
require ary additional communicationroundsand no
pre-computatiorduring the RRE Q stage. During the
RREP stage,the authenticatiortag is updatedby
eachintermediatenode using the BLS signaturealgo-
rithm [6]. Thesourceveri es thevalidity of underthe
combinedpublickey of all nodesn theroute.

The GDH multi-signatureschemds muchmore ef-
cient thant instantiationof its single-signetrcounter
part. This is becausehe numberof operationgequired
for the veri cation of a multi-signatureis almostsame
asin thesingle-signescheme.

As mentioneckarlier, this schemawvorksin very spe-
cial algebraicsettingsg.g.,certainelliptic-curvegroups,
whereas,the Schnorrbasedschemeworks in a much

“Informally, (a;b;c) is a valid DDH triple iff logg(c) =
logg (a)logg (b).



wider range of groupswhere the Discrete Logarithm
Problem(DLP) is intractable Basicoperationsn GDH,
suchasscalarmultiplicationand Tatepairing,aremuch
more expensve then thosein ASM-basedsignatures.
However, like ASM, the GDH-basedschemds a sigha-
tureschemeandthusprovidesnon-repudiationAlso, it
offersprovablesecurity asshavn in [4].

4.5.5 SequentialAggregateSignatures(SAS)

Shachanj19] developeda schemdor sequentiahggre-
gatesignature{SAS) basedon homomorphidrapdoor
permutationsin this schemegachsignertakesturnsto
(sequentially)addits signatureto the currentaggreyate
signature.Thus,the setof signersis explicitly ordered
in the sequentiallyaggreyate signatureand the signers
mustcommunicatevith eachotherduring the aggreya-
tion process.

Unlike other aggregate signaturesby Boneh, et al.
[5], aggreyation and signing are combinedin a SAS
schemeand both are performedincrementallyby indi-
vidual signers.Sequentiabggreatesignaturesvork as
follows: signerl signsM; to obtain ;; signer2 then
combines ; andM to obtain ,, andsoon. The nal
signature ; bindseachsigneri to M; foralli = 1;:::;t.

Any SASschemeanbeeasilyappliedto DSRRoute
Discovery sincethe routereply paclet sequentiallytra-
versesevery nodein theroute.We illustratethe concept
with a SAS schemébasedon RSA (asthe trapdoorper
mutation).

Shachampresentediwo concreteSAS approaches
basedon RSA[19]. We only consideroneof their ap-
proachesincethe otherassumeshatthe signers'RSA
modulii are arrangedin increasingorder sequentially:
Ny < ny < :: < np. Thisis clearly unrealisticin
anunpredictableMANET route. In the otherapproach,
the only requirements for all modulii to be of roughly
thesamedength. Thesignatureexpandsby t bitsb; :::by,
wheret is thetotal numberof signersfor a givenaggre-
gatesignature.

During signing,if i-th signature ;  nj.1, seth =
1, otherwisesethy = 0. During veri cation, if b = 1,
addni; to ; beforeproceedingvith theveri cation of

i

We assumethat node i's private key is (x;) and
its public key pair is (nj;yi), where xjy; = 1
(mod (n;)). Uponreceving a RREP paclet each
nodecombinesits signaturewith a previous signature.
We continuewith our 3-hopexample:

RREP stage:

1. D: computehp = H(RREP;(np;yp)) and p =
(hp)*® (mod np)

2.C:lf p ncsetp= p ncandby =1, elseset
bpb=0
computehc = H(RREP;(nc;yc)) and cp =

( b + hc)*¢ (mod nc¢)

3. B:If cp npset cpo = c¢p hg andb, = 1, else
=0
computehg = H(RREP;(ng;ys)) and cps =

( co + hg)*® (mod ng)

4. S:computehs = H(RREP;(ns;ys)),
9 = &, hs (modng),
co = 2p + bng, he = H(RREP;(nc;yc)),
8= % hc (modnc),
b= 3+ bnc, ho = H(RREP;(N4;Va)),

and nally checkif %¢ (mod ng) equalshp

Sincethe SAS-basedchemas basedon plain RSA,
its persignersignatureGeneratiorcostis equivalentto
that of a plain RSA signaturewhereasthe veri cation
costincreasetinearly in thenumberof signers.In other
words,the numberof exponentiationsomputedby the
source(veri er) is determinedoy the numberof nodes
in the route. However, this cost can be minimized by
usingvery small public exponentge.g.,3). Suchsmall
exponentscan speedup veri cation by factorof tenor
more. Thus,the SAS-basedchemecanbe madequite
practicalconsideringhatmostMANETS rarely exceed
5-6 hopsin diameter

4.6 SourceAuthentication

The SRDPschemedo authenticatéheroutelist is de-
signedfor the sourceassumingthat the sourceis hon-
est. However, it is possiblefor a compromisednode
to originateRREQ. The goal of this attacler is to con-
sumenetwork resourcesuchasbandwidth,or nodere-
sourcessuchascomputatiorpower andcachememory
This attackis calleda Denial-of-Servicg(DoS) attack.
Specially this DoS attackmay causea seriousproblem
of noderesourcesn a secureroute discovery setting,
wheresecurityis overhead.In casethatthe samenode
generates lot of fake RREQs,the intermediatenodes
computatiorpowerwill beeasilyrun out.

The mainreasonthat the DoS attackby a sourceis
possibleis thatthe intermediatenodesdo not authenti-
cateRREQ.To preventthe DoS attack,we needto add
an authenticatiormechanisnof RREQ.Whenwe con-
siderpossibleauthenticatioomechanismshe signature
schemeis the only solution since the sourcedoesnot
know who will authenticatdtRREQbeforeit broadcasts



the message.In the signatureschemeas a sourceau-
thentication the generatiorcostof signatureshouldbe
more expensve than the veri cation. This is because
we intendto give morework to the sourceandminimize
additionaloverheadf intermediatenodes.

RSA signatureschemas perfectfor RREQauthenti-
cationalgorithm.Basically thesourcecannotimperson-
ateotherhonestnodesandintermediatenodescanver-
ify thatarecevedRREQhasorigiantedfrom thecorrect
source.Oneof bene tsin RSA s its cheapveri cation
cost. Only two multiplicationsare requiredto verify a
signaturewith a smallexponente = 3. Also, Compar
atively high generationcostof RSA limits the attacler
powerto ood alot of RREQs.

An interestingissueis whena nodeveri es a RSA
signature. Ver cation itself is an overheadalthoughit
mitigatesDoS attacks. To maximizethe performance,
a nodeveri es the signatureon the way back for two
reasons(1) thesourceveri cation is meaningfulonly if
it isincludedin theeventualroute,and(2) it needgo do
a lot of work to performsecurityalgorithmsfor RREP
in SRDP

Mostalgorithmsin SRDPaddsecurityoverhead$or
rewindedpaclets.If anodechecksthe signautrebefore
startinga securityalgorithm, it will not loseits expen-
sive computationghroughcomparatiely cheapveri -
cation. Only ASM schemehasto computeone expo-
nenticationto processa forwardedRREQpaclet. Thus,
it is betterto verify the signaturerst beforeeachnode
generatesa(r;, g" ) pairin ASM. In casethatthesource
is ooding alot of fake RREQsthiswill helpto abbrevi-
atetheRREQprocessingost. However, theveri cation
costwill be unnecessarif the nodeis not containedn
the eventualroute. To rescuemore computationswe
considerexpiredrandompairsaswe discussedn ASM.
Eachnodeveri es the RSA signatureonly if it hasto
generatea new randompair,i.e., thereis no available
randompair. Note that if we are concerningmore on
memoryresourcan eachnode,the veri cation should
be doneall thetime beforeeachnodestoresRREQin-
formationto its routerequestablecache.

The authenticatiorof RREQis necessaryo prevent
the attacler from ooding RREQ pacletsand mitigate
unpro table computationsn intermediatenodes. RSA
is a good solutionof RREQ authenticatiorbecauséts
generatiorcostis comparatiely high, while its veri ca-
tion costis very cheap.

5 Performance Assessment

We now assesghe ef ciency of the schemesde-
scribedabove; rst from the conceptuaperspectie and
then,in section5.2,basedn experimentaresults.

5.1 CostAnalysis

We comparethe schemesn terms of computation
overheadsince communicationoverheadis more-or
les$ constant. For eachscheme(except conventional
MAC), table 1 shaws the exponentsize (in bits), the
number of modular exponentiationsand the number
scalarmultiplications(for GDH only) requiredto gen-
erateanauthenticatiortag.

The ASM-basedschemds the mostef cient in gen-
erationcostsrequiringonly onemodularexponentiation
with exponentof sizejgj. The SAS-basedchemealso
requiresoneexponentiationput, with alargerexponent
of sizejnj. For roughly equivalentsecurity the size of
g is muchsmallerthanthatof n, e.g.,a 160-bitq corre-
spondgo a 1024-bitn. In ASM, the exponentiatiorop-
erationfor an RREQbroadcasmessagdecomesver
headwhenthe nodecomputingthe exponentiatiordoes
notbelongto aroutepath. Theexponentiatioroverhead
of ASM onthe RREQis ableto beoptimizedby prepar
ing alist thatcontaingpairsof arandomnumberandits
exponentiationvaluesstatically and choosingone pair
amongthelist. The DH schemeneedswo exponentia-
tionswith the exponentof sizejpj. This causests costs
to be abouttwice thatof SAS sincethe sizep in DH is
sameto the sizen in SAS for the samelevel of secu-
rity. (In reality, the gapbetweenDH and SAS s actu-
ally greaterasdiscussedn the next section.)The GDH
schemerequiresone scalar(elliptic curve) multiplica-
tion, whichis amoreexpensve operationthanaregular
modularexponentiation.

Table2 shaws veri cation costsfor all four schemes
assumingt intermediatenodes. The sameparameters
areusedhere,exceptin caseof GDH, which, insteadof
scalarmultiplications,requirestwo Tate pairing opera-
tions. ASM exhibits the lowestcosts: two exponentia-
tionswith theexponentof sizejgj. To verify thetag,the
sourcecomputesy andty®. Thelengthof each and
e is 160bits (to matchthe sizeof the hashfunctionout-
put, e.g.,SHA). However, in practice,SAS s far more
efcient thanASM especiallyfor shortroutes(i.e., few
signers).Thisis becaus&AS (liketheRSAschemat is
built upon)canutilize very smallpublic exponents We

8Strictly speaking,the size of RREPin the SAS-basedscheme
grows by onebit ateachhop.



alsonotethatveri cation in GDH is very expensve in
practicedueto the high costof Tatepairings.

[ operatiortype | DH | ASM | GDH [ SAS |
exponentiations 2 1 0 1
scalamult-s 0 0 1 0

[ exponentsize [ jpjforboth | jogi | [ inj ]

Table 1. Authentication Tag Generation
Cost for intermediate nodes.

[ operatiortype | DH | ASM | GDH | SAS |
exponentiations 2 2 0 t
tatepairings 0 0 2 0
exponentsize | jpj for both | jgj & 160 inj

Table 2. Authentication
Cost for the sour ce.

Tag Veri cation

5.2 Experimental Results

In this sectionwe shav measuredexperimentalye-
sultsfor the four public key-basedschemesWe do not
includethecorventionalMAC schemesinceit is clearly
much more ef cient and offers a very type of security
As before,only computationoverheads takeninto ac-
count.

SAS,ACM andDH schemesvereimplementedus-
ing the popular OpenSSLlibrary [2] and the GDH
scheme- usingthe Miracl [1] library (gearedfor pair-
ing and other specialelliptic curve operations). Each
implementationvas measuredn a Linux ervironment
onPIV-2.66GHzworkstationwith 768MB of RAM. Al
measuremenisrein msecs.

key size Generation
porn (bits) | g (bits) DH [ ASM | GDH | SAS
1024 160 20.08 2.13 7.14 4.29
2048 224 131.53 | 10.25 22.78 | 26.10
key size Veri cation
porn (bits) | g (bits) DH [ ASM | GDH | SAS
1024 160 20.00 4.47 89.00 2.53
2048 224 132.97 | 1796 | 256.30 | 7.92

Table 3. Generation & veri cation costs for
route of length 10.

Our experimentalresultsare summarizedn table 3.
All measurementassumea route of length 10. Note
that GDH key sizeis half of thatfor otherschemesfor
the samesecuritylevel, e.g.,a 512-bitp in GDH corre-
spondgo a1024-bitp in SAS.Generations the costfor
eachintermediatenode and veri cation is the costfor

the source,assuminga 10-hoproute. For a given key

size,thecostof veri cation in all schemegexceptSAS)

is the sameregardlessof the routelength. Veri cation

costin SASincreasedinearly with the numberof nodes
(eachextra signercostsan extra exponentiationfor the
sourcealbeitwith avery smallexponent.)

In termsof generationcosts,ASM outperformsall
otherschemesilt is atleast10timesfastethanDH and
2 timesfasterthan GDH and SAS. The speedgap be-
tweenDH andASM increasessthesizeof p grows. For
example,ASM is 10 timesfasterthan DH with 1024-
bit keys, but 13 times fasterwith 2048-bitkeys. One
reasonis dueto the exponentin ASM being restricted
to the size of g, asdescribedin section5.1. Another
reasonis that ASM usesthe Montgomeryexponentia-
tion algorithm[15] which improvesthe performancéy
40%. This algorithm (in OpenSSL)can be usedonly
if the modulusis odd. Thus, we cannotapply Mont-
gomeryalgorithmto onemodularexponentiatiorin DH
sinceit is basedonmodulop 1 whichis even.Instead,
we usethe reciprocal-basedemainderingalgorithmfor
DH, but thatonly yieldsamodesimprovementf about
5%. SAS shawved betterperformancewith a 1024-bitp
than GDH with a 512-bit p, however, GDH wasfaster
with longer key sizes. Also, the speeddifferencebe-
tweenDH and SAS was notably greaterin the experi-
mentsthan anticipatedin section5.1. This is because
SAS takes advantageof the ChineseRemainderTheo-
rem (CRT) which cutsits time roughlyin half.

In termsof veri cation costs,SAS exhibits the best
performancevenfor longroutesmainlybecausé (like
plain RSA) usesrelatively smallexponentsg.g.,.e = 3.
Thus,the SAS-basedchemeaepresents fairly practi-
cal solutionin atypical MANET whereroutessizesare
at most4-6 hops. DH veri cation costshows the same
trendas DH generationcost since both operationsre-
quiretwo full-blown exponentiationsvith the samesize
exponents. ASM still hasrelatively good performance
in veri cation, and GDH is the slowestdueto the high
costof Tate pairing operationsasdiscussedn section
5.1.

6 RelatedWork

In this section,we brie y overview relevant prior
work. The most related prior work is the Ariadne
schemeby Hu, etal. [11]. Ariadneis basedon TESLA
—anearlierbroadcasauthenticatiorschemeAriadneis
very ef cient sinceit usesMACsandreduceghe setup
cost of pairwise sharedkeys by using TESLA. Also,
Ariadne offers someprotectionagainstDoS attacksby



requiringthedestinatiorto authenticatéhe source.

Ariadne inherits from TESLA the requirementfor
loosetime synchronizatioramongall nodes. In addi-
tion, eachnodegenerate¢andappendsia MAC usinga
yet-unpublishegharedsecrekey in thede ned TESLA
time unit during RREQbroadcast.This increasesver-
head,sinceit is doneregardlessof whetheror not the
nodeis actuallypartof theeventualroute.Also, in addi-
tion to accumulatinghe sourceroute,the sizeof RREQ
grows dueto the accumulatiorof MACs. Furthermore,
Ariadnedoesnotoffer non-repudiationvhichis attained
in our schemedasedn signatures.

Papadimitrato@ndHaag[16] proposedsecureRout-
ing Protocol(SRP)thatcanbe adaptedo existing rout-
ing protocolssuchasDSRor ZRPin orderto securehe
routediscovrery mechanism.SRR unlike Ariadne[11],
requiresonly thetwo communicatinggend-nodeso form
a securityassociation Neitherthe sourcenor the desti-
nation authenticategachintermediates node presence
in theroute. This makesSRPvulnerableto attacksthat
involve adding(or deleting)honestnodesto (or from)
theroute.

To alleviate DoS attacksin MANETS, Hu, etal. pro-
posedwo protectionmechanism§9, 10] againswworm-
hole andrushingattacks respectrely. Thesetwo types
of attacksaim to disruptdatatransmissiorafterthe ad-
versarymanipulategsoutediscovery procedureo getit-
self includedin the route. However, it is quite hardto
detectnodesbehaing honestlyduring route discovery
but becomingadwersariallater, during the transmission
of datapaclets. Moreover, it is alsohardto distinguish
amongadersarialactionsandlink failures. The work
in [9] tries to detectpossibleadwersarialbehaior via
paclet leasheswhich, in turn, rely on loosely synchro-
nizedtime acrossall MANET nodes.However, aswith
Ariadne,time synchronizatioris notarealisticassump-
tion for all typesof MANETS. In a so-calledblackhole
attack (basedon a wormhole)the adwersarycreatesa
routing blackhole,with which it attractsandthendrops
datapaclets. WatchdogandPathrate{13] proposedy
Marti et al. can also mitigate blackholeattackssince
eachnodeis requiredto monitor whetherits neighbors
areforwardingtheir paclets.
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A Security Analysis

The proposedschemesre secureagainstthe adwer-
sarywho addshonesiodedo therouteanddeletethem



from the route,exceptin caseof non-adjacentompro-
misednodesontheroute wheretheadwersarycandelete
feedbackoopsaswe discussedn section3. A secure
schememplies that no honestnodehasbeenaddedor

deletedby the adwersary i.e., eachhonestnodereally

appearedn theroutebut wasnotforged.

A.1 Security of DH-basedscheme

Theorem 1. Under the Computational Dif e-
Hellman (CDH) assumption,the multi-MAC scheme
basedon DH key agreementlescribedn section4.5is
secue againstexistentialforgery.

Proof (sketch). Thereis anadaptve chosermessage
attackadwersaryA which queriesMACs to a simula-
tor S. TheA cancomputeanev MAC, g *** from a
polynomialnumberof n MACsqueried.Suppose\° us-
ing A whichqueriesadditionallygd"****? , ....,g¢""**? |
whereh; is al-bit stringandonly ith bit is 1. For exam-
ple,h1=(000...01) Let h thehashof amessagenwhich
A forgesa MAC. Sinceary h = h;, + hj, + @1 + h;,
for somek,

ghx 1X2 — g(ghi1X1X2)(ghile><2):::(ghikXIXZ)

Therefore, we can solve a CDH problem of

(g0 P gd" R g0 Y by using the

adversaryA°.
A.2  Security of ASM-basedscheme

We consideran adwersaryF with the following ca-
pabilities: (1) F canfully controlall pacletsexchanged
in the network, i.e., it canread,modify or discardary
pacletaswell asinjectits own paclets,(2) F canmount
an adaptve chosen-messagattack againstary honest
nodel byrequestinghatl signamessagef F'schoos-
ing.

De nition (adaptedfrom [14]): A multi-signature
schemds secue if every polynomial-timeadwersaryF
hasa negligible chanceof outputtinga triple ( ;M;S)
suchthat(1) is avalid multi-signatureon messagé/
by the subgroupS of players,and (2) there exists an
honestplayerP 2 S whohasneverbeenasledby A to
signM in thecontext of S.

Theorem 2. The multi-signatue scheme(basedon
theSdnorr signatue scheme)Xescribedn 4.5is secue
in the RandomOracle Model, underthe Discrete Loga-
rithm Assumption.

Proof (sketdh). In caseof adaptve chosenmessage
attack, the adwersaryF usesthe signeras an oracle.

We constructa simulatorA which doesnot know the
signers secrekey but cansimulatethe signer Together
with A, F canbreakthe underlyingsignaturescheme
andsolve thediscretdogarithm.

SupposehatA is givenaDLP instance< p;g;y >
andis asled to computex suchthatg®* = y mod p.
We assumehat all nodes— exceptthe sourceand the
solehonestnodel —arecorruptandF canforge mary
multi-signature®n somemessagé without askingl
to sign. A assigng; = y asthepublickey of | , while it
selectsall othernodes'privatekeys at random.

For F toforgeamulti-signature A needgo simulate
| 'sresponse.This is donein a mannervery similar to
the security proof of the Schnorrsignatureschemein
[18]. Theonly differenceis that A needsto rewind F
to answera signaturequeryto | onM asin the security
proofof themulti-signatureschemg14, 7], basednthe
Schnorrsignaturescheme.

AssumethatF asksq" hashqueriesandthe answers
to all hashqueriesarepickedin advanceandatrandom:

selectse at randomfrom hashvalueswhich are picked
in advanceat randomand 2 [0;q 1] at random,
computed; = y; °g modep andsends; to F asthe
responséo the rst roundof thequery Uponreceving
tfromF, A veriesif e= (M). If so,A outputs .
Otherwise rewinds F andrepeatsicking e. Notethat
A will eventuallysucceedn expectechumberof atmost
q" times,which degradeshe simulationalgorithmwith
apolynomialfactor

A thenruns F, answeringits queriesas described
above. Supposeahat F outputsa forgery (t; ~) of the
signatureon amessag® with asubgroupSG andthe
forgerywasbasednthej -th hashquery Following the
“forking lemma”techniquein [18], A resets with the
samerandomtapeasthe rst time andrerunskF from
the point of thej -th hashquery answeringwith a new
randomnumbere®. Asin theabovedescriptionA might
needto rewind at mostg, timesagain.

In caseA doesnotneedto rewind (sincetherandom
tapeandanswergo all hashqueris—uptoj -th—arethe
same)we are assuredhat j -th hashqueryto the hash
functionwill alsobethesamebutwith adifferentanswer
aith adifferentsubgroup%GO: = (EM). Lety =
p k2sGf igYk andy® = p kzseor ig¥k andletx =

k2sG f ig Xk aNdXY=" | 550p g Xk

So,if F againforgesa signature(t; ~9), andforgery

is basedon j-th hashquery then: g~ = t(yy)*¢
(mod p);g” = t(yy)*" (mod p): Thus,~ = =
(x+x)e (X%+ x)e’ (mod q): So,x = (~ 0 xe+

x%€%=(e €% (mod q): Thusx = DLg(y) is solved.



