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ABSTRACT

Peerto-Peer(P2P)applicationsand servicesare very commonin
today’s computing. The popularity of the P2P paradigmprompts
the needfor specializedsecurityserviceswhich makes P2Psecu-
rity animportantandchallengingresearchopic. Most prior work
in P2P securityfocusedon authenticationkey managemenand
securecommunication. However, an importantpre-requisitefor
mary P2Psecurityservicesis secureadmission,or how one be-
comesa peerin a P2P setting. This issuehasbeenheretofore
largely untouched.

This paperbuilds uponsomerecentwork [11] which constructed
a peergroupadmissiorcontrolframewvork basedon differentpoli-
ciesandcorrespondingryptographicechniquesOur centralgoal
is to assesshe practicality of thesetechniques.To this end, we
constructandevaluateconcreteP2Padmissiormechanism&ased
on various cryptographictechniques. Although our analysisfo-
cusesprimarily on performancewe also considerother impor
tantfeaturessuchas: anorymity, unlinkability andaccountability
Amongotherthings,our experimentaresultsdemonstratéhat,un-
fortunately advancedcryptographicconstructgsuchasveri able
thresholdsignaturesprenotyetreadyfor primetime.

Categoriesand Subject Descriptors

C.2[Computer-Communications Networks]: Securityand Pro-
tection;C.2.2[Network Protocolg: Applications;C.4[Performance
of System$: DesignStudies
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Security Performance

Keywords

peerto-peer security group membershipaccessontrol, mobile
ad-hocnetworks, admissiorcontrol

Permissiornto male digital or hard copiesof all or part of this work for
personalor classroonmuseis grantedwithout fee provided that copiesare
not madeor distributedfor pro t or commercialadwantageandthatcopies
bearthis noticeandthefull citationonthe rst page.To copy otherwisefo
republisho poston senersor to redistrituteto lists, requiresprior speci ¢
permissiorand/orafee.

SASNO3 Fairfax, Virginia USA

Copyright 2003ACM.

gts@ics.uci.edu

jhyi@ics.uci.edu

1. INTRODUCTION

In atypical P2Pscenarioanumberof distributedentities(peers)
performsomefunctionin adecentralizednanner P2Papplications
are generallydivided into three classes: parallelizable,content-
basedand collaboratve. A parallelizable P2P applicationsplits
a large taskinto smallerpiecesthat executein parallelat a num-
ber of independenpeernodes. A content-based2P application
focuseson storinginformationat variouspeersin the network. A
collaborative P2P applicationallows peersto collaborate,n real
time, without relying on centralsenersto collectandrelay infor-
mation. CurrentP2Psettingsare clearly very diverse. For exam-
ple, somecollaboratve P2Papplicationsrequiresynchronouop-
eration,while others,suchas content-basedyperatein a discon-
nectedasynchronousanner P2Pcommunicatiormodelsvary as
well: from one-to-maw or few-to-mary to mary-to-mary.

The rising popularity of P2Papplicationspromptsthe needfor
specializedP2PsecurityservicesandmechanismsThis needhas
beenrecognizedy the researcitommunity However, the bulk of
prior work hasbeenin the contet of authenticationanorymity,
key managemendnd,in general,secureP2Pcommunication.Al-
thoughthesearecertainlyimportant,anotheiequallyimportanttopic
hasremainednostlyunaddressednformally, it hasto dowith how
onebecomes peerin a P2Pparadigm.More concretelythetech-
nologyfor secureadmissiorof peersinto a P2Papplicationsimply
doesnot exist Thisstatementloesnotcontradicthefactthatthere
arecurrentlymary operatingP2Papplicationsthey eitheroperate
in acompletelyopenmanneii.e., have noadmissiorcontrolwhat-
soev/er) or admitpeerson somead hocbasis.

In this work we focuson admissiorcontrolmechanism$or P2P
settings.Although someP2Papplicationshave behind-the-scenes
seners(e.g.,Naptster)mary operateastruepeergroupswith a at
structure(no hierarchy)whereall peernodeshave identicalrights
andresponsibilities.It is in such“sernerless” P2Pernvironments
thatadmissionof nev memberss arealchallenge.

Therestof the paperis organizedasfollows: Section2 provides
somebackgrountn P2Psystems.Section3 presentour system
modelanddiscusseslesignchallengesn P2Padmissioncontrol.
Next, Sectiord describeshegeneraP2PadmissiorprocessThen,
Section5 discusseshe designandevaluationof the actualadmis-
sion control protocols. Experimentaresultsare presentecéndan-
alyzedin Sections6 and 7, respectiely. Finally, relatedwork is
overviewed in Section8. (AppendixA containsdetailedprotocol
descriptions).

2. BACKGROUND

Thereis a wide variety of P2P systemscurrentlyin operation.
They includeunstructuredystemsuchasGnutella[31] andFreenet
[3] wherepeersare unavare of the total membershipf nodesin



the system. In thesesystemsa requestis recursvely ooded or

randomlyforwardedto directly connectedpeersuntil it is either
answeredr its hop countexpires. More structuredP2P systems
(e.g.,CAN [24], Chord[30], Pastry[26], and Tapestry[32]) tend

to usesomeform of a distributedhashtable (DHT) which guaran-
teesthatdesiredcontentis alwaysfound,if it exists.

Most large-scaleP2P systemsare asynchronousn nature,i.e.,
constanton-line presencds not assumedr requiredfrom peer
nodes. However, one extremeof P2Psystemscovers more tradi-
tional, synchronougroupcommunicatiorsystemssuchasSpread
[29], Totem[1] or Horus[25] wherescalabilityis typically limited,
membershigwarenesss totalandgroupmembershipequireson-
stanton-line presencef eachpeer

Nodesin a P2Psystemcanusea wide spectrumof communi-
cationparadigms.At oneendof the spectrumare powerful work-
stationsconnectedo stable,high-speedwired networks. At the
otherendaresmallwirelessdevices (suchas PDAs) forming mo-
bile ad hoc networks (MANET-s). As mentionedearlier the goal
of this paperis to explore admissioncontrol mechanismgor P2P
systems.In doing so,we try to be asgeneralaspossibleandstay
independenof ary speci csof theunderlyingP2Psystem.

3. SECURITY

SinceP2Psystemsareusuallydeplo/ed over opennetworks, se-
curity is ohviously a very importantconcern. We identify three
main pillars of P2Psecurity: key managementyustmanagement
andaccessontrol. The purposeof key managemenis to estab-
lish cryptographidkeys to allow securecommunicatioramongthe
membersTrustmanagemerdimsto reduce or possiblyblock, the
spreadof maliciouscontentandassurereliability aswell asavail-
ability of service.

Accesscontrol essentiallyamountsto controlling membership.
It is easyto seethat both key managemenandtrustmanagement
are effective only after a memberis allowed to join (access}he
group. Without a secureadmissionprocess(which, at the very
least,shouldincludetheauthenticatiorof theprospectie member),
we arguethatthereis no pointin usingsecurekey managemerdand
trustmanagemerginceamaliciousprospectre membercaneasily
generateary numberof falseidentities. For this reasonpur focus
is on P2Padmissiorcontrol.

3.1 SystemModel

Our systemmodelcloselyfollows the admissioncontrol frame-
work developedby Kim, etal. in [11]. This framework classi es
groupadmissiorpolicy accordingo theentity (or entities)chaged
with admissiondecisions. The classi cation includessimple ad-
missioncontrol policies, suchas static ACL-basedadmission,as
well asadmissiorbasednthedecisionof some x edentity; either
external(e.g.,aTTP)orinternal(e.g.,agroupfounder). Thesesim-
ple policiesarerelatively easyto supportanddo not presenimuch
of achallenge.An in-depthdiscussiorof variousissuessurround-
ing admissiorcontrol policiescanbefoundin [11].

Things becomemuch more interestingwhen the peersthem-
selwes are responsiblefor admitting nev members. In this case,
admissionis typically basedon someform of limited consensus
amongcurrentpeers. Limited consensuss essentiallyequivalent
to attaininga threshold(or a minimum number)of currentmem-
berswho agreeto admita prospectie peerto their group.

As in [11], we distinguishbetweeradmissiorpoliciesbasedon

x ed and dynamicthresholds. A x ed thresholdis speci ed as
the minimum numberof votes, whereas,a dynamicthresholdis
speci ed asa fraction of the currentgroupsize. A x edthreshold

is essentiallya -out-of- modelwherethethreshold is x edand
(currentgroupsize)variesovertime. In contrastwith adynamic
threshold(suchas30%), shrinksor grows in tandemwith

3.2 Population Sizeand Awareness

Sincethe populationof peersin mostP2Psystemds dynamic,
i.e., peersjoin andleave the groupat ary time, establishingpre-
cise currentgroup size can be problematic. However, especially
for dynamicthresholdsiit is imperatve to determinethe current
groupsize. (For x edthresholdsit is only importantto establish
whetherthecurrentgroupsizeis lessthanthethresholdj.e.,

If so,special‘below-threshold’policy mustbe usedto admitnewv
peers.) This is a challengingproblem,especiallyin a completely
distributed,asynchronouanddecentralizedP2Psetting.

Closelyrelatedto groupsizeis theissueof membershipware-
ness,j.e., knowing theidentitiesof currentpeers.This usuallyre-
quiressynchronouspn-line operation.However, synchronou$2P
systemsarenot common(unlessoneconsiderggroupcommunica-
tion systemsvhichdonotscaleto Internetsize). Ontheotherhand,
aswill be seenlater in the paper synchronousoperationmakes
it relatively easyto conductcertaincomplicatedadmissionproce-
dureswhich areunworkablein anasynchronousetting.

In amorecommon asynchronouB2Psetting,onesimplewayto
solve the groupsizeproblemis by imposingor assuminga trusted
authority chaged with maintainingup-to-datemembershignfor-
mation.(In [11], it isreferredto astheGroupAuthority or GAUTH,;
we usethe sameterminologyhere). Every peercanberequiredto
periodicallysendan authenticatedheart-beatmessagéo GAUTH
whichaidsin maintainingup-to-datenembershignformation. This
clearly violatesthe peernatureof the system. On otherhand,in
mostcurrentP2Psystemg31, 3, 24,30, 26, 32], aprospectie peer
must contacta speci ¢ hode,called a bootstappingnode which
providesinformationaboutactive peerscurrentlyon-line. Without
trustingthis node,it seemghatwe cannotbootstrapary meaning-
ful service.Hence someform of trustedauthorityis requiredto (at
least)maintaincurrentgroupsizeinformation.

We stressthat GAUTH is only trustedto keeptrack of mem-
bershipinformation; it is not privy to ary peers or group’s se-
crets.We alsorecognizehat GAUTH represents potentialsingle
point of failure; an adwersarycanlaunchdenial-of-serviceattacks
againstGAUTH anddisruptservice.(Of course replicationmeth-
odscanbeusedo reducesxposureandimprove availability.). Note
thatrenderingGAUTH unavailableonly impactsadmissiorof new
peers;it doesnot disruptserviceasfar asthe normaloperationof
the P2Psystem.

3.3 Certi cates

In most modernP2P systems the identity of eachpeeris de-
terminedby someuniqueidenti er (e.g.,an|P addresor a DNS
name)or by a hashthereof. Neitherapproachis securesincean
adwersarycanalwayschoosea setof nodelDs thatarenotrandom,
or choosea setof IP addressethathashto a desiredrangein the
nodelD spaceThisis knovn asa Sybil attack5]. It is particularly
inappropriateto usethe nodelD asa functionof the IP addressn
aP2Psystemwith highly dynamicpeerpopulation.

In order Sybil attacks,we can usethe public key of the node
to calculatethe nodelD. This is contingentuponevery peerhav-
ing a standarde.g.,X.509v3) public key certi cate (PKC) issued
by a recognizedCerti cation Authority (CA) [9]. In our model,
ratherthanusingstandardong-termidentity certi cates,a special-
purposecerti cate assertinggroup membershigs issuedto each
peeruponadmission.We referto it asa Group Membeship Cer



ti cate (GMC).

A GMC is in mary respectssimilar to a standardPKC. It in-
cludesthe nameof the groupandtheusual elds, suchasissuance
time andthevalidity interval. A GMC mayreferenceahe particular
members identity PKC. Alternatively, or additionally it mayalso
containadistinctpublickey (for whichthe membetknows the cor
respondingsecretkey) to be usedasthe members uniquesecurity
credentialwithin thegroup.A peermembercanprove membership
by supplyingavalid GMC anddemonstratingnowledge(e.g.,by
sighinga messagedf the privatekey correspondingdo the public
key referredto, or includedin, the GMC.

4. ADMISSION CONTROL

In this sectionwe provide a more detaileddiscussiorof admis-
sioncontrol. Thetablebelov summarizeshe notationusedin the
restof the paper

Table 1: Notation Summary

GAUTH | groupauthority
total numberof peers
threshold(
indicesof peers
and  peerrespectrely
identi er of
public key certi cate of
groupmembershiperti cate of
's secretandpublic keys, respectiely

groupsecretkey

sighatureof message generatedvith
secretshareof

partialsecretsharefor by
signerdist

4.1 Concepts

We now describea genericpeerbasecadmissiorprocess.

- - - broadcast
unicast
Figure 1: Admission Control
Step 0. Bootstrapping: A prospectie peer obtainsthe

group charter [11] out of bandand then the information of cur
rentgroupsizefrom eitherGAUTH or somebootstrapnode. The
groupcharteris a signeddocumentcontainingadmissionpolicies
andvariousparametersuchasgroup name,signature/encryption
algorithmidenti ers, thresholdtype ( x ed or dynamic),andother
optional elds. Thisprocesss performedonly onceperadmission.

Step 1. Join Request: initiates the protocol by sending
ajoin request(JOIN _REQ messagéo the group. This message,
signecdby ,includes 'spublickey certi cate ( )
andthetargetgroupname.How this requesis sentto thegroupis
application-dependent.

Step2. Admission Decision: Uponreceiptof JOIN _REQagroup
memberrst extractsthesenders andveri es thesigna-
ture. If avoting peerappraresof admissiorit replieswith asigned
messagéJOIN _REP. Severalsignatureschemesdescribedn sec-
tion 5) canbe usedfor this purpose Then, collectsandver
i es atleast suchvotes.

Note that, dependingon the underlyingsignaturescheme this
stepmayinvolve multiple roundsandco-ordinatioramongsigning
members.

Step 3. GMC Issuance: Exactly who issuesthe for

depend®n thesecuritypolicy. If thepolicy stipulatesusing
anexisting GAUTH , onceenoughvotesarecollected(accordingo
thegroupcharter), sendsGAUTH agroupmembershier
ti cate requesimessagéGMCREQ. It contains: , group
name andthe setof votescollectedin Step2. In adistributedset-
ting with no GAUTH , veri es the individual votes, and,
from them,composeds own

Armedwith aGMC, canactasabona de groupmember
To prove membershipo anotheparty (within or outsidethegroup)
simply signsa messagéchallenge}o thateffect.

4.2 SystemDesign

The admissioncontrol systemis madeup of four components;
policy managergroupmembershigontroller librariesfor various
signatureschemesandsignaturgformatprocessorFigure2 shavs
thearchitecture.

Application
Policy Signature
ormat
Manager Processor

l T

’ Group Admission Controller ‘

i t f t

s [rsrsdrsosd| asw |
! i i ¢
o ()

’ Crypto Lib (OpenSSL) ‘

Admission Process

Figure 2: Group Admission Control System

A policy manaer is the componentwhich checksfor confor
manceto thepolicy speci edin thegroupcharter First, the policy
manageichecksthe thresholdtype. If the thresholdtypeis static,
it checksif the numberof currentmemberds at leastequalto the

INotethat doesnot have to be anidentity certi cate; it
couldalsobeagroupmembershigerti cate for anothergroup.



threshold( ). If , the policy managerenforcesthe
BelowThreshold  policy which requiresit to eitherforwardthe
JOIN _REQto GAUTH directly, or to resetthe thresholdto re ect
current .

In someP2Psystemgespeciallyin a MANET), groupsizecan
uctuate drasticallywithin a shorttime. As the numberof peers
grows or shrinks,we needto increaseor decreasehe threshold.
Sinceupdatingthethresholds anexpensve operationjt isimprac-
tical for every membershigventto triggeranupdateprocessin or-
derto preventthis, we apply a simplewindowmechanismSpecif-
ically, every memberkeepsstateof , which is the group size
atthe time of the lastthreshold-updatprocess.A new threshold-
updateprocesss triggeredonly whenthe differencebetweenthe
currentgroupsize and is greaterthan — the win-
dow buffer. In otherwords,thresholdupdateprocesss triggered
only when .

Thegroupadmissiorcontwoller includesfunctionsusedto iden-
tify admissionprotocolsanddistribute the messageto the corre-
spondinglibraries. Four differentadmissioncontmol libraries built
atopOpenSSL[19] form the corecryptographiengineof the sys-
tem. Thedetailsof messagéandlingaredescribedn thefollowing
section. The signatue format processortransformsall signatures
into the standardormat. Thatis, membershigerti cates (GMC-
s) generatedy our systemare compatiblewith X.509v3[9], and
signature®n all protocolmessageare PKCS7-formatted23].

5. PROTOCOL DESIGN

In thissectionwe describeheprotocolsusedfor makingadmis-
sion decisionfor both centralizedand decentralizeanodels. (We
assumexistenceof GAUTH in all centralizedprotocols).A more
detaileddescriptionof eachprotocolcanbefoundin Appendix A.

5.1 Plain Signatures

Plaindigital signatureschemessuchasRSA andDSA (denoted
collectively asPS),arenaturalanddefaultcandidate$or admission
control. Although we useRSA in our protocol examplesbelow,
justaboutary signatureschemecanbe usedinstead.Figures3 and
4 illustrate the centralizedand the decentralizedRSA protocols,
respectiely.

(1)
@)

(3)
4)

=JOIN.REQ =GMCREQ

Figure 3: Centralized RSA Protocol

(1)
@

=GMCREQ

Figure 4: DecentralizedRSA Protocol

An importantadvantageof plain signatureds thateachcurrent
membercansignthejoin requestasyndironously i.e., the admis-
sion processdoesnot require coordinationamongcurrentmem-
bers. The “applicant” ( ) canapproacheachmemberat its
own leisureandgraduallycollecttherequirednumberof votes.The
maindravbackis the needto keepa linearnumberof votesbefore

approachinghe GAUTH . Also, a separatesignatureveri cation
for eachvote canamountto signi cant overhead.

5.2 ThresholdRSA

RecentlyKong,etal. [13, 14, 12] proposedhe useof threshold
signatureschemedor distributing the functionsof a certi cation
authoritythroughoua MANET. They suggeste@nRSA threshold
signaturescheme.We will referto it asTS-RSA.In this section,
we describetheir schemeandapplyit to admissioncontrolin P2P
systems.

Duringinitialization, atrusteddealer(i.e.,aGAUTH or aboot-
strappingnodein our context) is involved in generatingan RSA
modulus  which will be commonfor the entire group, a secret
function suchthat

, where is agroupsecretkey
tributesa secretshare to groupfounders
that,thedealeris nolongerrequired.

Sincethere may be compromisednemberswho can generate
falsesharesand false signatureghereafter the dealerprovides a
witnessof which is representedy

for a certain , and publishesit for Veri able
SecretSharing(VSS)[22].

. The dealerdis-
-s. After

=JOIN.REQ =GMCREQ

Figure5: Centralized TS-RSA Protocol

=GMCREQ

Figure 6: DecentralizedTS-RSA Protocol

This schemecanbe viewed asanideal solutionfor peergroup
admissiorcontrol,mainly becausé offersminimal dealerinvolve-
ment. However, it hasa major aw in checkingcorrectnesof
the secretshare after summingup all . In other
words,it doesnot provide veri ability of secretshareg16].

As aresult,maliciousor compromisediserscansendfake shares
to nev memberswithout beingdetected.This limits the schemes
applicabilityin providing securityservicesn adynamicgroupset-
ting. Anotherdravbackof this schemgalbeit, a relatively minor
one)is thatit requiresa trusteddealerto generatethe group se-
cret (RSA key) and shareit amongthe initial membersalthough
presenceof the dealeris limited to a shortperiod of time (boot-
strapping).Furthermorein orderto maintainthesecreg of  -s,
we needto usetherandomshufing techniqueproposedn [13].

5.3 ThresholdDSA

In this section,we considerthe schemeusing thresholdDSA
signaturesgenotedasTS-DSA. This is anextensionof thescheme
in [6] where , the numberof group memberscanbe increased
without changingthe groupsecret.



Unlike TS-RSA, TS-DSA canbeinitialized by a groupof or
more founding membersusing Joint SecretSharing(JSS)[20] as
well asa dealersincea secretpolynomialis selectedbver a public
primemodulus . Thus,TS-DSAdoesnotrequirethe dealereven
for thebootstrappinghase.

We assumehatthe centralizedprotocolrequiresa dealer(e.g.,
GAUTH ) to setup the polynomial over the groupsecret , and,
in the decentralizedsersion, the secretpolynomialis collectively
generatediy group founding members . We apply
JSSonceagainto selectarandomsecret in bothcentralizedand
decentralizedersions.For moredetails,pleasereferto [20].

=JOIN.REQ =GMCREQ

Figure7: Centralized TS-DSA Protocol

=GMCREQ

Figure 8: DecentralizedTS-DSA Protocol

Thisschemeprovidesveri ability of secresharesHowever, just

like in TS-RSA,randomshufing is requiredto securelytransfer

. Similar to [6], this schemds secureonly if thereare

lessthan — malicious(subverted)members.To generate

a randomsecretwithout the dealer extra communication
roundsarerequired.

5.4 Accountable Subgroup Multisignatur es

Ohta, et al. [17] proposedthis interestingscheme denotedas
ASM, which enablesary subgroupof a given group of potential
signersto signin away thatthesignaturewhile of constantength,
provably revealstheidentitiesof all individual signersto ary veri-

er. This schemeakesadwantageof the homomorphigropertyof
Schnorrsignature$27] to constructanef cient ASM scheme.

=JOIN.REQ  =GMCREQ

Figure9: Centralized ASM Protocol

The veri cation phasein this schemerequiresonly two modu-
lar exponentiationsand modularmultiplications,sincean ASM

=GMCREQ

Figure 10: DecentralizedASM Protocol

is effectively the sameasa regular Schnorrsignature.This is very

ef cient since,otherwise, veri cations would be performed.Un-

like thresholdsignaturesno dealeris assumed.Another notable
featureof ASM is full accountabilityof signers. However, since
eachsigners identity shouldbeincluded,thelengthof a signature
is linearin thenumberof signers.

5.5 Comparison

The protocolsdiscussedhusfar offer very differentalternatves
for P2Padmissiorcontrol. Table2 summarizesheir key features.

PSrelieson eachsignerhaving its own key-pair which is inde-
pendentlygenerated. The sameindependencef key generation
appliesto ASM schemes.In contrast,TS-RSAand TS-DSA en-
tail acomplicatedsetupphaseandanon-trivial join procedurevith
multiple protocolrounds. Moreover, the complex setupdoesnot
eliminatethe needfor having speci c key materiaffor signingmes-
sageswithin the group. BetweenthresholdschemesT S-DSAdif-
fersfrom TS-RSAIn thatthegroupsecretkey canbegeneratedy
agroupof membersithoutthedealer

PSis themostgenerain thatneitheron-line presencef all sign-
ersnor membershippwarenesss necessaryThis is importantfor
asynchronousoff-line groupssuchas contentsharingcommuni-
ties.

PSandASM directly identify the signers.Signers'accountabil-
ity is impossible(or at leasthardto attain)with TS-RSAandTS-
DSA. We remarkthataccountabilityis not alwaysdesired.In con-
trast,TS-RSAandTS-DSAprovide the anorymity of thesigners.

TS-RSA,TS-DSA,andASM have only oneresultingsignature,
while, in PS,the numberof signatureis linear in the numberof
signers. Similarly, both TS-RSA and TS-DSA have a constant
lengthof the nal signaturendependentf the numberof signers.
The signaturesizein PSdependsn the numberof signers.Since
ASM containsthe identity of signers,the signaturemay become
largerasthe groupgrows.

Table 2: Feature Summary
PS [ TS-RSA| TS-DSA] ASM |

[ KeyFeatures |
Dealerinvolved
On-linepresence
Accountability
Anonymity

6. PERFORMANCE

Weimplementedhegroupadmissiorcontroltoolkit asdescribed
in 4.2. It consistsof the cryptographidunctionswhich are devel-
opedusingthe OpenSSUibrary [19]. This toolkit is writtenin C
for Linux, andcurrentlyconsistsf about45,000linesof code.The
sourcecodefor theadmissiorcontroltoolkit is availablein [21].

We integratedour admissioncontrol systemwith both Secure
Spread28] andGnutella[7] in orderto measurehe performance
in the contet of real P2Papplications.SecureSpreads selected



as an exampleof a synchronoud?2P system,and Gnutellaasan
asynchronousne.

We measuredhebasicoperationsandthencomparedhe perfor
manceof four cryptographigrotocolswith both x edanddynamic
thresholds.We used1024-bitmodulusin all mechanismsthatis,
1024-bit in RSAandTS-RSA,and1024-bit and160-bit in
TS-DSAandASM?,

Sinceeachprotocolhasdifferenthumberof communicatiomounds,

we measuredotal processingime from sendingof the JOIN _REQ
to obtainingnev GMCs’. This meansthe join costincludesnot
only the signaturegenerationand veri cation time in basicoper
ations, but also the communicationcostssuch as paclet encod-
ing/decodingime, thenetwork delay andsoon. To getreasonably
correctresults the experimentswvererepeated 000timesfor each.

6.1 BasicOperation Costs

In thissectionwe demonstratéhe costof eachsignaturescheme
usedasa primitive in our admissioncontrol mechanismsTable3
shaws, for eachscheme the numberof exponentiationsfor sig-
naturegeneratiorandsignaturesize which resultedfrom partial
signaturesWith regardto the numberof exponentiation,TS-DSA
takes one extra exponentiationorderto get without knowvledge
of or in a distributedfashion. The length of the signature
in PSandTS-RSAis linearin . Notethat,in bothPSandASM,
thecombinedsignaturesncludethesigners'identitiesandthetotal
signaturesizegrows accordingly TS-DSAhasaconstansignature
size.

Table 3: Signing Cost Analysis (
signer's , unit: bit)

: keylength, : length of

No of Expos. Signaturesize

PS
TS-RSA
TS-DSA

ASM

Table 4 shavs our measurementfor signaturegenerationwith
plainRSA,DSA andSchnorrschemesvhich areform basisof TS-
RSA, TS-DSA,andASM, respectiely. Table5 shavs the costof
signaturegeneratiorin termsof key size,wheret=3. In TS-RSA,
the costin generatinga partial signatures almostthe sameasthat
of RSA signaturegenerationput we needextra costto compute
times Lagrange coefcient for partial private key. Similarly, TS-
RSA is slightly betterthan TS-DSA with 512-bit modulus,while
TS-DSA s fasterthan TS-RSAwith larger key size. As evident
from thetable,ASM is the bestperformer

Table4: Signature Generation Costsof BasicSchemesn msecs
(P3-977MHz)

[ Key | RSA | DSA ] Schnorr]

512 1.390| 1.440 1.650
768 3.940| 2.680 2.775
1024 6.820 | 3.815 4.136
2048 || 41.880| 12.290| 12.830

Table 6 shawvs the measuredsignatureveri cation costsfor all
aforementionedsignatures. Table 7 shawvs the cost of signature

2DSA key of 1024bits is a little more securethan1024-bitRSA
key, becauseéhe RSA key is acompositenumberandthe DSA key
is aprime[10].

%In theseexperimentswe did not considerthe partial shae shuf-
ing for bothTS-RSAandTS-DSA.

Table 5: Signature Generation Costs in msecs (t=3, P3-
997MHz)

[Key | PS | TSRSA] TSDSA| ASM |
512 || 3.710] 15.920] 23.730] 7.930
768 || 14.010| 38.349| 32.380| 11.300
1024 || 24.220| 70.429| 40,920 15902
2048 || 128.500| 425.176| 104.420] 41.760

veri cation in termsof key size. In PS,the costof signaturever-
i cation is proportionalto the threshold. All otherschemesgex-
ceptPS, have only oneresultingsignaturedueto the aggreation
of partial signatureslt is easyto seethatthe veri cation costsof
TS-DSA andASM aresimilar to that of underlyingstandardsig-
natures.However, veri cation costfor TS-RSAis extremelyhigh.
This is becausehe computationof in t-bounded
offsettingalgorithm[13] hasto be donealmostevery time the sig-
natureis veri ed.* Unlike plain RSA,we cannotapplytheChinese
RemaindeTheoemto speedup computationsincethe factorsof

areunknavn to the veri er. From our experimentswe found
thatthis computatiortakesmorethan95% of thetotal veri cation
cost. This is a critical obsenation. Contraryto our intuition, the
resultshawvs that TS-RSAis muchworsethanTS-DSAin termsof
signatureveri cation cost.

Table6: SignatureVeri cation Costsof BasicSchemesn msecs
(P3-977MHz)

[ Key ] RSA [ DSA T Schnorr]

512 || 0.198| 1.910 1.940
768 || 0.238| 3.430 3.450
1024 || 0.287 | 4.755 4,774
2048 || 0.604 | 15.150| 15.030

Table 7: Signature Verication Costs in msecs (t=3, P3-
997MHz)

[Key [ PS | TSRSA[ TS-DSA| ASM |
512 || 0.465] 5010] 2.090 ] 1.9400
768 || 0.723| 12.550] 3.950| 4.025
1024 || 0.763| 24.410| 5020 5.290
2048 || 1.780 | 144.460| 15.450 ] 15.760

6.2 Secuke Spread Experiments

SecureSpread28] is anapplicationbuilt ontop of Spread29] —
areliablewide-areagroupcommunicatiorsystem.SecureSpread
addsgroup key managemenénd securecommunicationservices
to Spread.In its presenform, SecureSpreadsupportsonly static
groupaccesgontrol. Thisis donevia the ush mechanisnwhich
is usedby eachcurrentgroupmemberto acknaviedgeevery mem-
bershipchange(e.g.,join, leave, partition, meige). A prospectre
membercanjoin a grouponly afterit hasreceved ush OK mes-
sagedrom all currentgroupmembers.However, this mechanism
offers no security sincethereinvolvesno authenticatiorof either
new or currentmembers.Moreover, all group membersmustbe
involvedin eachadmissiorprocess.

We integratedour admissioncontrol mechanismswith Secure
Spread. The integration involved extensionsto SpreadAPI. All

“We ran eachtestcasel1000times. We obsered thatwith SHA-1
asthehashfunction, about50% of trials underwenthis operation
in caseof 512-bitkey andt=2. For all othertestcasesijt occured
almostall thetime.
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groupadmissiorprotocolmessageée.g.,JOIN _REQJOIN _REPR,
etc.)aresentencapsulatedithin standard&SpreadnessagesSpread
unicastingand muticastingare usedto sendsuchmessagesOnce
thejoining memberrecevesits GMC, it becomeshenev member
of thegroupandthegroupkey is updated.

For our experimentswith SecureSpreadwe useda clusterof 10
machinesat JohnsHopkinsUniversity EachmachinehasP3-667
MHz CPU, 256 KB Cacheand256 MB memoryandrunsLinux
2.4. We ran Spreaddaemonson all machineswhich formed a
SpreadMachineGroup. Almost equalnumberof clientsrunning
on thesemachinesconnectrandomlyto the daemons. The new
joining memberis a clientrunningon amachineat UC Irvine with
aCeleronl.7 GHz CPU,20KB cacheand256 MB memory

Experimentswere performedwith the above testbedfor both
x ed and dynamicthresholdsor all signatureschemesliscussed
thusfar.

Figurell(a)shavs the plot for the averagetime taken by a nev
memberto join agroupwith a x edthreshold.We performedthis
testwith 4-5processesn eachmachineandmeasuredhejoin cost
by changingthethreshold.As expected plain RSA s the bestper
formerin termsof computationtime. However, we also seethat
both TS-RSAandTS-DSA exhibit reasonableosts( sec.)at
leastuntil t=10.

Figuresl2(a)and12(c) shav the plots for the averagetime for
a nev memberto join a groupwith a dynamicthreshold. In this
experiment,the thresholdratios( ) is setto 20% and30% of the
currentgroup size, respectiely. The actualnumericthresholdis
determinedby multiplying the groupsizeby . We measuredhe
performancaup to

6.3 Gnutella Experiments

For theasynchronouB2Pexperimentsye integratedour mech-
anismswith Gnut-0.4.21[7] (anopen-sourcé&nutella[31] imple-
mentation).At the setupphaseof the Gnutellaprotocol,a connec-
tion is establishecby communicatingso-calledping and pong
messagesvhich are basedon IP addresses.In orderto prevent
Sybil attackg5], we modi ed ourimplementatiorsothatthe con-
nectionis madeonly if therespondeanswerwwith its valid GMC.
For this purpose,we speci ed two new messages:sping and
spong . Thesping messageontainsthe requestes PKC, and
the spong messageontainsthe respondes GMC andits signa-
ture (to prove possessionf its privatekey). As in the Spreadex-

periment,all groupadmissiorprotocolmessageareencapsulated
within standardsnutellamessages.

We performedall measurementsn the following Linux ma-
chinesconnecteavith ahigh-speed AN: P4-1.2GHzP3-977MHz,
P3-933MHz andP3-797MHz.

Figurell(b)shavsthejoin costfor thestaticthresholdcase.Fi-
nally, Figuresl2(b)and 12(d)shaw thejoin costsfor thedynamic
thresholdcase(20% and30%,respectiely). All of thesemeasure-
mentswereperformedwith theequalnumberof memberprocesses
oneachmachine.

7. OBSERVATIONS AND DISCUSSION

A few interestingpoints arisefrom observingour experimen-
tal results. Most obserationsare quite intuitive. In all testswith
both GnutellaandSecureSpreadye notethatPSoutperformsT S-
RSA, TS-DSAandASM. Thisis mainly dueto thesmallernumber
of roundsin the protocolaswell asfastersignaturegeneratiorand
veri cation (referto Tables5 and7). At rst, this seemsgo indi-
catethatadvancedcryptographidechniquesrenot very usefulfor
the purposeof P2Padmissioncontrol. However, thereare some
counterarguments.

The very reasonwe choseto usethe threshold RSA/DSA) and
ASM schemesvasbecauseve wantedto reducethecombinedsig-
naturesizein a GMC. As canbe seenfrom Table3, the signature
size(andthusthesizeof a GMC) in the PSschemas proportional
to thethreshold . Thisis in contraswith thresholdschemesvhere
signaturesizesare constantfor a given key size. Also, in ASM,
the effective signaturesizeis smallerthanin the PS, althoughit
includestheidenti ers of all signingpeers.

Forlargegroupsandespeciallyfor dynamicthresholdstheGMC
will becomehugefor the PS schemes.This yields a basictrade-
off: PS offers lower join costbut longer GMCs, whereasother
schemeghave shortei(ASM) or constan{TS-DSA/TS-RSAGMCs
but highjoin cost. Theoptimalchoicewould clearlyneedio depend
on the speci cs of a particulargroup. The PSmechanisnwill be
a goodchoicefor small groupsor groupsof moderatesizewhere
bandwidthis not a majorconcern.For large groups wherejoining
thresholdsarehigherandbandwidthis animportantissue thresh-
old and multisignatureschemesnay yield betterresults. On the
otherhand,in pover-staned MANET andsensometworks, higher
computationcostsmay still rule out ASM andthresholdschemes
in favor of PS.
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We alsonotethatjoin costfor ASM is betterthanthatfor thresh-
old schemesAlso, amongthresholdschemesT S-DSAfairsbetter
than TS-RSAfor x ed thresholds. ASM and TS-RSA have the
samenumberof rounds but thedifferences in theamountof com-
putationdoneby the peers(and GAUTH , in caseof centralized
protocols).In TS-RSA veri cation of thethresholdsignaturds ex-
tremelyhigh, dueto the -boundedbffsettingalgorithmmentioned
earlier The costsof signaturegeneratiorandveri cation in DSA
and Schnorr(on which TS-DSAandASM arebased)aslistedin
Table4 andTable6 arecomparablehowvever, ASM becomesnore
ef cient thanTS-DSA becausef fewer rounds. For the dynamic
thresholdcase, TS-RSAis slightly aheadof TS-DSA becausein
the latter, a considerablemountof time is spenton updatingthe
polynomialsas a consequencef the changingthreshold. Since
the effective signaturesizeis independenbf the groupthreshold,
we concludethattheselectioramongASM, TS-RSAandTS-DSA
schemedhasto be madeon the basisof the desiredfeatures,as
discussedn Section5.5

Another more transparentpbsenation is that the graphsfol-
low almostthe samepatternfor all schemeswith both Gnutella
and SecureSpread.Not surprisingly SecureSpreadncurshigher
coststhanGnutella. Thisis quite self-explanatory:all communica-
tion betweertheclientandthe senerin Gnutellais point-to-point,
whereas,in Spread,two peerscommunicatevia their respectie
daemons.Also, the communicatioroverheadin Spreadis gener

ally higher dueto its synchronousatureand variousreliability
features.

8. RELATED WORK

With the exceptionof [11] thereappeardo be almostno prior
work in theareaof P2Padmissiorcontrol.

The Antigone[15] projectis the closestrelatedwork. Antigone
includesa e xible framework for securegroupcommunicatiorand
utilizesa centralizecadmissiorapproactgearedprimarily towards
securemulticastscenarios. Antigone offers e xible mechanisms
for de ning policiesaboutmembershipapplicationmessageand
otheraspects.

In Antigone,memberadmissioris mediatedy a SessiorLeader
(SL) which interactswith the TTP (thatoperaten-line)in order
to admita nev member The TTP sharesa symmetrickey both
with the SL andevery potentialnev member (The TTP actslike a
KerberosAS/TGS).Everyoneis expectedto know in adwancethe
identity of the SL.

Someof themechanismsliscussedn this paperareakinto lim-
ited forms of voting. Electronicvoting schemehave beenexten-
sively studiedstartingwith the seminalwork of Benaloh[2]. Most
approachearebasedn mix-nets,homomorphiencryption[4] or
blind signature418].

[8] presentsa trustbasedadmissioncontrol modelwhich could
be integratedwith our systemto make admissiondecisionshased



on arating of trustfor the prospectre member But, we insistthat
this schemecannot be usedfor establishingadmissioncontrolin
its entirety

9. CONCLUSION

Building upona peergroupadmissiorcontrolframevork in [11]
we designedseveral concreteP2P admissioncontrol mechanisms
basedn differentcryptographicechniquesWe assessetheprac-
ticality of thesetechniquesdy measuringandanalyzingtheir per

formancein both synchronousand (more typical) asynchronous

P2Psettings. The experimentalresultsare slightly disheartening
asthey castsomedoubt upon the practicality of adwancedcryp-
tographictechniquesgspecially thresholdsignatures.Moreover,
sinceevery schemehasits own prosandcons,we asserthatit is
impossibleto single out oneparticularschemefor all P2Padmis-
sioncontrolscenarios.

In summaryalthoughwe madesomeprogressowardsconstruct-
ing practicalP2Padmissioncontrol schemesmuchremainsto be
done.
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APPENDIX
A. PROTOCOL DESCRIPTIONS

A.1 Centralized RSA

Step 1. A prospectie member presentsts identity certi -
cate andasignatureon JOIN _REQmessage in order
to prove the knowledgeof the correspondingprivate key.
waitsfor atleast votesfrom the currentgroupmemberseforeit
couldjoin thegroup.

Step2. Thecurrentmember  signsthemessage as

a vote usingplain RSA schemeandsendst backto along

with its membershigerti cate

Step3. veri es atleast , collects
votes,andsubmitsthemto GAUTH with GMCREQ , andits

signature A GMCREQ  is aX.509certi cate reques{9] which
containsanidentity of , , andotherattributessuchas
agroupname.Recallthatanidentity anda publickey of
areboundto thoseof alsosendsa signers'list

to the GAUTH sothatit canverify the signatureof the
respectre members.

Step 4. Finally, GAUTH issues for after ver
ifying all votesindividually with RSA veri cation processwhere
is derivedfrom GMCREQ

The GAUTH alsoveri es thatthe signaturesreactuallymeant
for the prospectre memberwith identi cation andnot for
someoneelse. This will foil ary attemptof a replay (one where
a nev memberdeliversall its votesto someoneelse)or a collu-
sion (onewheretwo or more prospectire membersxchangetheir
individual votes)attack.

A.2 DecentralizedRSA

Step 1. Sameasstep(1) in SectionA.1 exceptthatthesignatures
generatedn GMCREQ

Step 2. Sameasstep(2) in A.1 exceptthatthe vote is madeon
GMCREQ  without sinceGMCREQ  alreadycontains
anidentity of

issuestselfa
,where is

Step3. Sameasstep(4)in A.1 except
which contains GMCREQ
(GMCREQ )

A.3 Centralized TS-RSA
Step1l. Sameasstep(1) in SectionA.1

Step 2. Currentmembergeplieswith its membershipcerti cate
to afterverifying the JOIN _REQasa join commit-
mentand therein.

Step3. picks(perhapsitrandom) responding

and composesghe signerlist with the of
membersvho have voted. Then, sends to each
who have sentthe join commitments.Thereasorwhy we needto
sendthesignerlist is to make each  know theindex of mem-
bersin advanceto computelagrange coefcient, denotedby ,

for thepartialsignaturegndshares.

Step4. Now, each  generates for suchthat

, Whereapartialprivatekey, ,isgener
atedby . Also, computes 'spartial
share by .The sendsack

to

Step 5. self-initializesits own secretshare
mingupall -s. After that,
membershigerti cate with thecollectionof votesandthesigners
list.

by sum-

Step6. The GAUTH multiplies votesto generatehe signature
since . To ob-
tain the actualsignature extra procedurecalled -boundedcoali-
tion offsettingalgorithm[13] is required.If the signatureis valid,
theGAUTH nally issueghe to

A.4 DecentralizedTS-RSA
Step1l. Sameasstep(1) in SectionA.2

Step2-3. Sameasstep(2)-(3) in Centralizedl S-RSA

Step4. Sameasstep(4) in Centralizedl' S-RSA,exceptthevoteis
madeon GMCREQ  without

Step5. Sameasstep(6) in CentralizedT S-RSA,except is-
suesitself a which contains GMCREQ , Where
=(GMCREQ ) .

A.5 Centralized TS-DSA
Step1l. Sameasstep(1) in SectionA.1

Step 2. The peerswho wish to participatein the admissiorreply

with theirrespectie membershigerti cates to after
verifying
Step3. picksatrandom responders

, collectstheir from their respectie
list andsendst to each

Step 4. Each randomlychoosests polynomial
in of degree , Where — . Note that
, . computes and
for all signers in , andthendistributes
and to all of its co-signers.After receving her partial
sharedrom theotherco-signers, computes and suchthat

-sto form asigner

Then, computes and suchthat
,andsends and backto . Why each

musttake (atleast)two polynomialsis referredto [6].

Step 5. computes without knowving and
lows: First, it computes and suchthat

which nally equalgo ,

asfol-

whichequals . Next, it computegheinverse
and nally computes as
which equals . Then, sends
to
Step6. computes suchthat
,Wwhere is 'sshareof groupsecret . Also,
computes 's partial share by
.Then, sends and to
Step 7. now requeststhe membershipcerti cate with

votes,ajoint challenge , andthesignerdist to GAUTH .

Step8. GAUTH recoversthecompletesignature with votesus-
ing Lagrangenterpolationandthenveries and with standard
DSA veri cation processlf thesignatures valid, GAUTH issues
the

requestérom GAUTH the



A.6 DecentralizedTS-DSA
Step1l. Sameasstep(1) in SectionA.2

Step2-5. Sameasstep(2)-(5) in CentralizedTS-DSA

Step6. Sameasstep(6) in CentralizedT S-DSA, exceptthevoteis
madeonGMCREQ  without

Step7. Sameasstep(8) in CentralizedDSA, except issues
itself whichcontains GMCREQ ,where
=(GMCREQ )

A.7 Centralized ASM
Stepl. Sameasstep(1) in SectionA.1

Step2. Tosignamessagesach  sendsapartialcommitment
suchthat to .

Step 3. multiplies commitmentgo obtainthe joint chal-
lenge alongwith all signersinformation suchthat
, where , andthensends
and tothe signingmembers.

Step 4. Each rst veri es the hashof  (to con rm thatit
is signinga membershipmessageandnot somearbitrarymessage

from ). It thencomputesandreturns suchthat
backto the
Step 5. collectsat least votesand submitsthem (along
with andGMCREQ ) to GAUTH.
Step6. Finally the GAUTH veri es all votesby checkingthat
equalsto , Where
and . If theveri cation is successful,

theGAUTH issues

A.8 DecentralizedASM
Stepl. Sameasstep(1) in SectionA.2
Step2. Sameasstep(2)-(3) in CentralizedASM.

Step 4. Sameasstep(4) in CentralizedASM, exceptthe vote is
madeon GMCREQ

Step5. Sameasstep(6) in CentralizedASM, except issues
itself whichcontains GMCREQ
where (GMCREQ ,



