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ABSTRACT
Peer-to-Peer(P2P)applicationsandservicesarevery commonin
today's computing. The popularityof the P2Pparadigmprompts
the needfor specializedsecurityserviceswhich makesP2Psecu-
rity an importantandchallengingresearchtopic. Most prior work
in P2Psecurity focusedon authentication,key managementand
securecommunication. However, an importantpre-requisitefor
many P2Psecurityservicesis secureadmission,or how onebe-
comesa peer in a P2P setting. This issuehas beenheretofore
largelyuntouched.

Thispaperbuildsuponsomerecentwork [11] whichconstructed
a peergroupadmissioncontrolframework basedon differentpoli-
ciesandcorrespondingcryptographictechniques.Our centralgoal
is to assessthe practicalityof thesetechniques.To this end, we
constructandevaluateconcreteP2Padmissionmechanismsbased
on variouscryptographictechniques. Although our analysisfo-
cusesprimarily on performance,we also considerother impor-
tantfeatures,suchas:anonymity, unlinkability andaccountability.
Amongotherthings,ourexperimentalresultsdemonstratethat,un-
fortunately, advancedcryptographicconstructs(suchasveri�able
thresholdsignatures)arenotyet readyfor primetime.

Categoriesand SubjectDescriptors
C.2 [Computer-Communications Networks]: SecurityandPro-
tection;C.2.2[Network Protocols]: Applications;C.4[Performance
of Systems]: DesignStudies

GeneralTerms
Security, Performance

Keywords
peer-to-peer, security, groupmembership,accesscontrol, mobile
ad-hocnetworks,admissioncontrol
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1. INTRODUCTION
In atypicalP2Pscenario,anumberof distributedentities(peers)

performsomefunctionin adecentralizedmanner. P2Papplications
are generallydivided into three classes:parallelizable,content-
basedand collaborative. A parallelizable P2Papplicationsplits
a large taskinto smallerpiecesthat executein parallelat a num-
ber of independentpeernodes. A content-basedP2Papplication
focuseson storinginformationat variouspeersin thenetwork. A
collaborative P2Papplicationallows peersto collaborate,in real
time, without relying on centralserversto collectandrelay infor-
mation. CurrentP2Psettingsareclearly very diverse. For exam-
ple, somecollaborative P2Papplicationsrequiresynchronousop-
eration,while others,suchascontent-based,operatein a discon-
nected,asynchronousmanner. P2Pcommunicationmodelsvaryas
well: from one-to-many or few-to-many to many-to-many.

The rising popularityof P2Papplicationspromptsthe needfor
specializedP2Psecurityservicesandmechanisms.This needhas
beenrecognizedby theresearchcommunity. However, thebulk of
prior work hasbeenin the context of authentication,anonymity,
key managementand,in general,secureP2Pcommunication.Al-
thoughthesearecertainlyimportant,anotherequallyimportanttopic
hasremainedmostlyunaddressed.Informally, it hasto dowith how
onebecomesa peerin a P2Pparadigm.More concretely, thetech-
nologyfor secureadmissionof peersinto aP2Papplicationsimply
doesnot exist. Thisstatementdoesnotcontradictthefactthatthere
arecurrentlymany operatingP2Papplications;they eitheroperate
in acompletelyopenmanner(i.e.,havenoadmissioncontrolwhat-
soever) or admitpeersonsomeadhocbasis.

In thiswork wefocusonadmissioncontrolmechanismsfor P2P
settings.AlthoughsomeP2Papplicationshave behind-the-scenes
servers(e.g.,Naptster),many operateastruepeergroupswith a�at
structure(no hierarchy)whereall peernodeshave identicalrights
andresponsibilities.It is in such“server-less” P2Penvironments
thatadmissionof new membersis a realchallenge.

Therestof thepaperis organizedasfollows: Section2 provides
somebackgroundon P2Psystems.Section3 presentsour system
modelanddiscussesdesignchallengesin P2Padmissioncontrol.
Next, Section4 describesthegeneralP2Padmissionprocess.Then,
Section5 discussesthedesignandevaluationof theactualadmis-
sioncontrolprotocols.Experimentalresultsarepresentedandan-
alyzedin Sections6 and7, respectively. Finally, relatedwork is
overviewed in Section8. (AppendixA containsdetailedprotocol
descriptions).

2. BACKGROUND
Thereis a wide variety of P2Psystemscurrently in operation.

They includeunstructuredsystemssuchasGnutella[31] andFreenet
[3] wherepeersareunawareof the total membershipof nodesin



the system. In thesesystems,a requestis recursively �ooded or
randomlyforwardedto directly connectedpeersuntil it is either
answeredor its hop countexpires. More structuredP2Psystems
(e.g.,CAN [24], Chord[30], Pastry[26], andTapestry[32]) tend
to usesomeform of a distributedhashtable(DHT) which guaran-
teesthatdesiredcontentis alwaysfound,if it exists.

Most large-scaleP2Psystemsareasynchronousin nature,i.e.,
constanton-line presenceis not assumedor requiredfrom peer
nodes.However, oneextremeof P2Psystemscoversmoretradi-
tional, synchronousgroupcommunicationsystemssuchasSpread
[29], Totem[1] or Horus[25] wherescalabilityis typically limited,
membershipawarenessis totalandgroupmembershiprequirescon-
stanton-linepresenceof eachpeer.

Nodesin a P2Psystemcanusea wide spectrumof communi-
cationparadigms.At oneendof thespectrumarepowerful work-
stationsconnectedto stable,high-speed,wired networks. At the
otherendaresmallwirelessdevices(suchasPDAs) forming mo-
bile adhoc networks (MANET-s). As mentionedearlier, thegoal
of this paperis to explore admissioncontrol mechanismsfor P2P
systems.In doingso,we try to beasgeneralaspossibleandstay
independentof any speci�csof theunderlyingP2Psystem.

3. SECURITY
SinceP2Psystemsareusuallydeployedoveropennetworks,se-

curity is obviously a very importantconcern. We identify three
main pillars of P2Psecurity: key management,trust management
andaccesscontrol. The purposeof key managementis to estab-
lish cryptographickeys to allow securecommunicationamongthe
members.Trustmanagementaimsto reduce,or possiblyblock,the
spreadof maliciouscontentandassurereliability aswell asavail-
ability of service.

Accesscontrol essentiallyamountsto controlling membership.
It is easyto seethat both key managementandtrust management
areeffective only after a memberis allowed to join (access)the
group. Without a secureadmissionprocess(which, at the very
least,shouldincludetheauthenticationof theprospectivemember),
wearguethatthereis nopoint in usingsecurekey managementand
trustmanagementsinceamaliciousprospective membercaneasily
generateany numberof falseidentities.For this reason,our focus
is onP2Padmissioncontrol.

3.1 SystemModel
Our systemmodelcloselyfollows theadmissioncontrol frame-

work developedby Kim, et al. in [11]. This framework classi�es
groupadmissionpolicy accordingto theentity (or entities)charged
with admissiondecisions. The classi�cation includessimplead-
missioncontrol policies, suchasstaticACL-basedadmission,as
well asadmissionbasedonthedecisionof some�x edentity;either
external(e.g.,aTTP)or internal(e.g.,agroupfounder).Thesesim-
ple policiesarerelatively easyto supportanddo not presentmuch
of a challenge.An in-depthdiscussionof variousissuessurround-
ing admissioncontrolpoliciescanbefoundin [11].

Things becomemuch more interestingwhen the peersthem-
selves are responsiblefor admitting new members. In this case,
admissionis typically basedon someform of limited consensus
amongcurrentpeers.Limited consensusis essentiallyequivalent
to attaininga threshold(or a minimum number)of currentmem-
berswho agreeto admita prospective peerto their group.

As in [11], we distinguishbetweenadmissionpoliciesbasedon
�x ed and dynamic thresholds. A �x ed thresholdis speci�ed as
the minimum numberof votes,whereas,a dynamicthresholdis
speci�ed asa fractionof thecurrentgroupsize. A �x edthreshold

is essentiallya
�

-out-of-� modelwherethethreshold
�

is �x edand
� (currentgroupsize)variesover time. In contrast,with adynamic
threshold(suchas30%),

�

shrinksor grows in tandemwith � .

3.2 Population Sizeand Awareness
Sincethe populationof peersin mostP2Psystemsis dynamic,

i.e., peersjoin and leave the groupat any time, establishingpre-
cisecurrentgroup sizecan be problematic. However, especially
for dynamicthresholds,it is imperative to determinethe current
groupsize. (For �x ed thresholds,it is only importantto establish
whetherthecurrentgroupsizeis lessthanthethreshold,i.e., ���

�

.
If so,special“below-threshold”policy mustbeusedto admitnew
peers.)This is a challengingproblem,especiallyin a completely
distributed,asynchronousanddecentralizedP2Psetting.

Closelyrelatedto groupsizeis the issueof membershipaware-
ness,i.e., knowing theidentitiesof currentpeers.This usuallyre-
quiressynchronous,on-lineoperation.However, synchronousP2P
systemsarenot common(unlessoneconsidersgroupcommunica-
tion systemswhichdonotscaleto Internetsize).Ontheotherhand,
as will be seenlater in the paper, synchronousoperationmakes
it relatively easyto conductcertaincomplicatedadmissionproce-
dureswhichareunworkablein anasynchronoussetting.

In amorecommon,asynchronousP2Psetting,onesimplewayto
solve thegroupsizeproblemis by imposingor assuminga trusted
authoritychargedwith maintainingup-to-datemembershipinfor-
mation.(In [11], it is referredtoastheGroupAuthorityor GAUTH;
we usethesameterminologyhere).Every peercanberequiredto
periodicallysendanauthenticatedheart-beatmessageto GAUTH
whichaidsin maintainingup-to-datemembershipinformation.This
clearly violatesthe peernatureof the system. On otherhand,in
mostcurrentP2Psystems[31,3, 24,30,26,32], aprospectivepeer
mustcontacta speci�c node,calleda bootstrappingnode, which
providesinformationaboutactive peerscurrentlyon-line. Without
trustingthis node,it seemsthatwe cannotbootstrapany meaning-
ful service.Hence,someform of trustedauthorityis requiredto (at
least)maintaincurrentgroupsizeinformation.

We stressthat GAUTH is only trustedto keeptrack of mem-
bershipinformation; it is not privy to any peer's or group's se-
crets.We alsorecognizethatGAUTH representsa potentialsingle
point of failure; anadversarycanlaunchdenial-of-serviceattacks
againstGAUTH anddisruptservice.(Of course,replicationmeth-
odscanbeusedto reduceexposureandimproveavailability.). Note
thatrenderingGAUTH unavailableonly impactsadmissionof new
peers;it doesnot disruptserviceasfar asthenormaloperationof
theP2Psystem.

3.3 Certi�cates
In most modernP2Psystems,the identity of eachpeeris de-

terminedby someuniqueidenti�er (e.g.,an IP addressor a DNS
name)or by a hashthereof. Neitherapproachis securesincean
adversarycanalwayschooseasetof nodeIDs thatarenot random,
or choosea setof IP addressesthathashto a desiredrangein the
nodeID space.This is known asaSybil attack[5]. It is particularly
inappropriateto usethenodeID asa functionof the IP addressin
a P2Psystemwith highly dynamicpeerpopulation.

In order Sybil attacks,we can usethe public key of the node
to calculatethe nodeID. This is contingentuponevery peerhav-
ing a standard(e.g.,X.509v3)public key certi�cate (PKC) issued
by a recognizedCerti�cation Authority (CA) [9]. In our model,
ratherthanusingstandardlong-termidentity certi�cates,aspecial-
purposecerti�cate assertinggroupmembershipis issuedto each
peeruponadmission.We refer to it asa GroupMembership Cer-



ti�cate (GMC).
A GMC is in many respectssimilar to a standardPKC. It in-

cludesthenameof thegroupandtheusual�elds, suchasissuance
timeandthevalidity interval. A GMC mayreferencetheparticular
member's identity PKC. Alternatively, or additionally, it mayalso
containadistinctpublickey (for which thememberknows thecor-
respondingsecretkey) to beusedasthemember's uniquesecurity
credentialwithin thegroup.A peermembercanprovemembership
by supplyinga valid GMC anddemonstratingknowledge(e.g.,by
signinga message)of theprivatekey correspondingto the public
key referredto, or includedin, theGMC.

4. ADMISSION CONTROL
In this sectionwe provide a moredetaileddiscussionof admis-

sioncontrol. Thetablebelow summarizesthenotationusedin the
restof thepaper.

Table1: Notation Summary
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4.1 Concepts
Wenow describeagenericpeer-basedadmissionprocess.
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Figure1: AdmissionControl

Step 0. Bootstrapping: A prospective peer
�('*),+

obtainsthe
group charter [11] out of bandand then the information of cur-
rentgroupsizefrom eitherGAUTH or somebootstrapnode. The
groupcharteris a signeddocumentcontainingadmissionpolicies
andvariousparameterssuchasgroupname,signature/encryption
algorithmidenti�ers, thresholdtype (�x edor dynamic),andother
optional�elds. Thisprocessis performedonly onceperadmission.

Step 1. Join Request:
� '-),+

initiates the protocol by sending
a join request(JOIN REQ) messageto the group. This message,
signedby

� '-),+

, includes
� '-),+

'spublickey certi�cate(
����� '*),+

)1

andthetargetgroupname.How this requestis sentto thegroupis
application-dependent.

Step2. AdmissionDecision:Uponreceiptof JOIN REQ, agroup
member�rst extractsthesender's

����� '*),+

andveri�es thesigna-
ture. If avotingpeerapprovesof admissionit replieswith a signed
message(JOIN REP). Severalsignatureschemes(describedin sec-
tion 5) canbeusedfor this purpose.Then,

�('*),+

collectsandver-
i�es at least

�

suchvotes.
Note that, dependingon the underlyingsignaturescheme,this

stepmayinvolvemultipleroundsandco-ordinationamongsigning
members.

Step 3. GMC Issuance: Exactly who issuesthe
�

��� '-).+

for
�
'*),+

dependson thesecuritypolicy. If thepolicy stipulatesusing
anexistingGAUTH , onceenoughvotesarecollected(accordingto
thegroupcharter),

� '-),+

sendsGAUTH agroupmembershipcer-
ti�cate requestmessage(GMCREQ). It contains:

����� '-),+

, group
name,andthesetof votescollectedin Step2. In a distributedset-
ting with no GAUTH ,

�
'*),+

veri�es the individual votes,and,
from them,composesits own

�

�/� '-),+

.

Armedwith aGMC,
�

'*),+

canactasabona�de groupmember.
To provemembershipto anotherparty(within or outsidethegroup)

�
'*),+

simplysignsa message(challenge)to thateffect.

4.2 SystemDesign
The admissioncontrol systemis madeup of four components;

policy manager, groupmembershipcontroller, librariesfor various
signatureschemes,andsignatureformatprocessor. Figure2 shows
thearchitecture.

Group Admission Controller

Crypto Lib (OpenSSL)

Application

Policy
Manager

PS TS-RSA TS-DSA ASM

CommitJoin VerifySign

Signature
Format

Processor

A
dm

is
si

on
 P

ro
ce

ss

Figure2: Group AdmissionControl System

A policy manager is the componentwhich checksfor confor-
manceto thepolicy speci�ed in thegroupcharter. First, thepolicy
managerchecksthe thresholdtype. If the thresholdtype is static,
it checksif thenumberof currentmembersis at leastequalto the

1Note that
�����

'*),+

doesnot have to bean identity certi�cate; it
couldalsobea groupmembershipcerti�cate for anothergroup.



threshold( ���

�

). If � �

�

, the policy managerenforcesthe
BelowThreshold policy which requiresit to eitherforwardthe
JOIN REQto GAUTH directly, or to resetthe thresholdto re�ect
current � .

In someP2Psystems(especiallyin a MANET), groupsizecan
�uctuate drasticallywithin a short time. As the numberof peers
grows or shrinks,we needto increaseor decreasethe threshold.
Sinceupdatingthethresholdis anexpensiveoperation,it is imprac-
tical for everymembershipeventto triggeranupdateprocess.In or-
derto prevent this,we applya simplewindowmechanism.Specif-
ically, every memberkeepsstateof ����� � , which is the groupsize
at the time of the last threshold-updateprocess.A new threshold-
updateprocessis triggeredonly whenthe differencebetweenthe
currentgroupsize ���
	�� and ����� � is greaterthan 


�

� – the win-
dow buffer. In otherwords,thresholdupdateprocessis triggered
only when � ���
	������ ��� � ����


�

� .
Thegroupadmissioncontroller includesfunctionsusedto iden-

tify admissionprotocolsanddistribute the messagesto the corre-
spondinglibraries.Four differentadmissioncontrol librariesbuilt
atopOpenSSL[19] form thecorecryptographicengineof thesys-
tem.Thedetailsof messagehandlingaredescribedin thefollowing
section.Thesignature format processortransformsall signatures
into thestandardformat. That is, membershipcerti�cates(GMC-
s) generatedby our systemarecompatiblewith X.509v3[9], and
signaturesonall protocolmessagesarePKCS7-formatted[23].

5. PROTOCOL DESIGN
In thissection,wedescribetheprotocolsusedfor makingadmis-

sion decisionfor both centralizedanddecentralizedmodels. (We
assumeexistenceof GAUTH in all centralizedprotocols).A more
detaileddescriptionof eachprotocolcanbefoundin Appendix A.

5.1 Plain Signatures
Plaindigital signatureschemes,suchasRSAandDSA (denoted

collectively asPS),arenaturalanddefaultcandidatesfor admission
control. Although we useRSA in our protocolexamplesbelow,
justaboutany signatureschemecanbeusedinstead.Figures3 and
4 illustrate the centralizedand the decentralizedRSA protocols,
respectively.
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Figure3: Centralized RSA Protocol
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Figure4: DecentralizedRSA Protocol

An importantadvantageof plain signaturesis thateachcurrent
membercansign the join requestasynchronously, i.e., theadmis-
sion processdoesnot requirecoordinationamongcurrentmem-
bers. The “applicant” (

�
'-),+

) can approacheachmemberat its
own leisureandgraduallycollecttherequirednumberof votes.The
maindrawbackis theneedto keepa linearnumberof votesbefore

approachingthe GAUTH . Also, a separatesignatureveri�cation
for eachvotecanamountto signi�cant overhead.

5.2 ThresholdRSA
Recently, Kong,et al. [13, 14,12] proposedtheuseof threshold

signatureschemesfor distributing the functionsof a certi�cation
authoritythroughoutaMANET. They suggestedanRSAthreshold
signaturescheme.We will refer to it asTS-RSA.In this section,
we describetheir schemeandapply it to admissioncontrol in P2P
systems.

During initialization,a trusteddealer(i.e.,a GAUTH or a boot-
strappingnodein our context) is involved in generatingan RSA
modulus \ which will be commonfor the entiregroup,a secret
function ]

���! 

such that ]
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is a groupsecretkey
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. Thedealerdis-
tributesa secretshare"#"
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]
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to groupfounders
� 	

-s. After
that,thedealeris no longerrequired.

Sincetheremay be compromisedmemberswho can generate
falsesharesand falsesignaturesthereafter, the dealerprovides a
witnessof ]
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which is representedby o�pQq�r
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for a certain pxw�y{z
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, and publishesit for Veri�able
SecretSharing(VSS)[22].
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Figure5: Centralized TS-RSA Protocol
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Figure 6: DecentralizedTS-RSA Protocol

This schemecanbe viewed asan ideal solutionfor peergroup
admissioncontrol,mainlybecauseit offersminimaldealerinvolve-
ment. However, it hasa major �a w in checkingcorrectnessof
thesecretshare"#"

'*),+

after summingup all $!"#"

�
�

��„:…

 

. In other
words,it doesnotprovide veri�ability of secretshares[16].

As aresult,maliciousor compromiseduserscansendfakeshares
to new memberswithout beingdetected.This limits thescheme's
applicabilityin providing securityservicesin a dynamicgroupset-
ting. Anotherdrawbackof this scheme(albeit,a relatively minor
one) is that it requiresa trusteddealerto generatethe group se-
cret (RSA key) andshareit amongthe initial members,although
presenceof the dealeris limited to a shortperiodof time (boot-
strapping).Furthermore,in orderto maintainthesecrecy of "#"

�

-s,
we needto usetherandomshuf�ing techniqueproposedin [13].

5.3 ThresholdDSA
In this section,we considerthe schemeusing thresholdDSA

signatures,denotedasTS-DSA.This is anextensionof thescheme
in [6] where � , the numberof groupmembers,can be increased
without changingthegroupsecret.



Unlike TS-RSA,TS-DSA canbe initialized by a groupof
�

or
morefoundingmembersusingJoint SecretSharing(JSS)[20] as
well asa dealersincea secretpolynomialis selectedover a public
primemodulus� . Thus,TS-DSAdoesnot requirethedealereven
for thebootstrappingphase.

We assumethat thecentralizedprotocolrequiresa dealer(e.g.,
GAUTH ) to setup the polynomialover the groupsecret

�

, and,
in the decentralizedversion,the secretpolynomial is collectively
generatedby group founding members

� 	��

�

�

� �

�

 

. We apply
JSSonceagainto selecta randomsecret� in bothcentralizedand
decentralizedversions.For moredetails,pleasereferto [20].
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Figure7: Centralized TS-DSAProtocol
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Figure8: DecentralizedTS-DSAProtocol

Thisschemeprovidesveri�ability of secretshares.However, just
like in TS-RSA,randomshuf�ing is requiredto securelytransfer
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. Similar to [6], this schemeis secureonly if thereare
lessthan
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malicious(subverted)members.To generate
a randomsecretwithout the dealer, extra �

�
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communication
roundsarerequired.

5.4 AccountableSubgroup Multisignatur es
Ohta, et al. [17] proposedthis interestingscheme,denotedas

ASM, which enablesany subgroupof a given groupof potential
signers,to signin awaythatthesignature,while of constantlength,
provably revealstheidentitiesof all individual signersto any veri-
�er . This schemetakesadvantageof thehomomorphicpropertyof
Schnorrsignatures[27] to constructanef�cient ASM scheme.
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Figure9: Centralized ASM Protocol

The veri�cation phasein this schemerequiresonly two modu-
lar exponentiationsand � modularmultiplications,sincean ASM
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Figure10: DecentralizedASM Protocol

is effectively thesameasa regularSchnorrsignature.This is very
ef�cient since,otherwise,

�

veri�cations would beperformed.Un-
like thresholdsignatures,no dealeris assumed.Anothernotable
featureof ASM is full accountabilityof signers. However, since
eachsigner's identity shouldbeincluded,thelengthof a signature
is linearin thenumberof signers.

5.5 Comparison
Theprotocolsdiscussedthusfar offer very differentalternatives

for P2Padmissioncontrol.Table2 summarizestheir key features.
PSrelieson eachsignerhaving its own key-pair which is inde-

pendentlygenerated.The sameindependenceof key generation
appliesto ASM schemes.In contrast,TS-RSAandTS-DSA en-
tail acomplicatedsetupphaseandanon-trivial join procedurewith
multiple protocol rounds. Moreover, the complex setupdoesnot
eliminatetheneedfor having speci�c key materialfor signingmes-
sageswithin thegroup. Betweenthresholdschemes,TS-DSAdif-
fersfrom TS-RSAin thatthegroupsecretkey canbegeneratedby
a groupof memberswithout thedealer.

PSis themostgeneralin thatneitheron-linepresenceof all sign-
ersnor membershipawarenessis necessary. This is importantfor
asynchronous,off-line groupssuchas contentsharingcommuni-
ties.

PSandASM directly identify thesigners.Signers'accountabil-
ity is impossible(or at leasthardto attain)with TS-RSAandTS-
DSA. We remarkthataccountabilityis notalwaysdesired.In con-
trast,TS-RSAandTS-DSAprovide theanonymity of thesigners.

TS-RSA,TS-DSA,andASM have only oneresultingsignature,
while, in PS, the numberof signatureis linear in the numberof
signers. Similarly, both TS-RSA and TS-DSA have a constant
lengthof the�nal signatureindependentof thenumberof signers.
Thesignaturesizein PSdependson thenumberof signers.Since
ASM containsthe identity of signers,the signaturemay become
largerasthegroupgrows.

Table 2: Feature Summary

Key Features PS TS-RSA TS-DSA ASM
Dealerinvolved �

On-linepresence � � �

Accountability
� �

Anonymity � �

6. PERFORMANCE
Weimplementedthegroupadmissioncontroltoolkit asdescribed

in 4.2. It consistsof thecryptographicfunctionswhich aredevel-
opedusingtheOpenSSLlibrary [19]. This toolkit is written in C
for Linux, andcurrentlyconsistsof about45,000linesof code.The
sourcecodefor theadmissioncontroltoolkit is availablein [21].

We integratedour admissioncontrol systemwith both Secure
Spread[28] andGnutella[7] in orderto measuretheperformance
in thecontext of real P2Papplications.SecureSpreadis selected



asan exampleof a synchronousP2Psystem,andGnutellaasan
asynchronousone.

Wemeasuredthebasicoperationsandthencomparedtheperfor-
manceof four cryptographicprotocolswith both�x edanddynamic
thresholds.We used1024-bitmodulusin all mechanisms;that is,
1024-bit \ in RSA andTS-RSA,and1024-bit $ and160-bit � in
TS-DSAandASM2.

Sinceeachprotocolhasdifferentnumberof communicationrounds,
wemeasuredtotalprocessingtime from sendingof theJOIN REQ
to obtainingnew GMCs3. This meansthe join cost includesnot
only the signaturegenerationandveri�cation time in basicoper-
ations, but also the communicationcostssuchas packet encod-
ing/decodingtime,thenetwork delay, andsoon. To getreasonably
correctresults,theexperimentswererepeated1000timesfor each.

6.1 BasicOperation Costs
In thissection,wedemonstratethecostof eachsignaturescheme

usedasa primitive in our admissioncontrolmechanisms.Table3
shows, for eachscheme,the numberof exponentiationsfor sig-
naturegenerationandsignaturesizewhich resultedfrom

�

partial
signatures.With regardto thenumberof exponentiation,TS-DSA
takes oneextra exponentiationorder to get � without knowledge
of � or �

j

� in a distributedfashion. The lengthof the signature
in PSandTS-RSAis linear in

�

. Note that, in bothPSandASM,
thecombinedsignaturesincludethesigners'identitiesandthetotal
signaturesizegrowsaccordingly. TS-DSAhasaconstantsignature
size.

Table 3: Signing Cost Analysis ( �

�

� : key length, �

���

� : length of
signer's

� �

, unit: bit)

No of Expos. Signaturesize
PS ) )��

�

J # J �_J LNM�J !

TS-RSA ) J # J

TS-DSA )��

� �

�€J � J

ASM ) J � J �_J �ZJ��

�

)��€J LNM�J !

Table4 shows our measurementsfor signaturegenerationwith
plainRSA,DSA andSchnorrschemeswhichareform basisof TS-
RSA, TS-DSA,andASM, respectively. Table5 shows thecostof
signaturegenerationin termsof key size,wheret=3. In TS-RSA,
thecostin generatinga partialsignatureis almostthesameasthat
of RSA signaturegeneration,but we needextra costto compute

�

timesLagrange coef�cient for partial privatekey. Similarly, TS-
RSA is slightly betterthanTS-DSA with 512-bit modulus,while
TS-DSA is fasterthanTS-RSAwith larger key size. As evident
from thetable,ASM is thebestperformer.

Table4: SignatureGenerationCostsof BasicSchemesin msecs
(P3-977MHz)

Key RSA DSA Schnorr
512 1.390 1.440 1.650
768 3.940 2.680 2.775
1024 6.820 3.815 4.136
2048 41.880 12.290 12.830

Table6 shows the measuredsignatureveri�cation costsfor all
aforementionedsignatures. Table 7 shows the cost of signature
2DSA key of 1024bits is a little moresecurethan1024-bitRSA
key, becausetheRSAkey is a compositenumberandtheDSA key
is a prime[10].
3In theseexperimentswe did not considerthe partial share shuf-
�ing for bothTS-RSAandTS-DSA.

Table 5: Signature Generation Costs in msecs (t=3, P3-
997MHz)

Key PS TS-RSA TS-DSA ASM
512 3.710 15.920 23.730 7.930
768 14.010 38.349 32.380 11.300
1024 24.220 70.429 40.920 15.902
2048 128.500 425.176 104.420 41.760

veri�cation in termsof key size. In PS,the costof signaturever-
i�cation is proportionalto the threshold. All otherschemes,ex-
ceptPS,have only oneresultingsignaturedueto the aggregation
of partial signatures.It is easyto seethat theveri�cation costsof
TS-DSA andASM aresimilar to that of underlyingstandardsig-
natures.However, veri�cation costfor TS-RSAis extremelyhigh.
This is becausethe computationof �

�

�Nk%l�m

\

 

in t-bounded
offsettingalgorithm[13] hasto bedonealmostevery time thesig-
natureis veri�ed.4 UnlikeplainRSA,wecannotapplytheChinese
RemainderTheoremto speedup computation,sincethe factorsof

\ areunknown to the veri�er. From our experiments,we found
thatthis computationtakesmorethan95%of thetotal veri�cation
cost. This is a critical observation. Contraryto our intuition, the
resultshows thatTS-RSAis muchworsethanTS-DSAin termsof
signatureveri�cation cost.

Table6: SignatureVeri�cation Costsof BasicSchemesin msecs
(P3-977MHz)

Key RSA DSA Schnorr
512 0.198 1.910 1.940
768 0.238 3.430 3.450
1024 0.287 4.755 4.774
2048 0.604 15.150 15.030

Table 7: Signature Veri�cation Costs in msecs (t=3, P3-
997MHz)

Key PS TS-RSA TS-DSA ASM
512 0.465 5.010 2.090 1.9400
768 0.723 12.550 3.950 4.025
1024 0.763 24.410 5.020 5.290
2048 1.780 144.460 15.450 15.760

6.2 Secure SpreadExperiments
SecureSpread[28] is anapplicationbuilt ontopof Spread[29] –

a reliablewide-areagroupcommunicationsystem.SecureSpread
addsgroupkey managementandsecurecommunicationservices
to Spread.In its presentform, SecureSpreadsupportsonly static
groupaccesscontrol. This is donevia the �ush mechanismwhich
is usedby eachcurrentgroupmemberto acknowledgeeverymem-
bershipchange(e.g.,join, leave, partition,merge). A prospective
membercanjoin a grouponly after it hasreceived �ush OK mes-
sagesfrom all currentgroupmembers.However, this mechanism
offers no security, sincethereinvolvesno authenticationof either
new or currentmembers.Moreover, all groupmembersmustbe
involvedin eachadmissionprocess.

We integratedour admissioncontrol mechanismswith Secure
Spread. The integration involved extensionsto SpreadAPI. All
4We raneachtestcase1000times. We observed thatwith SHA-1
asthehashfunction,about50%of trials underwentthis operation
in caseof 512-bit key andt=2. For all othertestcases,it occured
almostall thetime.
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groupadmissionprotocolmessages(e.g.,JOIN REQ, JOIN REP,
etc.)aresentencapsulatedwithin standardSpreadmessages.Spread
unicastingandmuticastingareusedto sendsuchmessages.Once
thejoining memberreceivesits GMC, it becomesthenew member
of thegroupandthegroupkey is updated.

For ourexperimentswith SecureSpread,weusedaclusterof 10
machinesat JohnsHopkinsUniversity. EachmachinehasP3-667
MHz CPU,256 KB Cacheand256 MB memoryandrunsLinux
2.4. We ran Spreaddaemonson all machineswhich formed a
SpreadMachineGroup. Almost equalnumberof clientsrunning
on thesemachinesconnectrandomly to the daemons. The new
joining memberis a client runningona machineatUC Irvine with
a Celeron1.7GHz CPU,20KB cacheand256MB memory.

Experimentswere performedwith the above testbedfor both
�x ed anddynamicthresholdsfor all signatureschemesdiscussed
thusfar.

Figure11(a)shows theplot for theaveragetime takenby a new
memberto join a groupwith a �x edthreshold.We performedthis
testwith 4-5processesoneachmachineandmeasuredthejoin cost
by changingthethreshold.As expected,plainRSA is thebestper-
former in termsof computationtime. However, we alsoseethat
bothTS-RSAandTS-DSAexhibit reasonablecosts( ��� sec.),at
leastuntil t=10.

Figures12(a)and12(c)show theplots for theaveragetime for
a new memberto join a groupwith a dynamicthreshold. In this
experiment,the thresholdratios( � ) is setto 20% and30%of the
currentgroupsize, respectively. The actualnumericthresholdis
determinedby multiplying thegroupsizeby � . We measuredthe
performanceup to �

^��

� .

6.3 Gnutella Experiments
For theasynchronousP2Pexperiments,weintegratedourmech-

anismswith Gnut-0.4.21[7] (anopen-sourceGnutella[31] imple-
mentation).At thesetupphaseof theGnutellaprotocol,a connec-
tion is establishedby communicatingso-calledping and pong
messageswhich are basedon IP addresses.In order to prevent
Sybil attacks[5], we modi�ed our implementationsothatthecon-
nectionis madeonly if theresponderanswerswith its valid GMC.
For this purpose,we speci�ed two new messages:sping and
spong . The sping messagecontainsthe requester's PKC, and
the spong messagecontainsthe responder's GMC andits signa-
ture (to prove possessionof its privatekey). As in theSpreadex-

periment,all groupadmissionprotocolmessagesareencapsulated
within standardGnutellamessages.

We performedall measurementson the following Linux ma-
chinesconnectedwith ahigh-speedLAN: P4-1.2GHz,P3-977MHz,
P3-933MHz,andP3-797MHz.

Figure11(b)shows thejoin costfor thestaticthresholdcase.Fi-
nally, Figures12(b)and 12(d)show thejoin costsfor thedynamic
thresholdcase(20%and30%,respectively). All of thesemeasure-
mentswereperformedwith theequalnumberof memberprocesses
oneachmachine.

7. OBSERVATIONS AND DISCUSSION
A few interestingpoints arisefrom observingour experimen-

tal results. Most observationsarequite intuitive. In all testswith
bothGnutellaandSecureSpread,wenotethatPSoutperformsTS-
RSA,TS-DSAandASM. This is mainlydueto thesmallernumber
of roundsin theprotocolaswell asfastersignaturegenerationand
veri�cation (refer to Tables5 and7). At �rst, this seemsto indi-
catethatadvancedcryptographictechniquesarenotveryusefulfor
the purposeof P2Padmissioncontrol. However, therearesome
counter-arguments.

Thevery reasonwe choseto usethe threshold(RSA/DSA)and
ASM schemeswasbecausewewantedto reducethecombinedsig-
naturesizein a GMC. As canbeseenfrom Table3, thesignature
size(andthusthesizeof a GMC) in thePSschemeis proportional
to thethreshold

�

. This is in contrastwith thresholdschemeswhere
signaturesizesareconstantfor a given key size. Also, in ASM,
the effective signaturesize is smallerthan in the PS,althoughit
includestheidenti�ers of all signingpeers.

For largegroupsandespeciallyfor dynamicthresholds,theGMC
will becomehugefor the PSschemes.This yields a basictrade-
off: PS offers lower join cost but longer GMCs, whereas,other
schemes,haveshorter(ASM) or constant(TS-DSA/TS-RSA)GMCs
but highjoin cost.Theoptimalchoicewouldclearlyneedto depend
on thespeci�cs of a particulargroup. ThePSmechanismwill be
a goodchoicefor small groupsor groupsof moderatesizewhere
bandwidthis not a majorconcern.For largegroups,wherejoining
thresholdsarehigherandbandwidthis an importantissue,thresh-
old andmultisignatureschemesmay yield betterresults. On the
otherhand,in power-starvedMANET andsensornetworks,higher
computationcostsmay still rule out ASM andthresholdschemes
in favor of PS.
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Wealsonotethatjoin costfor ASM is betterthanthatfor thresh-
old schemes.Also, amongthresholdschemes,TS-DSAfairsbetter
than TS-RSA for �x ed thresholds. ASM and TS-RSA have the
samenumberof rounds,but thedifferenceis in theamountof com-
putationdoneby the peers(andGAUTH , in caseof centralized
protocols).In TS-RSA,veri�cation of thethresholdsignatureis ex-
tremelyhigh,dueto the

�

-boundedoffsettingalgorithmmentioned
earlier. Thecostsof signaturegenerationandveri�cation in DSA
andSchnorr(on which TS-DSA andASM arebased)aslisted in
Table4 andTable6 arecomparable,however, ASM becomesmore
ef�cient thanTS-DSAbecauseof fewer rounds.For the dynamic
thresholdcase,TS-RSAis slightly aheadof TS-DSA because,in
the latter, a considerableamountof time is spenton updatingthe
polynomialsas a consequenceof the changingthreshold. Since
the effective signaturesizeis independentof the groupthreshold,
weconcludethattheselectionamongASM, TS-RSAandTS-DSA
schemeshasto be madeon the basisof the desiredfeatures,as
discussedin Section5.5

Another, more transparent,observation is that the graphsfol-
low almost the samepatternfor all schemeswith both Gnutella
andSecureSpread.Not surprisingly, SecureSpreadincurshigher
coststhanGnutella.This is quiteself-explanatory:all communica-
tion betweentheclient andtheserver in Gnutellais point-to-point,
whereas,in Spread,two peerscommunicatevia their respective
daemons.Also, the communicationoverheadin Spreadis gener-

ally higher, due to its synchronousnatureand variousreliability
features.

8. RELATED WORK
With the exceptionof [11] thereappearsto be almostno prior

work in theareaof P2Padmissioncontrol.
TheAntigone[15] projectis theclosestrelatedwork. Antigone

includesa �e xible framework for securegroupcommunicationand
utilizesa centralizedadmissionapproachgearedprimarily towards
securemulticastscenarios.Antigone offers �e xible mechanisms
for de�ning policiesaboutmembership,applicationmessagesand
otheraspects.

In Antigone,memberadmissionis mediatedby aSessionLeader
(SL) which interactswith theTTP (thatoperateson-line) in order
to admit a new member. The TTP sharesa symmetrickey both
with theSL andevery potentialnew member. (TheTTP actslike a
KerberosAS/TGS).Everyoneis expectedto know in advancethe
identityof theSL.

Someof themechanismsdiscussedin thispaperareakin to lim-
ited forms of voting. Electronicvoting schemeshave beenexten-
sively studiedstartingwith theseminalwork of Benaloh[2]. Most
approachesarebasedonmix-nets,homomorphicencryption[4] or
blind signatures[18].

[8] presentsa trustbasedadmissioncontrolmodelwhich could
be integratedwith our systemto make admissiondecisionsbased



on a ratingof trust for theprospective member. But, we insist that
this schemecannot be usedfor establishingadmissioncontrol in
its entirety.

9. CONCLUSION
Building uponapeergroupadmissioncontrolframework in [11]

we designedseveral concreteP2Padmissioncontrol mechanisms
basedondifferentcryptographictechniques.Weassessedtheprac-
ticality of thesetechniquesby measuringandanalyzingtheir per-
formancein both synchronousand (more typical) asynchronous
P2Psettings. The experimentalresultsareslightly disheartening
as they castsomedoubt upon the practicality of advancedcryp-
tographictechniques,especially, thresholdsignatures.Moreover,
sinceevery schemehasits own prosandcons,we assertthat it is
impossibleto singleout oneparticularschemefor all P2Padmis-
sioncontrolscenarios.

In summary, althoughwemadesomeprogresstowardsconstruct-
ing practicalP2Padmissioncontrol schemes,muchremainsto be
done.
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APPENDIX

A. PROTOCOL DESCRIPTIONS

A.1 Centralized RSA
Step1. A prospective member

�('*),+

presentsits identity certi�-
cate

����� '-).+

andasignatureonJOIN REQmessage� � in order
to prove the knowledgeof the correspondingprivatekey.

� '*),+

waits for at least
�

votesfrom thecurrentgroupmembersbeforeit
couldjoin thegroup.

Step2. Thecurrentmember
�
	

signsthemessage
�

� � � �

��� '*),+

 

as
a voteusingplain RSA schemeandsendsit backto

�('*),+

along
with its membershipcerti�cate

�

�/� 	

.

Step3.
� '*),+

veri�es at least
�

�

��� 	 �

�

w��

� �

�

�

�

^

�

 

, collects
�

votes,andsubmitsthemto GAUTH with GMCREQ
'*),+

, andits
signature.A GMCREQ

'-),+

is a X.509certi�cate request[9] which
containsanidentityof

� '-),+

,
��� '-),+

, andotherattributessuchas
agroupname.Recallthatanidentityandapublickey of

�

��� '*),+

areboundto thoseof
����� '*),+

.
� '-),+

alsosendsa signers'list
� %

'-),+

to the GAUTH so that it canverify the signaturesof the
respective members.

Step 4. Finally, GAUTH issues
�

���
'-).+

for
�

'-),+

after ver-
ifying all votesindividually with RSA veri�cation processwhere

��� '*),+

is derivedfrom GMCREQ
'*),+

.
TheGAUTH alsoveri�es thatthesignaturesareactuallymeant

for the prospective memberwith identi�cation
���

'-),+

andnot for
someoneelse. This will foil any attemptof a replay (onewhere
a new memberdeliversall its votesto someoneelse)or a collu-
sion(onewheretwo or moreprospective membersexchangetheir
individual votes)attack.

A.2 DecentralizedRSA
Step1. Sameasstep(1) in SectionA.1 exceptthatthesignatureis
generatedon GMCREQ

'-),+

.

Step 2. Sameasstep(2) in A.1 except that the vote is madeon
GMCREQ

'-).+

without
���

'-).+

sinceGMCREQ
'-),+

alreadycontains
anidentityof

�
'*),+

.

Step3. Sameasstep(4) in A.1 except
�

'*),+

issuesitself a
�

�/�
'-).+

whichcontainso GMCREQ
'*),+

� �

�&%

'-).+

� �

�

�

� �

g*g�g

� �

�




v
, where

�

	

is
(GMCREQ

'-).+

) OQPSR

k%l�m

�

	

.

A.3 Centralized TS­RSA
Step1. Sameasstep(1) in SectionA.1

Step 2. Currentmembersreplieswith its membershipcerti�cate
�

���
	

to
�
'-),+

afterverifying theJOIN REQasa join commit-
mentand

�����
'*),+

therein.

Step3.
�

'-).+

picks(perhapsatrandom)
�

responding
�

���&�
�

�

w��

���

�

�

�

^

�

 

and composesthe signer list
� %

'-).+

with the
���

of
memberswho have voted. Then,

�
'-),+

sends
� %

'*),+

to each
���

who have sentthe join commitments.Thereasonwhy we needto
sendthesignerlist is to make each

�
	

know the index of
�

mem-
bersin advanceto computeLagrangecoef�cient, denotedby �

�
���! 

,
for thepartialsignaturesandshares.

Step4. Now, each
�

�

generates���
�

„

�

for
�
'-).+

suchthat ���

�

„

� ^

�

�
�

� �

� � '*),+

 

��•

�Nk%l�m

\

 

, whereapartialprivatekey,
�

�

, is gener-
atedby "#"

��g

�

� �

�

 �Nk%l�m

\

 

. Also,
�

�

computes
�
'*),+

's partial
share$ " "

�
�

��„�…

 

by "#"

�
g

�

�
�

��„:…

 �Nk%l�m

\

 

. The
�
	

sendsback
���

�

„

�
�

$!"#"

�
�

��„�…

 

to
�

'-),+

.

Step5.
� '*),+

self-initializesits own secretshare"#"

'-),+

by sum-
mingupall $!"#"

� �

��„�…

 

-s. After that,
�('*),+

requestsfrom GAUTH the
membershipcerti�catewith thecollectionof

�

votesandthesigners
list.

Step6. TheGAUTH multiplies
�

votesto generatethesignature
since 	




��


�

�

�

�

� �

��� '-).+  

��•
�

^ �

�

�

� �

� � '*),+  

�

�Nk%l�m

\

 

. To ob-
tain the actualsignature,extra procedure,called

�

-boundedcoali-
tion offsettingalgorithm[13] is required.If thesignatureis valid,
theGAUTH �nally issuesthe

�

�/� '-),+

to
� '*),+

.

A.4 DecentralizedTS­RSA
Step1. Sameasstep(1) in SectionA.2

Step2-3. Sameasstep(2)-(3) in CentralizedTS-RSA

Step4. Sameasstep(4) in CentralizedTS-RSA,exceptthevoteis
madeonGMCREQ

'-).+

without
� � '*),+

.

Step5. Sameasstep(6) in CentralizedTS-RSA,except
� '-),+

is-
suesitself a

�

����'-),+

which containso GMCREQ
'-).+

� �

�

v
, where

�

=(GMCREQ
'-).+

) �

O�P

k%l�m

\ .

A.5 Centralized TS­DSA
Step1. Sameasstep(1) in SectionA.1

Step 2. The peerswho wish to participatein the admissionreply
with theirrespectivemembershipcerti�cates

�

�/� 	

to
�

'*),+

after
verifying

�����
'-),+

.

Step3.
�
'*),+

picksat random
�

responders
�

� �

�

w
�

���

�

�

�

^

�

 

, collectstheir
� �

�

from their respective
�

���

-s to form a signer
list

� %

'*),+

andsendsit to each
�

�

.

Step 4. Each
�

�

randomlychoosesits polynomial �

� ���� 

�

`*� ���  

in y�� of degree
���

� � , where
���

^ �


��

�

B �

. Note that �

���  �^

�




��


�

�

�
���  

,
` ���� ^

�




��


�

`
�

���  

.
���

computes�

�
�

�

 

and
`

�
�

�

 

for all signers
�
	

�

�

^

�

�

gigig

�

�

 

in
�&%

'-).+

, and thendistributes
�

� �

�

 

and
`*� �

�

 

to all of its co-signers.After receiving herpartial
sharesfrom theotherco-signers,

� �

computes�

�

and
`

�

suchthat
�

� ^

�

�

�

 Z^

�




�




�

�
�

�

�

 

�

`*� ^ `!�

�

 ^

�




�




�

`

�

�

�

 �Nk%l�m

�

 

.
Then,

���

computes�

�

and�

�

suchthat �

�
^

�

�
g `

�
�Nk%l�m

�

 

�

�

�
^

p�q

•

�Nk%l�m

$

 

, andsends�

�

and �

�

backto
�
'*),+

. Why each
�

�

musttake (at least)two polynomialsis referredto [6].

Step 5.
�
'*),+

computes� without knowing � and �

j

� as fol-
lows: First, it computes� and � suchthat �

^

�




��


�

�

�

�

�
�

�

 

�Nk%l�m

�

 

which�nally equalsto �

` �Nk%l�m

�

 

, �

^

	




��


�

�

�

�
 

� •��

b��

�Nk%l�m

$

 

whichequalsp
q

�Nk%l�m

$

 

. Next, it computestheinverse
�

j

�

�Nk%l�m

�

 

and �nally computes� as �

^ �

�

	

u
s

k%l�m

$

 

k%l�m

� which equals
�

p��

u
s

k%l�m

$

 �k%l�m

� . Then,
�
'*),+

sends
� to

���

.

Step6.
���

computes���

�

„

�

suchthat ���

�

„

�
^

�

�
���

�
�

� �

��� '-),+

 �d

�
�

�

 �k%l�m

� , where
�

�

is
� �

's shareof groupsecret
�

. Also,
�

�

computes
�
'*),+

's partial share$!"#"

���

��„�…

 

by
� �Gg

�

� �

��„�…

 

�Nk%l�m

�

 

. Then,
���

sends���

�

„

�

and$!"#"

�
�

��„�…

 

to
�

'-),+

.

Step 7.
�

'-).+

now requeststhe membershipcerti�cate with
�

votes,a joint challenge� , andthesignerslist to GAUTH .

Step8. GAUTH recoversthecompletesignature
�

with
�

votesus-
ing Lagrangeinterpolationandthenveri�es � and

�

with standard
DSA veri�cation process.If thesignatureis valid, GAUTH issues
the

�

����'-),+

.



A.6 DecentralizedTS­DSA
Step1. Sameasstep(1) in SectionA.2

Step2-5. Sameasstep(2)-(5) in CentralizedTS-DSA

Step6. Sameasstep(6) in CentralizedTS-DSA,exceptthevoteis
madeonGMCREQ

'*),+

without
��� '-),+

.

Step7. Sameasstep(8) in CentralizedDSA, except
�('-).+

issues
itself

�

�/� '*),+

whichcontainso GMCREQ
'-),+

� � �G� �

�

v , where�

^

p��

u s

k%l�m

$

k%l�m

� ,
�

=(GMCREQ
'*),+

)
d �

�

k%l�m

� .

A.7 Centralized ASM
Step1. Sameasstep(1) in SectionA.1

Step2. To signamessage,each
�
	

sendsapartialcommitment�

	

suchthat �

	 ^

p

�

R

�Nk%l�m

$

 

to
� '-).+

.

Step 3.
� '-).+

multiplies
�

commitmentsto obtainthe joint chal-
lenge

�

alongwith all signersinformation
� %

'-),+

suchthat
� ^

� �

� � � �

�

� �

� %

'-),+

 

, where
� ^

	��

	 k%l�m

$ , andthensends
�

,
�

and
� %

'-),+

to the
�

signingmembers.

Step 4. Each
���

�rst veri�es the hashof
�

(to con�rm that it
is signinga membershipmessageandnot somearbitrarymessage
from

�
'*),+

). It thencomputesandreturns���

�

„

�

suchthat ���

�

„

�
^

�

�€d(� � �
�

� �

���
'*),+

 k%l�m

� backto the
�
'*),+

.

Step 5.
�
'-).+

collectsat least
�

votesandsubmitsthem (along
with

�

,
� %

'-).+

andGMCREQ
'-).+

) to GAUTH .

Step6. Finally theGAUTH veri�es all votesby checkingthat p

O

�Nk%l�m

$

 

equalsto
�

g��

���	� �

	

��

���

�

�Nk%l�m

$

 

, where
�

^

�

�

�

�Nk%l�m

�

 

and
�e^

	��

� �Nk%l�m

$

 

. If theveri�cation is successful,
theGAUTH issues

�

�/�
'-).+

.

A.8 DecentralizedASM
Step1. Sameasstep(1) in SectionA.2

Step2. Sameasstep(2)-(3) in CentralizedASM.

Step 4. Sameasstep(4) in CentralizedASM, except the vote is
madeonGMCREQ

'*),+

.

Step5. Sameasstep(6) in CentralizedASM, except
�('-),+

issues
itself

�

�/�
'*),+

whichcontainso GMCREQ
'-),+

� �

� %

'*),+

� �

�

� �

�

� �

�

v ,
where

�
^

�

(GMCREQ
'*),+

� �
	

p

�

•

� �

�&%

'-).+
 

,
�

^

�

�

� d � �
�

.


