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Monitoring and analyzing pedestrian traffic in and around retail stores has be-
come an important tool for discovering underutilized operational and marketing 
opportunities of retail localities. Since a large proportion of pedestrians now-
adays carry mobile phones, visual observation methods of the past could give 
way to cell-tower and WiFi based capture of passers-by, optionally augmented 
by aggregated or anonymized demographic data about them coming from their 
service providers. A major mobile phone operator recently announced the intro-
duction of such a service in Germany, the U.K. and Brazil, but had to cancel its 
plans for Germany since the revelation caused nationwide privacy uproar. 
 We conducted an exploratory interview study to gauge whether and under 
what conditions German consumers would accept if their mobile phone provid-
ers disclosed their personal data to retail stores they walk by, in aggregated and 
anonymized individual form. Virtually all respondents wanted their data to 
remain private at an extent that goes considerably beyond the protections 
afforded by current privacy laws. Nearly everyone however also indicated an 
interest in financial incentives in return for their consent to the transfer of their 
data, and many of them at seemingly very reasonable terms. 

Keywords: Footfall analytics, privacy, mobile phones, personal data transfer, 
data aggregation, data anonymization, privacy laws, compensation 

1   Introduction 

Monitoring and analyzing pedestrian traffic inside and outside of retail stores has 
become an important means for understanding and improving customer catchment, 
marketing effectiveness, sales staff allocation, and the influence of external factors 
such as weather, time and nearby events. Tracking pedestrians’ movements can also 
help town planners, event organizers and emergency services to analyze the behavior 
of crowds on different days of the week and at different times or occasions, and to 
validate the effectiveness of urban developments. 

Traditionally, footfall analytics has relied on visual observations by humans, either 
directly or indirectly through video [1], or people-counting cameras and sensors based 
on various technologies [2]. The fact that a large majority of people nowadays carry 
mobile phones when they leave their homes enables new and more powerful technical 
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solutions for foot traffic monitoring: cell-tower based positioning [e.g., 3] which is 
currently coarser-grained but available outdoors, and WiFi-based positioning [e.g., 4–
6] which is currently finer-grained and mostly available indoors. Both technologies 
can deliver value beyond people counts and location information if positioning is 
carried out by, or in cooperation with, pedestrians’ mobile network operators or WiFi 
access point operators. Those providers typically possess personal data about their 
customers, which they can convey to interested recipients together with location and 
time stamps, individually per pedestrian or in aggregated statistical form. 

These new wireless-based technologies for footfall analytics, and specifically their 
potential for personal data transfer, seem however problematic from a privacy point of 
view. In the fall of 2012, a subsidiary of Telefónica announced its plans to introduce a 
“Smart Steps” footfall analytics service in Germany, the United Kingdom and Brazil, 
based on the location and demographical data of its mobile phone customers. The 
service would allow subscribers to find out, e.g., “how many customers visit an area 
by time, gender, and age” and to determine “the movement of crowds at any given 
place by hour, day, week or month” [3]. The announcement lead to a public privacy 
outcry in Germany [7, 8]. Telefónica thereupon pulled its plans for Germany, but 
introduced this service later that year in the U.K.  

The applicability of data protection laws to such business models is limited, since 
“personal information” that is protected by these laws is narrowly defined: it denotes 
“any information relating to an identified or identifiable natural person” [9] or “refers 
to any data, including aggregations of data, which is linkable to a specific individual” 
[10]. Processing of data about an individual is not regulated any longer when this data 
is “de-identified”, i.e., anonymized, pseudonymized, or compiled into statistics in 
such a way that it cannot be related to an individual with reasonable efforts [11–13]. 
Also the proposed new European General Data Protection Regulation [14] continues 
to maintain that “the principles of data protection should not apply to data rendered 
anonymous in such a way that the data subject is no longer identifiable”. 

It is possible to anonymize both individuals’ location data from cell phone towers 
and personal data from customer files in such a way that both can still be merged in 
this anonymized form [15, 16]. Individuals’ consent to the disclosure of such merged 
anonymized data to third parties is then no longer required. In the UK, Telefónica 
does not even seem to allow its customers to opt out of the Smart Steps service [17]. 
The situation is somewhat different in Germany where the protection of location 
information in telecommunications networks and services is regulated both by the 
Federal Data Protection Act [18] and also by the German Telecommunications Act 
[19]. The latter mandates a separate written (i.e., non-electronic) agreement if location 
data are used for value added services to third parties [20], even if the data is 
anonymized.1 Users also must be alerted each time when this happens. 

Against this background, we conducted an exploratory interview study among 
mobile phone users in Germany, to gauge to what extent they would accept if their 
providers disclosed their customer data to retail stores they pass by, in aggregated or 
in individualized but anonymized form. To the best of our knowledge, this is the first 
such empirical study on this topic. We aimed at answering the following questions: 

                                                             
1 The German Telecommunications Act is stricter in this regard than the EU Directive 
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RQ1. Do mobile phone users agree with the disclosure of aggregated demographic 
data to retailers they pass by, and are there differences between individuals? 

RQ2. Do mobile phone users agree with the disclosure of anonymized demographic 
data to retailers they pass by, and are there differences between individuals? 

RQ3. Are there differences between types of personal information in the levels of 
agreement with disclosure? 

RQ4. What is the relationship between users’ levels of agreement with data disclo-
sure in the case of aggregated and anonymized individual data? 

RQ5. Will mobile phone users agree to the disclosure of personal data to retailers 
they pass by if they receive compensation from their mobile phone providers? 

RQ6. If so, what discount is expected for their permission to the disclosure of 
personal data to retailers? 

RQ7. What is the relationship between consumers’ expected discount and their 
agreement with personal data disclosure? 

RQ8. Finally, we also aimed to collect participants’ rationales, and their general view 
on footfall analytics and personal data transfer by their mobile phone providers. 

2   Study Procedures 

In spring 2013, announcements of a phone study on "Customer Information Through 
Mobile Phones" were posted on several German classifieds websites and Internet 
forums, and in a print weekly listing magazine. Readers could dial a German phone 
number, with a callback option. A €15 Amazon gift card was offered as a reward. 

20 people participated in the study (13 male, 7 female), with a wide range of pro-
fessional backgrounds. Their ages ranged from 20 to 60 years, with a median of 20-30 
years. Their mobile phone providers spanned nearly the full breadth of pertinent 
German companies. 25% used resellers (virtual mobile network operators) and pre-
paid plans. Reported monthly mobile phone expenses ranged from €10 to €60, with 
€20-€30 as the median (prepaid subscribers estimated their monthly expense). 

The interviews lasted between 20 and 30 minutes and were semi-structured: they 
contained the fixed set of questions discussed below, and participants were also 
encouraged to explicate and elaborate their answers. We first explained business 
rationales that could prompt retail stores to desire not only a numeric count of 
passers-by but also some of their demographic characteristics. We pointed to targeting 
product offerings and advertisements to the demographics of the people who tend to 
pass by a certain store. The remainder of the interview was then contextualized to 
each interviewee’s personal situation [21]: the respondent’s mobile phone provider 
and a well-known retail store in the respondent’s city (typically a Karstadt or Kaufhof 
department store) were used as examples. 

Study participants were then asked whether they would accept if their mobile 
phone provider disclosed eight pieces of personal data to the retail store whenever 
they passed by. Those pieces of personal data were chosen based on the independent 
opinion of two domain experts about the maximum set of personal data available to 
German mobile phone providers that could be currently used for data-enriched foot-
fall analytics. We asked about the disclosure of the following pieces of data: 



1. Age group (namely “below 20”, “20-30”, “30-40”, etc.) 
2. City of residence 
3. Monthly mobile phone expense (“less than €20”, “€20-€30”, “€30-€40”, etc.) 
4. Payment history (“whether or not you paid your mobile phone bills on time”) 
5. Gender 
6. Whether or not the interviewee holds a university diploma 
7. Number of children2 
8. Private or business use of the phone (based on the customer’s phone plan) 

We posed these questions in two rounds. First, we asked interviewees to assume that 
the retailer would be informed every hour about the data of all passers-by “including 
yourself”, but only in aggregated statistical form (“e.g., in the past hour, 50 passers-
by were less than 20 years old, 70 between 20 and 30, etc.”). In the second round, we 
asked participants to assume that the data of every passer-by of the past hour would 
be disclosed individually, but in anonymized form (“i.e., no name, no address, no 
phone number”)3. In the third part of the interview, we asked participants to indicate 
what discount on their monthly phone bill they expected in return for their agreement 
that all their data could be given to any retailer they walk by, in anonymized and in 
aggregated form. Finally, we encouraged participants to tell us any other comments or 
suggestions that came to their minds. Throughout the interviews, we used open cod-
ing, purposeful sampling, and constant comparison to generate grounded theory [22]. 

3.   Results 

3.1   Willingness to agree with data transfer to retailer (RQ1 - RQ4) 

As far as the aggregated transfer of data to retailers is concerned (RQ1), 30% felt that 
this is o.k. for all of the polled types of personal information, while the majority 
(55%) gave different responses depending on the data type. 15% of participants 
wanted to disclose a single piece of information only (namely age group or gender), 
or none at all. Participants in latter group found footfall analytics “frightening”, felt 
“like they are being followed”, and deemed this data transfer “dreadful”. On average, 
participants were willing to disclose 5.55 of the 8 polled pieces of personal data (σ = 
2.53). Females agreed less than males to the disclosure of their data (4.29 versus 6.23 
of 8 polled items), but the difference is not statistically significant. 

As far as the individual but anonymized transfer of data to retailers is concerned 
(RQ2), 10% felt that this is o.k. for all polled data (all those respondents also agreed 
with aggregated transfer), but 30% of the interviewees felt that this was not appropri-
ate for any of their personal data. The rest gave different responses depending on the 
data type. On average, participants were willing to disclose 4.08 of the 8 polled items 

                                                             
2  Information about a diploma and about children may be available to mobile phone providers 

if the customer has or had a student discount rate or a family/children’s plan, respectively. 
3  We did not also ask subjects about the transfer of pseudonymous data (that could be linked 

over time) since we felt we could not easily explain its difference to anonymous data.     



(σ = 3.14). Female participants’ agreement with disclosure was lower than that of 
males (2.14 versus 5.11 out of 8 items polled). An Independent-Samples Kruskal-
Wallis test confirmed that this difference is statistically significant (p=0.048). City of 
residence and payment history were the two pieces of information for which female 
and male willingness to disclose differed the most. 

 
Fig. 1. Rate of consent that personal data may be disclosed to retailers passed by, by type of 
data and form of de-identification 

Fig. 1 shows participants’ average agreement rates per type of personal information 
requested, ordered roughly by increasing agreement (the order in which questions 
were posed can be gathered in Section 2). The upper bars (red) indicate the average 
agreement with disclosure for anonymized transfer, and the lower bars (blue) the 
agreement for aggregated transfer. The average agreement with disclosure clearly 
differs per type of personal information, in both conditions (RQ3). Agreement with 
disclosure is generally higher in the aggregated condition than in the anonymized 
individual condition (RQ4). A Generalized Estimated Equations model with data type 
and the form of anonymization as within-subjects factors and agreement with disclo-
sure as binary dependent variable confirms overall statistically significant effects both 
for data type (Wald Chi-Square = 6.68, p=0.01) and for anonymization form  (Wald 
Chi-Square =29.83, p<0.001). Further on RQ4, Kendall’s tau shows a moderate corre-
lation of agreement with disclosure in the two different conditions (τ=0.47, p<0.01).  

3.2   Willingness to Accept Compensation for Personal Data  (RQ5 - RQ7) 

85% of respondents would accept a discount on their monthly phone bills in return 
for their agreement that the 8 items of personal data that we polled may be transferred 
to retailers they pass by, in aggregated or anonymized individual form (RQ5).  

Fig. 2 plots the compensation requested by those 17 participants, ordered by the 
amount expressed as a percentage of their monthly phone bill (RQ6). Averages were 
chosen when participants quoted a value range, and occasionally quoted Euro 
amounts were put in proportion to participants’ monthly phone expenses. 



 
Fig. 2. Expected monthly discount for agreeing to data transfer, ordered by amount (3 respond-
ents refused a discount) 

The average requested discount is 20.9%, and the median 15.6%. As can be seen in 
Fig. 2, a discount of 20% would make 65% of all study participants agree to the 
disclosure of their data, while a discount of 33% would sway 75% of participants. 
With regard to RQ7, Kendall’s tau shows a medium to weak negative correlation (τ=-
0.35, p=0.067) between respondents’ expected discount and their willingness to 
disclose personal data in aggregated form. The correlation between expected discount 
and agreement with disclosure in anonymized individual form is even weaker and not 
statistically significant (τ=-0.28, p=0.141).  

30% of respondents indicated that they would not accept the disclosure of any of 
their polled data in anonymized form (see Section 3.1), and one of them not even in 
aggregated form. This equals roughly the proportion of “privacy fundamentalists” in 
Alan Westin’s surveys [23]. Of those 30%, half stated that a discount on their mobile 
phone bill would not sway them to agree to the transfer of their personal data. The 
others expected discounts of 7.5%, 10% and 80%, respectively. At the opposite end, 
10% of respondents had indicated that they would be o.k. with the disclosure of all of 
the polled data in anonymized or aggregated individual form. When asked later about 
a discount in compensation for their willingness, one of them did not expect any 
discount while the other chose 17% (pointing out this corresponds to German VAT). 

3.3   Themes from grounded theory analysis (RQ8) 

We performed a grounded-theory analysis of the free-form part of the interviews, to 
collect themes relating to participants’ decisions on whether or not to agree to data 
disclosure to retailers they pass by. We used open coding, purposeful sampling, and 
constant comparison [22]. While we aimed to focus on footfall analytics, i.e. the topic 
of this study, participants often offered their opinions on disclosing their personal data 
to businesses in general. The following themes emerged: 
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• Personal benefits: Participants wanted to see some benefits in return for their data: 
“it depends on the benefit – where is my profit?” Personalization was mentioned as 
one such benefit (e.g., for advertisements or tailored offers), and financial compen-
sation as another. 

• Fair share in profit: A subtheme of the aforesaid was the notion of participation in 
profits that a company makes from selling one’s personal data. As one participant 
put it, “if my phone company profits from selling my data, then I also want to get 
some part of it”. None of the interviewees went further though and brought up 
notions like property rights in one’s data [24–26] or selling/renting one’s data on 
personal data markets [27, 28]. 

• “A la carte” offers: A few participants not only wanted a financial offer for their 
consent to the disclosure of all their data discussed in the interview (i.e., a disclo-
sure “flat rate”, as one interviewee called it), but additionally also “a la carte” 
offers for each individual piece of data, and even offers per third-party recipient. 

• Anonymity set: Three participants brought up that their agreement to the disclosure 
of their city of residence would depend on the city size. Their motivation was to 
hide in a sufficiently large anonymity set. City size is unimportant when walking in 
one’s own city since the anonymity set during an hour of observation (as we had 
indicated) is far smaller than the population of even the smallest city. It might 
make sense though when walking in a different city far away from home. 

• Perceived relevance of data for recipient: A few participants found it “daft” that a 
mobile phone provider would convey to retailers whether or not a passer-by holds 
a university diploma, as well as the number of their children (“who would need 
that?”). This doubt in the relevancy of these two data types for retailers aligns well 
with participants’ low willingness to agree to its disclosure (see Fig. 1). 

4.   Discussion 

4.1   Expected Protection of Anonymized and Aggregated Data 

Footfall analytics via smartphones augmented by customer data would provide a 
valuable resource to retailers that can help them in their marketing and catchment 
efforts with regard to passers-by. The transfer of demographic data from mobile 
phone providers to retailers falls largely outside the scope of existing data protection 
laws if the data remain anonymized or aggregated (an exception is Germany since 
location data is involved, see Section 1). Footfall analytics may therefore be per-
formed without notifying the data subjects or asking for their prior consent. 

Our study shows however that a substantial majority of our respondents would 
ordinarily disagree with the disclosure of all their data to retailers (namely 70% of 
participants if it is done in aggregated form and 90% if it is done in anonymized 
individual form). On average, people were only willing to give out 69% of the polled 
data in aggregated and 50% in anonymized form. People’s disclosure proclivity also 
varied considerably by data type, with a low of 35% disclosure for university 
diploma, number of children and payment history. If data protection laws are meant to 



reflect people’s subjective desires for the protection of their personal data, then it 
would be worthwhile to consider widening the scope of protected data in future 
privacy legislation [e.g., in 10, 14], beyond the realm of identifiability. Unfettered 
protection of aggregated and anonymized individual data is probably out of discussion 
since this would have too many negative repercussions for innovations that are based 
on the analysis of anonymized data, ranging from value-added services to scientific 
research. It might be worthwhile though to give data subjects more protection in cases 
where data collectors reap financial gains when selling aggregated or anonymized 
individual data to third parties. As detailed in Section 3.3, several participants object-
ed to such data usage unless there was some profit-sharing in place. The protections 
of privacy laws could be extended in such a way that data collectors would have to 
ask data subjects for permission before they could resell aggregated or anonymized 
individual data to third parties. Alternatively, mobile phone providers could voluntari-
ly decide to ask customers for their permission that their demographic data may be 
used for footfall analytics. In the next section, we will discuss the implications of our 
study results on such a scenario. 

4.2   Willingness to accept compensation in return for consent to data transfer 

Asking mobile phone customers for permission to use their personal data for footfall 
analytics is likely to lead to a low rate of consent: in our study, only 30% / 10% felt 
that this is o.k. for all the polled types of data when done in aggregate or anonymized 
individual form, respectively. Our study shows that quite a few people could be 
swayed to agree to give out all their data if they were offered monetary compensation. 
The “capture rate” obviously depends on the offered amount. In our case, a 20% 
discount on their monthly phone bill would have swayed 65% of participants, and a 
33.3% discount 75% of participants. The average requested discount was 20.9%, the 
median 15.6%, and the maximum 80%. Given that the median monthly phone 
expense was €20-€30, this roughly corresponds to average/median amounts in the 
3-6 Euro range per month. 

Prior studies aimed at determining the compensation people would demand for 
their willingness to disclose their data4 encountered considerably higher requests:  
• [33] let British university students bid on their expected compensation for their 

permission that precise information about their location may be collected over one 
month. Participants requested £32.8 on average, with a maximum bid of £300. 

• [34] and [35] let European students bid on compensation for three types of location 
data usage: one-month academic usage, one-month commercial usage, and one-
year commercial usage. The average bids were in the range of €30, €60 and 
€200, respectively (with a maximum bid of about €900 in the third scenario). 

• [36] presented to Singaporean students websites that had different privacy 
characteristics, were visited in different frequencies, and offered different levels of 
compensation for personal data. The authors calculated that disallowing secondary 
                                                             

4  A very different question is how much people would be willing to pay for increased privacy. 
The results from behavioral experiments investigating this issue lie between 3% and 10% 
[29] or up to 17% [30] of the purchase price, or nothing at all [31, 32].  



use (like footfall analytics) represents a value of SGD 39.83-49.78 for subjects 
(equivalent to €24.65-€30.81 in April 2002).  

• [37] let U.S. participants submit bids for disclosing personal data to all other auc-
tion participants. The average bid was US$ 57.56 for age and $74.06 for weight. 

• [38] asked German participants what compensation they expected to “allow other 
companies to use data anonymized”. Bids averaged €20 a month per data type. 

A direct comparison between those results and ours are obviously difficult, due to 
differences in the types of disclosed data, the number of recipients (from one to an 
unspecified number), and frequency of payment. Overall though, our study partici-
pants made comparatively modest requests. We attribute the sizeable difference of our 
responses to those in earlier studies to three factors: 

• We emphasized that data would be given to the retailer in aggregated or anony-
mized individual form. All earlier studies except [38] assumed identified transfer. 

• We introduced a point of reference or anchor [39], namely the monthly phone 
expense. None of the previous studies seemed to have offered a calibration point 
(even though in some studies the maximum possible bid was capped). 

• Finally, the number of possible data recipients was geographically circumscribed, 
namely as businesses the participants walk by. In many prior studies, the number 
of possible recipients was unlimited. 

Overall, these results hold promise for consensual footfall analytics: while a large 
proportion of our study participants was opposed to the transfer of all their customer 
data by their mobile phone providers to retail stores they walk by (even in aggregated 
or anonymized form), 85% of them were willing to agree to such a transfer if they 
received a discount on their monthly phone bill. For most of those who were open to 
such a deal, the expected discount seems modest (resulting in low single-digit Euro 
amounts per month). Even when prevailing privacy legislation would allow non-
consensual footfall analytics with aggregated or anonymized data, providers who 
want to enter this line of business might prefer using a compensation scheme to avoid 
a repeat of the privacy uproars from the recent past [7, 8]. 

4.3   Limitations of this Study 

The number of participants in our exploratory interview study was relatively small. 
While this is quite common in this type of research, caution must be exercised in 
drawing overly broad conclusions from the findings. Moreover, since our study was 
conducted in Germany, its results cannot be immediately applied to other countries. In 
a Eurobarometer survey [40], 30% of German respondents agreed with the statement 
“disclosing personal information is not a big issue”, while the agreement in the other 
EU member states ranged from 23% to 51%. For the statement “you don’t mind 
disclosing personal information in return for free services online”, Germans ranked 
median with a 26% agreement rate in a 15%-56% pan-European range. It seems 
prudent to take the relative differences in those agreement rates into account when 
generalizing the results to other European countries. 



Our study also asked participants about footfall analytics through their mobile 
phone provider only (who would use cell-tower based and thus relatively coarse posi-
tioning), and not about finer-grained WiFi-based footfall analytics or combinations of 
both technologies. None of our participants addressed the precision of locational 
positioning though, and hence it may not make a big difference to them. This pre-
cision also has no implications on what data get communicated to a business, but only 
on the amount of false negatives and positives when determining whether a passer-by 
is within the required range to a retail store. 

Moreover, our study only asked participants about the disclosure of demographic 
data legitimately held by their mobile phone providers in the regular course of 
business. At least one U.S. wireless carrier meanwhile also links location data of 
customers with third-party data obtained, e.g., from credit reporting agency Experian 
[41]. This carrier also sells aggregates of subscribers’ movement patterns and not only 
of their locations [42]. It is unclear whether the linkage of such data can still be 
performed anonymously, to avoid the purview of European data protection regulation. 

As [43] points out, “estimations of the monetary value of personal data are highly 
context dependent”, and the above comparisons with bids from study participants in 
prior studies should therefore be looked at with caution, even when they are about the 
same types of personal data. Likewise, if the purpose of the personal data transfer to 
retailers gets changed or widened (e.g., to displaying ads in shop windows that are 
highly tailored to the transmitted personal data of each passer-by), then a new study 
should be conducted to gauge consumers’ attitudes within this new or wider context. 

Finally, our study polled participants’ stated willingness to agree with data disclo-
sure, and not their actual behavior. [44] and others found that participants’ actual 
amount of personal data disclosure significantly exceeded what they had intended to 
disclose when they were surveyed on the same items several weeks earlier. Those and 
similar findings are however also disputed, and dismissed as an experimental artifact 
[45]. The methodological solution for the time being is to poll both stated privacy-
related attitudes and intentions, as well as actual behavior [46]. 

5.   Conclusion 

We conducted the first study of mobile phone users’ attitudes towards footfall 
analytics that involves the transfer of personal data from their mobile phone providers 
to retail stores that users walk by. This is likely also to be the first privacy study that 
compared user attitudes towards two different methods of de-identification for shared 
personal data: aggregation and anonymization. We found that only very few users 
were willing to give out all their data in anonymized individual form, and only a 
minority in aggregated form. The difference in respondents’ average agreement with 
disclosure between the two forms of de-identification was statistically significant. 
Agreement with disclosure also varied strongly by type of personal data. 

We also found however that a large majority of users would consent to footfall an-
alytics with data transfer by the mobile phone provider (in aggregated or anonymized 
individual form), provided that they receive a financial compensation. The amounts 
requested correlated somewhat with their levels of agreement to data disclosure in 
aggregate form. The expected compensation is noticeably lower than the amounts that 



have been reported in prior research. This may be due to the de-identified data trans-
fer in our study, the use of an anchor point when requesting bids (namely a percentage 
of participants’ monthly phone bill), and the narrow geographical circumscription of 
the set of recipients (“retail stores you walk by”). 

The results of our study have policy and business implications. With rare excep-
tions, current privacy laws do not regulate the transfer of personal data to third parties 
when it is carried out in aggregate or anonymized individual form. The only reason 
for businesses to refrain from it would be damages to their reputation, as has 
happened in the past. Giving data subjects their “fair share in profits”, as some of our 
study participants put it, might be a viable way to reconcile consumer demands for 
wider privacy protections and business interests in leveraging and monetizing 
valuable but privacy-invasive technical innovations.  
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