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Abstract: Many social network sites (SNSs) have become available around the world and users' online social
networks increasingly include contacts from different cultures. However, there is lack of investigation into
the concrete cultural differences in the effects of contextual factors and privacy concerns on users’ privacy
decisions on social network sites (SNSs). The goal of this paper is to understand how contextual factors and
privacy concerns cast different impact on privacy decisions, such as friend request decisions, information
disclosure and perceived risk, in different countries. We performed a quantitative study through a large-scale
online survey across the US, Korea and China to model the relationships between contextual factors, privacy
concerns and privacy decisions. We find that the contextual influence and focus of privacy concerns vary
between the individualistic and collectivistic countries in our sample. We suggest that multinational SNS
service providers should consider different contextual factors and focus of privacy concerns in different
countries and customize privacy designs and friend recommendation algorithms in SNSs in different

countries.
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1 INTRODUCTION

Privacy is a global phenomenon. People in different cultures are universally aware and capable of regulating
interpersonal privacy, but their specific perceptions and behaviors vary from culture to culture (Altman,
1975). Culture is about the “collective programming of the mind that distinguishes the members of one group
from others" (Hofstede et al., 2010). People residing in the same cultures are guided by similar norms and
legal systems embedded in shared beliefs, values and interests, which in return influence their perception and
behavior. Thus, people’s privacy behaviors are also deeply rooted within beliefs and values that are culturally
distinct.

Today, a major focal point of privacy tensions is social networking sites (SNS). Billions of users share an
enormous amount of personal information on SNSs to facilitate their online social interaction. This however

threatens their privacy, as it makes users more accessible, visible and identifiable (Boyd & Ellison, 2007,
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Gross & Acquisti, 2005). In reaction to this, users need to adjust their privacy decisions from time to time to
keep certain personal information private (Strater & Lipford, 2008). Researchers have found that many users
alter their privacy decisions based on the contextual factors, which describe the social settings where the
information sharing happens, such as whom users share information with and what information is shared
(Fogues et al., 2017; Nissenbaum, 2009). Users’ privacy decisions are also influenced by their privacy
concerns (Min, 2015; Min & Kim, 2014). When users find that information sharing does not conform to the
prevailing context-specific norms, or become concerned with the risks of information sharing, they feel less
comfortable disclosing information.

Many SNSs like Facebook, Twitter, and Instagram have become available worldwide since last decade. For
example, as of April of 2019, Facebook has 300 million users in India, making it the leading country in
Facebook use over the US, and another 100 million users spread in Brazil, Indonesia, Mexico, Philippines,
Vietnam, Thailand, Turkey, UK and so on (Facebook Users by Country | Statistic, n.d.). Since many SNSs
now can reach users worldwide and impact the social lives of large and diverse populations from different
parts of the world, and since individual users' social networks increasingly include contacts from different
cultures, an investigation of cultural differences in users’ privacy decisions in SNSs is most warranted. First,
most studies about the effects of contextual factors and privacy concerns on privacy decision are conducted
in a single country and mostly in Western countries. It is unknown whether such contextual factors and
privacy concerns play a role in countries with different cultures. Second, most previous cross-cultural privacy
research focuses on in which culture users have higher levels of privacy concerns (H. Cho et al., 2009;
Krasnova & Veltri, 2010; Milberg et al., 2000), or larger amount of information disclosure (S. E. Cho &
Park, 2013; Miltgen & Peyrat-Guillard, 2014; Posey et al., 2010; Tsoi & Chen, 2011). Few has considered
the contextual impact on privacy decisions, nor investigated the cultural differences in contextual impact on
privacy decisions. Users in different cultures may respond differently to the same contextual factors due to
different cultural norms and practices. Thus, it remains unexplored how users’ privacy decision-making
differs in the specific context in different countries with different cultural backgrounds. Third, as privacy
concerns in SNSs involves multiple social aspects, such as the interactional and psychological aspects, in
addition to informational aspect, it is still an open question whether users in different countries focus on
different types of privacy concerns or not.

To fill these research gaps, our study aims to answer three research questions: 1) How does the contextual
impact on privacy decisions in SNSs differ in different countries? 2) How does the impact of privacy concerns
on privacy decisions in SNSs differ in different countries? 3) Are SNS users in different countries concerned
with different aspects of privacy in online social interaction? Answers to these research questions are
important as they enhance our understanding about the cultural differences that exist in users’ privacy
attitudes and behaviors. It will also inform the privacy design that would challenge the “one-size-fits-all”
privacy support (Wilkinson et al., 2018) in contemporary SNSs like Facebook, a platform that is largely

universal across countries.



We perform a large online survey across three countries — US, South Korea (short for Korea for the rest of
the paper) and China. Based on the survey data, we build a model using factor analysis and multi-group
Structural Equation Modeling to explore the country differences in contextual impact, different aspects of
privacy concerns in online social interactions, and their effects on different types of privacy decisions. Our
findings show that contextual factors indeed cast different effects on privacy decisions across the three
countries, and that users in different countries focus on different aspects of privacy concerns, and thus have
different preferences in privacy decisions in SNSs. We finally discuss the theoretical and design implications
of our findings.

The paper is structured as following. In Section 2, we review the related literature in privacy decisions,
contextual factors, privacy concern and cross-cultural privacy research. In Section 3, we propose a
hypothesized model and specify each hypothesis in detail with theoretical justification. Section 4 describes
how we deploy the cross-country survey study and how we analyze the survey data to test out model. In
Section 5, we report the model testing results. We discuss the theoretical and design implications and the

limitations of this study in Section 6-8. We conclude this study in Section 9.

2 LITERATURE REVIEW

2.1 Privacy Decisions

The rapid development of information technologies forces users to deal with an increasing number of privacy
decisions in their daily online activities. Privacy decision refers to how users attempt to control information
flows (Acquisti, 2012). It describes users’ behavioral reactions in information sharing. In the use of SNSs,
such decisions can range from configuring visibility of posts, accepting friend requests, self-censoring posts,
to sharing personal details via messages. Substantial previous privacy studies have focused on information
disclosure (Smith et al., 2011), which is one of the most frequent type of privacy decisions in the use of SNSs
(Gross & Acquisti, 2005). For example, users maintain, expand and interact with their online social
relationships through sharing personal information (Boyd & Ellison, 2007), particularly by creating online
profiles, updating their status, sharing photos and videos, chatting with other SNS users, and commenting on
information shared by others. When they encounter unwanted online social relationships or find the
information too sensitive, they adjust their information disclosure to protect their privacy. Thus, users’
privacy decisions change all the time and are subject to the impact of a number of personal and environmental
factors (Acquisti et al., 2016; Alashoor et al., 2016).

2.1.1 Contextual Impact on Privacy Decisions

One privacy research stream suggests that privacy decisions are highly dependent on the context (Fogues et
al., 2017; Nissenbaum, 2009). One of the most widely used theoretical work in this research stream is
Nissenbaum’s contextual integrity. According to the framework of Nissenbaum’s contextual integrity
(Nissenbaum, 2009), contextual integrity exists if the information flows according to the information norms
governing the specific context. Context refers to “the structured social settings characterized by the activities,

roles, relationships, structures, norms, rules, and internal values (goals, ends, purposes)”. For instance, we



move in and out of distinct contexts in our daily life, such as from home to workplace, and from one social
event to another social event. Context can be conceptualized by three parameters, actors (subject, sender,
recipient), attributes (types of information), and transmission principles (constraints under which information
flows). When these parameters change, the context changes. The information norms describe what types or
nature of information sharing is appropriate, allowable or expected. In other word, the information norms
regulate how certain type of information flows from actor(s) to actor(s). Information norms are context-
specific, meaning that if the context changes, the information norms change. Information flow that is
appropriate in one context may become inappropriate in another context. For example, it may be appropriate
to share photos of one’s social life with one’s friends on Facebook, but not with one’s employers (Hull et al.,
2011). In this example, the information recipient changes from friends to employers. Thus, the norms of
sharing medical information change.

Contextual integrity has been heavily discussed in prior studies that investigate the role of context in users’
privacy attitude and behaviors on SNSs. A large number of these studies examine how concrete elements of
context impact users’ privacy decisions. Such elements of context operationalize the three context parameters
in contextual integrity. They include the person or entity to be shared with, the type of information, sensitivity
of the information and motivation of information sharing. For example, users are more likely to disclose
information to close ties than to distant ties (Consolvo et al., 2005). Personal information, such as activity
data (Bilogrevic et al., 2013), locations (i.e., bank, hotel, etc.) (Dong et al., 2015), and inappropriate content
(i.e., drinking alcohol) (Fogues et al., 2017) are less shared on SNSs. Users are more likely to share their true
information if they are driven by specific purposes, such as coordination and planning, than by random
purposes, such as sharing for fun (Tang et al., 2010). Another majority of past studies has demonstrated the
way social media collapse multiple contexts and bring together commonly distinct audiences by examining
the context-relative information norms. For example, Lipford et al. (Lipford et al., 2009) reported that SNS
users expected themselves to share their profiles, newsfeeds, and photos in one context, i.e., with close
friends, when they were actually sharing in a more public context. Shklovski et al. (Shklovski et al., 2014)
found that users perceived Facebook apps as simple consumer services that outfit their personal space, but
these apps collected personal information to intentionally leak out of their personal space, i.e., to third-party

entities.

2.1.2 Privacy Concern as a Predictor of Privacy Decisions

Besides contextual factors, privacy concern is also shown to be a primary predictor of privacy decisions (Min,
2015; Min & Kim, 2014). Privacy concern describes users’ attitudes and beliefs about information privacy.
It drives users to be more cautious in information sharing. For example, privacy concern negatively predicts
users’ information disclosure (Jiang et al., 2013; Min, 2015; Min & Kim, 2014; Son & Kim, 2008; Stewart
& Segars, 2002), and positively influences how the person perceives risk in a specific situation (Malhotra et
al., 2004). However, researchers also found that users’ privacy concern is sometimes only a weak predictor
of privacy decisions (Acquisti & Gross, 2006; Tufekci, 2008). Users’ privacy behavior may not be in line
with their stated privacy concerns (Acquisti & Gross, 2006).



Previous studies have also shown that privacy concerns in SNSs should not be limited to informational
privacy, but extended to various aspects of online social interactions, such as interactional and psychological
privacy (Karr-Wisniewski et al., 2011; Zhang et al., 2011). This is mostly because the privacy management
in SNSs involve a significant amount of interpersonal boundary regulation, which is more complex than the
privacy issues a business transaction could entail. In e-commerce use, privacy is mostly about managing
factual personal information disclosure to organizations. Factual information privacy refers to one’s ability
to control identifiable personal information about oneself (Smith et al., 2011). However, SNS privacy is
largely interpersonal, extending beyond factual information disclosure. For instance, users may be willing to
share their identifiable information on SNSs, but may not want to be contacted by unwanted people. Such
privacy issue is related with people’s ability to control their interpersonal boundary with others, which is
defined in Altman’s boundary regulation theory (Altman, 1975) and Petronio’s Communication Privacy
Management theory (CPM) (Petronio, 2002) as interpersonal boundary regulation that requires people to
coordinate and negotiate to optimally regulate each other’s social interactions. Thus, SNS privacy concern is
not limited to factual privacy, but also involves other aspects of online social interactions.

There has been an increasing amount of efforts in recent years to expand the conceptualization of privacy
concerns in the context of SNSs. Generally, researchers have proposed interactional and psychological
privacy in addition to factual privacy to describe users’ privacy concerns in the use of SNSs. Interactional
privacy is about users’ ability to control their encounters with others (Burgoon et al., 1989). For instance,
users may feel compelled by or uncomfortable with online social interaction with certain people. They may
disable or limit interruptions from such people (Wisniewski et al., 2012). Such control meets their security,
affiliation and intimacy needs, as well as avoids unwanted contact or involvement (Burgoon et al., 1989).
Psychological privacy protects users from intrusions upon their thoughts, feelings, attitudes, and values
(Burgoon et al., 1989). It includes one’s freedom to express their views and to hide themselves from
interference of others. For instance, users may want to be free from by others’ interference when they share
their thoughts, feelings, and values on SNSs (Zhang et al., 2011). Psychological privacy enables people to
develop autonomy and self-identity (Burgoon et al., 1989).

The interactional and psychological privacy are crucial in the context of SNSs because SNSs remove the
physical constrains of interpersonal information sharing and enrich the way one can be reached by and
exposed to others (Zhang et al., 2011). For example, SNS users can be contacted through instant message,
emails, search engines and friend recommendations by others on SNSs. Their thoughts, feelings, and values
can be viewed by vast audience. This greatly increases the chance of unwanted contact and undesired
influence of others. Interactional and psychological privacy have been captured in several conceptualizations
of SNS privacy concerns. For example, Zhang et al. proposed a four-dimensional conceptualization of SNS
privacy concerns, including interactional and psychological privacy in addition to factual information privacy
(Zhang et al., 2011). Wisniewski et al. proposed five boundary types to conceptualize interpersonal privacy

preferences in SNS, including interactional and disclosure privacy (P. Wisniewski et al., 2016). Dienlin and



Trepte applied three dimensions of privacy concern, including informational, social, and psychological
privacy (Dienlin & Trepte, 2015).

2.3 National Culture and Privacy Decisions

In the recent decades, a growing body of privacy research has examined the relationships between national
culture and privacy decisions. Culture is defined as the "collective programming of the mind that
distinguishes the members of one group from others" (Hofstede et al., 2010). It is a collective concept, thus
commonly used for tribes, nations and organizations. Cultural differences at nation level have been a highly
popular research topic, as they highlight the differences between national populations (Hofstede et al., 2010;
House et al., 2004; Schwartz, 1994). Despite there are considerable variances between individuals in the
same countries, research has shown that people in the same national cultures exhibit certain differences when
compared with other nations (Hofstede, 2011; Harry Charalambos Triandis, 1995).

Among the various country-level cultural differences that contrast national cultures, the majority relates the
dichotomy of individualism versus collectivism (Oyserman et al., 2002; Schimmack et al., 2005; Harry C.
Triandis et al., 1988). Collectivistic cultures emphasize that groups (i.e., family, tribe, country) bind and
mutually obligate individuals, whereas individualistic cultures assume that individuals are independent of
one another (Oyserman et al., 2002; Harry Charalambos Triandis, 1995). Researchers find that individualism
is more prevalent in industrialized Western countries, whereas collectivism prevails in East Asian countries
(Yamagishi & Yamagishi, 1994). Although researchers have also discovered other dimensions that can
describe country-level cultural differences, such as uncertainty avoidance (Hofstede et al., 2010), harmony
(Schwartz, 1994) and assertiveness (House et al., 2004), the majority of cross-cultural studies has been
focusing on individualism versus collectivism.

In privacy research, researchers have argued that while people in different cultures are universally capable
of regulating their social boundaries, their specific attitudes, behaviors and decisions may be quite different
from culture to culture (Altman, 1977). For example, users in individualistic countries exhibit relatively
higher levels of privacy concerns than those in collectivistic countries (H. Cho et al., 2009; Krasnova &
Veltri, 2010; Wang, Norcie, et al., 2011), and are less likely to disclose personal information (S. E. Cho &
Park, 2013; Posey et al., 2010; Tsoi & Chen, 2011), while more likely to adopt privacy management
behaviors (Rui & Stefanone, 2013; Steenkamp & Geyskens, 2006). Additionally, people in collectivistic
countries primarily use SNS to maintain their current relationships (Kim et al., 2011; Wang et al., 2015), and
have more SNS friends who are either close ties (Tsoi & Chen, 2011) or offline connections belonging to the
same social groups (S. E. Cho & Park, 2013). Users in individualistic countries are less likely to trust the
SNS service providers (Wang, Norice, et al., 2011). They usually have a wider variety of social networks to
find new friends with similar interests (Kim et al., 2011). They adopt more protective self-presentation (Rui

& Stefanone, 2013), and generally feel more in control over disclosure (Krasnova & Veltri, 2010).



2.4 Research Gap
Based on the literature review, prior studies have shown that users’ privacy decisions can be influenced by
the contextual factors and their privacy concerns. However, the majority of these studies are conducted in a
single country, and mostly in Western countries. It remains an open question whether the contextual factors
and users’ privacy concerns would similarly influence users’ privacy decisions in different countries.
Additionally, research has shown that there exist significant cultural differences in users’ privacy attitudes
and behaviors. However, most of these studies focus on comparing levels of privacy concerns (Krasnova &
Veltri, 2010) or amount of information disclosure (S. E. Cho & Park, 2013; Tsoi & Chen, 2011) across
countries without paying attention to the specific information sharing context. As privacy decisions are highly
sensitive to the prevailing contextual factors, it is unknown whether such contextual impact differs in
different countries. For instance, people with different cultures may respond differently to the same
contextual factors due to different cultural norms and practices. These issues remained unexplored in previous
cross-cultural work.
Lastly, previous cross-cultural privacy studies mostly examine informational privacy concern, namely
concerns about factual information sharing. However, as we reviewed, privacy concerns in SNSs move
beyond factual information disclosure and should reflect the interpersonal nature of social interactions, such
as the interactional and psychological aspects (Karr-Wisniewski et al., 2011; Zhang et al., 2011). Likewise,
SNS information disclosure also covers a variety of aspects of social life and interpersonal interaction in
addition to factual information about users. Thus, it is necessary to include these various aspects in cross-
cultural privacy research.
To fill these research gaps, our study aims to answer three research questions:

RQ1: How does the contextual impact on privacy decisions in SNSs differ in different countries?

RQ2: How does the impact of privacy concerns on privacy decisions in SNSs differ in different

countries?
RQ3: Are SNS users in different countries concerned with different aspects of privacy in online social
interaction?

To answer these research questions, we propose a hypothesized model to test, which will be described in the
next section.
3 HYPOTHESES DEVELOPMENT
In this section, we discuss how we develop our hypotheses and research model based on previous theories
and frameworks. Figure 1 depicts the research model and hypotheses. We describe each hypothesis in more

detail in the following subsections.



Acceptance

H1-H6 (a)

Information
privacy
concern

Context:
Offline connection
Mutual friends
Same city
Same college
Same SNS group
Interesting posts

Perceiv}_ H1-H6 (c)

risk h

Interactional
privacy
concern

Psychological
privacy
concern

Information
Disclosure

Figure 1. Hypothesized model. Bold paths are hypothesized to differ across different countries (H10-H21).

3.1 Privacy Decisions

In the present study, we examine two contextualized privacy decisions: acceptance of friend requests and
information disclosure. “Friend requests” are one of the most common SNS activities. Accepting friend
requests is a direct way to grant access to one’s personal information in many SNSs and to allow online
encounter with others, thus has been considered as a way to manage privacy (Dong et al., 2015). Information
disclosure, as we reviewed earlier, has been intensively used in privacy research. These two actions,
acceptance of friend requests and information disclosure sufficiently describe users’ privacy decisions in
SNSs. We thus include them as outcome variables in our model.

In addition to friend request acceptance and information disclosure, we introduce the situational perceived
privacy risk (shortened as perceived risk in the model) to describe users’ situational judgement or response
regarding different friend requests. Perceived privacy risk is defined as one’s expectation of losses associated
with information sharing (Malhotra et al., 2004). We include perceived privacy risk in our model because: 1)
perceived privacy risk can change upon different situations and thus subject to the impact of contextual
factors (Malhotra et al., 2004); 2) since many studies have demonstrated the weak relationship between
privacy concerns and privacy decisions (Acquisti & Gross, 2006; Tufekci, 2008), perceived privacy risk can
act as a mediator between privacy concerns and privacy decisions, which follows Malhotra et al.’s work.
Malhotra et al. argue that perceived risk in a specific situation can be influenced by privacy concern which
reflect one’s pre-disposition to worry about privacy, and can determine one’s consequent privacy behavior

(Malhotra et al., 2004). Lo (Lo, 2010) and Krasnova et al (Krasnova et al., 2010) later supported Malhotra’s



model by verifying that perceived risk mediates the relationship between privacy concern and information
disclosure in SNSs. Therefore, our model uses the situational perceived risk as a mediator between privacy

concern and decisions.

3.2 Contextual Factors

We focus on information recipient to describe the context in friend requests. According to the framework of
Nissenbaum’s contextual integrity, context can be conceptualized by three parameters: actors (subject,
sender, recipient), attributes (types of information), and transmission principles (constraints under which
information flows) (Nissenbaum, 2009). Among these three context parameters, the majority of previous
literature focuses on the information recipient as a primary contextual predictor of privacy decisions on SNSs
(Bilogrevic et al., 2013; Fang & LeFevre, 2010; Lipford et al., 2009; Wiese et al., 2011). Regarding the
operationalization of information recipient in SNSs, several studies examine the type of social relationships
between the user and the information recipient. For example, users are more likely to accept known social
relationships (Chen et al., 2009) or the relationships that they have offline interaction with (Strater & Lipford,
2008). In addition, users are more likely to disclose information to close ties, such as spouses (Consolvo et
al., 2005) and close friends and family (Benisch et al., 2011; Sadeh et al., 2009), than to distant ties
(Bilogrevic et al., 2013), such as strangers and merchants (Lederer et al., 2003) and co-workers (Consolvo et
al., 2005). Another group of studies use commonalities to characterize information recipients. For instance,
users tend to accept information recipients who share similar post content (Chen et al., 2009), location
histories (Bao et al., 2015), mutual friends (Chen et al., 2009) and interests (Ben Sassi et al., 2017). When
facing unknown online relationships, users alter their openness based on common friends, content (e.g.,
photos, lists, interests, etc.), indicated geographical locations (Brzozowski & Romero, 2011), and social clues
in profiles (Wisniewski et al., 2012).

Based on these studies, we conclude that relationships and commonalities with information recipients are
two major contextual factors to operationalize the “recipient” parameter. In friend requests, the information
recipient is the requester who send the friend request, as once accepted, the requester will likely join the
audience to one’s information sharing and initiate online social encounter. As users can meet both known
and unknown relationships in friend requests, we use offline interaction, mutual friends, commonalities in
location and commonalities in interests as the contextual factors to characterize the information recipient:
H1: Having offline connection with the requester increases users’ (a) friend request acceptance and (b)
information disclosure with the requester, and reduces users’ (¢) perceived risk of the requester.

H2: Having mutual friends with the requester increases users’ (a) friend request acceptance and (b)
information disclosure with the requester, and reduces users’ (¢) perceived risk of the requester.

H3: Living in the same city with the requester increases users’ (a) friend request acceptance and (b)
information disclosure with the requester, and reduces users’ (c) perceived risk of the requester.

H4: Going to the same college with the requester increases users’ (a) friend request acceptance and (b)

information disclosure with the requester, and reduces users’ (c) perceived risk of the requester.



H5: Staying in the same SNS group with the requester increases users’ (a) friend request acceptance and (b)
information disclosure with the requester, and reduces users’ (c) perceived risk of the requester.
H6: Interesting posts from the requester increases users’ (a) friend request acceptance and (b) information

disclosure with the requester, and reduces users’ (c) perceived risk of the requester.

3.3 Privacy Concern

Most of the conceptualizations of privacy concern, such as the Concern for Information Privacy (CFIP)
(Smith et al., 1996), were developed in the context of e-commerce that focusses on the disclosure of factual
personal information. In SNSs, privacy concerns extend beyond factual information disclosure and are related
with various aspects in social interactions, such as interactional and psychological privacy. Thus, the
conceptualization of SNS privacy concerns should involve the dimensions that reflect the interpersonal nature
of boundary regulation. One example of such conceptualization is Zhang et al.’s four-dimensional privacy
concerns in online social network: virtual territory privacy, factual information privacy (shortened to
information privacy for brevity), interactional privacy, and psychological privacy (Zhang et al., 2011).
Among them, information privacy describes control over identifiable personal information; interactional
privacy describes users’ concern towards online encounters with others; psychological privacy is about the
freedom to express one's views and the concern towards others’ reactions to one’s information disclosure.
We thus use information, interactional, and psychological privacy concerns in our study to cover the
comprehensive social aspects of online interpersonal privacy. Since privacy concern negatively predicts
users’ information disclosure (Jiang et al., 2013; Min, 2015; Min & Kim, 2014; Son & Kim, 2008; Stewart
& Segars, 2002), and positively influences how the person perceives risk in a specific situation (Malhotra et
al., 2004), we hypothesize:

H7: Information privacy concern negatively influences users’ (a) friend request acceptance and (b)
information disclosure with the requester, and positively influences users’ (¢) perceived risk of the requester.
H8: Interactional privacy concern negatively influences users’ (a) friend request acceptance and (b)
information disclosure with the requester, and positively influences users’ (¢) perceived risk of the requester.
H9: Psychological privacy concern negatively influences users’ (a) friend request acceptance and (b)

information disclosure with the requester, and positively influences users’ (c) perceived risk of the requester.

3.4 Cultural Differences

3.4.1 Cultural Differences in Contextual Impact

To answer RQ1, we hypothesize that country moderates the effect of contextual factors on perceived risk and
decisions. In order to hypothesize the concrete moderation effects, we review cross-cultural social-
psychological literature. Research has found different norms of social interactions in different cultures
(Oyserman et al., 2002; Schimmack et al., 2005; Harry C. Triandis et al., 1988). For example, in collectivistic
cultures, people favor in-group relationships (family, friends, etc.) over out-group relationships (strangers)

(Bond & Smith, 1996), and interact more frequently with in-group members (Gudykunst et al., 1992).



Collectivists tend to understand their self-identities based on social roles and endeavors; harmony in in-group
relationships contributes to their life satisfaction (Kwan et al., 1997). These cultural differences are related
with the contextual factors in our study, as our contextual factors describe the relationships with information
recipients. Recipients with offline interaction, mutual friends, and in the same college can be considered as
in-group relationships because such recipients are usually existing social relationships that people already
interact with. Thus, we hypothesize that users in collectivistic countries are more willing to disclose to and
interact with known online social relationships, their college friends, and friends of friends, as these
relationships are more likely to be their in-group members:

H10: The effects of offline connection on (a) friend request acceptance, (b) information disclosure, and (c)
perceived risk are stronger in Korea and China than in the U.S.

H11: The effects of mutual friends on (a) friend request acceptance, (b) information disclosure, and (c)
perceived risk are stronger in Korea and China than in the U.S.

H12: The effects of same college on (a) friend request acceptance, (b) information disclosure, and (c)
perceived risk are stronger in Korea and China than in the U.S.

In individualistic cultures, people tend to define their identities through uniqueness and personal achievement
rather than social roles (Oyserman et al., 2002). Though they also feel close to in-group members, they
interact with more groups, and expect to have more freedom to decide which groups to belong to (Wheeler
et al., 1989). They treat different in-group relationships in a similar manner (Hui et al., 1991), and have
greater willingness to trust others—including strangers, and greater ease in the interaction with strangers
(Yamagishi, 1988). Relating these cultural differences with our contextual factors that describe recipients’
characteristics, recipients in the same city, SNS group and with interesting posts can be considered as out-
group relationships because such recipients are usually weak social relationships. Therefore, we hypothesize
that users in individualistic countries may feel comfortable to interact with strangers, such as people in the
same city or same SNS groups, and people with interesting posts, because users in individualistic countries
interact with more groups and have greater willingness to trust strangers and join more groups:

H13: The effects of same SNS group on (a) friend request acceptance, (b) information disclosure, and (c)
perceived risk are stronger in the U.S. than in Korea and China.

H14: The effects of same city on (a) friend request acceptance, (b) information disclosure, (c) perceived risk
are stronger in the U.S. than in Korea and China.

H15: The effects of interesting posts on (a) friend request acceptance, (b) information disclosure, and (c)

perceived risk are stronger in the U.S. than in Korea and China.

3.4.2 Cultural Differences in Privacy Concerns
To answer RQ2 and RQ3, we examine how country moderates the effects of privacy concerns on perceived
risk and decisions, and the main effect of country on privacy concerns.

Information Privacy Concern:




As we review early, most previous cross-cultural privacy studies focus on factual information disclosure and
show that users in individualistic countries exhibit relatively higher levels of privacy concerns than those in
collectivistic countries (H. Cho et al., 2009; Krasnova & Veltri, 2010; Wang, Norcie, et al., 2011), we thus
hypothesize:

H16: Users’ information privacy concern is higher in the U.S. than in Korea and China.

H17: The effects of information privacy concern on (a) friend request acceptance, (b) information disclosure,
and (c) perceived risk are stronger in the U.S. than in Korea and China.

Interactional Privacy Concern:

Interactional privacy is about users’ ability to control their encounters with others and to avoid unwanted
contact or involvement (Burgoon et al., 1989). Because people in collectivistic cultures favor in-group
relationships over out-group, and less frequently interact with people outside their social groups (Bond &
Smith, 1996), they have more restrictions in managing their social encounter with others than people in
individualistic cultures. It is possible that they focus on maintaining relationships with in-group members
and avoiding contact from unwanted out-group people so as to satisfy their affiliation with social groups. We
thus hypothesize:

H18: Users’ interactional privacy concern is higher in Korea and China than in the U.S.

H19: The effects of interactional privacy concern on (a) friend request acceptance, (b) information disclosure,
and (c) perceived risk are stronger in Korea and China than in the U.S.

Psychological Privacy Concern

Psychological privacy is about one’s freedom to express their views and to maintain psychological
independence from cognitive and affective interference of others (Burgoon et al., 1989). It allows people to
develop autonomy and self-identity. A well-known characteristic of individualism is the focus on autonomy,
independence and freedom. In countries with high individualism, such as US, the social norms encourage
people to create a personal, private and unique self. People are comfortable if their opinions do not agree
with others. However, in collectivistic countries, people tend to care about, and be influenced, by social
norms and others’ opinions, especially of those who are important social relationships (Harry C. Triandis et
al., 1988). They are more likely to raise concerns if their opinions do not agree with others. Thus, we
hypothesize:

H20: Users’ psychological privacy concern is higher in Korea and China than in the U.S.

H21: The effects of psychological privacy concern on (a) friend request acceptance, (b) information
disclosure, and (c) perceived risk are stronger in Korea and China than in the U.S.

4 METHODOLOGY

4.1 Survey Administration

We tested our research hypotheses using data collected from an online survey deployed on Qualtrics.com.
We ran the survey simultaneously in three countries, the US, Korea and China, from September to November
2017. We chose these three countries because of their large populations of SNS users and well-established

ICT infrastructures. Additionally, Korea and China have lower individualism scores than the US, according



to Hofstede’s cultural framework, which can help us contrast the country differences. The SNS platform of
the survey was Facebook in US and Korea, and WeChat in China. The survey in the US was in English. We
translated it into Korean and Simplified Chinese, using back-translation by native speakers to ensure semantic
consistency. In the US, we ran the survey at the University of <anonymized> and on Amazon Mechanical
Turk. At <anonymized>, we used convenience sampling by posting the survey link in departmental mailing
lists and undergraduate and graduate student Facebook groups. 90 participants took our survey through this
distribution. On Amazon Mechanical Turk, 400 participants took our survey, with a compensation of $1. In
Korea, 316 participants were recruited from an online panel by Qualtrics. The company ran regular
benchmarking surveys to ensure their panelists are representative of the larger Internet population in Korea.

In China, we collected 451 responses by posting the survey link on popular forums, such as Baidu Tieba,

Tianya, Douban, etc. We compensated each participant with ¥ 1 for completing the survey. The

compensation was delivered through the WeChat Red Packet. The average time to take the survey was about
10-20 minutes for participants across all three countries.

We used questions to screen out participants younger than 18 or non-Facebook users (for US and Korea) or
non-WeChat users (for China). We also restricted their nationalities to these three countries. We eliminated
responses that failed attention check questions embedded in the survey and those from repeated IP addresses.
A total of 1159 valid survey responses (US: 443, Korea: 305, and China: 411) was collected. Table A.1 in
the Appendix shows the demographics of the respondents.

The survey consisted of three parts. We first asked participants about their demographics, such as gender,
age, income, and education background. We also asked about their general self-disclosure amount on SNSs.
It was measured by 6 items using a seven-point Likert scale from the General Disclosiveness Scale (Wheeless
& Grotz, 1976), and adapted to the domain of SNS use. Its items can be found in the “General self-disclosure
amount” section in Table A.2 in the Appendix.

In the second part, we asked a set of items that measured SNS privacy concerns, using a seven-point Likert
scale. We took three dimensions of online social network privacy concerns from (Zhang et al., 2011): 4 items
on information privacy concern, 3 items on interactional privacy concern, and 4 items on psychological
privacy concern. All the privacy concern items can be found in the “Privacy concern” section in Table A.2
in Appendix.

The third part contained scenario-based questions. Since we could not access participants’ actual Facebook
friend request decisions, we developed scenarios that were visually similar to the friend requests on Facebook
and WeChat. We randomly presented each participant with 3 different scenarios describing 3 friend requests.

Each scenario contained a combination of 6 contextual variables. Table 1 lists the 6 contextual variables.

Contextual Variable Name

Does the participant know the requester offline? Know

Is the participant in the same Facebook group as the requester? Group
Does the participant live in the same city as the requester? City

Does the participant have mutual friends with the requester? Friends

1 WeChat Red Packet is a popular feature in WeChat that allows transfer of money as a gift.



Is the participant from the same college/school as the requester? College
Does the participant find the requester’s Facebook posts interesting? Post
Table 1. Contextual variables and their names.

We created a total of 63 scenarios after verifying that their combinations of contextual factors made sense.
An example scenario is:

“You get a new friend request on Facebook. You know this person offline. The person is in the same city

and college with you, but not in the same Facebook group. You don't have any mutual friends. The

person's Facebook posts are not interesting to you.”
For each scenario, participants were asked to indicate their perceived risk, their decision on the friend request,
and their information disclosure to the requester. The perceived risk was measured by a 7-point Likert scale
on 4 items taken from (Jarvenpaa et al., 1999). It gauged how risky participants perceived the requester in
the specific scenario. Risk perception was thus situational rather than general. The decision on the friend
request was binary, indicating whether participants accepted or declined the friend request in the scenario.
The information disclosure construct contained 17 different items of personal information that were usually
shared on Facebook, partially taken from (Gross & Acquisti, 2005; Knijnenburg et al., 2013), such as real
name, gender, age, photo, etc. Participants could select any number of information items including none. By
selecting an item, participants indicated that they were willing to disclose this item to the requester. Thus, the
response to each item of information disclosure was binary. All items of perceived risk and information
disclosure can be found in Table A.2 in the Appendix.

4.2 Data Analysis

We used Mplus to build models. We combined the data from the three countries with a country indicator. We
first subjected the 17 items of information disclosure to an Exploratory Factor Analysis (EFA) to test whether
they are subject to one factor, as they are not pre-established measurement for information disclosure. We
used a robust weighted least-square estimator (WLSMV) and an oblique Geomin rotation method. The
WLSMV estimator provides a better option for modelling categorical or ordered data as it does not assume
normally distributed variables. Surprisingly, there were two dimensions underlying these 17 items. We
considered the meaningfulness of the factors together with model fit indices (i.e., RMSEA, CFI, TLI,
eigenvalues, etc.) to find out the optimal solution. A RMSEA smaller than 0.08 and CFIl and TLI greater than
0.9 indicate an acceptable model fit. Low factor loadings (<0.4) with the parent factors, or high cross-loadings
(>0.4 or >1/2 of parent loadings) with other factors will be removed.

After testing the dimensionality of information disclosure, we subjected all items to a Confirmatory Factor
Analysis (CFA) to build a measurement model. Items for self-disclosure amount, privacy concerns and
perceived risk were ordinal, while items for information disclosure were binary. We used again the WLSMV
estimator. Convergent validity is supported when indicators load significantly on their respective factors
(standardized factor loadings exceed 0.6) and also the Average Variance Extracted (AVE) is higher than 0.5.
Discriminant validity is supported when the correlation between latent factors is lower than .85, and smaller

than the square root of the AVE of each factor. Based on the CFA results, we eliminated items with factor



loadings less than 0.6, or with significantly higher modification indices. We also checked the measurement
invariance across the three countries by comparing configural, metric and scalar measurement models (see
Cho et al. (H. Cho et al., 2018) for its importance in multi-cultural privacy research). If the metric or scalar
model is not significantly worse than the configural model in terms of model fit, we can claim that we have
metric invariance for comparing path coefficients across groups, or scalar invariance for comparing means.
If any non-invariance exists, checking the estimations with large modification indices will help us locate the
source of the non-invariance.

Next, we examined the main effects of country on all the factors to compare the levels of factors across the
three countries. We especially examined how levels of three different privacy concerns vary across the three
countries in order to test H16, H18 and H20. We made the US as the baseline in this step. After this, we
subjected all factors and observed variables to Structural Equation Modeling (SEM) to test H1-H9, using the
WLSMV estimator. We modeled the relationships as shown in the hypothesized model in Figure 1. We
allowed residual correlations among different types of privacy concerns, and between friend request decision,
information disclosure and perceived risk. We controlled general SNS self-disclosure amount, gender, age,
education and income. Since a participant's responses to the 3 scenarios presented in the survey might be
associated, we used two-level SEM. Two-level modeling allows within/between level modeling by
introducing the random slope/intercept that varies across clusters in hierarchical data. In our two-level SEM,
we allowed random intercept at subject level. The contextual variables in each scenario are within-level
predictors, while the privacy concerns, general self-disclosure amount, and controlled demographic variables
are between-level. We also computed the intra-class correlations (ICC) of dependent variables. The ICC is a
measure of the relatedness of clustered data by comparing the variance within clusters with the variance
between clusters.

Finally, to compare the effects across the three countries (H10-15, H17, H19, and H21), we used multi-group
analysis. The grouping variable was country. In Step 1, we fit identical models (with intercepts and path
coefficients to be the same) for each country. In Step 2, we fit the same model for each group, but allowed
one path, i.e., from “known offline” to “perceived risk”, to be free (i.e., different among the three countries),
while other estimations were identical. In Step 3, we compared the models in Step 1 and 2 through a Wald
test to see if freeing the path significantly improved the model fit. We performed this process one by one for
the paths from context variables to perceived risk, friend request acceptance, and information disclosure. If
the model comparison showed a statistically significant result, we claimed a country difference to that effect.
Because the computation of the multi-group two-level SEM is very time-consuming when indicators of latent

variables are categorical, we used the factor scores of the latent factors.
5 RESULTS
5.1 Dimensionality of Information Disclosure.

The EFA results show that there were two dimensions underlying these 17 items. the information disclosure

items into two dimensions: demographic and social information disclosure (Table 2). The model fit indices



for the two-factor solution are: ¥2=855.131, df=103, p<0.05, RMSEA = 0.079, CFI = 0.924, TLI = 0.900.
The demographic information disclosure has 5 items, while the social information disclosure has 8. The two-
factor solution leaves 4 items with large cross-loadings, which are removed in later analysis. The three-factor
solution makes a better model fit, but has one factor with only two items. We thus adopt the two-factor

solution due to its meaningful factors and better parsimony.

Information Disclosure Items 1 2
Gender 0.789* -0.011
Age 0.867* 0.005
My e-mail address 0.587* 0.123
My mailing address 0.768* 0.034
My phone number 0.787* -0.100
Photo with my image 0.071 0.674*
Political views 0.048 0.803*
My educational background 0.159* 0.788*
Name of my college 0.141* 0.706*
My friend list 0.003 0.772*
Interests (favorite movies, books, etc.) | -0.069 0.865*
Status updates -0.067 0.862*
Shared links -0.195* 0.944*
Occupation 0.507* 0.375*
Hometown 0.350* 0.472*
Workplace 0.407* 0.439*
My current location 0.313* 0.532*

Table 2. EFA results of information disclosure items (*p<.05)

5.2 Measurement Model.

The results from CFA show that the measurement model has acceptable fit indices (y2= 1762.267, df = 506,
p<.001; RMSEA = 0.046 < 0.05, 90% CI: [0.044, 0.049], CFI =0.977 > 0.9, TL1 = 0.974 > 0.9). A chi-square
test with a p-value greater than 0.05 usually indicates good model fit. However, it is sensitive to sample size.
We thus use other criteria, such as RMSEA, CFIl and TLI together to describe the goodness-of-fit of our
measurement model. All standardized factor loadings are above the recommended 0.6 level (see Table A.2
in the Appendix). Each latent variable’s Average Variance Extracted (AVE) is greater than 0.5, indicating
adequate convergent validity (Table A.2 in the Appendix). The square root of each latent variable’s AVE is
greater than its correlations with other latent variables, indicating adequate discriminant validity (Table 3).
We conducted two measurement invariance tests?. One is solely for demographic and social information
disclosure, and one is for other factors. This is because information disclosure has binary items while the
other factors have 7-category items. The results of the measurement invariance test (Table A.3 in the
Appendix) show that demographic and social information disclosure achieve partial scalar invariance, with
four items that should be freed in their intercepts in the US sample. Other factors (general self-disclosure
amount, privacy concerns, and perceived risk) achieve partial metric invariance, with one information privacy

concern item in the Korean sample, and one psychological privacy concern item and one general self-

2 Since the chi-square test is sensitive to sample size, we conducted the measurement invariance test on a random subset (N=390) of
our data.



disclosure amount item in the Chinese sample that should be freed in their factor loadings. As invariance in
up to 20% of parameters is acceptable when conducting multiple group comparisons (Byrne, 1989), our
measurement model can be used for comparing path coefficients between countries.

Amount 0.845
Information 0.018 0.790
Interactional | 0.215 0.24 0.819
Psychological | 0.211 0.455 | 0.532 | 0.862
Perceived risk | 0.099 0.346 | 0.308 | 0.334 0.893
Demographic | 0.137 -0.129 | -0.092 | -0.019 | -0.227 | 0.728
Social 0.069 -0.043 | -0.283 | -0.076 | -0.509 | 0.533 | 0.745
Amount | Info. Inter. | Psycho. | Risk Demo. | Social
Table 3. Factor correlations (the diagonal shows the square root of the AVES).

5.3 Country Main Effects.

We model the main effects of country on all the factors and friend request decision in Table 4 to show an
overall comparison across the three countries. We set the US as the baseline. The overall comparison shows
that Korean and Chinese SNS users exhibit a higher general self-disclosure amount than US users. They
perceived more risk towards the requesters in the scenarios, and also disclosed more demographic
information but less social information. They are more concerned than US users about their control over
online encounters with others (interactional privacy concern) and about their freedom to express views
(psychological privacy concern). H18 and H20 are supported. Korean users, but not Chinese users, have

significantly lower information privacy concerns than US users, which partially supports H16.

Factors us KR CN
General self-disclosure amount 0.307*** | 0.665***
Information privacy concern -0.165*** | -0.086
Interactional privacy concern 0.877*** | 0.407***
Psychological privacy concern Baseline | 0.510*** | 0.440***
Perceived risk 0.235*** | 0.566***
Demographic information disclosure 0.428*** | 0.182***
Social information disclosure -0.379*** | -0.333***

Table 4. Main effects of country on factors (***p<.001).

5.4 Multi-group SEM.

Before conducting the multi-group SEM, we computed the intra-class correlations (ICC) for outcome
variables (Table 5). The average cluster size is 3, as all the 1159 participants responded to 3 random scenarios.
The ICCs show significant interclass correlations so that the use of multilevel modeling is called for.

Variable ICC

Acceptance 0.373
Perceived Risk 0.523
Demographic Info. Disclosure | 0.583
Social Info. Disclosure 0.532

Table 5. ICCs of dependent variables.

We present the multi-group SEM model and path coefficients in Figure 2. In the multi-group SEM model,

we free the path coefficients across the three countries. The multi-group SEM has good model fit: 2=



116.396, df = 48, p<.001; RMSEA = 0.035 < 0.05, CFI = 0.991 > 0.9, TLI = 0.949 > 0.9. We mark out in
bold the path coefficients that are significantly different across the three countries, and report the respective

change of Chi-square and its significance in the results from multi-group analysis shown in Figure 2.
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Figure 2. Path coefficients comparison across the three countries (*p<.05, **p<.01, ***p<.001). Note non-

significant paths are not included in the graph.

5.5 Effects of Contextual Factors

The contextual effects on privacy decisions are overall significant in US (except for the effect of mutual
friends on friend request acceptance and the effect of same college on demographic information disclosure),
whereas the contextual effects in Korea and China are not as significant as in US in certain cases. This
suggests that previous findings about contextual factors that were based on US samples cannot necessarily
be generalized to other countries.

Particularly, offline connection and interesting posts significantly increase the acceptance of friend requests
in three countries, thus H1(a) and H6(a) are fully supported. Requesters in the same SNS group or city are
not well accepted in Korea and China. H3(a) and H5(a) are only partially supported. Americans’ friend
request decisions are not significantly influenced by mutual friends, thus H2(a) is partially supported. Same
college does not have significant effect on acceptance in Korea, thus H4(a) is partially supported.
Comparing the three countries, the effects of known offline and mutual friends on friend request acceptance
are significantly stronger in Korea and China than the US. By contrast, the effects of same SNS group and
city are significantly stronger in the US than the two Asian countries. H10(a), H11(a), H13(a) and H14(a)

are supported. H12(a) is partially supported, as effect of same college is significantly stronger in China



than the US, but not for Korea. H15(a) is not supported, as there is no significant difference in the effects
of interesting posts across the three countries.

The contextual variables do not consistently increase both demographic and social information disclosure in
all the three countries. Only offline connection and interesting posts significantly increase information
disclosure across three countries. Hence, H1(b) and H6(b) are supported. H2(b)-H5(b) are only partially
supported as the context effects are only significant in one or two countries. Compared with the contextual
effects across the three countries, the effect of known requester is significantly stronger in Korea and China.
H10(b) is supported. The effects of same SNS group on social information disclosure are stronger in US,
and the effect of same college are stronger in Korea and China. However, the same does not apply to
demographic information disclosure. Thus, H12(b) and H13(b) are partially supported. The effects of
interesting posts on social information disclosure are stronger in China, and those on demographic
information disclosure do not significantly differ across the three countries. Thus, H15(b) is rejected. The
effects of mutual friends and same city also do not significantly differ across three countries. H11(b) and
H14(b) are rejected. Comparing the effect size of contextual factors on two types of information disclosure,
the contextual factors drive users in the US to make more social than demographic disclosures. In Korea and
China, contextual factors drive users to make more demographic than social disclosures, except same group,
city and mutual friends which do not significantly influence any information disclosure.

The contextual variables, offline connection, mutual friends, same college and interesting posts significantly
reduce perceived risk in three countries, thus H1(c), H2(c), H4(c), and H6(c) are supported. The effects of
same SNS group and same city are not consistently significant across three countries, thus H3(c) and H5(c)
are partially supported. The contextual effects on perceived risk vary significantly across the three
countries. In the US, all the contextual variables diminish the perceived risk significantly. In Korea and
China, only offline connection, mutual friends, same college, and interesting posts will significantly reduce
users’ perceived risk. All the contextual effects are significantly weaker in Korea and China than in the US.

Thus, H13(c), H14(c) and H15(c) are supported, while H10(c), H11(c) and H12(c) are rejected.

5.6 Effects of Privacy Concerns.

Information privacy concern positively influences perceived risk in the three countries (H7c is supported).
Interactional privacy concern only positively influences perceived risk in US and Korea (H8c is partially
supported). However, both information and interactional privacy concerns do not directly and significantly
influence friend request acceptance and information disclosure, thus H7(a)(b) and H8(a)(b) are not
supported. Psychological privacy concern does not significantly influence any privacy decision in three
countries. H9 is and H20 are rejected. The effects of information privacy concern do not significantly differ
across the three countries. Thus, H17 is rejected. The effects of interactional privacy concern significantly
vary across the three countries. They are significantly larger in Korea than in US than in China. H19(c) is

partially supported.



5.7 Summary of Results

We summarize the hypotheses testing results in Table 6:

# Hypothesized Effects Result
H1 a-c | Known offline—(+)acceptance(+)information disclosure(-)perceived risk Full support
H a-b | Mutual friends—(+)acceptance(+)information disclosure Partial support
¢ | Mutual friends—(-) perceived risk Full support
H3 a-c | Same city—(+)acceptance(+)information disclosure(-)perceived risk Partial support
Ha a-b | Same college —(+)acceptance (+)information disclosure Partial support
c | Same college —(-) perceived risk Full support
H5 a-C | Same SNS group—(+)acceptance(+)information disclosure(-)perceived risk | Partial support
H6 a-c | Interesting posts— (+)acceptance(+)information disclosure(-)perceived risk Full support
H7 a-b | Information privacy concern —(-)acceptance(-)information disclosure No support
¢ | Information privacy concern —(+) perceived risk Full support
H8 a-b | Interactional privacy concern —(-)acceptance(-)information disclosure No support
¢ | Interactional privacy concern —(+) perceived risk Partial support
H9 ac Psychc_)logic_al privacy concern—(+)acceptance(+)information disclosure(- No support
)perceived risk
a-b Known offlinexcountry—acceptance, information disclosure: KR, CN > Full support
H10 us
c Known offlinexcountry— perceived risk: KR, CN > US No support
a | Mutual friendsxcountry—acceptance: KR, CN > US Full support
H1l b-c E/Itjjtgal friendsxcountry— information disclosure, perceived risk: KR, CN No support
H12 a-b | Same collegexcountry— acceptance, information disclosure: KR, CN > US | Partial support
c | Same collegexcountry— perceived risk: KR, CN > US No support
H13 a, C | Same SNS group xcountry— acceptance, perceived risk: US > KR, CN Full support
b | Same SNS group xcountry— information disclosure: US > KR, CN Partial support
a | Same city xcountry— acceptance: US > KR, CN Full support
H14 b | Same city xcountry— information disclosure: US > KR, CN No support
C | Same city xcountry— perceived risk: US > KR, CN Full support
a-b Interesting postsxcountry— acceptance, information disclosure: US > KR, No support
H15 CN
c | Interesting postsxcountry— perceived risk: US > KR, CN Full support
H16 Information privacy concern: US > KR, CN Partial support
Information privacy concernxcountry— acceptance, information
H17 ac disclosure, pgrceivgd risk: US > KR,)/CN i No support
H18 Interactional privacy concern: KR, CN > US Full support
Interactional privacy concernxcountry— acceptance, information
H1o | P | disclosure: KpR, CNy> us ! i No support
c | Interactional privacy concernxcountry— perceived risk: KR, CN > US Partial support
H20 Psychological privacy concern: KR, CN > US Full support
Ho1 ac Psychological privacy concernxcountry— acceptance, information No support

disclosure, perceived risk: KR, CN > US

Table 6. Hypothesis testing results.

In sum, the testing results answer the three research questions. Regarding RQ1 (how does the contextual

impact on privacy decisions in SNSs differ in different countries?), we find the effects of contextual factors

on privacy decisions vary in different countries:




e The effect of offline connection on privacy decisions is stronger in Korea and China than the US.

e The effect of mutual friends on friend request acceptance is stronger in Korea and China than the
UsS.

e The effect of same college on privacy decisions is stronger in China than the US.

e  The effect of same SNS group on privacy decisions is stronger in the US than Korea and China.

e The effect of same city on friend request acceptance is stronger in the US than Korea and China.

e  The effects of interesting posts on perceived risk is stronger in the US than Korea and China.

Regarding RQ2 (how does the impact of privacy concerns on privacy decisions in SNSs differ in different
countries?), we find that privacy concerns do not have direct effect on privacy decisions and the effects of

privacy concerns on perceived risk partially vary in different countries:

e The effects of information privacy concern on perceived risk do not significantly differ across the
three countries.

o The effects of interactional privacy concern on perceived risk significantly vary across the three
countries.

e Psychological privacy concern does not significantly influence any privacy decision in three

countries.

Regarding RQ3 (are SNS users in different countries concerned with different aspects of privacy in online

social interaction?), we find SNS users in the three countries focus on different aspects of privacy:

o Korean users, but not Chinese users, have significantly lower information privacy concerns than US
users.
e Korean and Chinese SNS users exhibit more interactional privacy concern than US users.

e Korean and Chinese SNS users exhibit more psychological privacy concern than US users.

6 DISCUSSION

The goal of this paper is to understand how contextual factors and privacy concerns cast different impact on
privacy decisions in different countries. We performed a quantitative study in three countries, the US, Korea
and China, to model the relationships between contextual factors, privacy concerns and privacy decisions.
Our findings show that contextual impact indeed vary across the three countries, and that users in different
countries focus on different aspects in the formation of privacy concerns, and thus have different decisions

in information disclosure in SNSs. We discuss the implications in this section.

6.1 Country Differences in Contextual Information Norms

We find significant country differences in contextual impact between the US, Korea and China. First, our
findings demonstrate that the primary contextual factors that shape SNS privacy decisions vary across the

three countries. For American users, almost all six contextual factors significantly influence friend



acceptance, information disclosure and perceived risk. In contrast, the privacy decisions of Korean and
Chinese users are not significantly affected if the requester is in the same SNS group or city. The positive
effects of a known requester on friend acceptance and information disclosure is much stronger in Korea and
China than in the US, indicating that existing connection is more important for Korean and Chinese users.
This suggests that the contextual factors found in previous work based on surveys conducted only in the US
may not be equally impactful in other countries like Korea and China. Future cross-country privacy research
should therefore look at different sets of contextual factors, in accordance with the respective cultures.
Moreover, these findings echo previous results (Kim et al., 2011) which assert that users from collectivistic
countries are motivated to use SNSs to maintain existing relationships, while individualists tend to expand
their social networks. In collectivistic countries like Korea and China, people favor in-group over out-group
relationships. Interactions with in-group relations are more predictable and comfortable than those with out-
group relations. Thus, they are more likely to accept and to disclose to known requesters, rather than
requesters in the same SNS group or city. In individualistic countries like the US, people are instead willing
to interact with more groups (Wheeler et al., 1989) and engage with different groups and strangers
(Yamagishi, 1988). Thus, in addition to known requesters, American users in our survey also find it easy to
accept requesters who are merely in the same SNS groups or city, or who publish interesting posts, as this
will help them expand their online social networks. Hence, we recommend that privacy researchers take
cultural differences in contextual information norms into consideration when examining privacy decisions
on SNS.

Another country difference in the contextual impact relates to the two common types of information
disclosure, namely demographic and social information disclosure. Most prior cross-cultural privacy studies
examined general information disclosure in SNSs without distinguishing between different categories of SNS
information disclosure. Our findings show that Koreans and Chinese disclose more demographic information
while Americans more social information (Table 4), suggesting that future research should specify the type
of information disclosure when examining cross-cultural differences. Furthermore, the SEM model reveals
that contextual factors drive users in different countries to disclose different types of information: in the US,
the same contextual factors drive users to make more social than demographic disclosures, while in Korea
and China it is the opposite (disregarding the factors of same group, city and mutual friends, which do not
significantly influence information disclosure). Demographic disclosure refers to gender, age, contact
information, etc., while social disclosure is about photos, views, interests, etc. Collectivistic users disclose
more demographic information, perhaps because they want to be identified as ingroup members and trust
other ingroup members to protect their identifiable information. Individualistic users more likely aim to find
new friends with similar interests (Kim et al., 2011), and thus disclose more social information. We suggest
that future work pay attention to these cultural differences in users’ preferences for information types in SNS
disclosure.

Third, the negative contextual effects on perceived risk is significantly stronger in the US than in Korea and

China. Given a requester with the same contextual factors, the perceived risk is more reduced for American



users than for Korean and Chinese users. This seems somewhat contrary to the cultural differences that
collectivistic countries as “high context” and people should be more sensitive to the social relationships,
whereas individualistic countries are characterized as “low context” and people are more rule-based and
autonomous (Hall, 1989). However, previous research had shown that users in collectivistic cultures perceive
higher risk and are more risk-averse than in individualistic cultures (Dinev et al., 2006; Park & Jun, 2003).
Individualists are more trusting of others, whereas collectivists are less likely to trust those beyond their in-
groups (Hamamura, 2012). Since general trust of others serves as a lubricant for social interactions
(Yamagishi & Yamagishi, 1994), this may partially explain why contextual factors are more likely to reduce
risk perception in the US than in Korea and China and why Korean and Chinese users are less likely to

mitigate their risk perception in different contexts.

6.2 Country Differences in Privacy Concerns

Our findings show that Korean and Chinese users are more concerned than US users about their control over
online encounters with others (interactional privacy concern) and about their freedom to express opinions
(psychological privacy concern). But both (especially the Korean users) have lower information privacy
concerns than US users. Most prior SNS privacy literature examines only one type, namely information
privacy concern. We find that American SNS users exhibit more information privacy concern while Korean
and Chinese users exhibit more interactional and psychological privacy concerns. Psychological privacy is
about one’s freedom to express their views and to maintain psychological independence from cognitive and
affective interference of others (Burgoon et al., 1989). In other word, it is about one’s concern regarding
others’ judgement on one's information disclosure. Individuals in collectivistic cultures are known to likely
more care about, and be influenced, by others’ opinions, especially of those who are important social
relationships (Harry C. Triandis et al., 1988). People in individualistic cultures rather tend to value personal
and unique feelings over others’ judgement and are thus less likely to have psychological privacy concerns.
Interaction privacy concern is about the control over unwanted online encounters with others. Individualists
prefer to join more in-groups, while collectivists stay with fewer but more stable in-groups. Thus, their
concerns of unwanted contacts may vary. These findings may be useful for future cross-cultural privacy
studies that should posit users’ privacy concerns as non-uniform, segmented into different types of online
social interactions. Different types of privacy concerns may cast varying effects on privacy decisions based

on cultural differences.

6.3 Who Discloses Less Information?

One of our unique contributions is that our model considers both individual privacy concerns and contextual
factors to capture the cultural differences in privacy decision-making. The earlier discussion suggests that
contextual factors reduce perceived risk more strongly in the US than in Korea and China. Hence one would
assume that in the same context, American SNS users should disclose more personal information than Korean

and Chinese users because they perceive less risk. This, however, is seemingly contrary to previous findings



that users in individualistic countries disclose less personal information in SNSs than in collectivistic
countries (Posey et al., 2010). Our model incorporates privacy concerns and contextual factors in an
integrated view of cultural differences in privacy decisions. The total effects of privacy concerns are negative
and the total effects of contextual factors are positive. The effects of privacy concerns are relatively large in
the US after mediated by perceived risk. This indicates that the positive contextual effects are countered by
the negative effects of privacy concerns more strongly in the US than in Korea and China. Thus, American
users still disclose less information than Korean and Chinese users. This suggests that future cross-cultural
privacy research should consider individual privacy concerns and contextual influence together to accurately
capture the cultural differences in privacy decisions. If only privacy concerns are accounted for, the cultural
differences in privacy decisions may become exaggerated when culturally distinct contextual effects are not
included. If solely contextual effects are considered, the results may be reversed as privacy concerns would

counteract the contextual effects more strongly in individualistic than in collectivistic countries.

7 DESIGN IMPLICATIONS

Based on the country differences, we suggest several design implications for multinational SNS providers.
First, our study shows that the primary contextual factors that shape SNS privacy decisions vary across the
US, Korea and China. This suggest that friend recommendation algorithms in SNSs should consider different
contextual factors in individualistic and collectivistic countries. For example, SNSs in Korea and China
should focus on contextual factors such as offline connection and mutual friends when recommending friend
requests, whereas in the US they should focus on commonalities in city and SNS groups. Other context-aware
mechanisms in SNSs, such as contextualized privacy setting configurations, should also be differentiated.
Contextual factors that do not reduce perceived risk in collectivistic countries (e.g., same city, college, or
interests) should not be considered.

Second, when differentiating the contextual factors in different countries, SNS providers need to control the
effects of individual privacy concerns, as our model shows that privacy concerns counter the contextual
effects. Ignoring the effects of privacy concerns leads to inaccurate predictions for friend request acceptance
and ineffectiveness of contextualized privacy support. Additionally, the different types of privacy concerns
should be accounted for, as users’ privacy concerns in individualistic and collectivistic countries are not
uniform. Individualistic users focus on factual information, whereas collectivistic users focus on control over
unwanted SNS contacts and judgement of others about their information sharing. Thus, SNS providers should
design different strategies to facilitate users’ privacy preferences. For example, in individualistic countries
SNSs could employ mechanisms to protect factual information disclosure, and in collectivistic countries more
features to filter or block unwanted social contact and online judgement.

8 LIMITATIONS

The study has several limitations. First, our findings are based on measures of self-reported perception and
behavioral intent in response to fictitious scenarios instead of actual reactions to real friend requests. We did

not have access to actual Facebook data, nor could we capture some of the factors without asking, such as



situational perceived risk. In privacy, behavioral intentions may diverge from actual disclosure behavior
(Norberg et al., 2007). However, we provided a specific context for a friend request in each scenario that was
close to real-world situations. This also enabled us to randomize the contextual factors and draw causal
inferences, which is hard to achieve using actual behavioral data. The contextual influence is in line with
previous research based on actual behavior data (Dong et al., 2015). We thus believe that our results are
useful. We suggest that future studies enhance our findings by capturing actual behaviors.

We use country-level comparison and propose that the cultural differences between individualism and
collectivism may explain the country differences we found. This must be viewed with some caution though.
First, the three countries in our study may not holistically represent the contrasting aspects between
individualism and collectivism. We choose these three countries because they are considered the most
representative countries for individualism and collectivism to our best knowledge. Our results do not deviate
significantly from cross-cultural privacy studies in other countries, e.g., France vs. UK (Posey et al., 2010)
or a multi-national comparison (Li et al., 2017). Second, the levels of individualism and collectivism may
be variant within a nation, especially in multiethnic and immigrant societies. Admitting the variations within
a nation, we still find significant country effects, indicating that even if not all the residents in a nation are
individualistic or collectivistic, the majority of them will exhibit the nature of the national cultures. But we
suggest future studies use valid individual-level individualism/collectivism measurements to explain the
cultural differences. Third, there may be other country factors that lead to country differences in contextual
information norms, such as other cultural dimensions, demographics, legal and political systems, economic
factors, etc. There may also be some cross-country differences observed in this study that may not necessarily
be related to individualism/collectivism. For example, the insignificant effect of same city on friend request
acceptance may be due to the fact the almost % of the South Korean population lives in Seoul, thus whether
the request is from someone who lives in the same city does not matter much for Korean users. We suggest
that future research consider additional country differences in examining the relationship between culture
and privacy behavior.

Third, we only focus on predictors that are related to our research questions. We may miss other important
factors, such as the benefit from information sharing, which is considered a critical predictor in privacy
calculus models and common compared with perceived risk (Xu et al., 2009). However, due to the scope of
the study and the space limit in the survey, we did not include all the important predictors of privacy
decisions. To build a more comprehensive model, we will consider it in future work.

Finally, we use different recruitment methods in the three countries, which may influence the country effects
we find. Most American participants were recruited from Amazon Mechanical Turk (AMT). AMT workers
are considered more technology savvy than the general population. We tried to reduce this effect by
incorporating participants from our campus. The differences in our recruitment methods were due to the time,
accessibility and cost of our study. Collecting large amount of cross-country data is a difficult and costly
task. We suggest future research use more efficient cross-country data collection methods. The measurement

invariance in privacy-related concepts is another difficulty in cross-country research. Despite several rounds



of back-translation with native speakers, we still have a small number of measurement non-invariance in our
constructs. It is still unclear whether the non-invariance is caused by translation or by country differences in
privacy conceptualization. We call for future work on this topic.

9 CONCLUSION

The goal of this paper is to understand how effects of contextual factors and users’ privacy concerns on
privacy decisions differ in different countries. We conduct a survey-based study in three countries, the US,
Korea and China, and model the relationships between contextual factors, privacy concerns and privacy
decisions. We find that the impact of contextual factors and privacy concerns on privacy decisions vary across
the three countries, and that users in different countries focus on different aspects of privacy concerns, which
may explain why they have different decisions on information sharing, friend request and perceived risk in
SNSs. We suggest strategies for multinational SNS providers to customize their privacy design and the
considered context characteristics in different cultures.
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APPENDIX
Overall | US KR CN
Mean age 30 38 29 30
Gender (%of Male) 45.47 44,02 | 49.51 | 44.04
Primary School 0.78 0 2.3 0.49
High School 20.45 24.83 | 2852 | 9.73
Education (%) | Associate or other 2-year degree | 18.29 22.12 | 15.08 | 16.55
Four-year college 43.49 40.18 | 44.59 | 46.23
Graduate school 17 12.87 | 9.5 27
A.1 Demographic information of survey participants
Factors Items Loading
G | I frequently talk about myself on Facebook. 0.879
Seelr;_era | often discuss my feelings on Facebook. 0.925
: | usually write about myself extensively on Facebook. 0.885
Disclosure - —
A | often express my personal beliefs and opinions on Facebook. 0.816
mount - - - -
AVE = 0.714 I disclose my close relationships with other people on Facebook. 0.739
| often disclose my concerns and fears on Facebook. 0.811
| believe that my information privacy is invaded when control is 0.661
lost or unwillingly reduced. )
Information It bothers me if my friends on Facebook reveal the personal 0.814
Privac information | shared on Facebook to others. '
C y It is very important to me that | am aware and knowledgeable about
oncern . . : .
_ how the information | shared will be used by my friends on 0.847
AVE =0.625
Facebook.
When my friends on Facebook want to use the information | shared 0.827
on Facebook, they should let me know first. '
It bothers me when my friends on Facebook “poke” (send a 0.758
Interactional |greeting message) me unexpectedly. '
Privacy It bothers me when my friends on Facebook start a conversation 0.860
Concern with me unexpectedly. '
AVE =0.675 |It bothers me if | am interrupted by irrelevant messages or 0.836
information from my friends on Facebook. '
It bothers me if my friends on Facebook publicly dislike the 0.763
contents | post. '
Psychological | It bothers me if my friends on Facebook joke about the content | 0.843
Privacy post. '
Concern It bothers me if my friends on Facebook judge my mood or feelings 0.927
AVE =0.743 |l shared in my space. '
It bothers me if my friends on Facebook judge me about my 0.906
opinions. '
Perceived In_gen_eral, it would be risky to share information on Facebook with 0.895
Risk this friend.
AVE = 0.798 There would be _hlgh _pote_ntlal for loss if | share the information on 0.894
my Facebook with this friend.




There would be too much uncertainty associated with sharing 0.911
information on Facebook with this friend. '
Sharing information on Facebook with this friend would create 0.873
many unexpected problems. '

. |Gender 0.682
Demographic Age 0751
information ) "o il address 0.699
disclosure =
AVE = 0.530 My mailing address 0.773

My phone number 0.731
Photo with my image 0.741
Social Political views 0.755
>oclal My educational background 0.807
information
. Name of my college 0.660
disclosure - ?
AVE = 0555 My friend list ' . 0.774
Interests (favorite movies, books, etc.) 0.719
Status updates 0.742
Shared links 0.756

A.2. Item descriptions and factor loadings. Note: “Facebook™ was replaced by “WeChat” in Chinese survey.

Model Name x2 (df) Ayx2 (df) CFI TLI RMSEA | Notes
Configural (15?3773)835 - 0.902 | 0.886 | 0.088 Everything free
63.673 (32)
. 1136.757 Equal factor
Full metric (569)*** p <.05 0.897 | 0.886 | 0.088 loadings
3 factor
loadings are
freed:
41.730 (29) CONCERN3 in
Partial p>.05 Korean
Other metric 1114.815 Compared | 0.900 | 0.889 | 0.086 | PSYCHO3 in
Factors (566)*** with China
configural AMOUNT3 in
China
5235’59 (35) Equal factor
1344.205 : loadings and
Scalar (601)*** \(Ilv?t?gzrrig | 0.865 | 0.858 | 0.098 intercepts.
metric
Configural | 414.954(192) | - 0.846 | 0.813 | 0.095 Everything free
20.721(14)
Partial p>0.1 .
scalar 426.597(206) | Compared | 0.848 | 0.827 | 0.091 ?ré';ge:ﬁeﬂtss are
. with '
Disclosure configural
Factors
72;4855 (18) Equal factor
p= loadings and
Scalar 474.858(210) | Compared 0.846 | 0.813 | 0.095 -
. intercepts
with '
configural

A.3 Results of measurement invariance tests (***p<.001).




