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Abstract "always on” networking capability through cellular net-
. . . . o work connectivity, while opportunistically taking advan-
With the advent of various mobile devices with dlversetage of the high throughput offered by the short range

communication capabllltles,_the |nte_r0p§rablllty betwee 802.11 networks. The development of these integrated
these networks becomes imperative in order to pro-

: - o . . networks has pivotal impact in supporting mobile appli-
vide ublqu|t-ous ngtwork.connectmty with the hlghegt cations on devices such as PDAs, cell phones, and lap-
throughput in mobile environments. We focus on the in-

o ) - tops.
teroperability experiments between WiFi computer net- In solving the interoperability problems in the hybrid

works and Cingular GSM/GPRS networks by utilizing networks, user mobility poses the most significant chal-

these two networks as the transit networks between mol- . ) .
. . . enge, which causes routing control overheads in the
bile hosts and the Internet under particular quality of ser-,

vice (Q0S) requirements. The experiments were to tesrtransit ad hoc networks, and communication disruptions
: to the end-to-end applications. Thus, it is essential for us

the performance attainable in such hybrid networks byto develop efficient routing protocols to provide the best

configuring a client host with both 802.11 and GPRS " ". L .
: . : . available network connectivities and to quickly adapt to
wireless network interfaces to exchange files with an- o
. the network topology changes. Routing in ad hoc net-
other Internet host through TCP/IP, then measuring the ;
. > works has been a long standing problem, and there are
network throughput and the latency taken to re-initate . L : :
g L .“many solutions in this context. We provide a brief sur-
a TCP/IP session when switching between the two in- ;
. : . vey about these protocols, and choose one of them in our
terfaces. Our results show that it took little time to experiments
switch from the low bandwidth GPRS connection to the <*P

high bandwidth 802.11 connection with dramatic net-. Once deciding an effective routin_g protocol, our test-
work throughput gain, but took a long time to switch the ing of the heterogeneous network interoperability rests
other way around on the toolkits for the experiments. In networking re-

search, simulations have been a very effective tool for
protocol correctiveness testings as well as performance
1 Introduction benchmarking that take into account many variables such
as signal propagation, user mobility, distance between
Multi-hop ad hoc and cellular integrated networks, suchnodes, and many others. Simulators such as NS2 [9]
as UCAN (Unified Cellular and Ad Hoc Network) [15], and its extensions [11] have been developed.
have been developed to harness the power of the emer- However, it was realized that simulations fail to cap-
gence of third generation (3G) cellular technologies andure many unexpected variables that could occur in real
easily deployed, cheap 802.11 ad hoc networks. The goavorld tests [13]. In the 2000 - 2005 proceedings of
behind this work is to provide constant network connec-the ACM International Symposium on Mobile ad hoc
tivities to the ongoing data communication sessions orNetworking and Computing (MobiHoc), they found that
the mobile client hosts by leveraging the TCP/IP proto-75% of the papers published used simulations to test their
cols support in both types of networks. The idea was taesearch proposals, with 30% not identifying the simula-
allow clients to use the ad hoc networks based on 802.1tors used, and that up to 90% of the published simulation
standard to route traffic to and from the best availableresults may include bias.
network access points, which can be either cellular or Therefore, in recent years, real world testbeds based
802.11 gateways. Therefore, such networks feature then WiFi networks have been widely deployed, such as



the Ad Hoc City project in Seattle, Washington [9], networks [8].

which built a city-wide ad hoc network testbed using fleet However, because UCAN requires changing the rout-

vehicles and buses. Unfortunately, many of such testbedsg tables on the cellular base stations, which is a risky

did not incorporated cellular capabilities, which we tried endeavor for cellular providers, the UCAN Architecture

to address in this paper. has only been tested using the NS2 simulator. Because of
The rest of the paper is organized as follows. In Sec+his limitation, one of the goals of our work is to derive

tion 2, we review the background and related work insome realistic performance numbers in a hybrid network

multi-hop ad hoc networks, then provide our testing ar-system using real-world testbeds.

chitecture in Section 3. We discuss the challenges en-

countered along with their solutions in Section 4, and .

evaluate the system performance in Section 5. Section 8'2 Ad Hoc Routing Protocols:

concludes the paper. This work provides insights for our AODV and DSR

future research, such as the potential use of integrate

mobile networks for emerging VolP (Voice over IP) ap-

plications.

Igouting in a wireless ad hoc environment poses unique
challenges compared to typical wired environments, and
therefore requires an industrious protocol to locate mo-
bile clients and keep routes fresh. The two bench-
2 Background and Related Work mark routing protocols in this area are the Dynamic
Source Routing Protocol (DSR) [10] and the Ad Hoc
2.1 The Unified Cellular and Ad Hoc Net- On-Demand Distance Vector Routing Protocol (AODV)

work (UCAN) Architecture [19]. Both routing protocols are to establish routes only
when needed, thereby reducing the network load for

routing control purposes. Both routing protocols involve
two phases of routing operations: route discovery and

o route maintenance. Their main difference is that DSR is
- ’ T based on the source-route whereas AODV is distance-
B g gl £ vector based. Further details of their differences and
o Dtk | mnc | other ad hoc routing protocols are found in [3] and [18].
- - -
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ge e, e Coq 4 - . o
N | . T "lﬂ'l*l}; As show in Fig. 2, we focus on the impact of switching

- - 4 between heterogeneous transit networks on the through-
put and latency of ongoing communication sessions, par-
ticularly the TCP/IP file transfer applications. For this

Figure 1: UCAN Architecture purpose, our client is a Dell XPS Gen 2 laptop with
802.11 connectivity provided by an integrated Intel Pro
Fig. 1 exemplifies the typical hybrid network deploy- Wireless 2200BG network card, and a Bluetooth connec-
ment as used by the UCAN Architecture [15], which tivity to a Cingular Slvr L7 GPRS capable cell phone
consists of cellular base stations, 802.11 access pointpyovided with full service.
and mobile clients in the form of cellphones, PDAs, and For interoperability testing, we adoped a software so-
laptops, all with cellular and 802.11 capabilities. In the lution, called Hamachi [7] to create a Virtual Private Net-
ad hoc part of the hybrid networks, UCAN allowed a work (VPN) as so to provide a consistent IP address for
client to find out the best network connectivity in the each client host. Hamachi overcomes the disruption of
network while performing the route discovery. After ob- network services due to network attachment changes by
taining such route information, a client host can choosebuilding a Virtual LAN among the network participants.
which next-hop peers to use in order to route its trafficEach participating host is assigned with a single static IP
through to the Internet. that can be shared across different network adapters, and
UCAN simulations tested the performance of their connects with each other through the Hamachi secure
algorithm, provides a "quantitative study of raw net- server, which solves the problems associated with Net-
work capacity, end-to-end throughput, end-to-end delaywork Address Translation (NAT). Reportedly, Hamachi
power consumption, per-node fairness (for throughputcan successful establish VPNs in 95% of cases. Unfortu-
delay, and power), and impact of mobility on the net- nately, it was unable to establish a connection through the
work performance” for cellular and wireless multi-hop Cingular GPRS interface in our experiments. Although
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Figure 2: Our Test Architecture Figure 3: Hamachi VPN

Hamachi solution is still under our investigation, we post4.1  Broadcom BCM94306MP

the Hamachi solution here for future extensions. .
(Pne of our test laptops, a HP Pavilion ze4800, came stan-

For network_throughput testing purposes, we use dard with a Broadcom BCM94306MP 802.11g wireless
speed test services offered by Speakeasy.net [21]to mea

sure throughput. Although speakeasy.net might not b Card. There are no official Linux drivers for this card, but

able to determine the maximum throughput of each de?he latest release of Fedora Core 5 includes built-in beta

vice, itis still effective to provide the ratio of the throlug drivers for the wireless card. An alternative approach is

puts between different network connectivities. to_use a toql caIIed_Nd|swrapper [16] which "wraps” a
. o Windows driver to Linux through a loadable kernel mod-
For network traffic monitoring purposes, we used : : .
. ule. We tried both solutions and they only worked with
Ethereal [4] to capture the packets going through each . o .
. . . . certain combinations of routers and clients.
active network interface. When measuring the time taken
to re-establish a TCP/IP session between adapters, this _
tool allowed us to see at what time the file server was4.2 USR2450 and LinuxAP

contacted after a device was initialized. . . . ,
The US Robotics 2450 wireless access point was first re-

leased to market several years ago. It is based off the
4 Testing Challenges and Trade-offs Eumitcom board with a PRISM based 802.11b PCMCIA

802.11 card, a serial interface, and 1 wired Ethernet port.
Our first goal was to create a full fledged ad hoc networkSuch a configuration allows installing custom firmware
with multiple clients and access points using the AODV so as to run a Linux 2.4 kernel on the access point. The
routing protocol. However, due to the difficulties we en- first major firmware distribution based on Linux 2.4 was
countered, we have concluded with a simplified testbedDpenAP developed by [17], which was taken over by
that includes only a single client in the end. We argueKeith Smith with the LinuxAP project [20] later.
that such experimental evaluations of the hybrid network LinuxAP enables a plethora of options to a network
achieve our interoperability testing goals, although in aadministrator such as custom routing tables, network
simplier setup. bridging, and loadable Linux network modules, but be-



cause of the many "hacks” necessary for correct op- Throughput (kpbs)
eration and the risk of "bricking” the wireless access Downstream | Upstream
point with unsuccessful flashes, the software modifica- Cellular 43 18
tions based on LinuxAP have consumed overwhelming 802.11¢g 1379 495
amount of work in the project.

Initially, we tried to use LinuxAP-eh, LinuxAP en- Table 1: 802.11g and GPRS Throughput

hanced, from [14]. This distribution was last updated
February 21, 2004, and included the additional 2.1 NIST K / q h
Implementation of AODV [12]. The newest version of Wy, Speakeasy. net/speedtest,  we _chose
NIST AODV is 2.2, so the LinuxAP-eh was one gener- the test server at the same remote Ioce_mon In Los
ation out of date. Even with such version discrepancyfa‘ngel.es’ CA, to simulate a real world session between
runing LinuxAP-eh with AODV consistently generated the client and a server. Due to the expenses of cellular
invalid wireless network events that crashed the router. tc):gndvxlndtg,PvRvglchh cost one cent p;]er kilobyte thrgugh
The last option to create a successful LinuxAP kernel ingu alr ,.tder? was not chh rog.m. to expenmgnt
on the USR2450 access point by creating custom buil@Ver & 'ong period of time, or with sufficient scenario

scripts to generate a compatible flash image to the devicéhets for_tnalsdand errlr_ors. The_:_ehfore, thlf accuracydof
The difficulty lies in the fact that the flash image requirest e testis crude at this stage. e speakeasy speedtest

all necessary software packages to comply with LinuxWvas the best alternative to measure throughput without
astefully expending cellular bandwidth.

kernel 2.4 and the hardware configurations. Any mistakée” / _ h
or mismatch in software packages could render the re- GPRS is 2 2.5 generation cellular wireless technology
flashed USR2450 platform "bricked” or non-functional. and has a theoretical limit of 171.2 kbps when it can use

Because of these difficulties. we have decided to gc;xll possible data channels, but a more realistic rate is 30-
along with simpler hybrid network setup for the current 80 kKbps [6]. 802.11g on the other hand has a theoretical
phase of the project. limit of 54Mbps, but a more realistic rate of 25Mbps [1].

Aside from these two facts, one has to take into account

. the limit of all links between client and server because
4.3 AODV Implementations the slowest will be the ultimate bottleneck.

AODV is a very adaptive routing protocol that can be ad- " the end, we can see that the addition of a 802.11
justed according to the protocol capability and the de-network adapter to a cellular only device can greatly en-
built on Linux kernel 2.4, except for AODV-UU [2],
which is reported to work on kernel version 2.6.11. o

For Windows OS, UoBWIinAODV [22] is written in 5.2 Adapter Switching

C, links with the NDIS driver, and provides a graphical The measurementin our experiments was to quantify the
user interface for the user to monitor network connectivi—k,uency for switching between heterogeneous networking
ties and traffic. An alternative is to use a Java imp|eme”adapters during a TCP/IP session.
tation, available from the same site, which can be run on 14 conduct this test, we started a FTP transfer session
any machine with a Java Virtual Machine. ~ to a remote client with one adapter, initialized the other
In our experiments, we had various implementationsygapter, and measured the time taken to re-establish the
to choose from, and we are more concerned about oUfcp/|p session by monitoring traffic through Ethereal. It
access point platform which runs the NIST 2.1 AODV jg jnteresting to note that when we initialized our GPRS

Kernel module. connection, our 802.11 connection to the FTP server was
immediately severed. Our 802.11 connection repeatedly
5 Performance Evaluation sent ACKs for the packets it received, but never received

a response from the FTP server.
Using the simplistic experimental setup with one laptop, From the packets moving through the GPRS interface
we measured throughput of the two adapters and the timmonitored by Ethereal in Table 2, we can see that it takes
taken to switch between adapters during a TCP/IP downGPRS about 5.59s to establish a connection with the lo-

load session. cal cellular service. There is a long dead period of about
88s during which no activity is detected before GPRS
5.1 Throughput initiates a re-connect with the FTP server. This is most

likely caused by the way Windows XP reacts to the addi-
The throughput testing results are given in Ta-tion and removal of network adapters. At the same time,
ble 1. Using the services provide through we see that it takes about 2.3s for GPRS to initiate con-



Time(s) Source Destination Protocol
0 Send08 Send08 PPP
0.1875 Receive08 Receive08 PPP
0.1875 Send08 Send08 PPP
0.1875 Send08 Send08 PPP
0.359375 Receive08 Receive08 PPP
0.359375 Send08 Send08 PPP
0.359375 Send08 Send08 PPP
0.359375 Send08 Send08 PPP
0.53125 Receive08 Receive08 PPP
0.53125 Send08 Send08 PPP
0.53125 Send08 Send08 PPP
0.71875 Receive08 Receive08 PPP
0.71875 Send08 Send08 PPP
2.015625 Send08 Send08 PPP
2.1875 Receive08 Receive08 PPP
2.1875 Send08 Send08 PPP
2.359375 Receive08 Receive08 PPP
2.359375 Send08 Send08 PPP
2.65625 | 10.194.201.2153 255.255.255.25% DHCP
5.59375 | 10.194.201.215 255.255.255.25% DHCP
93.84375| 10.194.201.213 134.160.38.1 TCP
94.890625| 134.160.38.1 | 10.194.201.215] TCP
94.890625| 10.194.201.215 134.160.38.1 TCP
94.890625| 10.194.201.215 134.160.38.1 HTTP
96.140625| 134.160.38.1 | 10.194.201.215] TCP

Table 2: 802.11 Connection Switching to Cingular GSM/GPR&rt&ction
*Note that during the idle period from 6s to 93s, the 802.11 adapter sent ACKS for the packetsit received, but
received no response fromthe FTP server.

tact with the FTP server and establish file transfer comvideo conferencing, we always want the highest through-
pared to the .2s of our 802.11 test. put connection with the best quality of service, and the

From the packets moving through the 802.11 interfacdowest switching time between networks for continuous
monitored by Ethereal in Table 3, we can see it takecommunication, thus allowing for the best use of network
about 15 seconds to establish a connection with the loresources.
cal router. The data is gathered with the 802.11 adapter It is of our great interests to develop a VoIP applica-
configured with a static IP for simplicity. Tests were tion in tandem with the normal cellular voice communi-
also conducted with DHCP in which the latency aver-cation, and to switch between these two types of voice
aged with 1 second of difference from that of the staticcommunication services under the constraints of costs,
IP setup. Itis interesting to note that the GPRS devicahroughput and latency. Such a research direction is not
actually established a connection with its gateway fasteonly theoretically compelling, but also economically at-
than that of 802.11. This is most likely due to featurestractive to the customers.
of the NetBios Name Server Protocol, which is used to
configure the Windows XP workgroup and domain.

6 Conclusions

5.3 Discussions We have discussed several interesting challenges in fu-
Mobile devices are increasingly incorporating the speedure generation networks, the difficulties of setting up a
of 802.11 and the versatility of cellular wireless tech- multi-hop ad hoc 802.11 and cellular network, and car-
nologies to deliver high performance mobile applica-ried out very intriguing experiments to derive the perfor-
tions. With the above data, one can gauge the permnance limits provided by the existing networking tech-
formance they might see in VoIP, video conferencing,nologies, particularly switching latencies between net-
or other mobile technologies. In regards to VolP andworking interfaces and network throughput. We enu-



Time(s) Source Destination Protocol
0 IntelCor.22:31:65 Broadcast ARP
1.078281 192.168.2.132 192.168.2.255 | NBNS
1.828219 192.168.2.132 192.168.2.255 | NBNS
2.578254 192.168.2.132 192.168.2.255 | NBNS
3.328302 192.168.2.132 192.168.2.255 | NBNS
4.078672 192.168.2.132 192.168.2.255 | NBNS
4.828383 192.168.2.132 192.168.2.255 | NBNS
5.578421 192.168.2.132 192.168.2.255 | NBNS
6.328462 192.168.2.132 192.168.2.255 | NBNS
14.816363| IntelCor22:31:65 Broadcast ARP
14.817905] SmcNetwa0a:29:88| IntelCor.22:31:65| ARP
14.81791 192.168.2.132 134.160.38.1 TCP
14.950414 134.160.38.1 192.168.2.132 TCP
14.950447 192.168.2.132 134.160.38.1 TCP
14.950872 192.168.2.132 134.160.38.1 HTTP
15.085513 134.160.38.1 192.168.2.132 TCP

Table 3: Cingular GSM/GPRS Connection Switching to 802.bhr&ction

merated many roadblocks to setting up our test includ-
ing driver support, outdated hardware and software, lim-
ited documentation, and non-configurable private cellu{10]
lar connections. It is encouraging to realize the integra-
tion of data networks based on 802.11 and the cellular
networks in order to provide the ubiquitous connectivity [11
for mobile devices through our experiments.
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