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Machine Learning Techniques  
for Detecting Phishing URLs 

What is Phishing? What’s going wrong? 
• None of the  existing protection mechanisms 

protect against zero-day phishing 

 

 

• Criminal mechanism 
employing both social 
engineering and 
technical means to steal 
consumers’ personal 
identity data and 
financial account 
credentials  
 

• Causes billions of dollars 
loss annually 

 

How are you currently protected? 
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Reference: A. Le, A. Markopoulou, M. Faloutsos, “PhishDef: 
URL Names Say It All,” in Proc. of INFOCOM mini-
conference 2011, http://arxiv.org/abs/1009.2275 

• Main challenge: Page loading time 
• Classifier must be light weight! (URL names) 

• Which set of (full or lexical) features works best? 

• Which classification algorithm works best? 

Networking Group at Calit2: http://odysseas.calit2.uci.edu 


