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Abstract

Project TRANSPROSE is a comprehensiveresearch
project investigatingtechniquesfor transporting programs
securely over potentially insecure channels. The central
focus of this project is the developmentof a blueprint
for a next-generation mobile-codedistribution format. A
problem of previous approaches to mobile-codesecurity
has beenthat the additional provisions for security lead
to a loss of efficiency, often to the extent of making an
otherwisevirtuous security schemeunusablefor all but
trivial programs. TRANSPROSE strives to deviate from
the commonapproach of studying security in isolation
and insteadfocusessimultaneouslyon multiple aspectsof
mobile-codequality. Besidessecurity, such aspectsinclude
encodingdensity, speedof dynamiccodegeneration, and
the eventualexecutionperformance. This paper gives a
high-level overview of project TRANSPROSE andpresents
initial results, which include a highly-effective syntax-
basedcompressionschemefor Javaprograms,aswell asa
performance-orientedintermediateprogramrepresentation
providingguaranteedsecurity.
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1 Intr oduction

The ability to sendmobile codefrom one machineto
anotheris oneof themostimportantenablingtechnologies
of the Internet age. Mobile code, especially forms of
mobile codethat are target machine-independent,greatly
alleviate many previously existing problemsof software
distribution,versioncontrol,andmaintenance.Mobile code
alsoprovidesthe meansfor entirelynew approaches,such
as“executablecontent”within documents.

Unfortunately, usingmobile codeis fraughtwith risks.
If an adversarysucceedsin deceiving us into executinga
maliciousprogramsuppliedby him or her, this may have
catastrophicconsequencesandmayleadto lossof confiden-
tiality, lossof informationintegrity, lossof the information
itself, or a combinationof theseoutcomes.Hence,wemust
at all costsavoid executingprogramsthat can potentially
causesuchharm.

Thefirst line of defenseagainstsuchincidentsis to shield
all computersystems,all communicationsamongthem,as
well asall of the informationitself againstintrudersusing
physicalandlogicalaccesscontrols.

The secondline of defenseis to usecryptographicau-
thenticationmechanismsto detectmobilecodethathasnot
originatedwith a known andtrustedcodeprovider or that
hasbeentamperedwith in transit.

ProjectTRANSPROSE concernsitself with the third line
of defensethat is independentof andcomplementaryto the
first two mentionedabove: Assumethat an intruder has
successfullymanagedto penetrateoursystem(breakingde-
fense#1) andis ableto presentus with a mobile program
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thatfalselyauthenticatesitself asbeinguncompromisedand
originatingfrom atrustedparty(circumventingdefense#2),
how do we neverthelessprevent it from causingany dam-
age?

To answerthisquestion,wehavebeenstudyingapartic-
ularclassof representationsfor target-machineindependent
mobile programsthat canprovably encodeonly legal pro-
grams.Hence,thereis no way anadversarycansubstitute
amaliciousprogramthatcancorruptits hostcomputersys-
tem: Everywell-formedmobileprogramthatis expressible
in suchanencodingis guaranteedto mapbackto a source
programthatis deemedlegal in theoriginal sourcecontext,
andmobile programsthat are not well-formed can be re-
jectedtrivially. Further, suchanencodingcanbedesigned
to guaranteenot only referentialintegrity and type-safety
within asingledistributionmodule,butalsotoenforcethese
propertiesacrosscompilation-unitboundaries.

A problemof previousapproachesto mobile-codesecu-
rity hasbeenthattheadditionalprovisionsfor securitylead
to a lossof efficiency, oftento theextentof makinganoth-
erwisevirtuoussecurityschemeunusablefor all but trivial
programs.Conversely, projectTRANSPROSE from theout-
sethasbeenstriving to deviatefrom thecommonapproach
of studyingsecurityin isolation,andinsteadhasfocusedon
satisfyingmultiple goalsof mobile-codequality simultane-
ously. Somesuchadditionalqualitiesto considerare the
mobilecodeformat’sencodingdensity(animportantfactor
for transferoverwirelessnetworks)andtheeasewith which
high-qualitynative codecanbegeneratedby a just-in-time
compilerat theeventualtargetsite.

The remainderof this paperoutlinesvarious facetsof
project TRANSPROSE, startingwith definitionsandscope
of theprojectandits architecture,andthenpresentingsome
preliminaryresults.

2 Definitions and Scope

We understandthe term mobile code from a compiler
constructionperspectiveasany intermediaterepresentation
thatfulfills thefollowing criteria:

� Completeness: The intermediaterepresentationhas
anexecutablesemanticsindependentof externalinfor-
mation.

� Portability: The intermediaterepresentationis free
of assumptionsaboutthe eventualexecutionplatform
(processorfamily, operatingsystem).

� Security: The intermediaterepresentationcan be
shipped safely over insecurechannelswithout the
potentialfor compromisingtheexecutionplatform.

� Density: The intermediaterepresentationcanbe en-
codedin a compactform to minimize the impact of
bandwidth-limitedchannels.

� Efficiency: The intermediaterepresentationis well-
suitedfor generatingefficient, directly executableob-
ject codeusingjust-in-timecompilationtechniques.

Apart from thesefundamentalcriteria, the following prop-
ertiesarealsodesirable:

� Extensibility: Theintermediaterepresentationshould
begeneralenoughto allow multiple sourcelanguages
to betransportedeffectively.

� Pipelinability: The intermediate representation
shouldenablepipeliningof decoding(decompression)
andcode-generation.

Within theTRANSPROSE project,wearedevelopinganin-
frastructurefor amobile-codetransportationstandard.This
infrastructuretakestheform of a well-documentedextensi-
ble componentframework. Thearchitectureof this frame-
work is similar to the architectureof a moderncompiler,
however it is usuallydeployedin a distributedfashion:

� Codeproducers usecompilersfor varioussourcelan-
guages,which could be called “front-ends” of the
architecture,to compile applicationsinto the mobile
codeintermediaterepresentation.

� Codeconsumers usecompilersfor this intermediate
representation,which could be called“back-ends”of
thearchitecture,to generatenativeobjectcodesuitable
for executionon theirmachines.

Codeproducersandcodeconsumersareseparatedin time
and/orspace,andmobilecodeis shippedfrom producersto
consumersusinga varietyof channels.

Within thedesignspaceboundedby theserequirements,
wehavemadethefollowing fundamentaldesigndecisions:

� Cryptographicapproachesto securityare orthogonal
to our project. Suchtechniquesrely on trust relation-
ships betweencode producersand code consumers.
Although they potentiallyhelpdetectmaliciouscode,
they do not protecttheexecutionplatformagainstbe-
ing compromised.

� Compilation time requirementsare more stringent
at the code consumer’s site than at the code pro-
ducer’s site. It is therefore beneficial to off-load
time-consumingcompilation tasks to the code pro-
ducer, providedthat thecomputedinformationcanbe
shippedcompactlyandin a tamper-proofmanner.
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� Compressingmobile code is viable if the time for
transmissionand decompressionis lower than the
transmissiontime of uncompressedcode.Theoverall
transmissionspeedis thatof theslowestlink alongthe
pathfrom producerto consumer, which in many im-
portantemerging applicationareas(includingmilitary
ones)is oftena low-bandwidthwirelessone.

Given thesedefinitionsandscope,one immediatelywon-
dershow this comparesto the currentlydominantindustry
solution, the Java Virtual Machine(JVM). The JVM has
quickly becomethe de-factostandardfor encodingmobile
programsfor transportacrossthe Internet. Unfortunately,
thesolutionembodiedby Java fails to deliver theexecution
efficiency of native codeat reasonablelevels of dynamic
compilationeffort.

The main reasonfor this deficiency is that the JVM’s
instruction format is not very capablein transportingthe
resultsof programanalysesandoptimizations. As a con-
sequence,when Java byte-codeis transmittedto another
site, eachrecipientmust repeatmost of the analysesand
optimizationsthat could have beenperformedjust once
at the origin. Java also fails in preservingprogrammer-
specifiedparallelismwhentransportingprogramswritten in
languagessuchasFortran-95,leadingto lossof information
that is essentialfor optimizationsandthat cannotbe com-
pletelyreconstructedat thecoderecipient’ssite.

Themainreasonwhy Java byte-codehasthesedeficien-
ciesis to allow verificationby therecipient.Untrustedmo-
bile codeneedsto be verifiedprior to executionto protect
the hostsystemfrom potentialdamage.The most funda-
mentalvalidationstepis to ascertainthat an arriving mo-
bile programis type-safe,sincea breachof thetypesystem
canbe usedto subvert any othersecuritypolicy. The use
of a type-safesourcelanguagedoesnot by itself remove
the necessityof verification. This is becausebarring any
additionalauthenticationmechanism,it cannotbe guaran-
teedthatany givenpieceof mobilecodeever originatedin
a valid sourceprogramin the first place—itmight instead
havebeenexplicitly hand-craftedto corruptits host.

Verifying the type-safetyof a piece of Java virtual-
machinecode is a non-trivial and time-consumingactiv-
ity. Interestinglyenough,andaswe elaboratebelow, in the
courseof theTRANSPROSE projectwehave identifiedcer-
tain mobile-programrepresentationsthat not only remove
theneedfor verificationaltogether, but thatcanalsotrans-
port, in a tamper-proofmanner, theresultsof programanal-
ysesbenefitingcodegenerationon the eventualtargetma-
chine.As alreadyhintedat in theintroduction,thekey idea
for doing away with verificationis to usea representation
that can provably encodeonly legal programsin the first
place. This still leavesthe generationof native codeto be
doneby the codeconsumer;however, it significantly re-
ducestheamountof time spenton programanalysisat the

targetsite,allowing thistimeto bespentonbetteroptimiza-
tion instead.

3 Policy Assumptionsand Guarantees

Securityin our approachis basedon typesafety, using
thetyping modelof thesourcelanguage(but not restricted
to any particular language’s type-safetymodel). A type-
safesourcelanguageis a requirement.Theunderlyingidea
is thenthefollowing:

A securityguaranteeexistsat thesourcelanguage
level; just preserveit throughall stagesof code
transportation.

The requirementsfor a mobile-codetransportationsys-
temtherebybecome:

� all mobileprogramsneedto beprogrammedin a type-
safelanguage

� eachhostsystemneedsto publishits policiesin terms
of a type-safeAPI

The mobile-codetransportationsystem then guarantees
type safety throughout: all of the host’s library routines
areguaranteedto be calledwith parametersof the correct
type(s)by the mobile program. Also, capabilities(object
pointers)ownedby thehostcanbemanipulatedby themo-
bile client applicationonly asspecifiedin the host’s inter-
facedefinition(for example,usingvisibility modifierssuch
asprivate, protected, . . . ), andthey cannotbeforgedor al-
tered.

For example,thehost’s file systeminterfacemight have
aprocedure

Open(.. . ): File

that returnsanabstractfile object. A type-safetybasedse-
curity schemeis ableto guaranteethatthemobileclientpro-
gramcannotaltersuchafile objectin any wayprohibitedby
its specification,or accessits contentsunlessthis is allowed
by explicit visibility modifiers.Conversely, additionalsecu-
rity policiessuchas“mobile programX canopenfilesonly
in directoryY” needto beimplementedon thehost’s side.

Hence,the semanticsof sucha transportationscheme
areidenticalto “sendingsourcecode”, which incidentally
is the modelthat almostall programmers(falsely)assume
anyway. Notethat,for efficiency reasonsandto guardtrade
secretsembeddedin themobilecode,theapproachof actu-
ally sendingsourcecodeis usuallynot anoption.

As a consequence,subtleproblemsarisewhenever the
semanticsof the intermediatelanguageare different from
thoseof the sourcelanguage;for example,therearepro-
gramsthat can be expressedusing the Java Virtual Ma-
chine’s byte-codelanguagethat have no equivalentat the
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Java sourcelanguagelevel. Situationslike theseshouldbe
avoided.

3.1 Is Type SafetySufficient?

Interestingly enough, the model of “transporting the
equivalent of sourcecode” enablesautomaticsupportfor
anyfutureuser-specifiedsecuritypolicy thatcanbecastinto
a languageconstruct.

Takefor exampleAndrew MyersJavaInformationFlow
language[28]. This languageprovidesanadditionalmodi-
fier (anadditionaldimensionin thetypespace)to variables
thatspecifiesasecurityattributeof thevariable’sowner. In-
formationflow canthenberestrictedstaticallyamongcom-
ponentsto occuronly from low securityto highsecurity, but
notvice versa.

Clearly, this is a new security property that is not
supportedby currentmobile codetransportationschemes.
However, this propertyandany otherpropertythat canbe
mappedontoa languageconstructcaneasilybe supported
by grammar-based mobile-code transportationschemes
suchasthe onedevelopedin the TRANSPROSE. The key
is to usean approachthat completelypreserves the type
semanticsof theunderlyingsourcelanguage.

4 EncodingOnly Legal Programs

We have beeninvestigatinga classof encodingschemes
for mobile programsthat rely on semanticinformation to
guaranteethatonly legalprograms(underthesyntacticand
typing rulesof someunderlyinggrammar)canbeencoded
in thefirst place.This is essentiallyachievedby constantly
adjustingthe“language”usedin theencodingto reflectthe
semanticentitiesthatarelegally availableundertheafore-
mentionedrulesat any givenpoint in theencodingprocess.
A programencodedin this mannercannotbe tampered
with to yield a programthat violatestheserules. Rather,
any modificationin transit can in the worst caseonly re-
sult in thecreationof anotherlegal programthat is guaran-
teedto conformto theoriginal rules.Becausetheencoding
schemeswe areexploring arerelatedto datacompression,
they alsoyield exceptionallyhigh encodingdensitiesasa
side-effect.

4.1 Example: Probabilistic Encoding

As aconcreteexampleof anencodingthathastheprop-
ertyof beingableto encodeonly legalprograms,considera
probabilisticencodingmechanismthat parsesthe interme-
diateabstractsyntaxtree representationof a programand
encodesit basedon theintermediaterepresentation’sgram-
maranda continuouslyadaptedprobabilisticmodel.

At eachstepin the encoding,the alternatives that can
possiblyoccurat this point areenumerated.For eachtype
of grammaticalclass,thereis a differentprobabilitydistri-
bution, and both the encoderand the decoderkeeptrack
of thesedistributions. For example,a statementcanbe ei-
therof (assignment, if-statement, while-statement, . . . ), and
theprobabilityof it beinganassignmentis usuallyhighest.
Similarly, if it is indeedan assignment,thenthe left hand
sidecaneitherbe a local variable,or a global or external
variable,or anarrayaccess,or a pointeraccess,etc. If it is
a local variable,thechoicesarelimited by thedeclarations
in the program,andtheir relative probability canbe based
on pasthistory.

An encodingcan then be found using a form of arith-
metic coding. The probabilitiesof the variousoccurring
constructsdefinesub-intervals of the range[0-1), and the
bit-patternthat representsthe encodingcorrespondsto the
real numberdesignatingthe sub-interval. For example,if
assignmenthasaprobabilityof 1/2,wewoulddesignatethe
interval [0-0.5) to representassignment.Assumethatwith
probabilityof 0.8,thetargetof anassignmentis alocalvari-
able,thiswouldleadto [0-0.4)to standfor “assignto local”.
If we hadthreelocal variablesi, j, andk, andassignment
to themhadequalprobability, theseassignmentscouldnow
berepresentedas[0-0.1333),[0.1333-0.2666),and[0.2666-
0.4)andsoon. At eachstep,theinterval is narroweddown
in suchamannerthathighly probableeventscontributeless
informationthanlessprobableones.Any realnumberin the
final interval representsthe encodedconstruct. The prob-
abilities themselvesare constantlyadjustedas the encod-
ing proceeds.As a consequence,individual constructscon-
tribute just a fraction of a bit to the final encodingin pro-
gramsthatexhibit ahighdegreeof self-similarity. Notethat
thebit patternthatis ultimatelyemittedneednotbebuffered
indefinitely, but insteadcanbeoutputprogressively, by re-
scalingtheinterval appropriately.

Note that this encodingcan provably encodeonly le-
gal programs,becauseelementsthat are forbiddenat any
givenpoint have zeroprobabilityandhencecannotberep-
resented. On the other hand,any given bit-patternmaps
backonto a legal programaccordingto the original rules,
becausethe correspondingreal numberfalls into somein-
terval. Also notethatperformance-enhancing (but semanti-
cally irrelevant)annotationscaneasilybesuperimposedon
theencodingstreamsimply by incorporatingtheminto the
probabilisticmodel.

4.2 TechnicalApproach

Our techniqueis an improvementon the earlier “Slim
Binary” method[17], a dictionary-basedencodingscheme
for syntaxtrees.In theSlim Binary scheme,a dictionaryis
grown speculatively andat any giventime containsall sub-

4



expressionsthat have previously occurredandwhosecon-
stituentsemanticentities(variables,datamembers,. . . ) are
still visibleaccordingto thesource-languagescopingrules.
Theencodingschemeswehavebeeninvestigatingunderthe
TRANSPROSE projectexert a muchfiner control over the
encodingdictionary(or moregeneralcontext), at eachstep
temporarilyremoving from it all sub-expressionsthat are
not applicable.Our researchin this directionis elaborated
in aseparatesectionentitled“Compressionof AbstractSyn-
taxTrees”.

Unlike the Slim Binary method,we have also investi-
gatedapplyingthe encodingto richer andmorecompiler-
relatedstartingrepresentationsthansyntaxtrees. For ex-
ample, the encodingcould be appliedto programsrepre-
sentedin a variantof StaticSingleAssignment(SSA)form
[3, 32], after performingcommonsub-expressionelimina-
tion andcopy propagation.Suchan SSA-basedencoding
disambiguatesbetweendifferent valuesof the samevari-
ableandnot only simplifiesthe generationof high-quality
native codeat thereceiver’s site,but alsoleadsto fewer al-
ternativesat eachencodingstepandconsequentlyto a still
denserencoding.Our work on encodingSSA hasled to a
genuinelynew intermediaterepresentationcalledSafeTSA
which is describedin a thefollowing section.

An alternative is to insteadusea “bottleneckinterface”.
Thecorecalculusapproachis somewhatseparatefrom our
otherresearchandpresentedin a separatesectionbelow.

5 CoreCalculus

A sourceprogramgenerallygoesthroughseveraldiffer-
ent internalrepresentationswithin the differentstagesof a
compiler:

1. Stringsof sourceprogramtext

2. Streamsof lexical tokens

3. Abstract syntax trees (ASTs) generatedduring the
parsingprocess

4. A “medium-level” internal representation,which the
compilerusesto analyzethesourceandtransformit for
optimization.To improvetheretargetabilityof compil-
ers,this representationis normally independentof the
final compilationtarget.

5. A “low-level” internalrepresentation,whichmakesex-
plicit theactualmachineinstructionsto beused.This
representationis dependenton thecompilationtarget,
and is designedto allow scheduling,resourcealloca-
tion, andadditionaltarget-dependentoptimizations.

6. A machine-languagerepresentation,containingtheac-
tualbits to beexecutedby thetargetmachine.

If a programis to be transportedsomehow from a code
producerto a codeconsumer, any of theserepresentation
levels may be used. Several trade-offs may influencethe
choiceof representation:

� Higher representationlevels allow the programto be
portableto a wider rangeof targets.

� Similarly, higherrepresentationlevelsmakeit easierto
optimizetheprogramfor specifictargetcharacteristics.
This maybecritical for goodperformanceon modern
architectures[24, 4].

� Higherrepresentationlevelsmakeit easierfor thecon-
sumerto prove or disprove the typesafetyof thepro-
gram.

� Correspondingly, higher representationlevels require
morework on thepartof theconsumer, increasingthe
time required(and the energy requiredin embedded
applications)beforetheprogramcanbeexecuted.

� Lower representationlevels make the programmore
independentof the programminglanguagein which
theprogramis written.

� Lower representationlevels increasethe difficulty of
reverse-engineeringtheprogram.

Therepresentationlevel of Java Bytecodesis somewhat
mixed,containingmany featuresthatarespecificto theJava
language,aswell assomefeaturesmoretypical of a low-
level encoding. Overall it hasproven to be adequatefor
transportingcodein anumberof sourcelanguagesto avari-
etyof popularmachinearchitectures(aswell asdirectinter-
pretation),while allowing validationby thecodeconsumer.

However, mismatchesin therepresentationlevel andthe
semanticsof the representationcan result in bad perfor-
mancefor languagesotherthanJava. Potentialsourcesfor
problemsinclude insufficient flexibility for object storage
(resultingin inefficient useof space);differencesin these-
manticsof subtyping,object dispatchor primitive opera-
tions; andlack of supportfor parallelismor otherspecial-
izedlanguageconstructs.

Shortly after the JVM was introduced, Shivers and
Fahlman[34] proposedsolving this problemby providing
a mechanismfor extendingthe Java Virtual Machine. The
mechanismwouldallow new language-specificinstructions
to beaddedto theJVM for useby compilers.Thenew in-
structionswouldbedescribedusingalow-level formatsuch
asa Register-TransferLanguage(RTL). Dueto theunsafe,
low-level natureof the extensionlanguage,extensionpro-
gramswould becomepartof thetrustedcomputingbaseon
thecodeconsumer’sside,andwouldthereforerequiresome
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sortof cryptographicauthenticationmechanism.This pro-
posalwasnever implemented,andso thereis still no ad-
equatetransportmechanismfor mobile codein many ad-
vancedprogramminglanguages.

An alternativemethodof solvingthisproblemis usedby
the TRANSPROSE core calculusapproach.In thebaseap-
proach,programsareencodedusinga high-level interme-
diaterepresentationbasedon the source-languagespecific
AbstractSyntaxTree (AST), just as with the Slim Bina-
riessystem.In additionto transportingthe encodingAST,
which hasproven to be a good target for compression,a
mappingis transported,giving thesemanticsof the source
languageAST in termsof a corecalculus.

Programsaretransmittedusingthisapproachasfollows:
the codeproducerusesa traditionalcompiler front-endto
produceanabstractsyntaxtreefor thesourceprogram,and
then directly encodesthis tree for transmission. A map-
ping describingthe semanticsof the sourcelanguageis
alsotransmitted,or obtainedfrom alibrary of mappingsfor
commonlanguages.Thecodeconsumerdecodestheorig-
inal abstractsyntaxtreeandthe mapping,thenappliesthe
mappingto obtainthe original programrepresentedin the
core calculus. The consumerthen compilesthe program
from this representationto machinecodeon the target ar-
chitecture.

To ensurethesafetyof thisscheme,it is necessaryfor the
corecalculusto be a type-preservingone. Onepossibility
would be to usethe SafeTSAdescribedlater in this paper,
thoughlanguage-specificaspectsof SafeTSAmight result
in someof thesameproblemsdescribedearlierfor theJava
Virtual Machine.

The representationwe have chosenin this line of re-
searchis to usethetypedlambdacalculus,System

���
. This

representationhasbeenstudiedextensivelyby theprogram-
ming languagecommunity, and is amenableto compiler
analysisusingwell-known techniques.

Advantagesof thisschemeinclude:
� The high-level representationmakes it possible to

compressthecodeefficiently.
� Sourcelanguagescan be addedad hoc without user

interventionor increasingthesizeof thetrustedcom-
putingbase.

� Becauseit is easierto write a mappingfile thanto de-
velop a full compilerback-end,the systemcanserve
aspartof a “languagedesignworkbench.”

� Becauseprogramsaretransmittedat a high level, and
almostall of the compilationmachineryis presentat
the codeconsumer, it becomespossibleto provide a
convenientAPI for code-writingprograms.

� Becausethe sourceprogram is transmittedusing a
high-level representation,it remainspossibleto usea

(potentiallymoreefficient) language-specificcompiler
backendfor morecommonlyusedlanguages.

Thesystemasdescribedsofarplacestheburdenof work
on thecodeconsumer. If themappingis changedto mapa
lower-level codeto the corecalculus,however, it becomes
possibleto do variableamountsof optimizationbeforethe
codeis transmitted.Thisallowstheflexibility to choosethe
bestplacein thecontinuumof representationlevelsfor the
applicationathand.

6 Compressionof Abstract SyntaxTrees

Among the major approachesto mobile codecompres-
sion are(a) schemesthat usecodefactoringcompilerop-
timizationsto reducecodesizewhile leaving the codedi-
rectly executable[12], (b) schemesthat compressobject
codeby exploiting certainstatisticalpropertiesof the un-
derlyinginstructionformat[14, 18, 25, 31], and(c) schemes
that compressthe abstractsyntaxtree(AST) of a program
by using either statistical[7, 13] or dictionary-basedap-
proaches[17].

Our approachfalls into the last category. The source
code (modulo comments,layout, and namesof internal
identifiers)caneasily be regeneratedfrom an AST. Since
the AST is composedaccordingto a given abstractgram-
mar(AG),weareusingdomainknowledgeabouttheunder-
lying languageto achieve a morecompactencodingthana
general-purposecompressorcouldachieve.

Our compressionframework appliesto different kinds
of code. It is convenientto think of our compressional-
gorithm asbeingappliedto somesourcelanguage,which
—after decompressionat the codereceiver site— is com-
piled into native code. But generally, our schemeapplies
to all codeformats,which can be expressedin form of a
grammar. Theoretically, this includesall forms of code:
sourcecode,intermediaterepresentations(e.g.,bytecode),
andobjectcode.Ourprototypeimplementationcompresses
Javasourceprograms,whichcanthenbecompiledto native
code,therebycircumventingcompilationinto bytecodeand
executionon theJVM.

Wechosethecompressionof Javaprograms(asopposed
to otherlanguages)asaproof-of-conceptbecauseasizeable
body of work on the compressionof Java programsexists
already, especiallyPugh’s work on jar file compression
[31]. This givesus a viable yardstickto gaugeour results
against.

Our compressionschemedoesnot assumethat source
codewill be re-generatedat the codeconsumer’s site. In
fact,in our currentimplementationthedecompressorinter-
facesdirectly to theGCCbackend.

In our framework, sourcecodeis requiredin order to
generatea compressedAST and, inversely, a compressed
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AST possessesthe intrinsic capability to regeneratethe
sourcecode(deprived of commentsandinternal identifier
names).Thesetwo factspositionour encodingastheideal
distribution format1 for OpenSourceSoftware.Filesin our
format are more compactand spanseveral architectures,
therebyreducingthemaintenanceeffort for packaging.

Sinceour compressionformatcontainsall themachine-
readableinformationprovidedby theprogrammeratsource
languagelevel, the runtime systemat the codeconsumer
site canhandily usethis information to provide optimiza-
tions and servicesbasedon sourcelanguageguarantees.2

Kistler [23] usesthe availability of the AST to make dy-
namicre-compilationat runtimefeasible.Furthermore,dis-
tributing codein sourcelanguage-equivalentform provides
theruntimesystemwith thechoiceof aplatform-tailoredin-
termediaterepresentation.Thesuccessof Transmeta’scode
morphingtechnologyshows that this is a viableapproach,
even whenstartingwith an unsuitableintermediaterepre-
sentationat amuchlowerabstractionlevel.

Lastly, high-level encodingof programsprotects the
codeconsumeragainstall kinds of attacksbasedon low-
level instructions,whicharehardto controlandverify. Our
encodingalsohasthedesirablecharacteristicthatevenafter
maliciousmanipulationit can only generateASTs which
adhereto the abstractgrammar(and additional semantic
constraints),therebyproviding somedegreeof safetyby
construction. This is in contrastto byte codeprograms,
which have to go throughanexpensiveverificationprocess
prior to execution.

6.1 CompressionTechniquesfor ASTs

Computerprogramsourcesare phrasesof formal lan-
guagesrepresentedas characterstrings. But programs
properare not really characterstrings,in much the sense
that naturalnumbersare not digit stringsbut abstracten-
tities. Conventionalcontext-free grammars,i.e., concrete
grammars, mix necessaryinformationaboutthe natureof
programswith irrelevant information catering to human
(andmachine)readability. An AST is a tree representing
a sourceprogramabstractingaway concretedetails,e.g.,
whichsymbolsareusedto open/closeablockof statements.
Thereforeit constitutesthe ideal starting point for com-
pressinga program. Note also that propertieslike prece-
denceanddifferentformsof nestingarealreadyimplicit in
theAST’s treestructure.

1Of course,our formatis only meantasreplacementfor thebinarydis-
tribution of OpenSourceSoftware. Sincethe right to modify the source
anddocumentationis integral partof theOpenSourcephilosophyour for-
matis noalternative to thefully commentedsourcetext.

2As an example,notethat the Java languageprovidesmuchmorere-
strictive controlflow thanJava bytecode,whichallows arbitrarygotos.

6.1.1 Abstract Grammars

Every AST complieswith an abstract grammar(AG) just
as every sourceprogramcomplieswith a concretegram-
mar. AGsgive a succinctdescriptionof syntactically3 cor-
rect programsby eliminatingsemanticallysuperfluousde-
tailsof thesourceprogram.

AGs consistof rules (alsocalledproductions) defining
symbolsmuchlikeconcretegrammarsdefineterminalsand
nonterminals[26]. Whereasphrasesof languagesdefined
by concretegrammarsarecharacterstrings,phrasesof lan-
guagesdefinedby AGs areASTs. EachAST nodecorre-
spondsto a rule, which we will often refer to as the kind
of node.For thepurposeof a simplepresentation,we will
discussonly threeforms of rules, which suffice to specify
sensibleAGs. (Thesethreerulesarea subsetof the rules
usedin our framework.)

Thefirst two rulesarecompoundrulesdefiningsymbols
correspondingto thewell-known non-terminalsof concrete
grammars.An aggregaterule definesAST nodes(aggre-
gatenodes) with a fixednumberof children. For example,
the rule for the while-loopstatementdefinesa ���
	���
��������
nodewith two childrenof kind ��������
�����	! #" and �$�&%'�&
(�)
("*� .

�+�,	���
�������� - �����$��
�����	! '"�./���0%#�0
��+
("*��1
The secondform of compoundrule is the choice rule,

which definesAST nodes(choicenodes) with exactly one
child. The kind of child nodecanbe chosenfrom a fixed
numberof alternatives.Thefollowing (simplified)rulesays
thata ���0%#�0
��+
�"�� nodehaseitheran 23����	54'"��)
("*� , 6!78������� ,
or ���
	��9
��$�:�;� child, i.e., a statementis eitheroneof these
three.

���0%#�0
��+
�"�� - 2<�8��	54="*�+
�"��?>=6@78�����;�?>A���
	��9
��$�:�;��1
The last kind of rule is the string rule, which defines

string nodes. Theright handsideof a stringrule is thepre-
definedB,CED�FHGJI symbol.Stringrulesdefinetheequivalent
of terminalsin concretegrammars. String nodescontain
an arbitrarystring andthey arethe leaf nodesof the AST.
To definethe 6(KL
�"�� nodeto be a string nodewe write the
following.

6(KL
�"�� - B,CEDMF9GJIN1
User-definedsymbolsof AGsmustbedefinedby exactly

onerulewith theexceptionof thepredefinedB,CODMFHGJI sym-
bol. As usual,onesymbolis markedasthestart symbolof
theAG.

6.1.2 EncodingASTs

In orderto encode(i.e., storeor transport)ASTsthey need
to beserialized.ASTscanbeserializedby writing outwell-
definedtraversals. We serializean AST by generatingits

3Heretheterm“syntactically” refersby conventionto thecontext-free
natureof thegrammar.
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preorderrepresentation.Such a traversalprovides a lin-
earizationof the treestructureonly. In orderto encodethe
informationstoredat the nodesseveral mechanismsexist.
The most commontechniquepre-scansthe tree for node
attributes,storesthem in separatelymaintainedlists, and
augmentthetreerepresentationwith indicesinto theselists.
For now, we ignoretheproblemof efficiently compressing
strings(our only nodeattributes)for thesake of simplicity
andassumethatstringsaredirectlyencodedwhenever they
appear.

Theactualtreerepresentationcanmake effective useof
the AG. Given the AG, much information in the preorder
encodingis redundant.In particular, theorderandthekind
of childrenof aggregatenodesis alreadyknown. Therefore
theencodingboilsdown to notingthechoicesmadeateach
choicenode.Sincetheorderof alternativesin choicenodes
is fixed, it sufficesto encodeonly theposition( PLQ8RSQ�TSQU1(1U1 )
of thechosenalternative. Of course,if only onealternative
is giventhereis “no choice”andthereforenothingneedsto
beencoded.

6.1.3 Arithmetic Coding

So far we reducedthe serializationof compoundrules to
encodingthechoicemadeateachchoicenodeasanintegerVXWZY PLQ8RSQ(1(1U1�Q\[A] , where [ dependson the kind of choice
nodeandis equalto the numberof givenalternatives. We
want to useasfew bits aspossiblefor encodingthechoiceV . Thetwo optionsareto useHuffmancodingor arithmetic
coding. UsingHuffmancodeasdiscussedin Stone[36] is
very fast,but is muchlessflexible comparedto arithmetic
coding. Cameron[7] shows thatarithmeticcodingis more
appropriatefor goodcompressionresults.

An arithmeticcoderis thebestmeansto encodea num-
ber of choicesif eachalternative ^ W_Y P=Q8RSQ(1U1(1�Q\[A] hasa
certainprobability `�a , wherebdca9e�f `$a�ghP and [ is givenby
the kind of choicenode. The tuple ijglkm`nf#Q:`�o=Q(1(1U1�Q!` c

p
is calledthe model i for the arithmeticcoder. Whenen-
coding,anarithmeticcodertakesa sequenceof choicesV8q
alongwith their respectivemodelsi q asargumentandout-
putsa sequenceof bits r . Fromthis information,thearith-
meticcoderproducesthemostcompactencodingof these-
quenceof choicesV f Q V o QU1(1(1 . Whendecoding,anarithmetic
codertakesthesequenceof bits r andtheabove sequence
of modelsisf#Q8ito=Q(1U1(1 asarguments.For eachgivenmodel
i q it thenreproducesthenext choice V q . It is importantto
notethat themodel i q candependon all previouschoicesV fuQ V o'QU1(1(1(Q V q�v f . Thechoiceof modelsdeterminesthecom-
pressionratio. If theprobabilitiesarepickedin an“optimal”
fashion(i.e., taking“all” availableinformationinto account
and adaptingthe probabilitiesappropriately)then the en-
codinghasmaximalentropy.

A simpleandfastway to chosethe modelsis to fix the

probabilitydistributionsfor eachkind of node.Goodstatic
modelscanbedeterminedbasedon statisticsover a repre-
sentativesetof programs.

6.1.4 Prediction by Partial Match

Predictionby Partial Match (PPM) [9] is a statistical,pre-
dictive text compressionalgorithm.PPMandits variations
have consistentlyoutperformeddictionary-basedmethods
as well as other statisticalmethodsfor text compression.
PPMmaintainsalist of alreadyseenstringprefixes,conven-
tionally calledcontexts. For eachsuchcontext it keepstrack
of the occurrencesof the following characters.For exam-
ple, after processingthe string ababc, the contexts arethe
emptycontext, a,b,c,ab,ba,bc,aba,bab,abc,abab,babc,
andababc. Thelengthof a context is alsocalledits order.
Thecountedsubsequentcharactersfor, say, ab area andc
both with oneoccurrence.Normally, efficient implemen-
tationsof PPMmaintaincontexts dynamicallyin a context
trie [8]. A context trie is a treewith charactersasnodesand
whereany pathfrom theroot to a noderepresentsthecon-
text formedby concatenatingthecharactersalongthispath.
Therootnodedoesnotcontainany characterandrepresents
theemptycontext (i.e.,noprefix). In acontext trie, children
of a nodeconstituteall charactersthathave beenseenafter
its context. In order to keeptrack of the numberof times
thata certaincharacterfolloweda givencontext, thenum-
ber of its occurrencesis notedalongeachedge.Basedon
this informationPPMcanassignprobabilitiesto potentially
subsequentcharacters.

Adapting PPM for ASTs We have adaptedthe un-
boundedvariantof thePPMalgorithm(PPM*) [8] to work
on ASTs insteadof text. When applying PPM to trees
the first problemto solve is the definition of contexts for
ASTs. The context of an AST node w is definedas the
concatenationof nodesfrom the root to w , exclusively.
This meansour modifiedPPMalgorithmtreatsAST nodes
like the original PPM algorithm treats characters. Our
alphabetcorrespondsthereforeto the symbols/rulesof the
AG.4 The PPM* algorithm is appliedto the sequencesof
nodesasthey appearwhile traversingtheAST in depth-first
order.

However, above changesby itself are not sufficient to
adaptPPM to ASTs. The maintenanceprocedureof the
context trie needsto beaugmentedtoo,sincetheinputseen
by themodifiedPPMdoesnotconsistof contiguouscharac-
tersanymore. No changeis neededwhenthetreetraversal
descentsto a child node. This correspondsto the famil-
iar additionto thecurrentcontext. But whathappensif the

4Note that if anaggregatenodehasseveral childrenof the samekind
thentheir positionis relevant for thecontext. Sincethis doesnot happen
thatoften,wehavenot implementedthis refinementyet.
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traversalascendsfromsubtreestherebyannihilatingthecur-
rentcontext? This necessitatessomeenhancedcontext trie
functionality. PPM* maintainsa setof nodesin thecontext
trie called activenodes. Active nodesmark the positions
wherethecurrentcontexts end. Theroot of thetrie, repre-
sentingtheemptyprefix, is alwaysactive.

New nodesin thecontext trie arealwayscreatedaschil-
drenof active nodes.However, in our adaptationof PPM,
unlike regular PPM, whenever we reacha leaf of the ab-
stractsyntaxtree,wepopthecontext, i.e.,all nodesmarked
asactive (exceptthe root) in thecontext trie aremovedup
onenodeto their parents.Thisensuresthatall childrenof a
node w in theAST appearaschildrenof w in thecontext
trie too. This worksbecausewe traversetheAST in depth
first orderwhile building up contexts. A desirableconse-
quenceof this techniqueis thatthedepthof thecontext tree
is atmostthedepthof theabstractsyntaxtreewhichweare
compressing.

Weighing Strategies In order to generatethe model for
thenext encoding/decodingstep,we look up the countsof
symbolsseenafter the currentcontext in the context trie.
Sincethe active nodes,to which we have direct pointers,
correspondto thelastseensymbol,this is a fastlookupand
doesnot involve traversingthe trie. Thesecountscan be
usedin severalwaysto build themodel.Normally thecon-
text trie containscountsfor contexts of variousorders.We
have to decidehow to weigh theseto geta suitablemodel.
Thereis a trade-off here: shortercontexts occurmoreof-
ten,but fail to capturethespecificityandsurenessof longer
contexts(if thesamesymboloccursmany timesafteravery
longcontext, thenthechanceof it occurringagainafterthat
samelongcontext is veryhigh),andlongercontextsdo not
occur often enoughfor all symbolsto give good predic-
tions. Note that the characteristicsof AST contexts differ
from text contexts.5 We tried variousweighingstrategies,
andourexperimentsindicatethatignoringpredictionsmade
by order0 contexts (whicharesimply occurrencecountsof
symbols,and form the first level of the context trie) and
weighingall otherpredictionsequallyyields thebestcom-
pression.

6.1.5 CompressingConstants

A sizablepartof anaverageprogramconsistsof constants
likeintegers,floating-pointnumbers,and,mostof all, string
constants.Stringconstantsin thissenseencompassnotonly
the usualstring literals like "Hello World!" but also
typenames(e.g.,java.lang.Object), field namesand

5AST contexts areboundby the depthof the AST and tendtowards
morerepetitionssincetheprefixesof nodesfor a givensubtreearealways
thesame.

more.In our simplifieddefinitionof AGs,we usedthepre-
defined BSCODMF9GJI symbol to embodythe caseof constants
within ASTs.

Eachstring nodeis attributed with an arbitrary string.
However, whenobservingtheuseof stringsin ASTsof typ-
ical programs,it is apparentthatmany stringsareusedmul-
tiple times.Thereforeit savesspaceto encodethedifferent
stringsonceandrefer to themat lateroccurrences.Sucha
referenceis an index into a list of strings. The higher the
numberof stringsis, themorebitsareneededto encodethe
correspondingindex. By distinguishingdifferentkinds of
strings(e.g.,type names,field names,andmethodnames)
different lists of stringscanbe created.The split lists are
eachsmallerthanagloballist. Giventhatthecontext deter-
mineswhich list to access,referencesto stringsin split lists
requirelessspaceto encode.As theseconsiderationsshow,
context-sensitive (as opposedto context-free) information
suchassymbol tablescanbe encodedandcompressedat
varyingdegreesof sophistication.6

6.2 Preliminary Results

Our current implementationis a prototype written in
Pythonconsistingof roughly 40 moduleshandlinggram-
mars,syntaxtrees,andtheir encoding/decoding.Our fron-
tendis written in Java andusesBarat [5] for parsingJava
programs.All informationnecessaryto specifythe AST’s
encodingandcompressionis condensedinto oneconfigura-
tion file. Theconfigurationfile containstheAG augmented
with additionalinformation,e.g.,on how to compressthe
symbol table. Given the availability of our framework at
the codeproducerandconsumersites,the only additional
requirementfor eachsupportedlanguageis that identical
copiesof theconfigurationfile arepresentat bothsites.

We chose primarily Pugh’s compressionschemefor
comparison(seeTable1) because,to ourknowledge,it pro-
videsthebestcompressionratio for Java classfilesandit is
freelyavailablefor educationalpurposes.Theothercompa-
rablecompressionschemeis syntax-orientedcoding [13].
But for thisschemetherearenodetailedcompressionnum-
bersavailable,only anindicationthattheaveragecompres-
sionrationis Pyx{z*1 | betweentheir formatandregularclass
files.

It shouldbenotedthatPughactuallydesignedhis com-
pressionschemefor jar files, which are collectionsof
(mostly) classfiles. His algorithmthereforedoesnot per-
form aswell on small files as it doeson biggerones. We
usetheevaluationversion0.8.0of Pugh’sJavaPackingtool
andfeedit with jar-filesgeneratedwith the-M option(no
manifest).

6Note that conventionalsymbol tablescanconvenientlybe expressed
assomekind of AST with theappropriatestringnodes.
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Name ClassFile Gzip Bzip2 Jar Pugh PPM PPM/Pugh
ErrorMessage 388 256 270 409 209 105 0.50
CompilerMember 1321 637 641 792 396 230 0.58
BatchParser 5437 2037 2130 2189 1226 1069 0.87
Main 13474 5482 5607 5627 3452 3295 0.95
SourceMember 15764 5805 5705 5920 3601 2988 0.83
SourceClass 37884 13663 13157 13975 8863 7849 0.89
javac (package) 92160 32615 30403 36421 18021 14070 0.78

Table 1. File sizes of compressed files for some classes from javac (all number s in bytes).

With asimpleaddition,our framework canbeappliedto
collectionsof classesaspresentin packagesor jar-files.
Thesearbitrarycollectionsof classessharethesamelistsof
strings,therebyreducingredundancy causedby entriesthat
appearin severalclasses.We canuseour framework with
theextendedAG to compresstheclassescontainedin jar-
files. This givesus the basisfor a goodcomparisonwith
Pugh’s work. For referencepurposeswe also include the
sizeof the original, gziped,andbzip2edclassfiles. In
caseof thejavac packageweappliedtar first.

Our choiceof singleclassestriesto berepresentativeof
the sizesof classesin the jvm98 suite [35]. We usethe
official Java compilerpackagejavac (from JDK 1.2.2for
Linux) to compareour resultsto otherssinceit is available
in sourceform.

Table 1 shows that our compressionschemeimproves
compressionby 5–50%over Pugh’s results. Our experi-
enceshows thatPPMadaptsfastenoughto eachprogram’s
peculiaritiesthateffortsto improvecompressionby initially
usingstatisticallydeterminedprobabilitiesdid notyield any
significantgainsin compression.

6.3 RelatedWork on Compression

Theinitial researchon syntax-directedcompressionwas
conductedin the 1980’s primarily in order to reducethe
storagerequirementsfor sourcetext files. Contla [10, 11]
describesa coding techniqueessentiallyequivalent to the
techniquedescribedin section6.1.2. This reducesthesize
of Pascalsourceto at least44% of its original size. Kata-
jainenet.al. [22] achievesimilar resultswith automatically
generatedencodersanddecoders.Al-Hussaini [1] imple-
mentedanothercompressionsystembasedon probabilis-
tic grammarsand LR parsing. Cameron[7] introducesa
combinationof arithmeticcodingwith theencodingscheme
from section6.1.2.He staticallyassignsprobabilitiesto al-
ternativesappearingin the grammarandusestheseproba-
bilities to arithmeticallyencodethepreorderrepresentation
of ASTs. Furthermore,heusesdifferentpoolsof stringsto
encodesymboltablesfor variable,function,procedure,and
type names. Deploying all these(even non-context-free)
techniqueshe achievesa compressionof Pascalsourcesto
10–17%of their original size. Katajainenand Mäkinen

[21] presenta survey of tree compressionin generaland
the above methodsin particular. Tarhio [38] suggeststhe
applicationof PPMto drive thearithmeticcoderin a fash-
ion similar to ours. He reportsincreasesin compressionof
PascalASTs (excluding constants)by 20% comparedto a
techniquecloseto Cameron’s.7

All of thesetechniquesare concernedonly with com-
pressingandpreservingthe sourcetext of a programin a
compactform anddonotattemptto representtheprogram’s
semanticcontentin awaythatis well-suitedfor furtherpro-
cessingsuchasdynamiccodegenerationor interpretation
([22] evenreflectsincorrectsemanticsin their tree). Franz
[16, 17] wasthefirst to usea treeencodingfor (executable)
mobilecode.

Java, currently the most prominentmobile code plat-
form, attractedmuch attentionwith respectto compres-
sion. HorspoolandCorless[19] compressJava classfiles
to roughly 36% of their original sizeusinga compression
schemespecificallytailored towardsJava classfiles. In a
follow-up paperBradley, Horspool,and Vitek [6] further
improve the compressionratio of their schemeandextend
its applicabilityto Javapackages(jar files). A bettercom-
pressionschemefor jar files wasproposedby Pugh[31].
His format is typically 1/2 to 1/5 of the size of the cor-
respondingcompressedjar-file (1/4 to 1/10 the size of
theoriginal classfiles). All of theabove Java compression
schemesstartout with the byte codeof Java classfiles, in
contrastto thesourceprogramwritten in theJava program-
ming language.Eck,Changsong,andMatzner[13] employ
a compressionschemesimilar to Cameron’sandapplyit to
Java sources.They reportcompressionto around15% of
theoriginal sourcefile, althoughmoredetailedinformation
is neededto assesstheirapproach.In contrastto Pugh,they
makenoevaluationtoolsavailable.

7 The SafeTSARepresentation

The Java Virtual Machine’s bytecodeformat (JVM-
code)hasbecomethedefactostandardfor transportingmo-
bile codeacrossthe Internet. However, it is generallyac-

7Unfortunately, we learnedof Cameron’s andTarhio’s work only after
wedevelopedoursolutionindependentlyof both.
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knowledgedthat JVM-codeis far from beingan ideal mo-
bile coderepresentation—aconsiderableamountof prepro-
cessingis requiredto convert JVM-codeinto a represen-
tation moreamenableto an optimizing compiler, and in a
dynamiccompilationcontext thispreprocessingtakesplace
while theuseris waiting. Further, dueto theneedto verify
thecode’ssafetyuponarrival atthetargetmachine,andalso
dueto the specificsemanticsof JVM’s particularsecurity
scheme,many possibleoptimizationscannotbeperformed
in thesource-to-JVM-codecompiler, but canonly bedone
at the eventualtarget machine—orat leastthey would be
verycumbersometo performat thecodeproducer’ssite.

For example,informationabouttheredundancy of atype
checkmay often be presentin the front-end(becausethe
compilercanprove that thevaluein questionis of thecor-
rect type on every pathleadingto the check),but this fact
cannotbe communicatedsafely in the JVM-codestream
andhenceneedsto bere-discoveredin thejust-in-timecom-
piler. By “communicatedsafely”, we meanin sucha way
thata maliciousthird partycannotconstructa mobilepro-
gramthat falselyclaimsthatsucha checkis redundant.Or
take commonsubexpressionelimination: a compilergen-
eratingJVM could in principleperformCSEandstorethe
resultingexpressionsin additional,compiler-createdlocal
variables,but this approachis clumsyat best.

The approachtakenwith SafeTSAdevelopedunderthe
TRANSPROSE project is radically different from JVM’s
stack-basedvirtual machine. The SafeTSArepresentation
is agenuinestaticsingleassignmentvariantin thatit differ-
entiatesnot betweenvariables of theoriginal program,but
only betweenuniquevaluesof thesevariables. SafeTSA
containsno assignmentsor register moves, but encodes
the equivalent information in phi-instructionsthat model
dataflow. UnlikestraightforwardSSArepresentations,how-
ever, SafeTSAprovidesintrinsic andtamper-proof referen-
tial integrity asa well-formednesspropertyof theencoding
itself.

Anotherkey ideaof SafeTSAis “type separation”:val-
uesof differenttypesarekeptseparatein suchamannerthat
even a hand-craftedmaliciousprogramcannotundermine
typesafetyandconcomitantmemoryintegrity. Interestingly
enough,typeseparationalsoenablestheeliminationof type
andrangecheckson the codeproducer’s sidein a manner
thatcannotbefalsified.

Finally, SafeTSAprogramsare transmittedafter com-
mon subexpressionelimination,which removesredundan-
cies,leadingto smallerandmoreefficientprograms.

7.1 Referential Integrity

A programin SSAform containsnoassignmentsor reg-
istermoves;instead,eachinstructionoperandrefersdirectly
to the definition or to a “phi” function which modelsthe

mergingof multiplevaluesbasedon thecontrolflow. How-
ever, straightforwardSSA is unsuitablefor applicationdo-
mainsthat requireverificationof referentialintegrity in a
context of possiblymaliciouscodesuppliers. This is be-
causeSSAcontainsanunusuallylargeamountof references
needingto beverified,farmorethantheoriginalsourcepro-
gram,makingtheverificationprocessveryexpensive.

As anexample,considertheprogramin Figure1(a).The
left sideshowsasourceprogramfragmentandtheright side
a sketchof how this might look translatedinto SSA form.
Eachline in the SSA representationcorrespondsto an in-
structionthatproducesa value.Theindividual instructions
(andtherebyimplicitly thevaluesthey generate)arelabeled
by integernumbersassignedconsecutively; in this illustra-
tion, anarrow to theleft of eachinstructionpointsto a label
that designatesthe specifictarget register implicitly speci-
fiedby eachinstruction.Referencesto previouslycomputed
valuesin otherinstructionsaredenotedby enclosingthela-
bel of thepreviousvaluein parentheses—inour depiction,
we haveused(i) and(j) asplaceholdersfor theinstructions
thatcomputetheinitial valuesof i andj. Sincein Java it is
not possibleto referencea local variableprior to assigning
a valueto it, suchinstructionsmustalwaysexist—in most
cases,thesewould correspondto valuespropagatedfrom
theconstantpool.

Theproblemwith thisrepresentationliesin verifying the
correctnessof all the references.For example,value(10)
mustnotbereferencedanywherefollowing thephi-function
in (12),andmayonly beusedasthefirst parameterbut not
asthe secondparameterof this phi-function. A malicious
codesuppliermight wantto provide uswith anillegal pro-
gramin which instruction(13) referencesinstruction(10)
while theprogramtakesthepaththrough(11)—thiswould
underminereferentialintegrity andmustbeprevented.

The solutionis basedon the insight that in SSA,an in-
structionmay only referencevaluesthat dominateit, i.e.,
thatlie on thepathleadingfrom theentrypoint to therefer-
encinginstruction. This leadsto a representationin which
referencesto prior instructionsarerepresentedby a pair ( } -~ ), in which } denotesa basicblock expressedin thenum-
berof levelsthatit is removedfrom thecurrentbasicblock
in the dominatortreehierarchy, and in which ~ denotesa
relative instructionnumberin that basicblock. For phi-
instructions,anl-index of 0 denotestheappropriatepreced-
ing block alongthe control flow graph(with the nth argu-
mentof the phi function correspondingto the nth incom-
ing branch),andhighernumbersrefer to thatblock’s dom-
inators. The correspondingtransformationof the program
from Figure1(a)is givenin Figure1(b).

The resulting representationusing such ( } - ~ ) value-
references provides referential integrity intrinsically
without requiring any additional verification besidesthe
trivial oneof ensuringthateachrelative instructionnumber
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i = i+1;
j = j+1;
if (i<=j)
   i = i+1;
else  
   i = i-1;
j = j+i;

      sub (6) 1

     add (i) 1
     add (j) 1
     cmp (6) (7)
     bgt (8) 

     add (6) 1

     phi (10) (11)
     add (7) (12) 13

  12

     11     10

     6

     9
     8
     7

(a) in SSAForm

A

B C D

A-6
A-7
A-8
A-9

     sub (1-6) 1

     phi (0-0) (0-0)

     add (i) 1
     add (j) 1
     cmp (0-6) (0-7)
     bgt (0-8)

     add (1-6) 1

D-0

B-0 C-0

D-1      add (1-7) (0-0)

(b) in Reference-SafeSSA
Form

A

B C D

int-A-0
int-A-1
bool-A-0
(void)

int add (1-1) (0-0)
 int phi (0-0) (0-0)D-int-0

D-int-1

int add (1-0) (const-1)    int sub (1-0) (const-1)int-C-0int-B-0

    int add (i) (const-1)
    int add (j) (const-1)

    bool bgt (0-0)
    int cmp (0-0) (0-1)

(c) in Typed Reference-SafeSSA
Form

Figure 1. An Example Program

~ doesnot exceedthe permissiblemaximum. The latter
factcanactuallybeexploitedwhenencodingthe ( } - ~ ) pair
space-efficiently.

7.2 Type Separation

Thesecondmajor ideaof our representationis typesep-
aration. While the “implied machinemodel” of ordinary
SSA is one with an unlimited numberof registers(=val-
ues),SafeTSAusesa model in which thereis a separate
register plane for every type (disregarding,for a moment,
theaddedcomplicationof usingatwo-part( } - ~ ) namingfor
the individual registers,andalso temporarilydisregarding
typepolymorphismin theJava language—bothof theseare
supportedby our format,asexplainedbelow). Theregister
planesarecreatedimplicitly, takinginto accounttheprede-
finedtypes,importedtypes,andlocal typesoccurringin the
mobileprogram.

Typesafetyis achievedby turningtheselectionof theap-
propriateregisterplaneinto animpliedpartof theoperation
ratherthanmakingit explicit (andtherebycorruptible). In
SafeTSA,every instruction automatically selectsthe ap-
propriate plane for the sourceand destinationregisters;
theoperandsof theinstructionmerelyspecifytheparticular
registernumberson thetherebyselectedplanes.Moreover,
thedestinationregisteron theappropriatedestinationregis-
terplaneis alsochosenimplicitly—on eachplane,registers
aresimply filled in ascendingorder.

For example, the operationinteger-addition takes two
registernumbersasits parameters,src1andsrc2. It will im-
plicitly fetch its two sourceoperandsfrom registerinteger-
src1, integer-src2, anddepositits resultin thenextavailable
integer register (i.e., the registeron the integerplane,hav-
ing an l-index of zeroandan r-index that is 1 greaterthan
the last integer resultproducedin this basicblock). There
is no way a maliciousadversarycanchangeinteger addi-
tion to operateon operandsotherthanintegers,or generate
a resultotherthanan integer, or evencause“holes” in the

valuenumberingschemefor any basicblock. To giveasec-
ond example,the operationinteger-compare takes its two
sourceoperandsfrom theintegerregisterplaneandwill de-
posit its resultin thenext availableregisteron theBoolean
registerplane.

SafeTSAcombinesthis type separationwith the con-
ceptof referentialintegrity discussedin the previous sec-
tion. Hence,beyond having a separateregister planefor
every type, we additionally have one suchcompletetwo-
dimensionalregistersetfor every basicblock. The results
of applyingboth type separationand referencesafenum-
beringto theprogramfragmentof Figure1(a)areshown in
Figure1(c).

7.3 Construction of Memory Safety

For every referencetype ref, our “machinemodel” pro-
videsa matchingtype safe-ref that implies that the corre-
spondingvalue hasbeennull-checked. Similarly, for ev-
ery array arr we provide a matchingtype safe-index-arr
whoseinstancesmayassumeonly valuesthatareindex val-
ueswithin legal range.8

Null-checkingthenbecomesan operationthat takesan
explicit ref sourcetype andan explicit registernumberon
thecorrespondingregisterplane.If thechecksucceeds,the
ref valueis copiedto an implicitly givenregister(thenext
available)on the planeof the correspondingsafe-ref type,
otherwisean exceptionwill be generated.Similarly, the
index-checkoperationwill take an array and the number
of an integerregister, checkthat theintegervalueis within
bounds,andif thechecksucceeds,copy theintegervalueto
theappropriatesafe-index registerplane.

The beautyof this approachis that it enablesthe trans-
port of null-checkedandindex-checkedvaluesacrossphi-
joins. Phi-functionsarestrictly type-separated:all operands

8Becauseof the needto supportdynamically-sizedarrays,safe-index
typesareactuallyboundto arrayreferencevaluesratherthanto theirstatic
types.
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of a phi-function,aswell asits result,alwaysresideon the
sameregisterplane. Whenever it is necessaryto combine
a ref-type andthe correspondingsafe-ref type in a single
phi-operation,thesafe-ref typeneedsto bedowncastto the
correspondingunsaferef typefirst. Thedowncastoperation
is amodelingfunctionof SafeTSAandwill notresultin any
actualcodeon theeventualtargetmachine.

Null-checkingandindex-checkingcanbegeneralizedto
include all type-castoperations: an upcastoperationin-
volvesa dynamiccheckand will causean exceptionif it
fails. In thecaseof success,it will copy thevaluebeingcast
to thenext availablefreeregisteron theplaneof the target
type (only the dynamiccheckwill result in actualcodeat
thetargetmachine,but not thecopy operation).Thedown-
castoperationnever failsandwill neverresultin any actual
targetcode.

All memoryoperationsin SafeTSArequirethatthestor-
agedesignatoris alreadyin the safestate;i.e., theseoper-
ationswill take operandsonly from the registerplaneof a
safe-refor safe-index type,but not from thecorresponding
unsafetypes. For example,the primitive for datamember
write accessis

setfield ref-typeobjectfield value

whereref-typedenotesa referencetype in the type table,
objectdesignatesa registernumberon theplaneof thecor-
respondingsafe-reftype, field is a symbolic referenceto
a datamemberof ref-type, andvaluedesignatesa register
numberon the planecorrespondingto the type of field.

The setfieldoperationand the correspondingsetelt for
arraysaretheonly onesthatmaymodify memory, andthey
do this in accordancewith thetypedeclarationsin thetype
table. This is the key to typesafety:mostof theentriesin
this type tablearenot actuallytaken from the mobile pro-
gramitself andhencecannotbe corruptedby a malicious
codeprovider. While thepertinentinformationmaybe in-
cludedin amobilecodedistributionunit to ensuresafelink-
ing, thosepartsof thetypetablethatreferto primitivetypes
of the underlyinglanguageor to typesimportedfrom the
hostenvironment’slibrariesarealwaysgeneratedimplicitly
andaretherebytamper-proof.

This sufficesin guaranteeingmemory-safetyof thehost
in the presenceof maliciousmobilecode. In particular, in
the caseof Java programs,SafeTSAis ableto provide the
identicalsafetysemanticsasif Javasourcecodewerebeing
transportedto the targetmachineandcompiledandlinked
locally. Our prototypecompileris capableof encodingall
of this informationin approximatelythesamespaceasthe
equivalentJava bytecodeinstructions

7.4 Preliminary Results

We have beenbuilding a systemconsistingof a com-
piler that takesJava sourcefiles andtranslatesthemto the

SafeTSArepresentation,and a dynamicclassloader that
takes SafeTSAcodedistribution units and executesthem
on SPARC usingon-the-flycodegeneration.

Currentlyour compilercanprocessprogramswritten in
thecompleteJava languageandproduceSafeTSAinterme-
diatecode.Theclassloaderanddynamiccodegeneratordo
not yet producecompetitive results,but work on themhas
progressedsufficiently thatwe areconfidentof thecorrect-
nessof our approach.

SafeTSAprovidesa safemechanismfor the transporta-
tion of optimizedcode. We take advantageof this fact to
performoptimizationsthatwill reducethesizeandeventu-
ally theexecutiontime of thetransmittedcode.As a proof
of concept,we currently implementconstantpropagation,
commonsubexpressioneliminationanddeadcodeelimina-
tion ata local level.

In the following measurementswe comparethe size
andnumberof instructionsfor programscompiledto Java
byte-code,SafeTSA,and optimizedSafeTSA.As bench-
marks,we useprogramsfrom the Sun Java Development
Kit. Theseincludeclassesfrom the Java compiler, javac,
the Java interpreter, java, aswell assomeclassesfrom the
Math and Linpack packages.The latter classesare used
to demonstratereductionsof array checkinginstructions.
Wherewecompareto Java,wereferto byte-codeproduced
usingversion1.2.2of Sunjavac.

The first three columns of Figure 2 show the sizes
andnumbersof instructionsin SafeTSAfiles ascompared
to Java classfiles—in most casesSafeTSAhasless than
40% of the numberof instructionsthat Java byte-codere-
quires.Theabove-mentionedoptimizationscanreducesig-
nificantly the numberof instructionsin SafeTSAform, by
morethan10%in mostcases,andup to 19%for somepro-
grams. Constantpropagationleadsto an improvementof
only 1% or 2% in the programsize. Deadcodeelimina-
tion generallyis mosteffective in reducingthe numberof
phi instructions—between3% and7% of thenumberof in-
structionsat most. Themajority of thecodesizereduction
is dueto commonsubexpressionelimination. In our mea-
surementsthe reductiondue to this was between5% and
14%. The sizesof SafeTSAfiles areusuallysmallerthan
theequivalentJavabyte-codefiles,andsometimessubstan-
tially so.

Figure 2 also givesdetail on the practicalinfluenceof
optimizationsperformedprior to transmissionof the code.
It containsinformationon thereductionof phi instructions,
null-checks,andarraychecks.Theseareof particularinter-
estasthey leadto lessinformationthatneedsbetransmitted
aswell aseventuallyto fasterexecution.As canbeseen,the
numberof phi instructionswasreducedby morethan30%
in most cases. Surprisingly, we can eliminateand safely
transporta programwith, in mostcases,30% fewer null-
checks,andin somecasesup to 70%reductionis achieved.
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ClassName Instruction Count Phi Instruction Null-Checks Array-Checks
JVM STSA Opt. with w/o � % with w/o � % with w/o � %

sun.tools.javac
BatchEnvironment 2516 1640 1462 131 75 -43 425 206 -51 11 9 -18
BatchParser 394 286 276 19 16 -16 53 46 -13 N/A N/A N/A
Main 1734 1410 1281 330 301 -9 246 155 -37 53 49 -8
SourceClass 5396 3869 3381 356 200 -44 926 605 -35 N/A N/A N/A
SourceMember 1735 1333 1169 221 123 -44 327 261 -20 12 12 N/A
sun.tools.java
BinaryAttribute 121 77 64 12 7 -42 19 12 -37 N/A N/A N/A
BinaryClass 873 617 527 56 35 -37 131 62 -52 2 2 N/A
BinaryCode 233 77 62 6 3 -50 15 4 -73 1 1 N/A
Scanner 4240 3912 3779 58 47 -19 101 58 -42 8 8 N/A
Parser 3578 1732 1614 351 263 -25 196 151 -23 11 11 N/A
sun.math
BigDecimal 935 702 612 54 35 -35 119 73 -39 26 16 -38
BigInteger 5638 3463 3080 382 296 -23 451 257 -43 188 169 -10
BitSieve 277 153 140 18 15 -17 15 11 -26 3 3 N/A
MutableBigInteger 3415 2223 1925 205 169 -18 400 172 -52 136 132 -3
Linpack
Linpack 1097 638 424 138 88 -36 70 43 -39 67 54 -19

Figure 2. Number of Phi-, Null-Chec k and Array-Chec k instructions before and after optimization.

Perhapsevenmoresurprisingly, ouroptimizationsarebased
only on knowledgeof safevaluesandcommonsubexpres-
sion eliminationandnot on any context sensitive analysis.
Mostof ourbenchmarksdonotincludealot of arraymanip-
ulation. However, for thosethat do, we seea reductionof
up to 38%in thenumberof arraycheckinstructions.Note
that our SafeTSAsizescontainexplicit null-checks,type-
checks,and index checks,while theseneednot be trans-
portedin Java byte-code,but alsocannotbe removedasa
consequence.

7.5 RelatedWork on Typed IRs

It is difficult to generatequality native codefrom JVM-
code[20]. This situationis exacerbatedin JIT compilers:
becausethey needtooperatewhile auseriswaiting,they of-
tenneedto favor compilationspeedover codequality (e.g.
byusinglinearscanregisterallocation[30] ratherthangraph
coloring.) JVM is alsohardto verify. In particular, check-
ing thatall operandaccessesto thestackarevalid requires
a dataflow analysis.SafeTSApromisesto alleviatebothof
theseconcerns.

In thelastfew years,severalnativecodeoptimizingJava
compilers that use an intermediaterepresentationbased
on SSA form have beendeveloped: the Swift compiler
[33], Marmot [15], andthe HotSpotServer compiler[37].
Jalapeno[2] alsousesSSAfor certainoptimizations.

Theintermediaterepresentationfor Microsoft’s recently
announced“.NET” platform offers an improvementover
thestackbasedvirtual machine,allowing for asecondSSA
form descriptionto beaddedto thestackbasedrepresenta-
tion. Not all of .NET’s detailshave beenreleasedyet, and

it is unclearwhat provisions.NET may have to guarantee
theconsistency betweenthestackandSSAbasedrepresen-
tations,aswell asthe type safetyof the SSA basedrepre-
sentation.

Like our approach,proof carryingcode(PCC)[29] aims
at the safeexecutionof untrusted,possiblymobile, code.
Thetargetmachinereceivesnativecodealongwith a proof
that thenative codecomplieswith thetargetmachine’s se-
curity policy. AlthoughPCCcanbeusedto supportarbitrar-
ily complex securitypolicies,thosefor whichproofscanbe
madeautomaticallyaresimilar to the guaranteesenforced
by SafeTSA.

TAL (TypedAssemblyLanguage)[27] guaranteesasim-
ilar level of safetyby overlayingatypesystemontothema-
chinecode.Theircompileris alsonoteworthyfor maintain-
ing typing throughseveralcompilerphasesandintermedi-
aterepresentations,someof which aresimilar to SSA.

8 Conclusions

TheTRANSPROSE projecthasmadecontributionsto the
areasof syntaxtreecompressionandmobile-coderepresen-
tations. We are continuingto explore trade-offs between
security, flexibility , compactness,andefficiency.
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