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Abstract

Project TRANSPROSE is a compehensivereseach
projectinvestigatingtechniquesfor transporting programs
securely over potentially insecue channels. The cental
focus of this project is the developmentof a blueprint
for a next-geneiation mobile-codedistribution format. A
problem of previous appradiesto mobile-codesecurity
has beenthat the additional provisionsfor security lead
to a loss of efficiency often to the extent of making an
otherwisevirtuous security schemeunusablefor all but
trivial programs. TRANSPROSE strivesto deviate from
the commonapproad of studying security in isolation
and insteadfocusessimultaneouslyon multiple aspectsof
mobile-codeguality. Besidesecurity sud aspectsnclude
encodingdensity speedof dynamiccodegeneation, and
the eventual executionperformance This paper givesa
high-level overview of project TRANSPROSE and presents
initial results, which include a highly-efective syntax-
basedcompessionschemefor Javaprograms,aswell asa
performance-orientethtermediatgprogramrepresentation
providing guaranteedsecurity
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Governments authorizedo reproduceanddistribute reprintsfor Govern-
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Views andconclusiongontainechereinarethoseof theauthorsandshould
not be interpretedas necessarilyrepresentinghe official policiesor en-
dorsementseither expressedor implied, of DARPA, AFRL, or the U.S.
Government.

1 Intr oduction

The ability to sendmobile codefrom one machineto
anotheris oneof the mostimportantenablingtechnologies
of the Internet age. Mobile code, especiallyforms of
mobile codethat are target machine-independengreatly
alleviate mary previously existing problemsof software
distribution, versioncontrol,andmaintenanceMobile code
alsoprovidesthe meandor entirely new approachessuch
as“executablecontent”within documents.

Unfortunately usingmobile codeis fraughtwith risks.
If an adwersarysucceedsn deceving us into executinga
maliciousprogramsuppliedby him or her, this may have
catastrophiconsequenceandmayleadto lossof confiden-
tiality, lossof informationintegrity, lossof theinformation
itself, or acombinationof theseoutcomesHence we must
at all costsavoid executingprogramsthat can potentially
causesuchharm.

Thefirstline of defensegainssuchincidentss to shield
all computersystemsall communication@mongthem,as
well asall of theinformationitself againstintrudersusing
physicalandlogical accessontrols.

The secondline of defenses to usecryptographicau-
thenticationrmechanismso detectmobile codethathasnot
originatedwith a known andtrustedcodeprovider or that
hasbeentamperedwith in transit.

ProjectTRANSPROSE concernstself with thethird line
of defensehatis independenof andcomplementaryo the
first two mentionedabove: Assumethat an intruder has
successfullymanagedo penetrat®ur system(breakingde-
fense#1) andis ableto presentus with a mobile program



thatfalselyauthenticateiself asbeinguncompromisednd
originatingfrom atrustedparty(circumventingdefense#2),
how do we neverthelesgreventit from causingary dam-
age?

To answetthis questionwe have beenstudyinga partic-
ularclassof representationfr target-machinéndependent
mobile programsthat can provably encodeonly legal pro-
grams.Hence thereis no way an adwersarycansubstitute
amaliciousprogramthatcancorruptits hostcomputersys-
tem: Every well-formedmobile programthatis expressible
in suchanencodingis guaranteedo mapbackto a source
programthatis deemedegal in the original sourcecontext,
and mobile programsthat are not well-formed can be re-
jectedtrivially. Further suchanencodingcanbe designed
to guaranteenot only referentialintegrity and type-safety
within asingledistributionmodule but alsoto enforcethese
propertiesacrosscompilation-unitooundaries.

A problemof previousapproachet mobile-codesecu-
rity hasbeenthatthe additionalprovisionsfor securitylead
to alossof efficiengy, oftento the extentof makinganoth-
erwisevirtuous securityschemeunusabléor all but trivial
programs Corversely projectTRANSPROSE from the out-
sethasbeenstriving to deviate from the commonapproach
of studyingsecurityin isolation,andinsteachasfocusedon
satisfyingmultiple goalsof mobile-codequality simultane-
ously Somesuchadditionalqualitiesto considerare the
mobile codeformat’s encodingdensity(animportantfactor
for transferoverwirelessnetworks)andtheeasewith which
high-qualitynative codecanbe generatedy a just-in-time
compileratthe eventualtargetsite.

The remainderof this paperoutlinesvarious facetsof
project TRANSPROSE, startingwith definitionsand scope
of theprojectandits architectureandthenpresentingsome
preliminaryresults.

2 Definitions and Scope

We understandhe term mobile code from a compiler
constructiorperspectie asary intermediateepresentation
thatfulfills the following criteria:

e Completeness: The intermediaterepresentatiorhas
anexecutablesemanticsndependentf externalinfor-
mation.

e Portability: The intermediaterepresentatiorns free
of assumptiongboutthe eventualexecutionplatform
(processofamily, operatingsystem).

e Security: The intermediaterepresentationcan be
shipped safely over insecure channelswithout the
potentialfor compromisinghe executionplatform.

e Density: The intermediaterepresentatiortan be en-
codedin a compactform to minimize the impact of
bandwidth-limitedchannels.

e Efficiency: The intermediaterepresentations well-
suitedfor generatingefficient, directly executableob-
jectcodeusingjust-in-timecompilationtechniques.

Apart from thesefundamentactriteria, the following prop-
ertiesarealsodesirable:

e Extensibility: Theintermediateepresentatioshould
be generakenoughto allow multiple sourcelanguages
to betransportec:ffectively.

e Pipelinability: The intermediate representation
shouldenablepipelining of decodingl{decompression)
andcode-generation.

Within the TRANSPROSE project,we aredevelopinganin-
frastructurefor amobile-coddransportatiorstandardThis
infrastructurgakestheform of awell-documente@xtensi-
ble componenframeavork. The architectureof this frame-
work is similar to the architectureof a moderncompiler,
howeverit is usuallydeployedin a distributedfashion:

e Codeproduces usecompilersfor varioussourcelan-
guages,which could be called “front-ends” of the
architecture to compile applicationsinto the mobile
codeintermediateepresentation.

e Codeconsumes use compilersfor this intermediate
representationywhich could be called “back-ends”of
thearchitectureto generateative objectcodesuitable
for executionon their machines.

Codeproducersand codeconsumersre separatedn time
and/orspaceandmobile codeis shippedrom producergo
consumersisinga varietyof channels.

Within thedesignspaceboundedby theserequirements,
we have madethefollowing fundamentatiesigndecisions:

e Cryptographicapproacheso security are orthogonal
to our project. Suchtechniquesely on trust relation-
ships betweencode producersand code consumers.
Althoughthey potentially help detectmaliciouscode,
they do not protectthe executionplatform againste-
ing compromised.

e Compilation time requirementsare more stringent
at the code consumess site than at the code pro-
ducers site. It is therefore beneficial to off-load
time-consumingcompilation tasksto the code pro-
ducer providedthatthe computednformationcanbe
shippedcompactlyandin atamperproof manner



e Compressingmobile code is viable if the time for
transmissionand decompressioris lower than the
transmissiortime of uncompressedode. The overall
transmissiorspeeds thatof the slowestlink alongthe
pathfrom producerto consumerwhich in mary im-
portantemeging applicationareagincluding military
ones)is oftenalow-bandwidthwirelessone.

Given thesedefinitionsand scope,one immediatelywon-
dershow this comparego the currentlydominantindustry
solution, the Java Virtual Machine (JVM). The JVM has
quickly becomethe de-factostandardor encodingmobile
programsfor transportacrossthe Internet. Unfortunately
thesolutionembodiedby Java fails to deliver the execution
efficiengy of native code at reasonabldevels of dynamic
compilationeffort.

The main reasonfor this deficieny is that the JVM'’s
instructionformat is not very capablein transportingthe
resultsof programanalysesand optimizations. As a con-
sequencewhen Java byte-codeis transmittedto another
site, eachrecipientmust repeatmost of the analysesand
optimizationsthat could have been performedjust once
at the origin. Java also fails in preservingprogrammer
specifiedparallelismwhentransportingorogramswrittenin
languagesuchasFortran-95 Jeadingto lossof information
thatis essentiafor optimizationsandthat cannotbe com-
pletelyreconstructeeht the coderecipients site.

The mainreasorwhy Java byte-codehasthesedeficien-
ciesis to allow verificationby therecipient.Untrustedmo-
bile codeneedsto be verified prior to executionto protect
the hostsystemfrom potentialdamage. The mostfunda-
mentalvalidation stepis to ascertainthat an arriving mo-
bile programis type-safesincea breachof thetype system
canbe usedto sulvert ary othersecuritypolicy. The use
of a type-safesourcelanguagedoesnot by itself remove
the necessityof verification. This is becausédarring ary
additionalauthenticatiormechanismit cannotbe guaran-
teedthatary given pieceof mobile codeever originatedin
a valid sourceprogramin the first place—itmight instead
have beenexplicitly hand-craftedo corruptits host.

Verifying the type-safetyof a piece of Java virtual-
machinecodeis a non-trivial and time-consumingactiv-
ity. Interestinglyenoughandaswe elaboratebelow, in the
courseof the TRANSPROSE projectwe have identifiedcer
tain mobile-progranrepresentationthat not only remove
the needfor verificationaltogetherbut that canalsotrans-
port,in atamperproof manneytheresultsof programanal-
ysesbenefitingcodegeneratioron the eventualtarget ma-
chine.As alreadyhintedatin theintroduction,thekey idea
for doing away with verificationis to usea representation
that can provably encodeonly legal programsin the first
place. This still leavesthe generatiorof native codeto be
done by the code consumer;however, it significantly re-
ducesthe amountof time spenton programanalysisat the

targetsite,allowing thistime to bespenton betteroptimiza-
tion instead.

3 Policy Assumptionsand Guarantees

Securityin our approachs basedon type safety using
the typing modelof the sourcelanguaggbut not restricted
to ary particularlanguages type-safetymodel). A type-
safesourcelanguages arequirementTheunderlyingidea
is thenthefollowing:

A securityguaranteesxistsat thesourcelanguage
level; just preserveit throughall stegesof code
transportation.

The requirementgor a mobile-codetransportatiorsys-
temtherebybecome:

e all mobileprogramseedto be programmedn atype-
safelanguage

e eachhostsystemneedgo publishits policiesin terms
of atype-safeAPI

The mobile-codetransportationsystem then guarantees
type safety throughout: all of the hosts library routines
areguaranteedo be calledwith parameter®f the correct
type(s)by the mobile program. Also, capabilities(object
pointers)ownedby the hostcanbe manipulatedy the mo-
bile client applicationonly asspecifiedin the hosts inter-
facedefinition (for example,usingvisibility modifierssuch
asprivate, protected...), andthey cannotbe forgedor al-
tered.

For example,the hostsfile systeminterfacemight have
aprocedure

Open(..): File

thatreturnsan abstracffile object. A type-safetybasedse-
curity schemas ableto guarante¢hatthemobileclientpro-
gramcannofaltersuchafile objectin ary way prohibitedby
its specificationpr accesdts contentaunlesshisis allowed
by explicit visibility modifiers.Corversely additionalsecu-
rity policiessuchas“mobile programX canopenfiles only
in directoryY” needto beimplementedn the hosts side.

Hence,the semanticsof sucha transportationscheme
areidenticalto “sending source code”, which incidentally
is the modelthatalmostall programmergfalsely)assume
arnyway. Notethat,for efficiency reasonsndto guardtrade
secretembeddedn the mobile code,theapproachof actu-
ally sendingsourcecodeis usuallynot anoption.

As a consequencesubtle problemsarisewhenever the
semanticof the intermediateanguageare differentfrom
thoseof the sourcelanguage;for example,thereare pro-
gramsthat can be expressedusing the Java Virtual Ma-
chine’s byte-codelanguagethat have no equialentat the



Java sourcelanguagdevel. Situationslike theseshouldbe
avoided.

3.1 Is Type Safety Sufficient?

Interestingly enough, the model of “transporting the
equivalent of sourcecode” enablesautomaticsupportfor
anyfutureuserspecifiedsecuritypolicy thatcanbecastinto
alanguageconstruct.

Take for exampleAndrew MyersJavalnformationFlow
languagd28]. Thislanguageprovidesanadditionalmodi-
fier (anadditionaldimensionin thetype space}o variables
thatspecifiesa securityattribute of thevariablesowner. In-
formationflow canthenberestrictedstaticallyamongcom-
ponentgo occuronly from low securityto high security but
notvice versa.

Clearly, this is a new security property that is not
supportedby currentmobile codetransportatiorschemes.
However, this propertyandary other propertythatcanbe
mappedonto a languageconstructcaneasilybe supported
by grammarbased mobile-code transportationschemes
suchasthe onedevelopedin the TRANSPROSE. The key
is to use an approachthat completelypreseres the type
semantic®f theunderlyingsourcelanguage.

4 Encoding Only Legal Programs

We have beeninvestigatinga classof encodingschemes
for mobile programsthat rely on semanticinformation to
guaranteehatonly legal programgqunderthe syntacticand
typing rulesof someunderlyinggrammar)canbe encoded
in thefirst place. Thisis essentiallyachieved by constantly
adjustingthe “language”usedin the encodingto reflectthe
semanticentitiesthat arelegally availableunderthe afore-
mentionedulesat ary givenpointin theencodingprocess.
A programencodedin this mannercannotbe tampered
with to yield a programthat violatestheserules. Rather
ary modificationin transitcanin the worst caseonly re-
sultin the creationof anotherlegal programthatis guaran-
teedto conformto theoriginal rules.Becausehe encoding
schemesve areexploring arerelatedto datacompression,
they alsoyield exceptionallyhigh encodingdensitiesasa
side-efect.

4.1 Example: Probabilistic Encoding

As a concreteexampleof anencodingthathasthe prop-
erty of beingableto encodeonly legal programsgonsidera
probabilisticencodingmechanisnthat parseghe interme-
diate abstractsyntaxtree representatiof a programand
encodest basedntheintermediateaepresentatios’gram-
maranda continuouslyadaptedrobabilisticmodel.

At eachstepin the encoding,the alternatvesthat can
possiblyoccurat this point areenumeratedFor eachtype
of grammaticaklass,thereis a differentprobability distri-
bution, and both the encoderand the decoderkeeptrack
of thesedistributions. For example,a statementanbe ei-
therof (assignmentif-statementwhile-statement ..), and
the probability of it beinganassignmenis usuallyhighest.
Similarly, if it is indeedan assignmentthenthe left hand
side caneitherbe a local variable,or a global or external
variable,or anarrayaccessgr a pointeraccessetc. If it is
alocal variable,the choicesarelimited by the declarations
in the program,andtheir relative probability canbe based
on pasthistory.

An encodingcan then be found using a form of arith-
metic coding. The probabilitiesof the variousoccurring
constructdefine sub-intenals of the range[0-1), andthe
bit-patternthat representshe encodingcorrespondso the
real numberdesignatinghe sub-intenal. For example, if
assignmenhasa probabilityof 1/2, we would designate¢he
interval [0-0.5) to representaissignmentAssumethat with
probabilityof 0.8,thetargetof anassignmenis alocal vari-
able,thiswouldleadto [0-0.4)to standfor “assignto local”.
If we hadthreelocal variablesi, j, andk, andassignment
to themhadequalprobability, theseassignmentsould now
berepresenteds[0-0.1333),[0.1333-0.2666)and[0.2666-
0.4)andsoon. At eachstep,theinterval is narraveddown
in suchamannetthathighly probablesventscontributeless
informationthanlessprobableones.Any realnumbetin the
final interval representshe encodedconstruct. The prob-
abilities themseles are constantlyadjustedas the encod-
ing proceedsAs a consequencendividual constructson-
tribute just a fraction of a bit to the final encodingin pro-
gramsthatexhibit a high degreeof self-similarity. Notethat
thebit patternthatis ultimatelyemittedneednotbebuffered
indefinitely, but insteadcanbe outputprogressiely, by re-
scalingtheinterval appropriately

Note that this encodingcan provably encodeonly le-
gal programs becauseslementsthat are forbiddenat ary
givenpoint have zeroprobability andhencecannotbe rep-
resented. On the other hand, any given bit-patternmaps
backonto a legal programaccordingto the original rules,
becausehe correspondingeal numberfalls into somein-
tenal. Also notethatperformance-enhanay{but semanti-
cally irrelevant)annotationsaneasilybe superimposedn
the encodingstreamsimply by incorporatingtheminto the
probabilisticmodel.

4.2 TechnicalApproach

Our techniqueis an improvementon the earlier “Slim
Binary” method[17], a dictionary-base@ncodingscheme
for syntaxtrees.In the Slim Binary schemea dictionaryis
grown speculatiely andat ary giventime containsall sub-



expressionghat have previously occurredandwhosecon-

stituentsemantientities(variablesdatamembers,..) are

still visible accordingto the source-languagscopingrules.

Theencodingschemesve have beeninvestigatinguinderthe

TRANSPROSE projectexert a muchfiner control over the

encodingdictionary(or moregeneralcontet), at eachstep

temporarilyremaoving from it all sub-epressionghat are

not applicable.Our researchn this directionis elaborated
in aseparatsectiorentitled“Compressiorof AbstractSyn-

tax Trees”.

Unlike the Slim Binary method,we have also investi-
gatedapplyingthe encodingto richer and more compiler
relatedstartingrepresentationthan syntaxtrees. For ex-
ample, the encodingcould be appliedto programsrepre-
sentedn avariantof StaticSingle Assignmen{SSA)form
[3, 32], after performingcommonsub-epressiorelimina-
tion and copy propagation. Suchan SSA-basedncoding
disambiguatedetweendifferent valuesof the samevari-
ableandnot only simplifiesthe generatiorof high-quality
native codeattherecever’s site, but alsoleadsto fewer al-
ternatvesat eachencodingstepandconsequentlyo a still
denserencoding. Our work on encodingSSA hasled to a
genuinelynew intermediataepresentatiogalled SafeTSA
whichis describedn athefollowing section.

An alternatve is to insteadusea “bottleneckinterface”.
The corecalculusapproachis somevhatseparatdérom our
otherresearclandpresentedn a separatesectionbelow.

5 CoreCalculus

A sourceprogramgenerallygoesthroughseveral differ-
entinternalrepresentationwithin the differentstagesof a
compiler:

1. Stringsof sourceprogramtext
2. Streamf lexical tokens

3. Abstract syntax trees (ASTs) generatedduring the
parsingprocess

4. A “medium-level” internal representationywhich the
compilerusedo analyzethesourceandtransformit for
optimization.To improvetheretaigetabilityof compil-
ers,this representatiois normallyindependenbf the
final compilationtarget.

5. A “low-level” internalrepresentatiorwhich makesex-
plicit the actualmachineinstructionsto be used. This
representatiofns dependenbn the compilationtarget,
andis designedo allow scheduling resourcealloca-
tion, andadditionaltarget-dependerdptimizations.

6. A machine-languageepresentatiorgontainingtheac-
tual bitsto be executedby thetargetmachine.

If a programis to be transportedsomehav from a code
producerto a codeconsumerary of theserepresentation
levels may be used. Several trade-ofs may influencethe
choiceof representation:

e Higherrepresentatiotevels allow the programto be
portableto awider rangeof tamgets.

e Similarly, higherrepresentatiolevelsmalkeit easieto
optimizetheprogramfor specifictargetcharacteristics.
This may be critical for good performanceon modern
architecture$24, 4].

e Higherrepresentatiofevelsmaleit easieifor thecon-
sumerto prove or disprove the type safetyof the pro-
gram.

e Correspondinglyhigherrepresentatiomevels require
morework onthe partof the consumerincreasinghe
time required(and the enegy requiredin embedded
applicationspeforethe programcanbe executed.

e Lower representatiorevels make the programmore
independenbf the programminglanguagein which
the programis written.

e Lower representatiomevels increasethe difficulty of
reverse-engineerintne program.

The representatiofevel of Java Bytecodeds somavhat
mixed,containingmary featureghatarespecificto the Java
languageaswell as somefeaturesmoretypical of a low-
level encoding. Overall it hasprovento be adequateor
transportingcodein anumberof sourcdanguageso avari-
ety of popularmachinearchitecturegaswell asdirectinter-
pretation) while allowing validationby the codeconsumer

However, mismatchesn therepresentatiotevel andthe
semanticsof the representatiorcan resultin bad perfor
mancefor language®therthanJava. Potentialsourcedor
problemsinclude insufficient flexibility for object storage
(resultingin inefficient useof space)differencesn the se-
manticsof subtyping,object dispatchor primitive opera-
tions; andlack of supportfor parallelismor otherspecial-
izedlanguageconstructs.

Shortly after the JVM was introduced, Shivers and
Fahlman[34] proposedsolving this problemby providing
a mechanisnfor extendingthe Java Virtual Machine. The
mechanisnwould allow new language-specifimstructions
to be addedto the JVM for useby compilers. The new in-
structionswould bedescribedisingalow-level formatsuch
asa RagisterTransferLanguaggRTL). Dueto the unsafe,
low-level natureof the extensionlanguage extensionpro-
gramswould becomepartof thetrustedcomputingbaseon
thecodeconsumess side,andwouldthereforerequiresome



sortof cryptographicauthenticatiormechanism.This pro-
posalwas never implementedand so thereis still no ad-
equatetransportmechanisnfor mobile codein mary ad-
vancedprogramminganguages.

An alternatve methodof solvingthis problemis usedby
the TRANSPROSE core calculusapproach.n the baseap-
proach,programsare encodedusing a high-level interme-
diate representatiofbasedon the source-languagspecific
Abstract Syntax Tree (AST), just as with the Slim Bina-
ries system.In additionto transportingthe encodingAST,
which hasprovento be a good target for compressiona
mappingis transportedgiving the semanticof the source
languageAST in termsof a corecalculus.

Programaretransmittedusingthis approachasfollows:
the codeproducerusesa traditional compiler front-endto
produceanabstracsyntaxtreefor the sourceprogram,and
then directly encodeghis tree for transmission. A map-
ping describingthe semanticsof the sourcelanguageis
alsotransmittedpr obtainedrom alibrary of mappingor
commonlanguages.The codeconsumerdecodeghe orig-
inal abstractsyntaxtreeandthe mapping,thenappliesthe
mappingto obtainthe original programrepresentedh the
core calculus. The consumerthen compilesthe program
from this representationo machinecodeon the target ar-
chitecture.

To ensurdhesafetyof thisschemeit is necessarfor the
corecalculusto be a type-preservingne. One possibility
would be to usethe SafeTSAdescribedaterin this paper
thoughlanguage-specifiaspectf SafeTSAmight result
in someof the sameproblemsdescribecearlierfor the Java
Virtual Machine.

The representatiorwe have chosenin this line of re-
searchis to usethetypedlambdacalculus SystemF,,. This
representatiohasbeenstudiedextensively by theprogram-
ming languagecommunity and is amenableto compiler
analysisusingwell-known techniques.

Advantage®f this schemeénclude:

e The high-level representatiormakes it possibleto
compresshecodeefficiently.

e Sourcelanguagesan be addedad hoc without user
interventionor increasinghe size of the trustedcom-
putingbase.

e Becausadt is easierto write a mappingfile thanto de-
velop a full compilerback-endthe systemcansene
aspartof a“languagedesignworkbencH.

e Becausgrogramsaretransmittedat a high level, and
almostall of the compilationmachineryis presentat
the codeconsumerit becomesossibleto provide a
corvenientAPI for code-writingprograms.

e Becausethe sourceprogramis transmittedusing a
high-level representationit remainspossibleto usea

(potentiallymoreefficient) language-specificompiler
baclendfor morecommonlyusedianguages.

Thesystemasdescribedofar placegheburdenof work
on the codeconsumerlf the mappingis changedo mapa
lower-level codeto the corecalculus,however, it becomes
possibleto do variableamountsof optimizationbeforethe
codeis transmitted This allows theflexibility to choosehe
bestplacein the continuumof representatiotevelsfor the
applicationat hand.

6 Compressionof Abstract Syntax Trees

Among the major approacheso mobile codecompres-
sion are (a) schemeghat use codefactoringcompiler op-
timizationsto reducecodesize while leaving the codedi-
rectly executable[12], (b) schemeghat compressobject
codeby exploiting certainstatisticalpropertiesof the un-
derlyinginstructionformat[14, 18, 25, 31], and(c) schemes
that compresghe abstractsyntaxtree (AST) of a program
by using either statistical[7, 13] or dictionary-basedp-
proacheg17].

Our approachfalls into the last category. The source
code (modulo comments,layout, and namesof internal
identifiers) can easily be regeneratedrom an AST. Since
the AST is composedaccordingto a given abstractgram-
mar(AG), we areusingdomainknowledgeabouttheunder
lying languageo achieve a morecompactencodingthana
general-purposeompressocouldachiere.

Our compressiorframevork appliesto differentkinds
of code. It is corvenientto think of our compressioral-
gorithm asbeingappliedto somesourcelanguagewhich
—after decompressioat the coderecever site—is com-
piled into native code. But generally our schemeapplies
to all codeformats, which canbe expressedn form of a
grammar Theoretically this includesall forms of code:
sourcecode,intermediaterepresentationge.g.,byte code),
andobjectcode.Our prototypeimplementatiorcompresses
Javasourceprogramswhich canthenbe compiledto native
code therebycircumventingcompilationinto bytecodeand
executiononthe JVM.

We chosethecompressiomnf Java programgasopposed
to otherlanguagessa proof-of-concepbecaus@sizeable
body of work on the compressiorof Java programsexists
already especiallyPughs work on j ar file compression
[31]. This givesusa viable yardstickto gaugeour results
against.

Our compressiorschemedoesnot assumethat source
codewill bere-generatedt the code consumers site. In
fact,in our currentimplementatiorthe decompressadnter-
facedirectly to the GCCbaclend.

In our frameawork, sourcecodeis requiredin orderto
generatea compressed\ST and, inversely a compressed



AST possesseshe intrinsic capability to regeneratethe
sourcecode (deprived of commentsandinternalidentifier
names).Thesetwo factspositionour encodingastheideal
distribution format for OpenSourceSoftware. Filesin our
format are more compactand spanseveral architectures,
therebyreducingthe maintenanceffort for packaging.

Sinceour compressioriormat containsall the machine-
readablenformationprovidedby theprogrammeatsource
languagelevel, the runtime systemat the code consumer
site can handily usethis informationto provide optimiza-
tions and servicesbasedon sourcelanguageguarantees.
Kistler [23] usesthe availability of the AST to make dy-
namicre-compilationat runtimefeasible.Furthermoredis-
tributing codein sourceanguage-equialentform provides
theruntimesystemwith thechoiceof aplatform-tailoredn-
termediateepresentationThesucces®f Transmetas code
morphingtechnologyshaows that this is a viable approach,
even when startingwith an unsuitableintermediaterepre-
sentatiorata muchlower abstractiorievel.

Lastly, high-level encodingof programsprotectsthe
codeconsumeragainstall kinds of attacksbasedon low-
levelinstructionswhich arehardto controlandverify. Our
encodingalsohasthedesirablecharacteristi¢thatevenafter
malicious manipulationit canonly generateASTs which
adhereto the abstractgrammar(and additional semantic
constraints) thereby providing somedegree of safety by
construction. This is in contrastto byte code programs,
which have to go throughan expensve verificationprocess
prior to execution.

6.1 CompressionTechniquesfor ASTs

Computerprogramsourcesare phrasesof formal lan-
guagesrepresentedas characterstrings. But programs
properare not really characterstrings,in muchthe sense
that naturalnumbersare not digit stringsbut abstracten-
tities. Corventionalcontet-free grammarsj.e., conciete
grammas, mix necessarynformation aboutthe natureof
programswith irrelevant information cateringto human
(and machine)readability An AST is a treerepresenting
a sourceprogramabstractingaway concretedetails, e.g.,
whichsymbolsareusedtio open/closablock of statements.
Thereforeit constitutesthe ideal starting point for com-
pressinga program. Note also that propertieslike prece-
denceanddifferentformsof nestingarealreadyimplicit in
the AST'streestructure.

10f course pur formatis only meantasreplacementor the binary dis-
tribution of OpenSourceSoftware. Sincethe right to modify the source
anddocumentatioris integral partof the OpenSourcephilosophyour for-
matis no alternatie to thefully commentedsourcetext.

2As an example, notethat the Java languageprovides muchmorere-
strictive controlflow thanJava byte code which allows arbitrarygotos.

6.1.1 Abstract Grammars

Every AST complieswith an abstract grammar(AG) just
as every sourceprogramcomplieswith a concretegram-
mar. AGs give a succinctdescriptionof syntactically cor-
rect programsby eliminating semanticallysuperfluougde-
tails of the sourceprogram.

AGs consistof rules (also called production$ defining
symbolsmuchlik e concretegrammarsiefineterminalsand
nonterminalg26]. Whereagphrasesf languagesiefined
by concretegrammarsarecharactestrings,phrase®f lan-
guagedefinedby AGs are ASTs. EachAST nodecorre-
spondsto a rule, which we will often refer to asthe kind
of node. For the purposeof a simple presentationye will
discussonly threeforms of rules which sufiice to specify
sensibleAGs. (Thesethreerulesare a subsetof the rules
usedin our framework.)

Thefirst two rulesarecompoundulesdefiningsymbols
correspondingo thewell-known non-terminal®f concrete
grammars.An aggregaterule definesAST nodes(aggre-
gatenode$ with a fixednumberof children. For example,
therule for the while-loop statementefinesa WhileStmit
nodewith two childrenof kind Expression andStatement.

WhileStmt £  Eaxpression; Statement.

The secondform of compoundrule is the choicerule,
which definesAST nodes(choice node$ with exactly one
child. Thekind of child nodecanbe chosenfrom a fixed
numberof alternatves. Thefollowing (simplified)rule says
thata Statement nodehaseitheran Assignment, IfStmt,
or WhileStmt child, i.e., a statements eitheroneof these
three.

Statement 2 Assignment | IfStmt | WhileStmt.

The last kind of rule is the string rule, which defines
string nodes Theright handsideof a stringruleis the pre-
definedSTRING symbol. Stringrulesdefinethe equivalent
of terminalsin concretegrammars. String nodescontain
an arbitrary string andthey arethe leaf nodesof the AST.
To definethe Ident nodeto be a string nodewe write the
following.

Ident = STRING.

Userdefinedsymbolsof AGsmustbedefinedby exactly
onerulewith theexceptionof the predefined TRING sym-
bol. As usual,onesymbolis marked asthe start symbolof
the AG.

6.1.2 Encoding ASTs

In orderto encode(i.e., storeor transport)ASTs they need
to beserialized ASTscanbeserializedby writing outwell-
definedtraversals. We serializean AST by generatingts

SHeretheterm“syntactically” refersby corventionto the context-free
natureof thegrammar



preorderrepresentation.Such a traversal provides a lin-
earizationof the treestructureonly. In orderto encodethe
information storedat the nodessereral mechanismsxist.
The most commontechniquepre-scanghe tree for node
attributes, storesthemin separatelymaintainedlists, and
augmenthetreerepresentatiowith indicesinto thesdists.
For now, we ignorethe problemof efficiently compressing
strings(our only nodeattributes)for the sale of simplicity
andassumehatstringsaredirectly encodedvheneerthey
appear

The actualtreerepresentatiogan make effective useof
the AG. Giventhe AG, muchinformationin the preorder
encodings redundantIn particular the orderandthekind
of childrenof aggregatenodesis alreadyknown. Therefore
theencodingooils down to notingthe choicesmadeat each
choicenode.Sincethe orderof alternatiesin choicenodes
is fixed, it sufficesto encodeonly the position(1,2,3,...)
of the chosermalternatie. Of coursejf only onealternatie
is giventhereis “no choice”andthereforenothingneedso
beencoded.

6.1.3 Arithmetic Coding

So far we reducedthe serializationof compoundrulesto
encodinghechoicemadeat eachchoicenodeasaninteger
¢ € {1,2,...,n}, wheren dependsn the kind of choice
nodeandis equalto the numberof given alternatves. We
wantto useasfew bits aspossiblefor encodingthe choice
¢. Thetwo optionsareto useHuffmancodingor arithmetic
coding. Using Huffman codeasdiscussedn Stone[36] is
very fast, but is muchlessflexible comparedo arithmetic
coding. Cameron7] shavs thatarithmeticcodingis more
appropriatdor goodcompressiomesults.

An arithmeticcoderis the bestmeango encodea num-
ber of choicesif eachalternatvei € {1,2,...,n} hasa
certainprobabilityp;, where}"" | p; = 1 andn is givenby
the kind of choicenode. Thetuple M = (p1,p2,...,pn)
is calledthe model M for the arithmeticcoder Whenen-
coding,an arithmeticcodertakes a sequenc®f choicesc;
alongwith theirrespectre modelsM; asargumeniandout-
putsa sequencef bits B. Fromthis information,the arith-
meticcoderproducegshe mostcompactencodingof the se-
guenceof choicesy, ¢, . . .. Whendecodinganarithmetic
codertakesthe sequencef bits B andthe above sequence
of modelsM;, Ms, . .. asargumentsFor eachgivenmodel
M; it thenreproduceshe next choicec;. It is importantto
notethatthemodel M; candependon all previouschoices
c1,¢2,...,cj—1. Thechoiceof modelsdetermineshecom-
pressiorratio. If theprobabilitiesarepickedin an“optimal”
fashion(i.e.,taking“all” availableinformationinto account
and adaptingthe probabilitiesappropriately)then the en-
codinghasmaximalentrory.

A simpleandfastway to chosethe modelsis to fix the

probability distributionsfor eachkind of node.Goodstatic
modelscanbe determinedasedon statisticsover a repre-
sentatve setof programs.

6.1.4 Prediction by Partial Match

Predictionby Partial Match (PPM) [9] is a statistical,pre-
dictive text compressioralgorithm. PPMandits variations
have consistentlyoutperformeddictionary-basednethods
aswell as other statisticalmethodsfor text compression.
PPMmaintainslist of alreadyseerstringprefixes,corven-
tionally calledcontexts For eachsuchcontext it keepgrack
of the occurrence®f the following characters.For exam-
ple, after processinghe string ababg the contexts arethe
emptycontet, a, b, ¢, ab,ba,bc,aba,bab,abc,abab,babc,
andababc Thelengthof a contet is alsocalledits order.
The countedsubsequentharactergor, say ab area andc
both with one occurrence.Normally, efficient implemen-
tationsof PPM maintaincontexts dynamicallyin a context
trie [8]. A context trie is atreewith characterssnodesand
whereary pathfrom theroot to a noderepresentshe con-
text formedby concatenatinghe characterslongthis path.
Therootnodedoesnotcontainany characteandrepresents
theemptycontext (i.e., no prefix). In acontext trie, children
of anodeconstituteall charactershathave beenseenafter
its context. In orderto keeptrack of the numberof times
thata certaincharacterffollowed a given context, the num-
ber of its occurrencess notedalongeachedge. Basedon
thisinformationPPMcanassignprobabilitiesto potentially
subsequentharacters.

Adapting PPM for ASTs We have adaptedthe un-
boundedvariantof the PPM algorithm (PPM*) [8] to work
on ASTs insteadof text. When applying PPM to trees
the first problemto solwe is the definition of contexts for
ASTs. The context of an AST node N is definedas the
concatenatiorof nodesfrom the root to N, exclusively.
This meansour modifiedPPM algorithmtreatsAST nodes
like the original PPM algorithm treats characters. Our
alphabetcorrespondshereforeto the symbols/rulesof the
AG:# The PPM* algorithmis appliedto the sequencesf
nodesasthey appeamwhile traversingthe AST in depth-first
order

However, above changedy itself are not sufiicient to
adaptPPM to ASTs. The maintenanceprocedureof the
contet trie needgo beaugmentedoo, sincetheinputseen
by themodifiedPPMdoesnotconsistof contiguouscharac-
tersanymore. No changes neededvhenthetreetraversal
descentdo a child node. This correspondgo the famil-
iar additionto the currentcontext. But whathappensf the

“Note thatif anaggrgatenodehasseveral childrenof the samekind
thentheir positionis relevant for the context. Sincethis doesnot happen
thatoften,we have notimplementedhis refinementet.



traversalascendérom subtreesherebyannihilatingthecur-

rentcontext? This necessitatesomeenhancedontext trie

functionality. PPM* maintainsa setof nodesin the context

trie called active nodes Active nodesmark the positions
wherethe currentcontects end. Theroot of thetrie, repre-
sentingtheemptyprefix, is alwaysactve.

New nodesin thecontet trie arealwayscreatedaschil-
drenof active nodes.However, in our adaptatiorof PPM,
unlike regular PPM, wheneer we reacha leaf of the ab-
stractsyntaxtree,we popthecontext, i.e.,all nodesmarked
asactive (excepttheroot) in the context trie aremovedup
onenodeto their parentsThis ensureshatall childrenof a
nodeN in the AST appearaschildrenof N in the context
trie too. This works becauseve traversethe AST in depth
first orderwhile building up contexts. A desirableconse-
guenceof thistechniquds thatthe depthof the context tree
is atmostthe depthof theabstracsyntaxtreewhichwe are
compressing.

Weighing Strategies In orderto generatehe modelfor

the next encoding/decodingtep,we look up the countsof

symbolsseenafter the currentcontext in the context trie.

Sincethe active nodes,to which we have direct pointers,
correspondo thelastseensymbol,thisis afastlookupand
doesnot involve traversingthe trie. Thesecountscan be
usedin severalwaysto build the model. Normally the con-
text trie containscountsfor contexts of variousorders.We
have to decidehow to weightheseto geta suitablemodel.
Thereis atrade-of here: shortercontets occurmore of-

ten,but fail to capturethe specificityandsurenessf longer
contets (if thesamesymboloccursmary timesafteravery
long context, thenthe chanceof it occurringagainafterthat
samelong context is very high), andlongercontexts do not
occur often enoughfor all symbolsto give good predic-
tions. Note thatthe characteristicef AST contexts differ
from text contexts® We tried variousweighing strateies,
andourexperimentsndicatethatignoringpredictionanade
by order0 contexts (which aresimply occurrencecountsof

symbols,and form the first level of the context trie) and
weighingall otherpredictionsequallyyields the bestcom-
pression.

6.1.5 CompressingConstants

A sizablepartof anaverageprogramconsistsof constants
likeintegers floating-pointnumbersand,mostof all, string
constantsStringconstantsn this senseencompassotonly
the usualstring literals like " Hel | o Wor I d! " but also
typenamege.g.,j ava. | ang. Qbj ect ), field namesand

5AST contexts are boundby the depthof the AST and tendtowards
morerepetitionssincethe prefixesof nodesfor a given subtreearealways
thesame.

more. In our simplified definition of AGs,we usedthe pre-
definedSTRING symbolto embodythe caseof constants
within ASTSs.

Eachstring nodeis attributed with an arbitrary string.
However, whenobservingheuseof stringsin ASTsof typ-
ical programsit is apparenthatmary stringsareusedmul-
tiple times. Thereforeit saresspaceto encodethe different
stringsonceandreferto themat later occurrencesSucha
referenceis anindex into a list of strings. The higherthe
numberof stringsis, themorebits areneededo encodehe
correspondingndex. By distinguishingdifferentkinds of
strings(e.g.,type namesfield namesand methodnames)
differentlists of stringscanbe created. The split lists are
eachsmallerthanagloballist. Giventhatthe contect deter
mineswhich list to accessteferenceso stringsin split lists
requirelessspaceto encode As theseconsiderationshaw,
contet-sensitve (as opposedo context-free) information
suchas symboltablescan be encodedand compressedt
varyingdegreesof sophisticatiorf.

6.2 Preliminary Results

Our currentimplementationis a prototype written in
Pythonconsistingof roughly 40 moduleshandlinggram-
mars,syntaxtrees,andtheir encoding/decodingOur fron-
tendis written in Java andusesBarat[5] for parsingJaa
programs.All informationnecessaryo specifythe AST's
encodingandcompressiotis condensethto oneconfigura-
tion file. The configuratiorfile containsthe AG augmented
with additionalinformation, e.g.,on how to compresshe
symboltable. Given the availability of our framework at
the codeproducerand consumeisites, the only additional
requirementfor eachsupportedanguageis that identical
copiesof theconfiguratiorfile arepreseniat bothsites.

We chose primarily Pughs compressionschemefor
comparisor(seeTablel) becauseto our knowledge,it pro-
videsthebestcompressiomatio for Java classfiles andit is
freely availablefor educationapurposesTheothercompa-
rable compressiorschemeis syntax-orienteccoding [13].
But for this schemehereareno detailedcompressiomum-
bersavailable,only anindicationthatthe averagecompres-
sionrationis 1 : 6.5 betweertheir formatandregularclass
files.

It shouldbe notedthat Pughactuallydesignechis com-
pressionschemefor j ar files, which are collections of
(mostly) classfiles. His algorithmthereforedoesnot per
form aswell on smallfiles asit doeson biggerones. We
usetheevaluationversion0.8.00f Pughs Java Packingtool
andfeedit with j ar -files generatedvith the- Moption(no
manifest).

6Note that conventionalsymbol tablescan corveniently be expressed
assomekind of AST with theappropriatestringnodes.



Name ClassFile Gzip | Bzip2 Jar | Pugh| PPM | PPM/Pugh
Error Message 388 256 270 409 209 105 0.50
Conpi | er Menber 1321 637 641 792 396 230 0.58
Bat chPar ser 5437 | 2037 | 2130 | 2189 | 1226 | 1069 0.87
Mai n 13474 | 5482 | 5607 | 5627 | 3452 | 3295 0.95
Sour ceMenber 15764 | 5805| 5705| 5920 | 3601 | 2988 0.83
Sour ced ass 37884 | 13663 | 13157 | 13975| 8863 | 7849 0.89
j avac (package) 92160 | 32615 | 30403 | 36421 | 18021 | 14070 0.78

Table 1. File sizes of compressed files for some classes from j avac (all number s in bytes).

With asimpleaddition,our framewnork canbeappliedto
collectionsof classesas presentin packagesr j ar -files.
Thesearbitrarycollectionsof classesharethe samédlists of
strings,therebyreducingredundang causedy entriesthat
appeatin several classes.We canuseour frameavork with
theextendedAG to compressheclassezontainedn j ar -
files. This givesus the basisfor a good comparisorwith
Pughs work. For referencepurposeswve alsoinclude the
sizeof the original, gzi ped,andbzi p2edclassfiles. In
caseof thej avac packageve appliedt ar first.

Our choiceof singleclassegriesto be representatie of
the sizesof classesn the jvm98 suite [35]. We usethe
official Java compilerpackagg avac (from JDK 1.2.2for
Linux) to compareour resultsto otherssinceit is available
in sourceform.

Table 1 shows that our compressiorschemeimproves
compressiorby 5-50% over Pughs results. Our experi-
enceshavs thatPPMadaptsastenoughto eachprograms
peculiaritieghateffortsto improve compressioty initially
usingstatisticallydeterminegrobabilitiesdid notyield ary
significantgainsin compression.

6.3 RelatedWork on Compression

Theinitial researcton syntax-directe@dompressiorwas
conductedin the 1980’ primarily in orderto reducethe
storagerequirementgor sourcetext files. Contla[10, 11]
describesa coding technigueessentiallyequivalentto the
techniquedescribedn section6.1.2. This reduceghe size
of Pascalsourceto at least44% of its original size. Kata-
jainenet.al. [22] achieve similar resultswith automatically
generatecencodersand decoders.Al-Hussaini[1] imple-
mentedanothercompressiorsystembasedon probabilis-
tic grammarsand LR parsing. Cameron[7] introducesa
combinatiorof arithmeticcodingwith theencodingscheme
from section6.1.2. He staticallyassigngrobabilitiesto al-
ternatvesappearingn the grammarandusestheseproba-
bilities to arithmeticallyencodethe preorderepresentation
of ASTs. Furthermorehe usesdifferentpoolsof stringsto
encodesymboltablesfor variable,function,procedureand
type names. Deploying all these(even non-contet-free)
techniquese achievesa compressiorof Pascalsourcego
10-17%of their original size. Katajainenand M&kinen
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[21] presenta surwey of tree compressiorin generaland
the above methodsin particular Tarhio [38] suggestghe
applicationof PPMto drive the arithmeticcoderin a fash-
ion similar to ours. He reportsincreasesn compressiorof
PascalASTs (excluding constantshy 20% comparedo a
techniquecloseto Camerons.’

All of thesetechniquesare concernedonly with com-
pressingand preservingthe sourcetext of a programin a
compacform anddo notattempto representheprograms
semanticontentin away thatis well-suitedfor furtherpro-
cessingsuchasdynamiccodegeneratioror interpretation
([22] evenreflectsincorrectsemanticsn their tree). Franz
[16, 17] wasthefirst to useatreeencodingfor (executable)
mobilecode.

Java, currently the most prominentmobile code plat-
form, attractedmuch attentionwith respectto compres-
sion. Horspooland Corless[19] compresslava classfiles
to roughly 36% of their original size usinga compression
schemespecificallytailored towards Java classfiles. In a
follow-up paperBradley, Horspool,and Vitek [6] further
improve the compressiomnatio of their schemeand extend
its applicabilityto Java packagegj ar files). A bettercom-
pressiorschemedor j ar files wasproposeddy Pugh[31].
His format is typically 1/2 to 1/5 of the size of the cor-
respondingcompressed ar -file (1/4 to 1/10 the size of
the original classfiles). All of the above Java compression
schemesstartout with the byte codeof Java classfiles, in
contrasto the sourceprogramwrittenin the Java program-
ming language Eck, ChangsongandMatzner[13] employ
acompressiorschemesimilarto Camerons andapplyit to
Java sources. They reportcompressiorto around15% of
the original sourcefile, althoughmoredetailedinformation
is neededo assessheirapproachln contrasto Pugh,they
malke no evaluationtoolsavailable.

7 The SafeTSARepresentation

The Java Virtual Machines bytecodeformat (JVM-
code)hasbecomehedefactostandardor transportingno-
bile codeacrossthe Internet. However, it is generallyac-

“Unfortunately we learnedof Camerors and Tarhio’s work only after
we developedour solutionindependentlyf both.



knowledgedthat JVM-codeis far from beinganideal mo-
bile coderepresentation—eonsiderabl@mountof prepro-
cessingis requiredto convert JVM-codeinto a represen-
tation more amenableo an optimizing compiler andin a
dynamiccompilationcontext this preprocessintpkesplace
while the useris waiting. Further dueto the needto verify
thecodes safetyuponarrival atthetargetmachineandalso
dueto the specificsemanticof JVM's particularsecurity
schememary possibleoptimizationscannotbe performed
in the source-to-JVM-codeompiler, but canonly be done
at the eventualtarget machine—orat leastthey would be
very cumbersomeo performatthe codeproducerssite.

For example,informationabouttheredundang of atype
checkmay often be presentin the front-end (becausehe
compilercanprove thatthe valuein questionis of the cor-
recttype on every pathleadingto the check),but this fact
cannotbe communicatedsafely in the JVM-code stream
andhenceneeddo bere-discaveredin thejust-in-timecom-
piler. By “communicatedsafely”, we meanin sucha way
thata maliciousthird party cannotconstructa mobile pro-
gramthatfalselyclaimsthatsucha checkis redundantOr
take commonsubexpressionelimination: a compiler gen-
eratingJVM couldin principle performCSE andstorethe
resultingexpressiondgn additional,compilercreatedocal
variablesput this approaclhis clumsyat best.

The approachakenwith SafeTSAdevelopedunderthe
TRANSPROSE project is radically different from JVM's
stack-basedirtual machine. The SafeTSArepresentation
is agenuinestaticsingleassignmentariantin thatit differ-
entiatesmot betweervariables of the original program,but
only betweenuniquevalues of thesevariables. SafeTSA
containsno assignmentor register moves, but encodes
the equivalent information in phi-instructionsthat model
dataflav. Unlike straightforvardSSArepresentationgow-
ever, SafeTSAprovidesintrinsic andtamperproof referen-
tial integrity asa well-formednesgropertyof theencoding
itself.

Anotherkey ideaof SafeTSAis “type separation”:val-
uesof differenttypesarekeptseparatén suchamannethat
even a hand-craftedmnalicious programcannotundermine
typesafetyandconcomitantnemoryintegrity. Interestingly
enoughtypeseparatioralsoenablegheeliminationof type
andrangecheckson the codeproducers sidein a manner
thatcannotbefalsified.

Finally, SafeTSAprogramsare transmittedafter com-
mon sube&pressionelimination, which removesredundan-
cies,leadingto smallerandmoreefficient programs.

7.1 Referential Integrity

A programin SSAform containsno assignmentsr reg-
istermoves;insteadeachinstructionoperandefersdirectly
to the definition or to a “phi” function which modelsthe
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meiging of multiple valuesbasedn the controlflow. How-
ever, straightforvard SSAis unsuitablefor applicationdo-
mainsthat require verification of referentialintegrity in a
contet of possiblymaliciouscodesuppliers. This is be-
causesSAcontainsanunusuallylargeamountof references
needingo beverified,farmorethantheoriginal sourcepro-
gram,makingtheverificationprocess/ery expensve.

As anexample considethe programin Figurel(a). The
left sideshovsasourceprogramfragmentandtheright side
a sketchof how this might look translatednto SSA form.
Eachline in the SSA representatiorcorrespondso anin-
structionthat producesa value. Theindividual instructions
(andtherebyimplicitly thevaluesthey generatearelabeled
by integernumbersassignedtonsecutiely; in thisillustra-
tion, anarrow to theleft of eachinstructionpointsto alabel
that designateshe specifictarget registerimplicitly speci-
fiedby eachinstruction.Referenceto previouslycomputed
valuesin otherinstructionsaredenotedy enclosingthela-
bel of the previousvaluein parentheses—iour depiction,
we have used(i) and(j) asplaceholdergor theinstructions
thatcomputetheinitial valuesof i andj. Sincein Javait is
not possibleto referencea local variableprior to assigning
avalueto it, suchinstructionsmustalwaysexist—in most
casesthesewould correspondo valuespropagatedrom
theconstanpool.

Theproblemwith thisrepresentatiotiesin verifying the
correctnes®f all the references.For example,value (10)
mustnotbereferencedrnywherefollowing thephi-function
in (12),andmay only be usedasthefirst parametebut not
asthe secondparametenof this phi-function. A malicious
codesuppliermight wantto provide uswith anillegal pro-
gramin which instruction(13) referencesnstruction (10)
while the programtakesthe paththrough(11)—thiswould
undermineeferentialintegrity andmustbe prevented.

The solutionis basedon the insightthatin SSA,anin-
structionmay only referencevaluesthat dominateit, i.e.,
thatlie onthe pathleadingfrom the entrypointto therefer
encinginstruction. This leadsto a representatioin which
referenceso prior instructionsarerepresentetdy a pair (-
r), in which [ denotesa basicblock expressedn the num-
berof levelsthatit is removedfrom the currentbasicblock
in the dominatortree hierarchy andin which r denotesa
relative instruction numberin that basicblock. For phi-
instructionsanl-index of O denotegsheappropriatepreced-
ing block alongthe control flow graph(with the nth argu-
mentof the phi function correspondindo the nth incom-
ing branch),andhighernumbergeferto thatblock’s dom-
inators. The correspondindransformatiorof the program
from Figurel1(a)is givenin Figure1(b).

The resulting representationusing such (I-r) value-
references provides referential integrity intrinsically
without requiring ary additional verification besidesthe
trivial oneof ensuringhateachrelative instructionnumber



| _add (i)

1
[ add () 1 A6 | add ()1
{cmp (6) (7) A7 <1 add (j) 1

|bgt (8) A8 oL cmp (0-6) (0-7)

® A-9 =——bgt (0-8)

12« phi (10) (11)
13«|add (7) (12)

(a)in SSAForm

(b) in Reference-SafeSSA
Form

int-A-0 | intadd (i) (const-1)
int-A-l | intadd (j) (const-1)
bool-A-0 «1— int cmp (0-0) (0-1)
(void)  —+— bool bgt (0-0)

int sub (1-0) (const-1)

int-B-0 |_int add (1-0) (const-1)

D-int-0 <} int phi (0-0) (0-0)
D-int-1 «—f-int add (1-1) (0-0)

(c) in Typed Reference-SafeSSA
Form

Figure 1. An Example Program

r doesnot exceedthe permissiblemaximum. The latter
factcanactuallybe exploited whenencodingthe (I-r) pair
space-dfciently.

7.2 Type Separation

The secondmajorideaof our representatiors typesep-
aration. While the “implied machinemodel” of ordinary
SSA s one with an unlimited numberof registers(=val-
ues), SafeTSAusesa modelin which thereis a separate
register planefor every type (disregarding,for a moment,
theaddedcomplicationof usingatwo-part(/-r) namingfor
the individual registers,and alsotemporarilydisregarding
type polymorphismin the Javalanguage—botlof theseare
supportedy our format,asexplainedbelon). Theregister
planesarecreatedmplicitly, takinginto accounthe prede-
finedtypes,importedtypes,andlocaltypesoccurringin the
mobile program.

Typesafetyis achievedby turningtheselectiorof theap-
propriateregisterplaneinto animplied partof theoperation
ratherthanmakingit explicit (andtherebycorruptible). In
SafeTSA,ewery instruction automatically selectsthe ap-
propriate plane for the sourceand destinationregisters
theoperand®f theinstructionmerelyspecifytheparticular
registernumberson the therebyselectecblanes.Moreover,
thedestinatiorregisteron the appropriatedestinatiorregis-
ter planeis alsochoserimplicitly—on eachplane registers
aresimplyfilled in ascendingrder

For example, the operationinteger-addition takes two
registernumbersasits parameterssrcl andsrc2. It will im-
plicitly fetchits two sourceoperandgrom registerinteger-
srcl, integer-src2, anddepositits resultin thenext available
integer register (i.e., theregisteron the integer plane,hav-
ing anl-index of zeroandanr-index thatis 1 greaterthan
the lastinteger resultproducedn this basicblock). There
is no way a maliciousadwersarycan changeinteger addi-
tion to operateon operand®therthanintegers,or generate
aresultotherthanan integer, or even cause*holes” in the

valuenumberingschemdor ary basicblock. To giveasec-
ond example,the operationinteger-compae takesits two
sourceoperandgrom theintegerregisterplaneandwill de-
positits resultin the next availableregisteron the Boolean
registerplane.

SafeTSAcombinesthis type separationwith the con-
ceptof referentialintegrity discussedn the previous sec-
tion. Hence,beyond having a separateegister planefor
every type, we additionally have one such completetwo-
dimensionakegistersetfor every basicblock. Theresults
of applying both type separatiorand referencesafenum-
beringto the programfragmentof Figurel(a)areshovn in
Figurel(c).

7.3 Construction of Memory Safety

For every referenceyperef, our “machinemodel” pro-
videsa matchingtype safe-ef thatimplies that the corre-
spondingvalue hasbeennull-checled. Similarly, for ev-
ery array arr we provide a matchingtype safe-inde-arr
whoseinstancesnayassumenly valuesthatareindex val-
ueswithin legal range®

Null-checkingthenbecomesan operationthat takes an
explicit ref sourcetype andan explicit registernumberon
the correspondingegisterplane.If thechecksucceedghe
ref valueis copiedto animplicitly givenregister(the next
available)on the planeof the correspondingafe-ef type,
otherwisean exceptionwill be generated. Similarly, the
index-check operationwill take an array and the number
of anintegerregister checkthattheintegervalueis within
boundsandif thechecksucceeds;opy theintegervalueto
theappropriatesafe-inde registerplane.

The beautyof this approachis thatit enableghe trans-
port of null-checled andindex-checled valuesacrossphi-
joins. Phi-functionsarestrictly type-separatedall operands

8Becauseof the needto supportdynamically-sizedarrays,safe-inds
typesareactuallyboundto arrayrefelencevaluesratherthanto their static

types.



of a phi-function,aswell asits result,alwaysresideon the

sameregisterplane. Whenever it is necessaryo combine
a ref-type andthe correspondingsafe-ef typein a single
phi-operationthe safe-ef typeneedgo bedowncasto the

correspondinginsaferef typefirst. Thedowncastoperation
isamodelingfunctionof SafeTSAandwill notresultin arny

actualcodeon the eventualtargetmachine.

Null-checkingandindex-checkingcanbe generalizedo
include all type-castoperations: an upcastoperationin-
volvesa dynamiccheckandwill causean exceptionif it
fails. In thecaseof successt will copy thevaluebeingcast
to the next availablefree registeron the planeof the target
type (only the dynamiccheckwill resultin actualcodeat
the targetmachine put not the copy operation).The down-
castoperatiomeverfailsandwill neverresultin any actual
targetcode.

All memoryoperationsn SafeTSArequirethatthe stor
agedesignatoiis alreadyin the safestate;i.e., theseoper
ationswill take operandnly from the registerplaneof a
safe-refor safe-inde type, but not from the corresponding
unsafetypes. For example,the primitive for datamember
write accesss

setfield ref-typeobjectfield value

whereref-typedenotesa referencetype in the type table,
objectdesignates registernumberon the planeof the cor-
respondingsafe-reftype, field is a symbolic referenceto
a datamemberof ref-type andvalue designates register
numberon the plane correspondingto the type of field.

The setfieldoperationand the correspondingsetelt for
arraysarethe only onesthatmaymodify memory andthey
dothisin accordancevith thetype declarationsn thetype
table. This is the key to type safety: mostof the entriesin
this type table are not actually taken from the mobile pro-
gramitself and hencecannotbe corruptedby a malicious
codeprovider. While the pertinentinformationmay bein-
cludedin amobilecodedistribution unit to ensuresafelink-
ing, thosepartsof thetypetablethatreferto primitive types
of the underlyinglanguageor to typesimportedfrom the
hostervironmentslibrariesarealwaysgeneratednplicitly
andaretherebytamperproof.

This sufficesin guaranteeingnemory-safetyof the host
in the presencef maliciousmobile code. In particular in
the caseof Java programs SafeTSAis ableto provide the
identicalsafetysemanticasif Javasourcecodewerebeing
transportedo the target machineand compiledandlinked
locally. Our prototypecompileris capableof encodingall
of this informationin approximatelythe samespaceasthe
equialentJava bytecoddnstructions

7.4 Preliminary Results

We have beenbuilding a systemconsistingof a com-
piler thattakes Java sourcefiles andtranslategshemto the
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SafeTSArepresentationand a dynamic classloader that
takes SafeTSAcodedistribution units and executesthem
on SFARC usingon-the-flycodegeneration.

Currentlyour compilercanprocesgprogramsaritten in
thecompleteJavalanguageandproduceSafe TSAinterme-
diatecode.Theclassloaderanddynamiccodegeneratodo
not yet producecompetitive results,but work on themhas
progresseduficiently thatwe areconfidentof the correct-
nessof our approach.

SafeTSAprovidesa safemechanisnfor the transporta-
tion of optimizedcode. We take advantageof this factto
performoptimizationsthatwill reducethe sizeandeventu-
ally the executiontime of the transmittedcode. As a proof
of concept,we currentlyimplementconstantpropagation,
commonsubepressioreliminationanddeadcodeelimina-
tion atalocal level.

In the following measurementsve comparethe size
andnumberof instructionsfor programscompiledto Java
byte-code,SafeTSA,and optimized SafeTSA.As bench-
marks,we use programsfrom the Sun Jara Development
Kit. Theseinclude classesfrom the Java compiler, javac,
the Java interpreter java, aswell assomeclassegrom the
Math and Linpack packages. The latter classesare used
to demonstrataeductionsof array checkinginstructions.
Wherewe compareto Java, we referto byte-codeproduced
usingversionl.2.2of Sunjavac.

The first three columns of Figure 2 shav the sizes
andnumbersof instructionsin SafeTSAfiles ascompared
to Java classfiles—in most casesSafeTSAhaslessthan
40% of the numberof instructionsthat Java byte-codere-
quires.Theabore-mentioneaptimizationscanreducesig-
nificantly the numberof instructionsin SafeTSAform, by
morethan10%in mostcasesandupto 19%for somepro-
grams. Constantpropagationleadsto an improvementof
only 1% or 2% in the programsize. Deadcodeelimina-
tion generallyis mosteffective in reducingthe numberof
phi instructions—betwee8% and 7% of the numberof in-
structionsat most. The majority of the codesizereduction
is dueto commonsubepressiorelimination. In our mea-
surementghe reductiondueto this was between5% and
14%. The sizesof SafeTSAfiles are usually smallerthan
theequivalentJava byte-coddiles, andsometimesubstan-
tially so.

Figure 2 also gives detail on the practicalinfluenceof
optimizationsperformedprior to transmissiorof the code.
It containsnformationon thereductionof phiinstructions,
null-checksandarraychecks.Theseareof particularinter-
estasthey leadto lessinformationthatneedsetransmitted
aswell aseventuallyto fasterexecution.As canbeseenthe
numberof phi instructionswasreducedby morethan30%
in mostcases. Surprisingly we can eliminate and safely
transporta programwith, in mostcases,30% fewer null-
checksandin somecasesip to 70%reductionis achieved.



ClassName Instruction Count Phi Instruction Null-Checks Array-Checks
JVM [ STSA | Opt. || with [ wio [ A% || with [ wio | A% || with [ wio | A%

sun.tools.javac
BatchEwironment || 2516 | 1640 | 1462 || 131 | 75 | -43 425 | 206 | -51 11 9 -18
BatchRarser 394 | 286 276 19 16 -16 53 46 | -13 N/A | N/A | N/A
Main 1734 | 1410 | 1281 | 330 | 301 | -9 246 | 155 | -37 53 49 -8
SourceClass 5396 | 3869 | 3381 || 356 | 200 | -44 926 | 605 | -35 N/A | N/A | N/A
SourceMember 1735 | 1333 | 1169 || 221 | 123 | -44 327 | 261 | -20 12 12 N/A
sun.tools.java
BinaryAttribute 121 7 64 12 7 -42 19 12 -37 N/A N/A | N/A
BinaryClass 873 | 617 527 56 35 -37 131 | 62 -52 2 2 N/A
BinaryCode 233 | 77 62 6 3 -50 15 4 -73 1 1 N/A
Scanner 4240 | 3912 | 3779 || 58 47 -19 101 | 58 | -42 8 8 N/A
Parser 3578 | 1732 | 1614 || 351 | 263 | -25 196 | 151 | -23 11 11 N/A
sun.math
BigDecimal 935 | 702 612 54 35 | -35 119 | 73 | -39 26 16 -38
BiglInteger 5638 | 3463 | 3080 || 382 | 296 | -23 451 | 257 | -43 188 | 169 | -10
BitSieve 277 153 140 18 15 -17 15 11 -26 3 3 N/A
MutableBigintger || 3415 | 2223 | 1925 || 205 | 169 | -18 400 | 172 | -52 136 | 132 | -3
Linpack
Linpack [ 10971638 [ 424 [ 138 [ 88 | -36 [[70 [43 [ -39 [ 67 [54 [-19

Figure 2. Number of Phi-, Null-Chec k and Array-Check instructions before and after optimization.

Perhapgvenmoresurprisingly ouroptimizationsarebased
only on knowledgeof safevaluesandcommonsubepres-
sion eliminationandnot on ary contect sensitve analysis.
Mostof ourbenchmarkslonotincludealot of arraymanip-
ulation. However, for thosethat do, we seea reductionof

up to 38% in the numberof arraycheckinstructions.Note

that our SafeTSAsizescontainexplicit null-checks,type-

checks,and index checks,while theseneednot be trans-
portedin Java byte-code pbut alsocannotbe removedasa

consequence.

7.5 RelatedWork on TypedIRs

It is difficult to generatequality native codefrom JVM-
code[2Q. This situationis exacerbatedn JIT compilers:
becaus¢hey needto operatevhile auseris waiting, they of-
tenneedto favor compilationspeedover codequality (e.g.
by usinglinearscarregisterallocation[3(Q ratherthangraph
coloring.) JVM is alsohardto verify. In particular check-
ing thatall operandaccesse® the stackarevalid requires
adataflow analysis.SafeTSApromisedo alleviate both of
theseconcerns.

In thelastfew years severalnative codeoptimizingJJava
compilers that use an intermediaterepresentatiorbased
on SSA form have beendeveloped: the Swift compiler
[33], Marmot[15], andthe HotSpotSener compiler[37].
Jalapend?] alsousesSSAfor certainoptimizations.

Theintermediateepresentatiofor Microsoft's recently
announced.NET” platform offers an improvementover
the stackbasedvirtual machine allowing for asecondSSA
form descriptionto be addedto the stackbasedrepresenta-
tion. Not all of .NET’s detailshave beenreleasedet, and
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it is unclearwhat provisions.NET may have to guarantee
theconsisteng betweerthe stackandSSAbasedepresen-
tations,aswell asthe type safetyof the SSA basedrepre-
sentation.

Like our approachproof carryingcode(PCC)[29 aims
at the safe executionof untrusted,possiblymobile, code.
Thetargetmachinerecevvesnative codealongwith a proof
thatthe native codecomplieswith the targetmachines se-
curity policy. AlthoughPCCcanbeusedo supportarbitrar
ily complex securitypolicies,thosefor which proofscanbe
madeautomaticallyare similar to the guaranteegnforced
by SafeTSA.

TAL (TypedAssemblyl.anguage)27] guaranteeasim-
ilar level of safetyby overlayingatypesystemontothema-
chinecode.Theircompileris alsonotevorthy for maintain-
ing typing throughseveral compilerphasesandintermedi-
aterepresentationsomeof which aresimilarto SSA.

8 Conclusions

TheTRANSPROSE projecthasmadecontributionsto the
area®f syntaxtreecompressiomndmobile-codaepresen-
tations. We are continuingto explore trade-ofs between
security flexibility, compactnesandefficiengy.
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