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How could a hacker figure out where you are 
when you use GPS from your phone?

Concept Question
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• GPS accuracy 

• 13 m 95% of the time horizontal 

• 22 m 95% of the time vertical system 

• 40 ns 95% of the time 

• How do you design for this?

• Urban canyons 

• What are they? 

• Japanese response, European response
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• The current and future of GPS

• BeiDou

• Chinese competitor

• centralized system
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How does a phone find your location?

• “Real” GPS 

• “Assisted” GPS 

• Help with “Real” GPS 

• Send your position 

• Cell-tower based 

localization 

• WiFi based localization 

• IP based localization

Properties of Location Systems

• What are the properties of 

each? 

• What are other crazy ideas 

of how to figure out your 

location?
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• DGPS 

• Requires a special receiver, a compatible tower, calculates position on 

receiver, provides very high accuracy

• Cell-tower positioning 

• Doesn’t require GPS on phone, requires a cooperating cell-tower, position is 

calculated on tower, sent to phone

• A-GPS 

• Requires GPS on phone, Uses cell-tower to hot-start receiver GPS, requires 

cooperating tower, requires cooperating phone, standard accuracy

• All require tower to know where it is
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