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Verification: is implementation consistent with requirements specification?
Validation: does the system meet the customer's/user's needs?
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Software Quality:

assessment by V&V Failures, Errors, Faults

« Software process must i nclude verification and ¢ Failure incorrect/unexpected behavior or output
validation to measure product qualities — incident is the symptoms revealed by execution
— correctness, reliability, robustness — failures are usually classified
— efficiency, usability, understandaility » Potential Failure: incorrect internal state
— verifiability, maintainability — sometimes also called an error, state error, or internal error

— reusability, portability, interoperability, extensibility « Fault; anomaly in source code

— real-time, safety, security, fault tolerance, accuracy — may or may ot produce an error
* Products can be improved by improving the process by — a“bug’

which they are devel oped and assessed

Error: inappropriate development action
— action that introduced a fault
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Examples: Faults, Errors, and Failures Software Testing
« Suppose node 6 should be « Exercising a system [component]
X:=C*(A+2*B) — on some predetermined input data
- Fal “re’E’_“""&f(ff‘;'ES - — capturing the behavior and output data
- « executing path (1,2,4,5,7,8) wil . .
not reveal this fault because6 is — comparing with test oracle
not executed — for the purposes of
: ?frzv‘élggx gﬂgﬁgggzo « identif ying i nconsistencies

« verifying consistency between actual results and specif ication
— to provide confidence in consistency with requirements and measurable

« Need to make sure proper test

cases are selected qualities
— thedefinitionsof C at nodes 3 — to demonstrate subjective qualities
. antcji 4é)oth af fect theuse of C at « validating against user needs
node A .
« executing path (1,2,4,5,6,8) will * Limitations
:ﬂe:r'\ I‘)';ieffg'lu_'% — only as good as the test data selected
— subject to capabilities of test oracle
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Levels of Testing

subsystem)
— Usually requires use of test drivers

integrated units
— Incremental or “big bang”

of requirements
« Regression testing: testing after change

Topic 11 Testing

¢ Unit testing: testing of code unit (subprogram, module,

« Integration testing: testing of interf aces between

« Systemtesting: testing compl ete system for satisfaction

Fundamental Testing Questions

¢ Test Criteriaz What should we test?

¢ Test Oracle: Isthetest correct?

¢ Test Adequacy: How much is enough?
¢ Test Process: Isour testing effective?

How to make the most of limited resources?

— environmental requirements
— procedura requirements

¢ Augmented with history of
— actual results
— evaluation status
— contribution to coverage
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Test Case
« Specification of
— identifier
— test items
— input and output specs
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Testing-ariented Life Cycle Process

Problem Requirementy Requirementh System System
Definition Analysis Specificatior Test Plan Testing
e |
— \
»
Module Integration Integration
Interface Test Plan Testing
‘Specification
Module Module
Test Plan
(
[

Module Behavior
Design
Source Unit Unit /‘
Code Test Plan J— Testing
\
RS/MIST Regression Regression
Maintenance| MDS/SC Test Plan Testing
Modificatio
»
8

Specification esting verificat
cificatio || verification
opic11 T

Algorithmic
(Detailed)

Design against

oracle

Practical |1ssues

¢ Purpose of testing

— Fault detection

— High assurance of reliability

— Performance/stress/l oad

— Regression testing of new versions

Conflicting considerations

— safety, liability, risk, customer satisfaction, resources,
schedule, market windows and share

¢ Test Selection is asampling technique
— choose afinite set from an infinite domain
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Test Criteria

« Testing must select a subset of test cases that are likely to reveal
failures
¢ Test Criteria provide the guidelines, rules, strategy by which test
cases are selected
— actual test data
— conditions on test data
— requirements on test data
« Equivalence partitioning is the typical approach
— atest of any valuein agiven classisequivalent to atest of any other value
in that class
— if atest casein aclassreveasafailure, then any other test casein that class
should reveal thefailure
some approaches limit conclusi ons to some chosen cl ass of faults and/or
failures

Spring 2000
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Test Oracle

TDEC 11

¢ A test oracleis amechanism for verifying the behavior

of test execution

— extremely costly and error prone to verify

— oracledesignisacritical part of test planning
« Sources of oracles

— input/outcome oracle

— tester decision

— regression test suites

— standardized test suites and oracles

— gold or existing program

— formal specification

Testing 13

Functional and Structural Testing

TDEC 11

Functional Testing

— Test cases selected based on specification

— Views program/component as black box
Structural Testing

— Test cases selected based on structure of code

— Views program /component as white box
(also called glass box testing)

Can do black-box testing of program by doing
white-box testing of specification
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Structural (White-Box) Test Criteria

Topic1l

Criteriabased on
— control flow

— data flow

— expected faults

Defined formally in terms of flow graphs
Metric: percentage of coverage achieved
Adequacy based on metric requirements for criteria

Objective: Cover the software structure
Tesnﬂ 17
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Test Adequacy

TDEC 11

Coverage metrics

— when sufficient percentage of the program structure has been
exercised

¢ Empirical assurance
— when failures/test curve flatten out
¢ Error seeding

— percentage of seeded faults found is proportiond to the
percentage of real fauts found

¢ |ndependent testing

— faults found in common are representative of total population
of faults

Testing 14

Black Box vs. White Box Testing

TDEC 11
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Flow Graphs

Topic1l

Control Flow

— The partia order of statement execution, as defined by the
semantics of the language

Data Flow
— The flow of values from definitions of avariable to its uses

Graph representation of control flow and
data flow relationships

Testing 18
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A Sample Program to Test

1 function P return INTEGER is

2 begin

3 X, Y: INTEGER;

4 READ(X); READ(Y);

5 while (X >10) loop

6 X:=X-10;

7 exit when X =10;

8 end loop;

9 if (Y < 20 and then X mod 2 =0) then
10 Y:=Y+20;
11 else
12 Y:=Y-20;
13 end if;
14 return 2*X +Y;
15 end P;
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All-Statements Coverage of P

At least 2 test cases needed

o R,

Example all-statements-adequate test set: F
(X =20, Y =10)
<23455791014>
(X =20, Y = 30)
<2,34,5,6,7,9,12,14>
Topic11 Testing 21
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P’'s Control Flow Graph (CFG)

opic esing
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All-Branches Coverage of P

At least 2 test cases needed

i

Example all-branches-adequate test set:
X=

20, Y = 10)
<2,34,5,6,7,9,10,14>
(X =15, Y =30)

<2,34,5,6,7,5912,14>

All-Edges Coverage of P

At least 3 test cases needed

g

F T
SO OO
F /‘
Example all-edges-adequate test set:
(X =20,Y =10,

<2,34,5,6,7,93,9,10,14>
(X=5Y=30)
<2,34,5,93,12,14>
(X=21,Y=10)
<2,34,5,6,7,5,67,5,98,9b,12,14>
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All-Paths Coverage of P

Infinitely many test cases needed

@
.ﬁ@ﬁ o)

B

Example all- paths adaquale test set:
(X=51Y=

Spring 2000

(X=15Y= 10)
(X=25,Y=10)
(X=35,Y=10)
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P's CFG with a Data Flow Edge

(—

N
jo

N x 7 F
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All-Uses Coverage of P

How many test cases are needed?
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P’'s Control and Data Flow Graph

opic esing
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Subsumption of Criteria

¢ C1subsumes C2if any Cl-adequate T isalso C2-
adequate

— But some T1 satisfying C1 may detect fewer faults than some
T2 satisfying C2

Structural Subsumption Hierarchy

all-paths
) . all-DU-paths .
boundary-interior min-max
loop testing * loop testing
all-uses

all-defs all-p-uses all-cuses

v

all-edges
C, §> (e
subsunmes all-branches
all-statements
| Topic1l JTesting 2
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Software Maintenance

¢ Typicaly > 60% of development costs
« Most modifications are enhancements and new features
¢ Testing costs dominate
— Many systems require labor-intensive, manual testing
« Need to find ways of reducing cost

Spring 2000
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Regression Testing

« Permanent suite of test cases
— Saves effort creating test cases
— Provides record of existing functionality

« Add new test cases and delete obsolete ones when
necessary

Ensure that changes made during maintenance
do not destroy existing functionality

Topic 11 Testing

Topic 11:

Testing

Selective Regression Testing

¢ Analyze relationship between the test cases and the
software entities they cover

¢ Useinformation about changes to select test cases for
new version

Cost reduction:
Select minimal subset of
regression test suite that tests the changes

Simple Example

System Under Test

Wﬁaf ;
@ = THrH

-
= modified entity

= exerdsesrelation
—_

Topic 11 Testing
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Selective Regression Testing

ROEN

D = entity

[\ = modified entity

—— = exercises relation

The Cost-Effectiveness Tradeoff

Retest =
All Cost of running necessary tests

Cost-Effective
Selective
Retest

Cost of running necessary tests

Cost-Ineffective
Selective
Retest

Cost of running necessary tests

v

Cost

Topic1l Testing
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The Reality of Software Testing

¢ One of the most widely-used, practical class of
techniques for revealing faultsin software

« An areaof software engineering showing the greatest
gap between theory and practice

Spring 2000
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Formal Verification

¢ Techniques for proving consi stency between two
software descriptions
— subject to assumptions of proof system
— only as good as formal specification
— to prove consistency of specification
— to prove correctness of implementation
— does not show other qualities, especially the subjective ones
— has not been shown to scale up to large-scale software systems
— only informal techniques for validating against user needs
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Verification with Formal Specifications

User Needs

Requirements

Specification
ormal Requirement;

Specification

C—

Architectural
Specification

Formal Module
Specifications

System Software
Implementation

informally vaidate
consistency between
needs and requirements

informally verify
consistency between
formal and informal requ

analyze properties
of requirements
NOTE: may be multiple
levels of specification

and appropriate verification
atany stage

analyze properties
of module interfaces

verify
between spedficatiogs

analyze properties
of modules

verify consistency
tween

and implementation

38
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Testing with Formal Specifications

User Needs

acceptanda(esting to
tency

Requirements
Specification

ormal Requirements
Specification

validate consistcy
between
nd informal requirdyents

System testing to
verify consistency
between implementation .
and formal requirements

Architectural

Specification | uni/module testing to
verify consistency
between implementatig
and module

ipsetTation testing to
Verify consistency
between implementation

Formal Module
Specifications

System Software
Implementation

Formal Specification-Based Testing

¢ Formalize functional testing for formal specifications

« Extend impl ementation-based techniques to be
applicable to formal specifications
« Dependent on the specificati on language
— Model-based specifications: test cases selected to structurally
cover specification
— Algebraic specifications: test cases selected to test against
axioms or axioms tested by interpretation on test data
— State-based specifications: test cases selected to cover
operations state changes

Specification-based testing should augment
implementation-based testing, not replace it
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Something to think about:
Testing Process/| ntegration
 ltisgenerally accepted that no single techniqueis
sufficient to verify and validate software
¢ How do you choose?
— strengths and weaknesses
— integration issues
— incremental issues
Mll Tesnﬂ 41
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