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ABSTRACT
We summarize and relate current work in the area of
dynamic software architecture. Based on this and our
experience to date in constructing systems based on
dynamic software architectures, we present a set of
open research issues that need further investigation.
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1 INTRODUCTION
Society’s increasing dependence on software-intensive
systems is driving the need for dependable, robust,
continuously available systems. The ability to evolve a
system at runtime is one critical aspect of achieving
continuously availability. Although operating systems
and programming languages have provided
programmers with the ability to carry out runtime
software changes since the 1960’s, such mechanisms do
not guarantee that a change will have the desired effect
or maintain application integrity. It is therefore
imperative that we develop approaches to runtime
system evolution that help us (a) determine what to
change, (b) facilitate reasoning about the consequences
of a change, and (c) govern change to preserve
application integrity. Without this, the risks introduced
by runtime software evolution may outweigh those
associated with shutting down and restarting the system
for reconfiguration.

Several subdisciplines of computer science are actively
investigating and promoting a wide variety of
approaches to runtime software evolution. These
include approaches based on programming
languages (e.g, [GJB96] and [PHL97]), data-flow
architectures (e.g., [GR91]), distributed systems (e.g.,
[KM85]), distributed object systems (e.g., dynamic
object binding services in CORBA [OMG96] and
COM [Broc94]), compilers (e.g., [Fra97]), operating
systems (e.g., [CC98]) and real-time systems (e.g.,
[SRG96]).

Recently, the software architecture community has
begun to investigate opportunities for utilizing
architecture-based models as a basis for runtime
evolution (e.g., [ADG98, KM98, MK96, OMT98,

Ore96, Wer98]). The term dynamic architectures
denotes that the application’s architecture evolv
during runtime. Whereas a majority of the effort i
other subdisciplines has been directed at providi
appropriate mechanisms for implementing runtim
change, the software architecture community h
focused on modeling and analyzing runtime change
order to ensure application integrity.

The rest of this paper summarizes and relates curr
work in modeling and analyzing dynamic softwar
architectures, and concludes by presenting a set of o
research problems based on our experience to date.

2 CURRENT WORK IN DYNAMIC SOFTWARE 
ARCHITECTURES
Although other subdisciplines of computer science, a
especially software engineering (e.g., analysis a
testing and architecture-based analysis), have much
offer in advancing dynamic software architectur
research, we report on ongoing work that has direc
focused on dynamic software architectures.

We partition current work into three categorie
languages and tools for modeling dynam
architectures in order to prove system propertie
languages for specifying architectural changes to
running system, and tools for supporting th
implementation of dynamic software architecture
Each of these is addressed in the following subsectio

2.1 Modeling Dynamic Architectures
Architecture description languages (ADLs) provide 
formal basis for describing software architectures 
specifying the syntax and semantics for modelin
components, connectors, and configurations. Since
majority of existing ADLs have focused on desig
issues, they have primarily been used for static analy
and system generation. Most ADLs assume a sta
description of a system’s architecture, and provide 
facilities for specifying dynamic architectures.

Recently, several dynamic architecture descripti
languages (DADLs) have been developed. The
include a Chemical Abstract Machine-based formalis
[Wer98], Darwin [MK96], Dynamic ACME
[MGW97], Dynamic Wright [ADG98], and Rapide
[LV95].
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Common to all of these formalisms is the ability to
express structural changes to the architectural model.
For example, Darwin’s dyn construct may be used to
dynamically instantiate and connect new components
to an architecture. These structural models are typically
annotated with semantic information (e.g., component
dependence or type information) to support analysis.

But purely structural models capture a very limited
model of the application, and generally fail to help us
ensure application integrity during the course of a
runtime change. Consequentially, all of these DADLs
(except Dynamic ACME) have incorporated some
behavioral modeling capabilities. Dynamic Wright
[ADG98], for instance, models the communication
protocols between components and thus may be used to
determine protocol conformance during the course of a
runtime change. Darwin [MK96] has recently
incorporated a behavioral model based on finite state
machines that supports the analysis of liveness and
safety properties during the course of a runtime change
[KM98]. Wermelinger’s Chemical Abstract Machine-
based formalism [Wer98] elegantly unifies an
application’s behavioral model and the rules governing
runtime changes, but its underlying formalism of rule
rewriting is far removed from the conceptual model
used by system designers.

Rapide [LV95] is unique in comparison with other
DADLs in that it uses operational descriptions of
architectures and dynamic change, whereas other
DADLs use declarative descriptions. Consequentially,
static analyses of Rapide descriptions are exceedingly
difficult, but are ideal for simulation and collection of
execution traces that may be subsequently analysis.

2.2 Architecture Modification Languages
While DADLs focus on describing software
architectures for the purposes of analysis and system
generation, architecture modification languages
(AMLs) focus on describing changes to architecture
descriptions. Such languages are useful for introducing
unplanned changes to deployed systems by changing
their architectural models. Examples include
ArchStudio’s Extension Wizard modification scripts
[OMT98], C2’s AML [Med96], and Clipper [AHP94].
All of these languages are operational and use similar
constructs.

2.3 Runtime Support for Dynamic Architecture
Several publicly available research tools have been
implemented that facilitate the construction of
applications built with dynamic software architectures.
These include the ArchStudio tool suite1 from UC
Irvine and the Software Architect’s Assistant2 from
Imperial College. 

ArchStudio is a tool suite that supports the interactive,
graphical specification and runtime modification of
software architectures described in the C2-style. The

1.http://www.ics.uci.edu/pub/arch/dynamic-arch.shtml
2.http://www-dse.doc.ic.ac.uk/~kn/saa.html

approach used by the ArchStudio tool suite is depict
in figure 1. Runtime changes are described in terms
the application’s architectural model by a set of tools,
such as change scripts and an interactive graphica
design environment. Changes may include the addition
removal, or replacement of components an
connectors, or changes to the topology of t
architecture. The Architecture Evolution Manager
(AEM) is notified of these changes and has t
opportunity to revoke changes that violate syste
integrity, which may be determined with the aid o
external analysis modules. If a change does not violate
system integrity, the AEM makes the corresponding
change to the system’s implementation. The AEM
currently uses Armani, an architectural constrai
language extension to ACME provided by Bob Monro
at CMU, for preventing runtime changes that viola
constraints specified on the application’s architectu
model.

The Software Architect’s Assistant (SAA) [NK95] is an
interactive graphical tool for specifying, analyzing, an
constructing dynamic architectures. Architects use t
SAA to graphically specify Darwin architectura
models, analyze them using external verification too
and generate skeleton code for the Regis distribu
programming environment. Although SAA provide
intelligent graphical layout and navigation of desig
elements, it does not support runtime architectu
monitoring or manipulation (an earlier system calle
ConicDraw provided such functionality).

3 OPEN ISSUES
Our experience to date in implementing dynam
architecture-based systems, and in developing a
using the ArchStudio tool suite reveals sever
important issues that need further investigation. The
are summarized below:

• How are runtime changes to the architectural model
governed? Behavior-based formalisms such as Da
win and Dynamic Wright do an adequate job o
modeling and verifying particular functional prop
erties of a system (such as deadlock and liven
properties, message loss, protocol conforman

changes
applied to
model

changes
implicitly affect
implementation

Architectural 
Model

Implementation

Sources of
Architectural Change

Change scripts

Design
environment

External
Analysis
Modules

Architecture
Evolution Manager

Figure 1. ArchStudio’s conceptual architecture.
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etc.), but neglect non-functional properties that may
be equally important in maintaining system integ-
rity. Non-functional constraints (such as interopera-
bility, performance and responsiveness, and
security) are more appropriately modeled using
structure-based formalisms (such as Armani). As a
result, approaches that integrate multiple formal-
isms should be pursued to ensure broad coverage of
system concerns.

• Are the model and implementation consistent with
one another? This is a concern of all model-based
analysis techniques, but one that has particularly
important for dynamic architectures since runtime
changes to the system are described in terms of its
architectural model. For example, a modeling lan-
guage may assume that runtime changes are instan-
taneous, when in fact the implementation does not
support instantaneous changes. Whether or not par-
ticular differences between the model and imple-
mentation are significant depends on the type of
analysis being performed. In either case, the corre-
spondence between the two must be ensured.

• When can runtime changes be applied to the sys-
tem? In non-dynamic architecture-based systems,
the system starts in a known initial state, which
components implicitly make assumptions about
during initialization. In a dynamic architecture-
based system, components being introduced into the
running system cannot necessarily make assump-
tions regarding the current state of the system. As a
result, a component may have to undergo a “syn-
chronization” period during which its internal state
is made consistent with that of the rest of the sys-
tem. In the case of component replacement, the
incoming component could inherit the state of the
outgoing component and continue processing where
the outgoing component left off. The different
DADLs make different assumptions about when
runtime changes may be applied. For example, Dar-
win requires components affected by a change to be
in a “quiescent” state before runtime reconfigura-
tion occurs. Dynamic Wright, on the other hand,
requires that the architect explicitly model opportu-
nities for runtime reconfiguration by specifying spe-
cial “control” events in the architectural model.
Other strategies are also possible, such as requiring
architect-specified constraints based on the internal
state of select components to be satisfied before
reconfiguration is permitted.

• How are changes to the architectural model
mapped to corresponding changes in the implemen-
tation? Most tools currently assume a one-to-one
mapping between model entities and implementa-
tion entities (e.g., each component maps to a Java
class). But should other mappings, such as one-to-
many, many-to-one, etc., be supported as well?
How would such mappings impact dynamic archi-
tecture analysis?

• What is the impact of architectural styles on analyz-
ing and implementing runtime changes? Our early
experience indicates that some aspects of a s
(such as the use of implicit invocation and asy
chronous message passing) facilitate runtim
change by reducing component dependencies a
localizing the impact of runtime changes [OT98]. 
broad study that investigates numerous architectu
styles would better our understanding of the
impact on runtime change.

• What is the impact of architectural connectors on
analyzing and implementing runtime changes?
Early evidence indicates that connectors facilita
both the analysis and implementation of runtim
evolvable systems by insulating components fro
the effects of runtime changes [ADG98, KM98
OMT98]. 

• How should non-instantaneous changes be
addressed? All of the existing DADLs except Dar-
win assume that runtime changes occur instan
neously — i.e., that the system moves between t
“valid” configurations without the passage of time
In practice, this is rarely the case, since a comp
runtime change may require the simultaneo
upgrade of several interdependent componen
each of which may be executing on different hos
in a network. As a result, a system’s architectu
may “move” through several invalid configuration
before reaching a final valid state. Although th
architectural model may legitimately disallow cer
tain configurations, doing so solely based on inte
mediate invalid configurations will prevent som
classes of valid runtime changes. As a result,
mechanism that supports transactional chang
should be provided. In Darwin, a reconfiguratio
manager orders components directly affected by
change and components directly adjacent to them t
enter into a “quiescent” state. This ensures that 
components directly affected by a change will n
receive service requests, thereby insulting them d
ing the course of a complex change [KM98].

• What is the impact of supporting decentralized soft-
ware evolution? Decentralized software evolution
[Ore98] introduces additional concerns since mul
ple, independent software vendors can ma
changes to the system. As a result, (a) runtim
changes must be robust to variations in the runn
system’s architecture, (b) some consistency analy
must be performed in-the-field, and (c) the imple
mentation must support the incorporation of exte
nal components and connectors, as well as chan
to the set of rules that govern system integrity.
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