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Abstract Exponentially increasing with technology scaling, sofbes have become
a serious design concern in the deep sub-micron embeddenrsyPartially Pro-
tected Cache (PPC) is a promising microarchitectural featm mitigate failures
due to soft errors in embedded processors. A processor W iRaintains two
caches, one protected and the other unprotected, both sathe level of memory
hierarchy. By finding out the data more prone to soft errotsraapping only that to
the protected cache, the failure rate can be significantbyaved at minimal power
and performance penalty. While the effectiveness of PPGdban demonstrated
on multimedia applications — where the multimedia data ermently resilient to
soft errors — no such obvious data partitioning exists fgliaptions in general.
This paper proposes profile-based data partitioning schehat are applicable to
applications in general and effectively reduce failures tlu soft errors at mini-
mal power and performance overheads. Our experimentdtgetemonstrate that
our algorithm reduces the failure rate by>d®n benchmarks from MiBench while
incurring only 0.5% performance and 15% power overheads.

1 Introduction

Reliability is becoming the paramount concern in systenigie the deep sub-
micron era [1]. With technology scaling, i.e., smaller featsize, lower voltage
level, etc., microprocessors are becoming increasingipeto transient faults [9].
A transient fault results in erroneous program states aedtaally incorrect out-
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puts, but it is non-destructive, i.e., resetting the deviestores normal behavior.
While transient faults occur due to several reasons, liadidgs more responsible
for transient faults than all the other causes combinedqd{liation-induced faults
occur when a high energy radiation particle, e.g., an al@rtigte, a neutron or a
free proton, strikes the diffusion region of a CMOS trarwisind produces charge,
which results in toggling the logic value of the transistbhis phenomenon of
change in the logic state of a transistor is calledUpset An upset may result

in a change in the architectural state of a processor. Thegeubarchitectural state
of a processor is called a@trror. An error can cause an observable difference in the
behavior of the program, which is termed aSadlure.

Among all the microarchitectural features in a processogloip caches are most
susceptible to upsets. This is due to the fact that caches cogjority of chip area,
and operate at much lower voltage than combinational ¢gqdj 16]. In addition,
while an upset in combinational circuits becomes an errdy dnt is latched at
the right moment, the absence of latching-window maskinggiches ensures that
all upsets translate into errors. Indeed, more than 50%rof®occur in memories
[17]. Consequently, it is very important to prevent errorsriemory structures.

Several microarchitectural techniques have been proposertiuce the impact
of soft errors in memories, the most popular being the userof Eorrection Codes
(ECC). While the ECC-based techniques are well suited feclnp memories, they
are inappropriate for caches, as they are highly sensiiaay power and perfor-
mance overheads. In fact, implementing an ECC scheme iresdobreases the
cache access time by up to 95% [14] and power consumption g BA% [24].
Partially Protected Cache (PPC) was proposed by Lee et 3lt¢lmitigate the
impact of soft errors on caches. A PPC architecture has twesa ongrotected
against soft errors, and the othiprotectedat the same level of memory hierarchy.
The intuition behind PPC is that when soft errors occur, sdate is more likely to
cause failures than others. By mapping only this data totbepted cache, the fail-
ure rate can be significantly reduced at minimal power anfbpeance overheads.
PPCs were demonstrated to be extremely effective for mettimapplications. In
multimedia applications, the multimedia data itself isoemesilient. For example,
in an image or video processing application, a soft errohéimage or video only
causes a slight loss in Quality of Service (Qo0S). In contrasist other data, e.g,
loop control variables, stack pointers, etc., are not enesilient. Any soft error in
these variables may lead to a failure. However, no obviots plartitioning exists
for general applications. The absence of a data partitgppiheme for applications
in general severely limits the applicability of PPC arcbiitees.

In this paper, we propose schemes to partition the data afrgeapplications
into the two caches of PPC architecture and to achieve hidhcten in failure
rate, at minimal power and performance penalty. We devehaptest several data
partitioning algorithms. Monte Carlo exploration is urabd find interesting data
partitions. While Genetic Algorithm efficiently searché® texploration space, it
does not achieve high reduction in failure rate. Our apgrdaPExplore efficiently
prunes the search space, and uncovers Pareto-optimal atéitiops. Experimen-
tal results on the HP iPAQ h4600 [10]-like processor-mensarysystem running



benchmarks from MiBench [8] demonstrate that the PPC achites reduce the
failure rate by 4% with 0.5% performance and 15% energy penalty on average.

2 Related Work

Radiation-induced soft errors have been under investigaince late 1970s. Due to
incessant technology scaling, soft error rate (SER) hasrexptially increased [9],
and now it has reached a point, where it becomes a real tlregstem reliability.
Microarchitectural solutions attempt to reduce the nuntdfarpsets that translate
into errors, and/or errors that result in failures. Solusi@t the microarchitecture
level can be categorized based on the components whererthapplied: the com-
binational components, the sequential components, anuén@ory components.

Solutions for Combinational Logic Logic elements were considered more ro-
bust against soft errors than memory elements but manyrae®a predict that the
logic soft errors will become one of main contributions te gystem unreliability
[4, 23, 28]. The simplest and most effective way to reduderfas due to soft errors
in combinational logic is Triple Modular Redundancy (TMRJ], which typically
uses three functionally equivalent replicas of a logicwirand a majority voter.
But the overheads of hardware and power for conventional Etieed 200% [23].
Duplex redundancy [18, 23] is also available but it requirese than 100% area
and power overheads without any optimization techniquesrdler to reduce the
high overheads in conventional redundancy techniquesgakii@m et al. in [18] pre-
sented a partial error masking by duplicating the most sigasand critical nodes
in a logic circuit based on the asymmetric susceptibilitpofies to soft errors. Re-
cently, Nieuwland et al. in [23] proposed a structural ajpgtoanalyzing the SER
sensitivity of combinational logic to identify the criticeomponents at circuits.

Solutions for Sequential LogicTemporal redundancy is another main approach
that has been used to combat soft errors in circuits. In daldetect soft errors,
Nicolaidis in [22] applied fine time-grain redundancy withihe clock cycle greater
than the duration of transient faults by using the tempaoatre of soft errors. Sim-
ilarly, Anghel et al. in [2] exploited the temporal naturedetect timing errors and
soft errors by means of time redundancy. Krishnamohan @t f12] proposed the
time redundancy methodology by using the timing slack atéd in the propagation
path from the input to the output in CMOS circuits. A Razor-fligp was presented
in [6] to detect transient errors by sampling pipeline steglees with a fast clock
and with a time-borrowing delayed clock.

Solutions for Memories By far, reducing soft errors in memories has been the
most extensive research topic. Error detection and céorecodes (EDC and ECC)
have been widely investigated and implemented as the nfestigé schemes to de-
tect and correct soft errors in memory systems. HoweverGD §/stem consists of
an encoding block as well as a decoding block responsibladtaction and correc-
tion, and of extra bits storing parity values. Thus, ECCeldaechniques consume
extra energy and incur performance delay as well as additayea cost [14, 24, 25],



and are therefore not suitable for caches. Thus, only a fewgssors such as the
Intel Itanium processor [26] protect L2 and L3 caches withCEGut we are not
aware of any processor employing ECC-based protection amésin on L1-cache.
This is mainly due to high overheads of ECC implementatidn [B].

Mukherjee et al. in [20] proposed a cache scrubbing tectatigat can avoid po-
tential double-bit errors by reading cache blocks perialdii@and fixing all single-bit
errors. Li et al. in [15] evaluated the drowsy cache and tleageache exploiting
voltage scaling and shut-down schemes, respectivelydierao efficiently decrease
the power leakage. They also proposed an adaptive erraatimg scheme to dif-
ferent cache data blocks, which can save energy consunipfipnotecting clean
data less than dirty data blocks. Kim in [11] proposed the lwoed approach of
parity and ECC codes to generate the reliable cache systamdrea-efficient way.
However, they all exploit expensive error correcting coatesrder to protect all
the data unnecessarily. Recently, Sugihara et al. in [3gnted a task scheduling
method to dynamically switch the operation modes betweerp#rformance and
vulnerability in cache architectures of multiprocessa@teyns.

Partially Protected Cache ArchitectureLee et al. in [13] proposed PPC archi-
tecture and demonstrated the effectiveness in reducinfgilbee rate with minimal
power and performance overheads. However, the effectigeoEPPCs has been
limited only on multimedia applications, and there is no Wncapproach to use
PPCs for general applications.

The contribution of this paper is in developing techniquestilize PPC archi-
tectures for applications in general and establish PPC as#ective microarchi-
tectural solution to mitigate failures due to soft errors.

3 Partially Protected Caches and Problem Definition
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In a processor withPartially Protected CachgPPC), the processor has two
caches at the same level of memory hierarchy. As shown irl-@ne of two caches
is protected from soft errors, while the other is unprotécfay protection mech-
anism can be implemented in the protected cache, e.g.asiagethe thickness of
oxide layer of the transistors, or adding redundancy loifie & Hamming Code
[25]. The protected cache is typically smaller than the otgmted cache to keep
the access latencies of both caches the same. Each pagenehery is mapped



exclusively to one of the caches in a PPC architecture. Tge papping is set as
a page attribute by the compiler. The mapping of the pageseptén the cache
resides in the Translation Lookaside Buffer (TLB). On a @ahcess, first a TLB
lookup is performed to find out if the page is presentin thdveaand if so, in which

one? Thus, only one cache lookup is performed per cachesacces

Fig. 2 Failure Rate Reduction
by Moving Pages from the
Unprotected Cache into the
Protected Cache One by One
ina PPC
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While PPC architectures are very effective in reducing #ileife rate with min-
imal performance and power overheads, the effectiveneggehion the ability to
partition the application data between the two caches in@ FB motivate for the
need of page partitioning to reduce the failure rate, wegoerfa small experiment.
First we map all the application pages to the unprotectedesaand then move the
pages to the protected cache one by one. Fig. 2 plots theda#éte at each step
of this exploration forsusan cornersand shows that the failure rate drops rapidly
as pages are moved from the unprotected cache to the pobtzmtbe. However,
the pages have to be carefully moved to the protected caslitasamall; mapping
too many pages to the small cache increases the misses aitd nessignificant
penalties of performance and energy consumption due tadrggnemory accesses.
Therefore, the data partitioning is a multi-objective apfiation problem in which
we need to reduce the failure rate, at minimal overheadsrédpeance and energy
consumption. Since, even medium sized applications useya raumber of pages;
our benchmarks from [8] access 27 - 95 pages. Owing to itsrexqt@l complexity,
enumerative techniques (e.qg. trying all the possible paggtions) do not work.

We formulate our problem a&iven an allowable performance degradation, de-
termine the page partitioning to minimize the failure rateranimal energy penalty.

4 Our Approach

4.1 Vulnerability: A Metric for Failure Rate

To partition pages for a PPC architecture, we need a metqgeoidmtitatively com-
pare page partitions in terms of susceptibility to soft esrdVe use the concept of



vulnerability, proposed in [3, 21], to partition the datéoithe protected and unpro-
tected cachesin a PPC. If an error is injected in a varialalevtiil not be used, the
error does not matter. However, if the erroneous value id uséhe future, then it
will result in a failure. Thus a data is defined to \agnerable for the time it is in
the unprotected cache until it is eventually read by the ggsaor or written back to
the memory. The vulnerability of an application is the surtioreof the individual
data vulnerability measured in cycles to present the valolertime of this data.
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To validate our idea using vulnerability as a failure ratetnmewe simulated
the susan cornerdenchmark from [8] on a modifiesim-outordersimulator from
SimpleScalar [5] to model HP-iPAQ [10] like system for varoL1 cache sizes.
Our modified simulator calculated the vulnerability for e@ache size as discussed
above. To estimate the failure rate, we injected soft emardata caches for each
run of the benchmark, counted the number of failed runs ouat thfousand runs,
and calculated the failure rate in %. Each run is defined aseess if it ends and
returns the correct output. Otherwise, it is a failure. Biglots thevulnerabilityand
thefailure rateobtained by simulations and shows that the shape of the rabiiiy
closely matches the failure rate curve. Other applicatades show similar trends.
On average, the error in predicting the failure rate usinigenability is less than
5%. In this paper, we use vulnerability as the metric to esstinthe failure rate, and
perform automated design space exploration to decide theepertitioning between
the two caches of a PPC. Reducing vulnerability can be conteaperformance
improvement. For example, to reduce the vulnerability daddata should not re-
main in the cache for long. It is better to evict and reloadrthesed data to reduce
the vulnerability, but this degrades performance. Thegsfthere is a fundamental
trade-off between performance improvement and vulndtabdduction.

4.2 Page Partitioning: DPExplore

Fig. 4 outlines our DPExplore partitioning algorithm, whistarts from the case
when no page is mapped to the protected cache. In each stpgs pee moved



from the unprotected to the protected cache, to minimizetieerability under the
runtime penalty. Our page partitioning algorithm takeséhinputs: (i) allowable
runtime penaltyrPenalty), (ii) exploration width €Width, the number of partitions
maintained as best configurations for the whole exploratol (iii) pCount the
number of pages in a benchmark. DPExplore searches for pagpings that will
suffer no more than the specifieBenalty, while trying to minimize the vulnera-
bility. DPExplore maintains a set of best page mappingsdamfar (Line 05) in
bestConfigssorted in an increasing order of vulnerability. After ialization, the
algorithm goes into a forever loop in Line 07. It takes eacisteng best solution
and tries to improve it by mapping a page to the protectedecélcimes 11-12). If
the new page mapping is better than the worst solution iméweBestCon figghen
the new page mapping is saved in the list. The loop in Line2 D% one step of
exploration. After each step, the new set of page mappinggrisned down to ex-
ploration width (Lines 22-24). The termination criteriohtbe exploration is when
an exploration step cannot find any better page mapping.heratords, no page
can be mapped to the protected cache to improve vulnesattilites 25, 27) under
the runtime penalty. Otherwise, the global collection @& biest page mappings are
updated (Line 26).

DPExplore(rPenalty, eWidth, pCount)

01: pageMa® = 0...0

02: runtime powervulnerability = simulate pageMa)
03: configd = (pageMa®, runtime powervulnerability)
04:for (k= 0;k < eWidthk+ +)

05:  bestConfigsnsert(config0)

06: endFor

07:for (;;)

08: newBestConfigs: bestConfigs

09: for (i =0;i < eWidthi++)

10: for (j =0;j < pCount j + +)

11: testCon fig= addPagénewBestConfidsg, j)

12: runtime powervulnerability= simulatetestCon figpageMap
13: if (runtime< con figh.runtimex 202:Penalty)

14: if (vulnerability < newBestCon figf].vulnerability)

16: newBestCon figmsert(testCon figruntime powervulnerability)
17: newBestCon figsort()

18: endlf

19: endIf

20: endFor

21: endFor

22: for (i = newBestConfigkength();i > eWidthi — —)

23: newBestConfigdeletéi — 1]

24:  endFor

25: if (newBestCon fig8].vulnerability< bestCon figg].vulnerability)
26: bestConfigs= newBestConfigs

27: else break;

28: endlf

29: endFor

Fig. 4 DPExplore: an exploration algorithm for data partitioning

Note that our exploration technique is a profile-based augrowhich works
well if the page mapping of application codes and input datschot change. Our
proposal, DPExplore, is very effective for such applicasio



5 Experiments

5.1 Setup
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To demonstrate the effectiveness of DPExplore in exploaimg) discovering the
partition with minimal vulnerability at minimal power andimtime' penalty, we
have built an extensive simulation framework. The appiicats first compiled to
generate an executable. The application is then profilatittPage Vulnerability
Estimatorcalculates the vulnerability of each page accessed by thlecapion. The
pages are then sorted according to their vulnerabilitied,thenData Partitioning
Heuristicspartitions and maps the pages to the two caches in the PP{eatahe.
Through the simulation®ata Partitioning Heuristicginds out the page mapping
with minimal vulnerability under the runtime constrainin&lly, the executable and
the page mapping are provided to the platform, which runsfipdication and gen-
erates outputs such as runtime, energy consumption, andnalility.

The platform is modeled usingim-outordersimulator from the SimpleScalar
toolchain [5]. The simulation parameters have been setugssio model an HP
iPAQ h4600 [10] like processor memory system. We model a RElitacture con-
sisting of a 4 KB of unprotected cache and a 256 bytes of ptedezache with line
size of 32 bytes, 4 way set-associativity, and FIFO cachkcement policy. This
model protects one small cache with an ECC-based technigueas a Hamming
Code [25]. The overheads of power and delay for ECC protecaeties are esti-
mated and synthesized using the CACTI [27] and the SynopsgigD Compiler
[31] as in [13]. And also SimpleScalaim-outordersimulator has been modified to
include the vulnerability computation. The memory subsysincludes the caches,
external buses, and 2 off-chip SDRAMSs. To estimate the mgsaisystem energy
consumption, we use the power models presented in [29].

The HP iPAQ is a wireless handheld device, and MiBench is ¢h@tbench-
marks that are representative of applications that run aeleds handheld de-
vices [8]. MiBench suite is therefore the right set of benahks that are supposed
to run on the iPAQ, and we choose them. However, we pick ordgdtbenchmarks
in which the runtime difference between the cases when &l idamapped to the
4 KB unprotected cache, and when all data to the 256 bytesgisat cache in the

1 Here runtime and performance are used interchangeablyegnelsent the number of cycles for
execution of an application



PPC is more than 5%. This is to avoid benchmarks for which dmysmall pro-
tected cache is enough. Note that although some of the bexrkkrim MiBench
are multimedia applications (for which an obvious dataipaning exists), we use
DPEXxplore to partition the data afl applications in the selected benchmark suite.

We compare the effectiveness of our approach DPExplore twithtraditional
exploration techniques,

Monte Carlo (MC) In MC, several page partitions are randomly generated and
tested by simulation for their effectiveness in power, imetand vulnerability.

Genetic Algorithm (GA) For GA, initially, we form a randomly generated se-
quence, representing a page mapping. At each successigeatjen, the superior
sequences in terms of vulnerability are selected as theigeoary page mappings
through the simulations. In order to generate the next sezpjave implemented
two GA operations such as mutation and crossover. For thationtoperation, a
pseudo-random number tells whether each page mapping gquarsee is modified
or not. For the crossover operation, one point is selectdtEicurrent sequence and
the bits are swapped on page mappings to generate the narinseq

5.2 Results

5.2.1 Effectiveness of DPExplore
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Fig. 6 Evaluation undeb% Performance PenaltypPExplore significantly reduces the vulnera-
bility at minimal runtime and power overheads

To demonstrate the effectiveness of DPExplore, we find tige jpartition with
the least vulnerability under 5% performance penalty andlogation width 2.
Fig. 6(a) plots the vulnerability ratid/ulnerability Ratioindicates the ratio of the
vulnerability of thebase casé¢o that discovered by DPExplore. SimilarRuntime
RatioandEnergy Ratioof the least vulnerability page partition obtained by DPEx-
plore are presented in Fig. 6(b). Thus, each ratio greaa@rtiimplies the reduction



of each metric. We observe 47reduction in vulnerability on average, along with
only 0.5% degradation in runtime, and 15% increase in the gatergy consump-
tion of the memory subsystem. Compared to the case whentallisianapped to
the protected 4 KB cache, i.e., the completely protecteleatie runtime and the
energy consumption of the page partition with DPExplorérapoved by 36% and
9%, respectively. Thus, even very small runtime degradaliows DPExplore to
find page mappings that can significantly reduce the vulnigsab

5.2.2 Comparison with Other Explorations
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Fig. 7 Exploration by MC, GA and DPExplore: DPExplore effectivelyplores the design space

We detail the results of exploration using MC, GA, and DPBxpbver thesusan
cornersbenchmark, when DPExplore is configured for 5% runtime ggnahd
exploration width 2. Fig. 7(a) plots the vulnerability a tbxploration progresses
for MC, GA, and DPExplore. The plot shows that while MC is ieetive, GA
improves vulnerability by about 20, but DPExplore consistently finds better page
mappings and is eventually able to reduce vulnerability e 30x .

Fig. 7(b) and Fig. 7(c) plot the runtime, energy consumptamd vulnerability
of the page partitions searched by MC, GA, and DPExploreeNuat the y-axis
in these graphs — the vulnerability scale — is logarithmiee Thost important ob-
servation that we make from these graphs is that DPExpl@eeilses much more



useful page mappings (low vulnerability with low runtimedagnergy overheads),
as compared to MC and GA. We allow each exploration techrtigegaluate 1,900
page mappings. Thus, in total there are 5,700 page mappgihgsof them only
83 are Pareto-optimal. A page mapping is Pareto-optimat,if no worse than
any other configuration in all the three dimensions, i.entime, vulnerability and
energy. Out of these 83 Pareto-optimal page mappings, 68 fivet drawn from
DPExplore searches (82%), 12 came from GA (14%), and onlyré discovered
by MC (4%). This Pareto-optimal observation demonstrédte®ffectiveness of our
algorithm as compared to MC and GA. The main reason for thectifeness of
DPExplore as compared to MC and GA explorations is that MC@Adgnore the
effects of partitioning on the runtime and energy consuampti

Finally, we compare the speed of the various exploratioorityms. Fig. 7(d)
plots the speed of exploration, i.e., inverse of the numbpage partitions explored
to achieve a required vulnerability reduction. The plotesthat MC is quite inef-
fective. Among GA and DPExplore, GA is a faster approach wberreduction in
vulnerability is required, but it is unable to achieve higlductions in vulnerability.
This is where, our approach is really effective.

6 Summary

Owing to the incessant technology scaling, soft errorsg@sfly in caches, are be-
coming a critical design concern for system reliabilityrtRdly Protected Cache
(PPC) architecture has been proposed as an effectiveertthidl means of improv-
ing system reliability without much power and performaneealty. However, the
challenge is in partitioning pages among the two caches i@ RVhile page par-
titioning schemes have been proposed for multimedia agtjdics, there is no page
partitioning scheme for general applications. The pagétjeenring space is huge,
and existing random techniques are unable to identify apibex the page parti-
tions that lead to low vulnerability. In this paper, we dewDPEXxplore, a page
partitioning algorithm at design time that effectively agfticiently finds page par-
titions resulting in 47 times reduction in vulnerabilitygl, in failure rate, at only
0.5% performance and 15% energy penalty on average. Thecuatribution of
DPEXxplore is that it increases the applicability of PPC #edtures and establishes
PPC as the solution of choice to improve reliability of catfased architectures.

Our future work includes intelligent schemes to improvedh&a partitioning in
PPCs for the varying input data at runtime, and partition@anniques for instruc-
tion PPC caches.
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