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Abstract

In order to achieve the goals of a next generation service-
based Internet, we need to provide high performance,
high capacity, secure and reliable services that can be
rapidly scaled and managed. The ability to manage
and share information on large-scale network resources
with a growing number of users in a secure and efficient
manner is desirable. Distributed systems allow services,
endsystems and protocols to dynamically attach to and
detach from the distributed environment. In turn it
is desirable that these services are able to operate in a
safe, concurrent manner while possibly sharing common
resources; that is to say they are composable. The devel-
opment of flexible, scalable and customizable directory
services can be used as an enabling technology for the
development of next generation composable middleware
frameworks. In this paper we use an object-based access
control framework as an example of a directory-enabled
middleware architecture and discuss some of the trade-
offs involved in obtaining consistent information from
the directory in an efficient manner. We also discuss im-
plementation and performance issues pertaining to the
directory service, in the context of a composable, mid-
dleware framework (CompOSE|Q) being developed at
the University of California, Irvine.

1 Introduction

In the future, large scale ubiquitous computing environ-
ments will consist of diverse applications executing on
heterogeneous devices, systems and networks. Manag-
ing the evolution of such large scale systems requires
efficient repositories of system and application level in-
formation that can be used to allocate resources and ef-
fectively and provide application requirements such as
reliability, security and QoS. Such information reposi-
tories, also termed directory services, will form the crux
of effective middleware for dynamic distributed events.
Directory services provide the advantage of managing
resources and decreasing administrative costs by cen-
tralizing the control and management of service delivery

(though the content itself may be distributed). Direc-
tory services hold system, user and object level infor-
mation that can be used by various services such as
resource-provisioning, information collection, security,
and location management. Directory services provide
seamless access of this information to both system com-
ponents and end-users and go far beyond what are com-
monly known as ’name servers’.
In this paper we present a directory-enabled approach
to designing distributed systems middleware. We illus-
trate several examples of how DSs can be used to man-
age distributed systems and networks. A key challenge
of middleware for ubiquitous computing environments
lies in the need to add, remove or re-locate various sys-
tem components/services without interfering with on-
going services and applications. Directory services play
a vital role in composing the various ”ilities” (reliabil-
ity, security, mobility, quality-of-service) - i.e allowing
simultaneous execution of multiple protocols and ser-
vices in a safe and non-interfering manner. The DS can
be considered a ”core” service that provides a single
point of management in accessing a possibly distributed
range of content. For example, directory services can be
used to provide transparent access to mobile resources
regardless of where they are located. In order to pro-
vide secure and efficient access to distributed resources,
the DS can help track and manage user access patterns
and changing security levels. This allows us to manage
trust assumptions between varying security domains, fil-
ter and approximate data for information collection for
adequate QoS and further optimize performance.
As a specific case study of how to manage several ”il-
ities” using directory services, we present an adaptive
security service for a mobile object environment. The
directory service is a vital part of such an architecture
since it becomes the repository for access control infor-
mation in the system, and the timely and consistent
retrieval of this information is an essential part of cor-
rect execution. As such, there are tradeoffs that must
be made between accuracy of directory information and
update overhead costs that must be considered in engi-
neering directory management protocols. For example,



performing delegation and revocation in a highly mo-
bile, distributed environment is a non-trivial task. Par-
ticularly, revoking access rights in a ’real-time’ manner
can be difficult to achieve, especially if the object in
question is constantly migrating. Hence, providing ac-
curate location information in order to carry out the
revocation in a timely manner becomes vital; the di-
rectory accesses and caching mechanisms must be op-
timized. Further non-interference requirements for the
access control architecture as well as details of the im-
plementation and design can be found in [19], here we
focus on the capabilities themselves and the role of the
directory in enabling some access control related op-
erations. We examine these issues in the context of
CompOSE|Q a composable, customizable middleware
framework being developed at the University of Califor-
nia, Irvine.

CompOSE|Q: A QoS-enabled Customiz-
able Middleware Framework

The customizable and safe distributed systems middle-
ware infrastructure currently being developed at UC
Irvine, called CompOSE|Q (Composable Open Soft-
ware Environment with QoS) [16], has the ability to
provide cost-effective QoS-based distributed resource
management. The primary distinguishing feature of
CompOSE|Q is that it provides composable distributed
resource management, i.e., it allows the concurrent ex-
ecution of multiple resource management policies in a
distributed system in a safe and correct manner. This
will allow safe integration of mechanisms for activities
such as directory services, load balancing, caching, fault
tolerance and end-to-end QoS. Within the CompOSE|Q
framework, we will support mechanisms such as QoS-
based load management, scheduling, resource discovery
etc. to guarantee differentiated levels of service for var-
ious traffic streams.
CompOSE|Q is based on a semantic model, known
as the Two-Level MetaArchitecture (TLAM) [18] that
supports specification and reasoning about components
of open distributed systems and interactions among
these components. Using a model of distributed ob-
jects, Actors, we have earlier defined a two level meta-
architectural framework for distributed resource man-
agement that permits customization of resource man-
agement policies. To ensure non-interference among
system services, CompOSE|Q contains a group of core
resource management services that are used as a basis
for creating more complex protocols and services:

1. Remote Creation - used as a basis to design al-
gorithms for migration and replication to provide
fault tolerance, dependability and load balancing.

Figure 1: The CompOSE|Q high-level architecture.

2. Distributed Snapshot - used for activities such as
checkpointing, distributed garbage collection.

3. Directory Services - used to define access con-
trol, naming and security services. To provide
composability amongst various resource manage-
ment services, CompOSE|Q ensures correctness
(safety, liveness and non-interference) in interac-
tions amongst the services. Specifically, we have
studied interactions between the core services to
enable efficient implementations of migration, repli-
cation and load balancing strategies while ensuring
the maintenance of global state information cap-
tured by the snapshot. Figure 1. illustrates the
general architecture of CompOSE|Q and shows how
higher level functionality such as a QoS brokerage
can be obtained by using general services within
the framework.

2 Directory-Enabled
Middleware Services

The use of directory service-based solutions as an en-
abling technology for emerging application (e.g. web,
mobile device, desktop) areas on the Internet is grow-
ing at a rapid rate. The key reason for this is the need
to support hundreds of thousands of users within these
networked infrastructures. Allowing the middleware to
interact with the directory service allows developers to
effectively create a variety of directory-enabled appli-
cations quickly and easily. This also helps de-couple
context or policy from the application logic, and allows
easier handling of interactions between a variety of gen-
eral purpose services within the middleware (as oppose
to analysis on a per-application basis). Directory ser-
vices play an important role in middleware frameworks,
and are utilized in a number of different areas in the
CompOSE|Q architecture.
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Figure 2: Tradeoff between directory service accuracy and its maintenance overhead

Resource Discovery for Load Manage-
ment and Admission Control

An important issue in managing the directory informa-
tion is that of maintaining accurate and current sys-
tem state information. In highly dynamic environments,
where system conditions are constantly changing, it is
critical to provide effective approximations of the cur-
rent system state. Integrated resource discovery and
reservation mechanisms are critical to admission control
and QoS-compliant load management; such mechanisms
require current network and system conditions for effec-
tive performance. The directory service in CompOSE|Q
maintains approximations of application and system
level information such as:

• The replica set for data objects in the system with
attributes that map a replica to the server loca-
tion, status of an ongoing replication, popularity of
replica object etc.

• Client request information with status of current
ongoing requests and their resource requirements.

• Server and link load status (server load factors, de-
lay and bandwidth on a link)

• Client location information (for mobile clients) that
will help in predictive resource provisioning for
moving objects.

Using the above information, we have proposed a
number of policies for effective resource discovery. Uti-
lizing current server load information and popularity
of data objects, we have designed predictive data place-
ment schemes that dynamically decide when, where and
how many replicas of data objects will be created [17].
State information has previously been used in QoS rout-
ing techniques to improve the network utilization by
balancing the load among the individual network links

[2, 4]. Similarly, server selection policies have been de-
veloped that direct the user to the ”best” replica/server
while statically treating the network path leading from
the client to the server as pre-determined by the rout-
ing tables, even though there may exist multiple alter-
native paths [17, 7]. While the above techniques can
independently achieve some degree of load balancing,
in multimedia environments, where the applications are
highly sensitive to QoS parameters like bandwidth and
delay, high-level provisioning mechanisms are required
to address problems such as route selection and server
selection problem in a unified way. Performance studies
have revealed that integrated mechanisms can poten-
tially achieve higher system-wide utilization, and there-
fore allow more concurrent users.
In mobile environments, constant mobility of end-users
could cause In a highly dynamic environment, cost-
effective resource discovery and QoS provisioning tech-
niques must be able to tolerate some information im-
precision and be able to work effectively with approxi-
mate system state information held within the directory
service. We have studied several techniques to address
combined path and server selection (CPSS) problems
in highly dynamic multimedia environments [5]. The
optimized resource discovery techniques are designed
to ensure effective utilization of network and server re-
sources while tolerating imprecision in system state in-
formation. In addition, adaptive scheduling of requests
to replicas using policies such as dynamic request mi-
gration, client and proxy staging use directory informa-
tion to obtain request mappings, proxy server resource
conditions and network resource availabilities. Compo-
nents within the framework implement the optimized
scheduling policies as well as collect/update the net-
work and server parameters using a directory service.
In addition, we study multiple techniques for efficiently
updating the directory service with system state infor-
mation and evaluate the performance of the QoS pro-
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Figure 3: Storing Aggregate vs. Individual Mobility Information in Directory Service

visioning policies (e.g. CPSS) under different update
mechanisms.

Figure 2 illustrates the tradeoff between system per-
formance and the directory service maintenance over-
head. Here, we depict an instantaneous snapshot-based
information collection mechanism where the directory
service is updated periodically with current sampled
state values. We notice that a shorter update period
results in a higher request success ratio (due to a more
accurate directory service) than a larger update period.
However, a shorter update period implies that more
probes are initiated for sampling. This causes increased
sampling and directory update overheads resulting in
low performance efficiency. With a larger update pe-
riod, the snapshot policy causes decreased request suc-
cess ratios since the policy retains a single (inaccurate)
value for a larger duration of time.

A number of resource discovery techniques (request
scheduling, route selection, CPSS etc.) are based on
a given network topology and replica map, assuming
knowledge of link and server load information. Effec-
tiveness of admission control and resource scheduling
mechanisms rely on maintaining accurate and current
system state information. To address the tradeoff be-
tween the accuracy of directory information and the
update overhead costs, we develop simple and efficient
policies to collect and approximate the current system
state information in dynamic multimedia environments.
We have developed adaptive parameter collection proto-
cols using the notion of a dynamic range to describe the
residual capacities of resources being provisioned with a
simple algorithm to relax and tighten the range [5, 14].
We also develop a metric to statistically measure the
effectiveness of using the collected range to perform ad-
mission control. We apply selective update mechanisms
that execute only when necessary, reducing the locking

overhead incurred during directory updates. Finally, we
apply these adaptive techniques to improve the perfor-
mance of resource provisioning mechanisms, which al-
lows load balancing not only between replicated servers
[17], but also among network links to maximize the re-
quest success ratio and system throughput [5]. Our
performance evaluation results indicate that adaptive
range based parameter collection is more cost-effective
than static approaches that use instantaneous values of
system state.

System Information Collection and Up-
date

significant variation in available network resources mak-
ing it difficult to ensure QoS to applications executing
on the end-user devices. While keeping track of individ-
ual user mobility patterns can support advance reserva-
tion of resources needed to guarantee QoS, maintaining
accurate location information in the directory service
can entail very high overhead. Our work explores the
possibility of maintaining aggregate user mobility infor-
mation in the directory service to determine if advance
reservation is required or not. In this environment, the
directory service maintains the mobile host population
in a certain region at a certain time [15]; this informa-
tion can be obtained from wireless access points to the
fixed network, thereby eliminating the need for constant
monitoring of individual mobile host location.

Such coarse level mobility information can be used to
support QoS-based resource allocation mechanisms,e.g
CPSS in mobile environments. The CPSS process, that
determines the optimal path and server for a given
request (at a given time) based on current resource
availability information in the directory service must
now trigger the necessary re-routing of network packets



and/or rescheduling of the session on a new (more ac-
cessible) server. Furthermore, this may happen at mul-
tiple points during the servicing of a request. Figure 3
illustrates the advantage of using the aggregate mobil-
ity information in the CPSS algorithm as compared to
using individual host mobility information; we observe
higher request completion ratios and lower overheads by
using the coarse-grained mobility information.

With the emergence of distributed real-time environ-
ments (DRE), seamlessly providing timely access to dy-
namically changing data is gaining importance. Direc-
tory services must reflect changes in the DRE as closely
as possible; this process can consume significant compu-
tation and communication resources thereby causing vi-
olations of real-time requirements. Addressing the time-
liness/accuracy/cost tradeoff in maintaining directory
services for real-time applications will require the de-
velopment of algorithms that exploit the accuracy and
latency margins to ensure that most applications receive
information at the desired levels of quality and timeli-
ness while minimizing resource utilization.

Figure 4: The AutoSeC Dynamic Service Broker Frame-
work

As an example, we illustrate an adaptive parameter
collection process [6, 14] where the directory service
issues periodic probes to network routers and servers
to collect the system state information such as current
residual bandwidth capacity and delay bounds. The
probes consolidate the collected sample values and up-
date a directory service with the current system im-
age. The probe doesn’t update the directory until a
new change is confirmed. The current system image
consists of a range of values for each entry with up-
per and lower bound values. Since the system image
isn’t necessarily accurate, we expect that the network
or servers will reject some requests during the subse-
quent resource reservation phase from the clients even
though they were assigned to the clients by the pro-
visioning module. Implementation details of the pa-
rameter collection process such as threshold and range

manipulation are discussed in [6, 14]. A management
framework called AutoSeC (Automatic Service Compo-
sition) [14] has been designed to dynamically select an
appropriate combination of information collection and
resource provisioning policies based on current system
conditions and user requirements. One of the main com-
ponents of AutoSeC is the directory service (depicted in
Figure 2), which holds system information. An impor-
tant issue in managing the directory service is to cost-
effectively maintain accurate system state information.
In this article, we study a family of information col-
lection strategies that use varying data representations
and diverse sampling policies. We also study resource
provisioning algorithms for dealing with QoS-sensitive
requests. Specifically, we analyze the traditional server
selection mechanisms (load-based and proximity-based)
and the more complex CPSS (combined path and server
selection) mechanism1 that takes both path and server
status into consideration.

3 Case Study: Directory
Enabled Access Control

In this section we discuss the use of an access-control
framework for dynamic, concurrent objects as a case-
study in the use of directory services in the CompOSE|Q
middleware framework. The distinct separation of ac-
cess control policies and mechanisms is an important
aspect of devising a framework that is able to provide
both developers and end-users with the flexibility to
adapt it to their needs (in terms of security require-
ments and performance). The interaction and compos-
ability of security mechanisms with other services in the
CompOSE|Q framework may pose constraints on secu-
rity policies that address a variety of threats such as
timely location of objects, key management and secure
communication.

Our access control architecture [19] is based on ca-
pabilities, which provide minimalistic, name-based pro-
tection of the objects in the system. This access con-
trol information is stored in the directory, and allows
a mapping to be maintained between actors on a given
node and the capabilities they currently hold. Capa-
bilities are tied to the directory entries associated with
an object. Access control information in the DS is rep-
resented as a triple: ActorID x Access Rights x CapInf
as illustrated in Figure 3. ActorID uniquely identifies
an actor object within the system; Access rights spec-
ify a set of valid operations for a given object; CapInf,
allows additional information such as expiration to be
embedded in the capability. To manage access rights, we
introduce the Meta-Level Security Actor (MSA), which



resides on each node and encapsulates and enforces the
chosen access control policy (which is built into the be-
havior of the MSA). With actors, message passing is the
only means of inter-object communication, hence con-
trolling the sending and receiving of messages to par-
ticular objects allow control over the information flow
in the system. In addition, read and write access are
normally encapsulated by the execute method of an ac-
tor. Effectively the MSA acts as a message filter [10]
that tags and checks messages based on the capabilities
stored in the directory service. On creation of a new
actor or migration of existing actors, the DS needs to
be consulted to obtain the most up to date information
about an actor’s location.

Figure 5: Modeling Capabilities.

Object migration introduces complications in the ac-
cess control process. The DS maintains information
about an actor’s current location and hence is often con-
sulted. The specific implementation of object migration
can have significant impact on the implementation and
performance of access control policies;

• DS-based migration management: location infor-
mation is maintained by the directory, update over-
head is high.

• Forwarder-based policies: establish a forwarder to
an object when it migrates, directory will usually
point to the first link in the forwarder chain. Can
become expensive to traverse after many migra-
tions.

• Hybrid Policy: a combination of the two schemes
above

Even with a hybrid policy (which we implement), there
are tradeoffs between the consistency of location infor-
mation in the DS and the overhead incurred by the
communication and access control processes. Further,

delegation and revocation of access control rights of mi-
grating objects is an issue. In performing revocation
(as described in [19]), the issue of having to revoke an
object’s access rights in ’real-time’ becomes an issue in
a highly mobile environment. Here, each node’s loca-
tion information for an object (or more specifically an
MSA’s information) will be inconsistent when the ob-
ject is constantly migrating. Since each local MSA will
need to check for the objects location in trying to re-
voke its access rights, there is the possibility of repeated
directory accesses as the object keeps migrating from
node to node. We have proposed two preliminary solu-
tions to this problem; (a) broadcast-based invalidation:
here an ’invalidation message’ is sent to the MSAs on
all nodes to effectively freeze the object, enabling access
rights to be revoked. This needs to be done in a secure
manner (effectively a secure group broadcast), and con-
current broadcasts (to different or same objects) must
be prioritized; (b) revocation authority monitor: this
is an event-level monitor which is assigned to each ob-
ject with revocable access rights and provides an extra
layer of abstraction which checks if the object’s rights
are revoked before granting access to a resource. Both
techniques are viable solutions, with (a) possibly in-
troducing more network overhead and (b) being more
computationally intensive if many revocations are being
performed in the system. Current work consists of com-
parison between these techniques to obtain performance
results and further optimize the algorithms.

Implementation & Performance: For the pro-
totype implementation of the directory service in
CompOSE|Q we used OpenLDAP’s slapd LDAP server
was used together with the Berkeley Sleepy Cat
Database as the backend for slapd. The components
consisted of the server, database backend and related
scripting and an interface which provided access to the
directory and implemented the functionality of the di-
rectory service. We evaluated a number of DS design
choices, including; (a) Hierarchical vs flat design; (b)
Distributed vs centralized servers; (c) optimizations im-
proving query and update efficiency of the DS. Tradi-
tionally, hierarchical models have been used for most
DS-based applications [8, 9]. Implementations consist
of centralized directories with optimizations for caching
directory query results for better performance. Hier-
archical models, however, suffer from scalability and
performance issues in highly distributed, dynamic and
autonomous environments. We utilized a directory ser-
vice architecture that is essentially flat in structure as
opposed to a hierarchical directory service. This kind
of design allows the system to be dynamically config-
urable, as new servers containing new information can
be dynamically added to the environment without any



changes being required to the existing servers. An in-
terface to the DS provides clients with a uniform view
of the entire system and abstracts the queries made by
the clients. We ensure authenticated access to the DS
by using a secure bind, natively supported by LDAP [8].
The Distributed Directory Service (DDS) architecture,
in contrast to a centralized structure, requires client
information to be shared between all the distributed
servers. The schema is extended to store information
about the clients at a single level below the root. Below
is a subset of the schema information pertaining to the
access control architecture.

attribute DomainName cis
attribute ActorID cis
attribute NodeID cis
attribute ActorClassName cis
attribute Priority cis
attribute SecurityLevel cis
attribute CapabilityObject cis
attribute DomainSecurityLevel cis
attribute SerializedObject cis
attribute NodeManagerActorID cis
attribute NodeIPAddress cis
attribute NodeActive cis

A single piece of information is stored for each client,
which uniquely identifies a client and can be modified
and queried. By utilizing this structure, searches can
be sped up and reachability of the client can be im-
proved. Additionally, the environment can be deemed
more fault-tolerant by virtue of the information being
distributed across multiple servers. Once the interface
receives a query for a particular client, it searches the lo-
cal directory server for information on that client. If the
client information is unavailable locally, it sends a multi-
cast request to all the other servers. The server that has
information about the client eventually responds with
the client information. This is picked up by the interface
that made the broadcast and is sent back to the client.
When an interface receives a multicast request from an-
other interface, it queries its local directory server for
information on the particular client. Upon success it
responds with another multicast packet containing the
appropriate information, else the request is ignored.

The performance of the DS was very flexible in that
we could tune it to the application, depending on
whether it was query heavy or update heavy. The up-
date response showed the benefits of using a distributed
architecture for the directory service. The DDS scales
much better and hence is preferable to a centralized ser-
vice when the number of updates is significantly higher
than queries. We intend to explore hybrid architectures
that balance the search vs. update overhead of directo-

ries. A summary of the key performance results for our
implementation of the DS is shown in Figure 4, as well
as the result of the optimizations.

Figure 6: Directory service operations

Based on the configuration and setup of the directory
server as described above, tuning was done to ensure
faster performance for both access and updates. On our
server (Sun Sparc 5, running Solaris 2.7), priority pag-
ing was enabled to enhance system response since the
file system was being used heavily on the machine. This
allowed the system to keep cachefree pages of memory
on the freelist, however only freeing up file system pages
while free memory is between given limits. This was
particularly useful since the system had ample memory
and this reduced the effect of the file system I/O paging
out significant portions of important applications heap
and stack address space. In terms of improving per-
formance on the directory side, attribute indexing was
used to improve search times since we were primarily
querying on an ID (location). Thus indexing this at-
tribute enhanced performance significantly. To speed
up writes, synch on DB write was turned off. When on,
this synchronized the DB after each modification by de-
fault. Due to our fairly small data store and frequency
of updates this would improve performance at the cost
of a small possible risk to data integrity. The use of
slave servers and subsequently running synch solved this
problem. Caching was also used, both for the entries
and index file. These parameters were tuned to the
system, and a variety of tests done to determine the
optimal settings.

4 Future Research Directions

There has been a large body of work in the general
area of directory services, in both the database com-
munity and operating systems community. Moving ob-
ject databases deal with the modelling and tracking of
a moving object in the database; information collec-
tion solutions have been proposed [12] in this context
that directly compare the cost of information impre-
cision with the cost of the message passing and make
decisions based on the difference. Various approaches
for directory caching have been studied extensively in
the context of LDAP. Most of the work has been focused
on keeping the cache information close to the client ap-
plications that access the directory information [13, 3].



This allows effective scaling of client-server database ar-
chitecture. Solutions such as query template schemes
and that of reusing cached LDAP directory entries for
answering LDAP queries have been proposed as viable
solutions. Other techniques, such as flexible manage-
ment of lists (distribution lists, access control lists etc.)
in directories have been studied by making efficient and
evaluable extensions to the LDAP query language for
the location and expansion of lists [11]. Formalizing
the behavior of directory services will help in reasoning
about the semantic implications of implementation de-
tails such as consistency-based updates to caches and
qualitative cache coherence. We intend to provide ex-
tensible implementations of directory management and
reason about them using formal approaches (e.g. rewrit-
ing logic).
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