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Abstract

Secue pairing of electonic devicesthat lack any previous associationis a challenging problem which has been
consideedin manycontets andin various avors. In this paper we investigatethe useof the audio channelfor human-
assistedauthenticationof previously un-associatedievices.\e develop and evaluatea systemwe call Loud-and-Clear
(L&C) which placesvery little demandon the humanuser L&C involvesthe useof a text-to-speeh (TTS)engineto for
vocalizinga robust-soundingand syntactically-corect (English-like) sentencelerivedfrom the hashof a device's public
key. By couplingvocalizationon one device with the display of the sameinformation on anotherdevice, we demonstate
that L&C is suitablefor secue device pairing (e.g., key exchange) and similar tasks.We also describeseveral common
usecases provide someperformancedata for our prototypeimplementatiorand discussthe security propertiesof L&C.

Index Terms: Human-assisteduthentication,Man-in-the-middleattadks, Audio, Text-to-speeh, Public key, Personal
device Wrelessnetworks.

|. Intr oduction

The proliferation of mary types of inexpensve personaldevices, such as PDAs, cellphones,smartwatches,and MP3
players,hasbeenaccompaniedy the needto securethesedevices and their communicationwith the “outside world”
Commonapplicationsinvolve securelyconnectingone’s personaldevice to an unfamiliar printer, fax machine,wireless
projector network accesoint or anotherpersonaldevice. Of course establishingsuchsecureconnectionss straightfor
wardif thereexists a penasie global securityinfrastructure suchasa public key infrastructure(PKI) or a trustedonline
third party (TTP). However, in mary (even most)applicationscenariousnvolving heterogeneougersonaldevices,neither
a PKI nor a TTP canbe assumedThuswe are facedwith the with the problemof peerdevice authenticationor secue
device pairing.

While the generalproblemof securepairing of deviceswith no prior context is dif cult andremainspartially unsohed,
therehasbeenprogressn scenariosnvolving personalevices.Preciselybecausehesedevicesare personal the presence
of the humanuser (owner) is assuredand techniqueshave beenproposedto engagethe humanuserin the processof
establishingsecurecommunication.Therefore,human assistantauthenticationrepresentsa very timely, important and

popularresearchopic.



In this paper we focus on applicationsettingswhere devices are physically presentand nearbut their communicatiozn
channelis not visible or ascertainabldy their ownersor users.The most obvious exampleis wheneer nearbydevices
communicateover a wirelesschannele.g.,802.11a/b/gBluetooth,or Infrared. Suchchannelsoffer no physicalevidence
of direct connectionbetweendevices! To addressad hoc securepairing of devices over suchcommunicationchannels,
we develop a systemcalled Loud-and-Clear (L&C) which usesthe audio channelto attain human-assistedbut not
burdensome}levice authentication.

Organization. This paperis organizedasfollows: The next sectionoverviews relatedwork. It is followedby the discussion
of our motivation and the summaryof our contritutionsin Sectionlll. Then, SectionlV describeghe key elementsof
L&C. SectionsV and VI discussrelatedtopics of unidirectionalauthenticatiorand presencecon rmation, respectiely.
L&C prototypeimplementationand its performanceare discussedn SectionVIl and securityissuesare consideredn

SectionVIII.

[l. RelatedWork

Therehasbeena considerablemountof prior work in the generalareaof securedevice pairing.As mentionedearlier PKI-
orientedsolutionsinvolve rigid hierarchiesandrequirethe existenceof trustedoff-line Certi cation Authorities(CAs) [1].
Unstructurecterti cation techniquesuchas PGP[2] assumea certainsmall degreeof separatioramongcerti ed entities
(i.e., a web of trust). An alternatve is an online trustedthird party (TTP), such as Kerberos[3], [4]. However, such
solutionsrequireconstaniresencendavailability of anonline TTP which is not realisticin our ernvisagedscenariosFor
this reasonthe remainderof this sectionfocuseson closely relatedprior research.

The well-known Dif e-Hellman key exchangeprotocol [5] allows two entities,with no prior secretsor secureasso-
ciation, to agreeon a commonsecretkey. However, preciselybecauseno prior secretsare assumedman-in-the-middle
(MITM) attacksare possible[6], [7], [8]. A numberof enhancement® Dif e-Hellman protocol have beendeveloped.
Bellovin and Merrit proposedthe encryptedkey exchange(EKE) protocol [9] to prevent MITM attacks.However, it
requiresboth partiesto possessa secretpassword a priori. Although mary EKE re nementshave beenproposed10],
[11], [12], all involve a pre-sharedsecretpassverd. This is clearly inapplicablein our targetedenvironment.

Secondarychannelsoffer anothermeansto defendagainstMITM attacks.A secondarychannelcan be usedto verify
that the keys computedat both devices are identical. A numberof efforts have beenmadeto involve a humanuserin
the secondarychannelin orderto manuallyverify/comparekeys (or hasheghereof). Unfortunately sincea numerically-
represenhashcanbelong andcumbersomegomparinghashess anarduougprocessTo easethe burden,visualmetaphors
to representhashvalueshave beendevised, including the use of fractal snov ak es[13], [14], randomart [15] and ag

1Although we usewirelesscommunicatioras a running motivation throughoutthis paper the dif culty of peerdevice authenticatioris not con ned
to wirelesslinks. For example,if the communicationbetweenthe two devices is via wired Ethernet,a similar problemarises.Only a fully visible
point-to-pointphysicalconnectionwould alleviate the peerauthenticatiorproblemwe studyin this paper



representatioifl6]. Theserepresentationallow for humanusersto do rough similarity checkingof strings,but they dg
not allow for ne-grained comparisonsasrequiredin mary securityapplications.

Onenotablerecentresultis the Seeing-is-Beliging (SiB) systemproposeddy McCune,et al. [17]. SiB takesadwantage
of the visualchannel sincea humanuseris assumedapableof visually identifying the targetdevice — to provide human-
assistechuthenticationThis is doneby requiringthe humanuserto take a picture (with a personatamera-equippeghobile
phone)of the 2D barcodeaf x edto, or displayedby, a targetdevice andhaving the phoneinterpretthe barcodeandextract
the cryptographicmaterialidentifying the device's public key. Meanwhile,the target device is supposedo communicate
to the users phonethe (presumably)samecryptographicmaterialvia somewirelesschannel,e.g., Bluetooth.If the two
versionsof the cryptographicmaterialmatch,the users phoneconcludeghat the target device's public key is authentic.

SiB providesareasonabléevel of security commensuratevith whatis realisticunderthe circumstance<Circumwenting
SiB requiresthe adwersaryto: (1) eitherhackinto the target device and causeit to displaywrong barcodesor physically
plasterfake barcodeson the device, and, (2) mounta man-in-the-middleattackon the wirelesschannel.SiB is also quite
practical particularly becausdt placesvery little burdenuponthe humanuser:visual identi cation of the target device
andtaking a picture of the barcode.

Anotherresearchdirection similar to the onetaken in this paperis the textual representatiomf cryptographicstrings.
For example,the S/IKEY One-Time-Passvord [18] systemrepresentsan MD5 hashas a seriesof six short (up to four-
letter) words. S/KEY wasdesignedor the automaticgeneratiorof pass-phrasesndthe pass-phraseare not necessarily
auditorially robust nor syntactically-correctThat is, S/IKEY pass-phrasewere not meantto be spoken, and there are
somesimilarsoundingwordsin the S/KEY word list. The word encodingfor PGPfong[19], on the other hand,usesan
auditorially robust word list. Still, it doesnot producesyntactically-correcstring encodingswhich makesit harderfor
humanusersto parsePGPfonephrasesor even to read along with a spolen version of a PGPfonephrase.Our L&C
systemproducesphraseshat are syntactically-correcand auditorially robust; hence,they are more suitablefor human
veri cation of phrasesimilarity.

Also of interestare schemedor constructingsyntactically-correcpass-phrasesom randompasswerds, e.g.,see[20].
Suchtechniquesessentiallyallow usersto rememberong passverds using the rst lettersof the wordsin an easy-to-
memorizepass-phrasai/hile syntactically-correctthey are not necessarilyauditorially robust.

For peerdevice authentication Stajanoand Andersonproposeda methodfor establishingkeys by meansof a link
createdthrough physical contact[21]. However, due to the diversity in personaldevices, it is impracticalto expectall
devices to have suitable physical connectioninterfaces.Likewise, it may also be infeasibleto lug around connection
interfacesand or interface corvertersfor variousdevices. Balfanz, et al. [22] extendedthis approachto location-limited
channelghroughthe useof short-rangewirelessinfrared communicationCapkunet al. [23] proposeda further extension

to allow two previously unassociatedevicesto establisha key utilizing one-hoptransitive trust.



Manual peerdevice authenticatiorhasalso beenstudiedin [24], [25], [26] and[27]. The commonelementof thes4e
solutionsis that the useris requiredto compareshortnumericalcheckvalues,which are generatedy hashingor taking
the MAC of the authenticatiorobject. Their limitation is that sufcient securitydictatesthat the checkvaluesneedto be
relatively lengthy (substantiallymorethanthe 4-digit hex vector[24] suggestsyenderingtheir comparisora cumbersome
anderrorpronetaskfor humans[25] improveson [24] by shorteninghe requirediengthof the checkvalue,yet the useris
burdenedwith the taskof typing a short2-4 hex digit key usingthe non-usesfriendly input interfaceof a personalevice.
[27] also proposesa solution to reducethe length requirementfor the check values.However, it requiresa temporary
sharedsecrethetweerthe two peersthusit is not applicablefor deviceswith no prior associationMore recently Cagaljet
al [28] tackledthe problemof userfriendly mutualauthenticatiorwith threecommitment-basefP9] techniquesThe rst
requiresthe userto compareapproximatelyhalf the numberof bits of the previous solutions.The othertwo techniques

rely on the speci cs of the radio channel;they usedistanceboundingandintegrity codes.

I1l. Overview and Moti vation

In this paper we investigatethe use of the audio channelfor human-assisteduthenticationof unfamiliar devices. We
develop and evaluatea systemcalled Loud-and-Clear (L&C) , which, like Seeing-is-Belieing (SiB), placesrelatively
little demandon the humanuser L&C usesspolennaturallanguagegor human-assisteduthenticationhenceit is suitable
for securedevice pairing (e.g., key exchange)and similar tasks,suchas securecon guration.

The motivation for our work is three-fold:

1) While somemobile phonesinclude a built-in photo (andeven video) cameramary othertypesof personaldevices
arenot similarly equippedFor example,a cameras not standarcequipmenbn mostPDAs (e.g., Treos,Blackberries,
IPAQs and PalmPilots). It is also not presenton digital music playersand smartwatches.Furthermore even for
mobile phones,an on-boardcameraresultsin a certain price differential, as comparedto a similar camera-less
phone.

2) Theuseof camerads appropriatefor mostpeople,exceptfor thosewho are visually impaired(e.g.,legally blind).
Onepossibility is to print barcodesn Braille, askthe visually-impaireduserto identify the target device's barcode
by touchandthentake the picture (with the cameraphone)at very closerange.Albeit, the associatedurdenwould
be higherthanin plain SiB.

3) Barcodesandcameraganbe usedin mary normaleverydaysettings,suchasof ces, hotelsand airports.However,
therearetwo importantunderlyingassumptionsf1) ampleambientlight, and, (2) sufcient proximity betweenthe
two devices. In otherwords, in the presenceof light-inhibiting ernvironmentalfactors,suchas darknesssmole or

heary fog, SiB would not be applicable.

By relying on the useof spolen naturallanguageto provide human-eri able securecommunicationL.&C alleviatesall



of the above shortcomingsof SiB. Moreover, the L&C systemencodesauthenticationstrings using auditorially-rohjsfr),
syntactically-correctMadLib” phrasesyhich allows humanusersto easilyverify the authenticatiorstringsbetweenpeer
devices.To constructauditorially-rohusttext sequencesye producea numberof word lists of appropriatepartsof speech,
with the wordsin eachlist being as phoneticallydistantfrom eachotheras possible.

Indeed,we describein this paperimplementationof the L&C systemappliedto several peerdevice authentication
scenariosWe also describeperformancedatafor our implementationand security issuesrelatedto L&C. That is, we
shav that L&C provides an effective solutionto mary peerdevice authenticatiorproblems.

Neverthelessthe use of the audio channelfor human-assisteduthenticatiorhasits own drawvbacksand limitations,

which we readily admit from the outset:

1) Ambient noiseis clearly an inhibiting factor for audio-basechuthentication Whethercomparingtwo audible se-
guencesor comparingone suchsequenceo a displayedtextual representatiomf the samesequencenoise makes
authenticatiordif cult. By the sametoken, the audio channelis not suitablefor hearing-impairechumanusers.

2) As discussedaterin this paper L&C requiresfor at leastone of the two devicesto have a spealer (or an audio-out
interface). The other device musteither have a display or a spealer. While suchinterfacesare more commonthan
cameragas mostpersonaldevicesare equippedwith a spealer or a display and often have both), we notethat SiB
doesnot requirethe useof a spealer or audio-outsignal (it requiresa camera/scanneand a display).

3) L&C placesanalternateburdenfrom SiB on the humanuser In SiB, the useris asledto visually identify the target
device andto take a picture of the device's barcodeln contrast &C requiresthe userto eithercomparetwo audio
sequencesr compareone audio sequenceo a displayedtextual representatiof the samesequence.

It is apparentfrom the above that, owing to their respectie advantagesand limitations, SiB and L&C complementach

other

IV. Main Elementsof L&C

In this section,we describethe main elementsof the Loud-and-Clea(L&C) system.

As a rst application,let us focus on the authenticationof a target device to a personaldevice, assumingno prior
contet betweenthe personaldevice and target device. We assumethat in this, and most use scenariosjdenti cation of
the communicatingdevicesis performedvisually or tactilely by the humanuser

We considerthe mostplausibletype of authenticationobject which is the Target device's public key. The personal
device recevesthe targetdevice's public key over a wirelesschannel(e.g.,Infrared,802.11a/b/gBluetooth)andan audio

signalis usedas a meansof verifying this public key or the one-way hashof this public key.



A. Requirements
Thespeci csof targetdevice authenticationin L&C dependuponsereralfactors,suchasthetype of authenticatiorobjects,
directionality the numberof humanusers,and the device equipment.The following basicrequirementsare commonto
all usecases:
Thereis at leastone humanuserpresentwith a personaldevice.
At leastone device hasan audiointerface,e.g. a spealer or a audio out plug (though,as discussedelow, for the
sale of completenesd,&C also supportsthe caseof both deviceshaving displaysbut no audio).
The two devices must be able to communicatevia some multiple-accessbroadcastmedium, e.g., 802.11a/b/g,
Bluetooth, Infrared, or wired Ethernet.We make no assumptionsegardingthe securityof this channel.

Figure 1 depictssomeanticipatedL&C usescenarios.

Fig. 1. L&C Sample Use Scenarios.

B. Classifying L&C Use Cases
Let us considerin more detail the factorsthat distinguishusesof L&C, including the type of authenticationobjects,
directionality the numberof humanusers,andthe device equipment.

The rst factorthatdistinguishesisescenariogor L&C is thedirectionalityof authenticationi.e.,whetherauthentication

is one-way (unidirectionalfrom targetto personalevice) or mutual (bidirectionalbetweerthe two devices).For example,



in the former, the personaldevice may needto authenticateghe target device's public key and,in the latter, eachdevicé
may needto authenticatethe other's public key authenticationobject. Since the bidirectional use scenariois a trivial
extensionof the unidirectionalone,in this paper we focus only on one-way authentication.

A secondfactor is the numberof humanusers.One classi cation hasa single userwith a personaldevice and the
target device doesnot have an online humanadministrator Another classi cation hastwo users,eachwith a personal
device. In the former case,if mutual authenticatioris neededthe burdenon the sole humanuseris essentiallydoubled.

More than arnything else, the equipmentavailable on eachdevice in uences the particularsof authenticationSome
deviceshave both a displayanda spealer, while othersmay have only oneof these.Thus,somedevices,suchaslow-end
basestations,may at rst appeamnsuitablefor L&C, sincethey lack both a spealer anda display Neverthelessthey can
be accommodatedin a mannersimilar to the way SiB handlesdisplay-lesstarget devices), by af xing a sticker to the
target device, which containsthe L&C textual encodingof the tarmget device's public authenticatiorobject, displayedin
print and/orBraille form. In addition, ary device, suchas a point-of-saledevice, with an embeddecdrinter (or a printer
itself) is easily supportedby L&C, by having the device print an L&C encodingof the authenticatiorobject.

We considerfour possibleusecasedor veri able authenticatiorof somepublic key:

TYPE 1: hearand comparetwo audiblesequencesyne from eachdevice.
TYPE 2: hearan audiblesequencdrom the target device and compareit to text displayedby the personaldevice.
TYPE 3: hearan audiblesequencdrom the personaldevice and compareit to text displayedby target device.
TYPE 4: comparetext displayedby the personaldevice to text displayedby target device.
TYPE 1 is the most taxing on the humanuser of the four; even if the audio sequencesire short, comparingthemis
dif cult due to different audio characteristicsand the needfor the humanuserto temporarily rememberone sequence
while waiting to hearthe other However, thereis evidence[30] that the two sentencegan be comparedwhile being
vocalizedsimultaneouslyreducingthe users memoryrequirementaswell asthe total L&C sessiortime.

The TYPE 2 andTYPE 3 usecasesaresimilar, but notthe same sincethe actualuseractionsarenotidenticalfor these
two types.For example, listeningto one's own device at very closerangeis always possibleand corvenient.Whereas,
listeningto an unfamiliar target device may requireattuningto an unexpectedvolume, pitch, voice, and noise.

Concerninguse caseTYPE 4, it clearly doesnot involve ary use of the audio channeland requiresnon-visually-
impairedusers Neverthelesswe includeit amongour supporteccasessinceit may be usedasan alternatve or fall-back
methodwhen TYPE 1 to 3 usecasesare not plausible. This happenswhen both devices only have displays,in noisy
ervironments(e.g during a concert)or when silenceis required(e.gin a library). If the audio channelis clear but the
devices have displaysand no spealers, humanuserscould perform the role of the text-to-speechengineand manually
carrya TYPE 2 or TYPE 3 L&C sessionApparently this useTYPE is not plausibleundervery low luminanceconditions

or for visually-impairedusers.Hence,L&C is not usablein ervironmentswhereboth the audio and visual channelsare



unavailable.
Of course,the equipmentfactor ultimately determineghe amountof burdenL&C placeson the humanuser Table|
shaws the typesof userrequirementcorrespondingo possiblepersonal-taget device combinationsLooking at rows 3
and 6, the choicebetweenTYPE 3 or 1 and TYPE 2 or 1, respectiely, can be dictatedby the certain propertiesof the
ervironment.For example,insufcient light, smole or fog canmake TYPE 1 the only viable choice.A visually-impaired
useris alsolikely to chooseTYPE 1 over TYPE 3 or 2, unlessone of the two devices hasa Braille display or sticker.
Likewise, the TYPE 4 usecaseis infeasiblefor a visually-impaireduserunlessboth devices have Braille displays(or a
Braille sticker, in the caseof the target device). In row 7, the choicebetweenTYPE 3 or 4 is lessclear One deciding

factor might be the comparatre quality of the personaldevice's display and spealer.

Personal Device Target Device
Row | UseType | Display | Spealer | Display | Spealer
1 1 no yes no yes
2 3 no yes yes no
3 3orl no yes yes yes
4 2 yes no no yes
5 4 yes no yes no
6 2or1l yes yes no yes
7 3or4 yes yes yes no
8 1,2,30r4 yes yes yes yes
9 n.a. no no * *
10 n.a. * * no no

TABLE |. user Requirementsor Various Device CombinationsThe Use Type column indicatesthe allowed typesof usecasesdepending
on the device characteristicsndicatedfor the personaland tamget devices. We use™ to denotea don't-care condition,we allow the 'Display’
conditionto includethe ability to print or have anafx ed sticker attachedo device, andwe allow the'Spealer' conditionto includeary audio-out
interface.

C. Vocalizable and Readable Representations

In L&C the hashof the target device's public key mustbe veri ed by the user(s)of one or both devices. Comparing
long (e.g.,160-bit) hashesds a tediousand cumbersoméaskfor the averageuser In orderto make the procesdasterand
lesstedious,a hashmustbe representedn a more corvenientform. In L&C we representhe authenticatiorobjectasa
syntactically-correctext, with the expecteduse casesbeing situations(asin TYPE 2 or TYPE 3) wherethe userreads
alongwith an audiotext-to-speechreadingof the text.

The text strings generatedn L&C are basedon the “MadLib” puzzlescommonly usedby childrer?. That is, we
generatea sentencehatis a syntactically-correcfbut usually non-sensicalfrom a string of bits.

This string of bits usedin L&C will typically be the outputfrom a one-way hashfunction. Our currentimplementation

2In a MadLib puzzle,a funny storyis createdoy having blanksin atext lled in with syntactically-appropate words choserby the playeror his/her
friend.



allows usersto choosebetweenSHA-1, MD2, or MD5 hashalgorithms,which is thencollapsednto smallersize usingg
techniquesimilar to the “folding” thatis donein the S/IKEY One-Time Passvord System[18]. S/KEY partitionsan MD5

hashinto four 32-bit words, exclusive-ORsthe rst andthird wordsaswell asthe secondandfourth words. The resulting
64-bit quantityis thenusedto computeS/KEY phrase-wrds.L&C collapseghe outputto a smallersizeby rst dividing

the hashinto 10-bit sections.The sectionsarethen pairedoff sequentiallyand XOR-ed. The processs repeatedor each
pair until the desiredlevel of entroyy is attained.For exampleif half of the original entrofy is neededthe hashoutputis

collapsedonly once.After the hashis collapsedto the desiredlevel, the resultis againdivided into 10-bit sections.The
numberof 10-bit sectionsbecomeghe nal lengthof the MadLib sentence(For example,using SHA-1 with 80 bits of

entropy would resultin 8 MadLib keywords.)

Oncethe size of the binary input string is determined an appropriatelysized MadLib text is constructedThe text is
generatedrom a template which consistsof a grammaticaksentencdor group of sentencesyith missingwords, eachof
which being of varioustypes,suchasnoun, adjectve, adwerb, verb, boy-name,girl-name,or animal. Eachmissingword
is replacedwith a word from a dictionary of appropriatewords. The word replacingthe MadLib keyword is determined
by cornvertinga 10-bit sectionof the collapsedhashinto anintegerandusingthat asthe index into the internaldictionary
databaseFor example,the following is a MadLib encodingproducedby our prototype,for encodinga 70-bit string (the

lled-in words/word-phrasesre shavn in all caps):
DONALD the FORTUNATE BLUE-JAY FRAUDULENTLY CRUSH-edover the CREEPYARCTIC-TERN.

Thus,in orderto constructauditorially-rolusttext sequencesye needto producea numberof word lists of appropriate
partsof speechwith the wordsin eachlist being as phoneticallydistantfrom eachother as possible.Using metric for
phoneticdistancesimilar to that usedby PGPfone[19], but restrictedto words of the appropriatetype, we can create
auditorially-rohustword lists for eachof the word cateyoriesusedin our MadLib sequencedn particular we cando this

asfollows.

1) Constructa large set  of candidatewords of the appropriatetype. Theseshould be commonEnglish words that
canall be usedin sameplacein a MadLib text sequence.

2) Selectarandomsubset of  wordsfrom , where is the numberof bits we wish to have this type of word
represen{e.g., bits for any noun).

3) Repeatedlynd the closestpair of wordsin  (usingthe phoneticdistancemetric) andreplace with a word
from whosedistanceto any word in is more than , if sucha word exists. The resultingsetwill
be a collection of phoneticallywell-spreadwords.

4) Order sothateachpair of consecutie wordsin  areasfar from eachotherasreasonablypossible Doing this
optimally is NP-hard[31] but we canusea heuristicalgorithmbasedon pairwiseswappingof wordsin ~ to come

up with a good order for
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5) Assigninteger valuesto the wordsin accordingto a Gray Code, so that consecutie integersdiffer in exactfy

one bit but their respectie codewords are distant.

This algorithm helpsto make the assignmenbf wordsto bit sequenceuditorially robust—smallchangegeven to one
bit) in the input shouldresultin noticeablydifferentsoundingtext strings.
Having describedhe usetypesfor L&C andthe way to produceMadLib text sequencefrom authenticatiorobjects,

we describesomeexampleusecasesn more detail in the next few sections.

V. Unidir ectional Authentication

Providing one-way authenticatiorbetweendevicesthathave no prior sharedcontext is a challengingproblem.Using L&C,
the humanparticipatesn the procedureand sheis ableto authenticateéhe public key of the target device. Using L&C in
unidirectionalauthenticatioreliminatesthe needfor a trustedparty or ary pre-sharedsecret.L&C supportsall four types
of usescenariogor unidirectionalauthentication(seeSection3).

In our rst example,we considera target device without a screenor a spealer, e.g.,an 802.11wirelessaccessoint.
Any wirelessdevice connectedo the accesgoint canreadout the MadLib sentencegeneratedrom the receved public
key andthe usercanauthenticatehe accesspoint by comparingthe sentenceeadout in his machinewith the one seen
on the sticker attachedo the accesgoint.

Another commonexampleis using a printer in a public place. Similar to the above, a printer could have a sticker
with the sentenceorrespondindo its public key. However, a printeris capableof visualizingsentencesisingits printing
functionality. With the help of a button on a printer, it canbe aslked to print its MadLib sentenceand the printer can be
authenticatedby the identical sentenceshat are heardfrom the computerand seenon the paper

Soundis one of the main elementghat enablesvisually impairedpeopleto interactwith the outerworld. In this sense,
L&C could be easily usedto help visually impairedpeopleto authenticatedevicesor evenidentities.One basicexample
could be the authenticatiorscenarioof bank ATM's. A visually impairedpersoncould be given a MadLib sentencevhen
sheopensa bank account.This MadLib sentencds generatedrom the card numberand its expiration datebut using a
keyed hash,with a secretkey known only by the bank.Whenthe cardis insertedin an ATM, the ATM will generateand

readthe MadLib sentencecorrespondingo the accountnumber

VI. “Presence’Con rmation

Similar to SiB, L&C canbe usedto prove the “presence’propertyof a separatelevice. A device equippedwith a spealer
or displaycanuseL&C to con rm, without the assistanc®f a human,the presenceof someotheruserattendeddevice
within a givenrange.

To detectthe presenceof a nearbydevice, the device generates noncevalue, hasheghe noncevalue, and corverts



the hashinto the correctMadLib. The device theneitherdisplaysor automaticallyspeaksout the MadLib, noting the timlé
whenthe MadLib was displayedor spolen. A userwho is in the proximity of the device shouldbe ableto reador hear
the MadLib and enterthe MadLib sentencento their personaldevice. The personaldevice canthen simply reversethe
MadLib encodingprocesshy determiningthe index of the word in its correspondinglictionary and using the bits of the
index asbits of the hash.Oncethe entire hashhasbeenreverse-computeétom the MadLib thenthe personaldevice can
broadcasthe hashof the nonceover the wirelesschannel.Whenthe original device recevvesthe hashof the nonceover
the wirelesschannelthe device knows that a humanuserhasbeenpresentat the display's line-of-sightor within hearing
rangeof the spealer. We assumeherethatit is hardfor a userto strateically placeundetectedspeechor text recognition
devicesthat would relay this informationto a remotedevice.

While the “presencepropertycanbe achiezed by devices, it is not robust. It is impossiblefor the device to determine
how mary devicesarewithin hearingrangeor how mary arecapableof seeingits display It is alsodif cult to differentiate
betweena userin the proximity anda userthat hasstrateically placedspeecthor text recognitiondevicesthatwould relay
the audio or visual signalto a remotedevice. However we assumethat it is hard and not bene cial enoughfor a user
to do so undetectedThe device is only capableof verifying that the hashreceved over the wirelesschannelis the same
asthe one generatedlf desired,it is possibleto determinethe time differencebetweenwhenthe noncehashis receved
over the wirelesschannelandwhenit was rst displayedor spolen.

Even thoughthe “presence”propertyis not robust, it is not without its own uses.A device can usethe “presence”
propertyto limit the authorityto control the device to userslocatedwithin view or hearingrangeof the samedevice. This
propertycanalsobe usedasa meansof triggeringthe power saving featureof a device, whenno userattendeddevice is
within visual or audiorange.Before a device switchesto a lower power consumptiorstate,the device displaysor speaks
the MadLib. If no responsés receved over the wirelesschannelafter a certaintime period,the device assumeshatit is

not neededby a userattendeddevice in the proximity andthatit cansafely switch state.

VII. Implementation and Performance

In this sectionwe describethe prototypeimplementatiorof L&C andexperimentallyassessnd analyzeits performance,

taking into accountvariouscostfactors.

A. Implementation Overview

Since L&C is intendedfor a variety of mobile computing platforms, portability is a key requirementWe built L&C
using the highly portable Ewe ProgrammingSystem[32] which facilitatesthe developmentof Java applications® Our
implementatiorrunson ary Poclet PC (iPAQ in our experiments)and any Windows PC.

SEwe s currently availablefor the following platforms:Poclet PC (Windows CE), MS SmartPhoneCasioBE-300,HandHeldPCPro, SharpZaurus,
Linux PC, Windows PC andary Java 1.2 VM.



As partof its initialization, L&C allows selectionbetweenbi-directionaland uni-directionalpublic key authenticatié%.
In the uni-directionalcase,L&C runson Alice (a userattendedpersonaldevice) to verify the public key of Bob, an
un-attendedarget device, asdiscussedn Section3. In the bi-directionalcase both devicesare userattendedgitherby a
single useror two different users.Also at bootstraptime, L&C allows the choice of 802.110r Infrared communication
channel.One of the participants/deices (say Bob, the target device) initializes L&C and waits for a TCP connection
on a well-known port over one or both communicationchannels.Alice's user physically approache®8ob (particularly
relevantfor Infraredcommunication)jnitializesits L&C applicationand connectgo Bob. Next, Bob sendsits public key
to Alice via the selecteccommunicatiorchannelln caseof bi-directionalauthenticationAlice reciprocatesOn Bob, L&C
convertsthe hashof the local public key into a MadLib sentencdas discussedbove) and displayssentenceOn Alice,
L&C corvertsthe hashof the receved public key and displaysthe correspondingMadLib sentenceln the bidirectional
case,in additionto the above, Bob corvertsthe hashof Alice's public key and Alice generateshe MadLib of her key.
The user(s)have the option to vocalizethe sentencesn both devices.

Recall that there are four typesof userrequirementsr settings.In Type 1 setting,the userhearsthe sameMadLib
vocalizedby both devices.In Type 2 and Type 3 settings,the userreadsthe MadLib from one device and comparest to
the sameMadLib vocalizedby the other devices. Finally, Type 4 involvesthe userreadingand comparingtwo Madlibs,
onedisplayedby eachdevice.

Althoughthe main purposeof L&C is to authenticat®ne (or both) public keys, this procesausuallysenesasa prelude
to a key exchangeprotocol,i.e., the generatiorof a sessiorkey to be usedfor subsequensecurecommunicatiorbetween
the two devices in question.For this reason,L&C includestwo avors of public-key-basedkey exchangeprotocols:
RSA- andDH-based Theseare basicallystandardextbook protocols(e.g., the Station-to-Statiorprotocol)andwe do not

elaborateon them further.

B. Implementation Details

Owing to modularsoftware design,L&C can utilize a variety of Text-to-Speech(TTS) engines.However, most C/C++

speechenginesare platform-dependentywhile those written for mobile devices are mostly proprietary Furthermore,
Java-basedT TS enginesare available for speci ¢ JVM-s that are unsuitablefor resource-constrainedevices, such as
smartphonesand iPAQ-s. Speci cally, Sun offers the JSAPland FreeTTSJava TTS engineimplementationsHowever,

theserun only on Java 1.4. Therefore,we emplogyed existing TTS applicationsthat could be usedby L&C—Digit for

PC and Podket PC by Digalo 4, which is a simple lightweight clipboardreaderthat usesthe Elan Speeh Engine ® Our
applicationcopiesthe text to-be-wocalizedonto the systemclipboardand Digit speaksit out automaticallyor when the
userpressesa button on the applicationwindow. Digit is initialized and terminatedfrom within the Ewe program.

4See:wwwdigalo.com
5See:wwwelantts.com



Ewe doesnot provide a completeAPI for low-level cryptographicprimitives. Thus,in orderto implementDH- ar%(et'l
RSA-basedkey exchangeprotocols,we addeda lightweight cryptographicAPI to Ewe's Java libraries. For this purpose,
we portedthe BouncyCastlecrypto packagd33] for JDK 1.3. For hashingwe usedEwe's built-in SHA-1.

The FreeTTSand Boungy Castlecrypto packageare written solely in Java anddo not link to native platform-speci c
libraries,facilitating L&C' s platform independenceso far, we testedL&C on Poclet PCandWindows PC.L&C canalso
be usedwith the restof the Ewe-supportelatforms platformsby changingthe TTS engine.We are currently porting
Sun's FreeTTSand JSAPIinto Ewe.

NOTE: L&C sourcecode,installationinstructionsas well as picturesand a video demonstratind.&C can be found at

wwwics.uci.edu/ccsp/lac

C. L&C Performance

In this sectionwe evaluateL&C performanceusinga commoditylaptop PC as a target device and a low-endiPAQ asa
personaldevice. The laptop PCis equippedwith: Intel PentiumM Centrino1.7GHz,400MHz FSB, 2MB Cacheand512
MB RAM runningWindows XP. TheiPAQ is a Compag3650equippedwith: an Intel StrongARM SA-111032-bit RISC
processooperatingat 206MHZ, with 31.25MB RAM, 16 MB ROM running Windows CE version3.0.9348(Poclet PC
2002). For the 802.11gchannelwe con gured a wirelesssubnetconsistingof: one wirelessrouter, two iPAQs anda PC.
The channels nominal bandwidthfor all devicesis 54 Mbps. The Infrared ports of all devicesoperateat 115 Kbps.

As mentionedabore, once L&C key authenticationcompletesand after the useror usershave veri ed eachother's
public keys, the two devices proceedwith establishinga sharedsecret.However, the protocol for generatinga shared
secretdoesnot requireary humaninvolvement.Therefore,it is omitted from the following performanceanalysis.

We analyzelL&C performancegor human-weri able authenticatiorof either Dif e-Hellman (DH) or RSA public keys.
The system-wideknown DH parameters and andthe RSA public exponent are neithersentnor veri ed by L&C.
Furthermorethe DH key pair andthe RSA public key aregenerateaff-line anddo not contrilute to protocolcompletion
time, regardlessof whetherthey are ephemerabr long-term.L&C can generatea new DH key pair for the sameDH
parameters in and ms on the iPAQ and PC, respectiely. The correspondindimesfor the generatiorof
RSA key pairsis signi cantly larger, since prime numbergenerationis involved. Note that we use -bit moduli for
both RSA and DH (seeAppendix).

Tablell, lists processindimesonly for the operationghatinvolve (or leadto) human-eri able authenticatiorof public
keys. TablesllI(A), 111(B), andlll(C) shav timings for differenttypesof L&C unidirectionalauthenticatiorsessionsThe
correspondingpidirectional sessionscan be analyzedin a very similar manney thereforewe do not include it in our
analysis.Operationsare listed in the orderthey take place.

Measurementfor operationsl through5 are obtainedasthe averageover 20 L&C session®peratechy humanusers.

The times for other operationsare obtainedover 300 bulk repetitionsof L&C sessionghat do not include the above
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four operationsWe useEwe's timing function, which offers (only)  ms precision.L&C initialization times(row 1) are
obtainedafter RAM hasbeenreset,so thatthey includethetime to load all the application(Ewe VM, L&C class les and
Digit) into memory The total time doesnot re ect ary further delaysintroducedby a humanuser hence,it representsa

rough approximation.

No | Operation iPAQ | LaptopPC
1 Ewe VM and GUI initialization | 2430 120

2 Digit initialization 18310 1092

3 L&C setupby user 1502 910

4 TCP Connectionest.,802.11g 3.2 0.4

5 TCP Connectionest.,IR 3.4 -

6 pub key transmission802.11g 5.6 0.1

7 pub key transmission|R 6.1 -

8 pub key MadLib generation 365.6 171

9 pub key MadLib vocalization 4791 4637

TABLE II. Average processing times (in ms) of L&C operations.

Ewe VM and GUI initializations take placewhile Digit is initialized. For L&C running on a PC, theseinitializations
completealmostsimultaneouslyallowing the userto proceedwith L&C setupwhile Digit bootstrapsOn aniPAQ, Digit
initialization preemptsthe processarnot allowing the userto usethe GUI to setupthe sessionTherefore,at this phase
of the L&C sessionDigit initialization is the only operationthat needsto be considered.

In reality, the time a userspendson L&C setupis comprisedof: (1) enteringthe tarmget device's network addresqIP
addressor “infra-red”), pressing‘Enter” and “Connect” buttonsand, lastly, aligning the devicesif the Infrared channel
is used.It alsoincludesthe time for the applicationto reachthe accept()or connect()calls. For the experiments,the
Infrared portswere pre-alignedand default network addressewere used.Hence the userneedsonly to presstwo buttons
to initiate the connection.

Connectionestablishmentime (operation4 or 5 in Tablell) is the time requiredby the TCP soclet connect()system
call to connectto the acceptingprocessunningon the iPAQ or the PC. (We measured.&C session®ver the IR channel
only betweeniPAQs.) Timesfor operationsl0 and 11 vary with the length of the Madlib sentence.

Operationsl, 2, 3, 6, 7 and8 in Tablell), take placeconcurrentlyon both devices. Therefore,only the lengthierof the
two countstowardsthe total time. We do not measurehe time for readingthe Madlib sentencdrom the device's display
sinceit is userdependentin all experimentswe use syntactically-correcMadLib sentencegonsistingof 10 words, of
which 7 are SIKEY-generatedThe sentencdormat is the samewith the one presentedn SectionlV-C.

Table lll shaws the timings for TYPE 1, 2 and 4 L&C sessionsThe row labeled“Initialization " at the top of the
tablere ects the sumof rows 1, 2, 3 and4 (iPAQ column) of Tablell. This signi cant delay— almost22 seconds- is

inducedby all the non-cryptographisoftware initialization on the iPAQ. Also, this delayis independentf the L&C use



Initialization | 22,245 | 15

(A) Typel
Tablell, Row 6 Col. 3 5.6
Tablell, Row 8 Col. 3| 365.6
Tablell, Row 9 Col. 4 4,791
Tablell, Row 9 Col. 3 | 4,637
TOTAL TIME 32,044

(B) Type 2
Tablell, Row 6 Col. 3 5.6
Tablell, Row 8 Col. 3 | 365.6
Tablell, Row 9 Col. 4 | 4,637
TOTAL TIME 27,253

(C) Type 4
Tablell, Row 6 Col. 3 5.6
Tablell, Row 8 Col. 3 | 365.6
TOTAL TIME 22,616

TABLE lll. Timings (in ms) for TYPE 1, 2 and 4 L&C Sessions.

case.

Table IlI(A) examinesthe absoluteworst casescenariounder unidirectional authentication- that involving a user
performing one-way, voice-only (TYPE 1) authenticationof the target device's public key. The userveri es the tamget
device's (PC) public key by hearingthe correspondindviadLib spolenby the PC andits iPAQ device, in eitherorder (Our
preliminary userstudiesindicatethat it is preferablefor MadLibs to be vocalizedsimultaneouslyptherwise,usershave
dif culty understandinghe sentences.This meansthat our scenarioincludestwo MadLib generationsone per device
which cantake placeconcurrently In addition, it includestwo MadLib vocalizationswhich musttake placesequentially
Therow labeled“TOTAL TIME” re ects the sumof thetimesfor all individual operationsAs the resultsshav, the TYPE
1 unidirectionalsessiorbetweenthe iPAQ andthe laptop PC cancompletein approximately seconds.

Table l1I(B) examinesthe most commonly anticipateduse scenario,which correspondgo TYPE 2 of Section3. It
involvesuni-directionalaudio-baseduthenticatiorof the target device's public key. The userattendedPAQ recevesthe
public key of the targetdevice (PC), hashest andgenerateshe correspondingviadLib. Then,the userreadsthe MadLib
sentencdrom the iPAQ's display and comparest to the vocalizationby the PC. As can be seenin the table, the time
requiredby this type of L&C sessiortotals approximately seconds.

Tablelll(C) shows timings for a uni-directionaldisplay-only(TYPE 4) L&C sessionassuming302.11gchannel.The
actualtime would include that neededby a userto read and comparethe two displayed(one on eachdevice) MadLib

sentencesWe did not measurelTYPE 3 asit is very similar to TYPE 2.
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D. Performance Analysis

Table Il clearly illustratesthat the overall costis dominatedby: (1) Ewe VM and GUI initialization and (2) MadLib
vocalization.The rst canbe omittedif multiple L&C sessiongake placeafter a single initialization or if L&C is pre-
initialized. Naturally, the time to speakout a MadLib sentences proportionalto the word length of the sentenceaswell
asto the numberof syllablesin eachS/KEY-generatedvord. Therefore,it canvary for the sameword-lengthsentences.

MadLib generationis approximately20 times more expensve on Poclet PC. It is also evident that the time for a
typical userto setup L&C is greateron aniPAQ thanon a PC. This is dueto the ratheruserun-friendly GUI and slower
renderingof the GUI componentsn the Poclet PC.

Communicationcostsrepresenbnly a tiny fraction of the total cost. Transmissiornof the public keys is an order of
magnitudecheapeion a PC. Sincepaclet traversalof the protocolstack— andnot the actualtransmissiorover the physical
medium- is the dominatingfactor of the communicationcost, the differencein communicationcostsover the 802.11g
and Infrared channelss truly insigni cant.

Processinggndmemorylimitations on the iPAQ resultin signi cantly longerdelaysthanon the PC.However, we stress
that we usedold and low-end iPAQs in our experiments.Using current state-of-the-artPAQs or other similar devices
would greatly reducedelay Experimentssuggestthat the most plausibleway to reduceprotocol overheadis to shorten
MadLib sentencesand speedup TTS engineinitialization time. From the above analysis,we concludethat L&C is a

viable solutionon platformswith moderatecomputationand communicationcapabilities.

E. Performance Impr ovements

A US patentaddressinga similar problemto ours [24] proposedaugmentingthe DH key agreementwith additional
steps.Upon completionof Dif e-Hellman exchange both devices one-way hashthe agreed-uporsessiorkey. Thenthey
truncatethe hashbit sequenceo the desiredlengthby taking its leftmostbits. The device(s) candisplaythis bit sequence
(thereaftereferredto ascheckvalue)allowing the user(s)to comparethem and verify that both deviceshave a common
sessiorkey.

The pitfall of hashtruncationlies with the numberof digits that needto be examinedby the user Readingor typing
a large numberof digits using the small interfacesof a personaldevice without error can be cumbersomeDrastically
truncatingthe hash-codeg.qg.to the rst 16 or 32 bits resultsto a serioussecurityweakness® Basedon the assumed
adwersarial capabilities (see Appendix and Section VIII-A), and provide the necessarysecurity when
ephemerapublic keys and one-yeaiterm keys are used,respectiely.

WhenephemeraDH public keys are used,examining 13 hexadecimaldigits is an error pronetask for a human.L&C
renderssuch comparisonuserfriendlier, becausethe user compares ve-S/KEY-word Madlibs. The time to vocalize a

6The attacler canreplaceAlice's transmitted  value with , wait for Bob to reply with  andintercepthis transmissionNext, the attacler can

perform exhaustve searchto nd suchthat , andrelay to Alice asBob's public key. On average,the attacler needsto
perform modularexponentiationand hashingoperationsbeforea suitable  valueis found.



ve-S/KEY-word sentencds on average ms on a PC and ms on the iPAQ. ShorterMadLib sentenceiyiellé
reducedvocalizationtime and easiercomparisorfor the user Indicatively, the TYPE 2 scenariodescribedn Tablel11(B)
would requirea total of approximately secondgo complete.

In [25] the proposedsolution prevents attaclers from nding secondpre-imagesfor long-term public keys, without
requiring the usersto examinetoo long hexadecimalsequencesThe schemef interestare called MANA-I and Il and
they employ keyed check-functionghat useshort(10-20bit) keys and produceshortcheck-walues.Thesecheck-functions
areessentiallyMAC (MessageAuthenticationCode)functions.We denotethis checkfunctionas ) , Where is
arandomkey, is thelengthof the checkvalueand is the veri cation object(e.ga public key). The MAN A-l-inspired

L&C would operateasfollows in the caseof unidirectionallong-termpublic key authentication:

1) Bob sendsAlice his public key (e.g ) usingthe unprotectedvirelesschannel.

2) Bobgeneratetherandom20-bitkey to usewith thecheck-functionBobalsogeneratethecheck-alue
Bob generategshe MadLib sentenceor the check-walue ( ve words) and a 4 digit hexadecimalsequencdor the
randomkey. Bob displaysor vocalizesthe MadLib andthe 4-digit sequence.

3) The userentersthe presentedy Bob randomkey to the device Alice.

4) Alice usesthe randomkey to recomputethe check-alueon thereceved , anddisplaysor vocalizesthe check

value MadLib.

5) The user completesthe processby comparingthe valuesdisplayedby the two devices. Only if the check-alue

MadLibs are the same the exchangeis acceptedy the user

Using MANA-I, the length of the MadLib sentencewhen long term public keys are used,is reducedfrom the
recommendedseren S/IKEY words to ve. However, the useris requiredto enter a four digit hexadecimalcode in
one of the two devices, using a keyboardor a touchscreencertainly resultingto more time-consumingveri cation.

To avoid enteringthe key, we could use MANA-II, in which the randomkey is transmittedover the wire (becomes
availableto the attacler) andis displayedfor comparisoron both devices. For long term public key veri cation, it would
still requirethe userto comparea ve S/KEY word sentencelustwo S/KEY wordsfor the key, yielding no actualgains.
However, MANA-II can be usedto authenticatethe agreedupon sharedsecret,when long-term public keys are used,
without exposingsubstantiainformationaboutit. The useof the randomkey further masksinformationaboutthe secret.

In [28], Cagalzetal. proposedhe DH-SCprotocolfor human-\eri able authenticationThis protocolusesa commitment
schemewhich transformsa value into a commitment/openingair . In this pair, revealsno information about

(e.g is publickey eng/ptionof ) but and (e.g istheengptionkey) reveal . In anidealcommitmentscheme
it is infeasibleto nd  suchthat opento . Their protocolrequiresthe communicatingpartiesto compare
a string derived from the XOR of two persessionrandombit-sequencesontributed by the two parties.Hence,unlike

MANA-II, the usersdo not have to comparea value (the randomMAC key), which doesnot contribute to the uncertainty



of the attacler. Hence,DH-SC effectively reducesthe length of the comparedvaluesfor a given level of security F(%?
example,two-S/KEY-word MadLibs generatedrom the randombit-sequencegrovide securityalmostequialentto the
oneof ve-S/KEY-word MadLibs derived from the hashof the ephemeraDH public keys (seeSectionVIlI-A).

The DH-SCprotocolproceedsasfollows: Both Alice andBob ( and ) generatdheir publickeys and , respec-
tively. Then A andB eachgeneratea -bit randomstring and . They usethemto calculatecommitment/opening
pairsfor the concatenations and ( and are x edvaluesusedto preventre ection attack).In the rst
message, sendsto thecommitment and respondswith his commitment . Inturn, sendshercommitment
key with which B opens andobtains  and . checksthe correctnes®f the commitmentpair and
veri es that 0 appearsat the beginning of the messagelf the veri cation is successful, sends , with which opens

andobtains  and . A checksthe correctnesof the commitmentand if it is valid, both partiesproceedwith
generatinghe veri cation stringsfor and , respectiely. Now the usersof A andB can
simply comparethe veri cation strings(MadLib sentenceg$or L&C) and acceptthe exchangedpublic keys only if they

match.

VIIl. Security Analysis

Assumingthat all underlyingcryptographicprimitives, cryptographichashfunctionsand public key algorithms(RSA and
Dif e-Hellman key agreementaresecurethesecurityof L&C depend®ntheadwersarysinability to: (1) interferewith the
audioor visual channeland(2) compromisethe targetdevice. In this section,we discussthe securityof the cryptographic

primitives and comparethe securityof the alternatve channelsWe then discusssomeconcreteattackscenarios.

A. Cryptographic Primiti ves
To establisha securebidirectional channelbetweencommunicatingdevices (as describedabove), L&C useseither the
ephemeraDH key agreemenbr RSA-basednutualkey agreementThe securityof both methodss basedon well-known
andbelieved-to-be-hardomputationaproblems Both typesof key agreementanbe protectedagainstman-in-the-middle
(MITM) attacksby verifying the exchangedpublic keys. SecurityagainstMITM attackscan also be achieved by using
L&C to verify the hashof the agreed-uporsharedsecretanda randomvalueknown by both parties.However, public key
veri cation is preferablebecausdhe userscan detectthe attackearly in the processand abandonit without performing
further expensve computations.Also it is commonfor usersto exchangedpublic keys in order to establishsecure
communicatiorat a later time, in which casethey do not needto generatehe sharedsecretimmediately Furthermoreijt
is wise not to exposeary information aboutthe sharedsecretby using L&C to verify it. *

In the DH case,the two devices exchangetheir respectre public keys. By verifying that the receved DH public key
originateswith the intendedsenderthe user(s)canbe certainthat the DH sessiorkey is the samefor the two parties.

“Unlesswe employ a secureMAC function asis the casewith the MANA-lI-inspired protocol presentedn the previous section.



In onevariationof the RSA-basedchemethetwo devicesexchangeheir public keys, which they useto encryptsessi%)gn
key contritutions. If the user(s)veri es, using L&C the other party's public key, he can be certainthat the encrypted
sessiorkey contritutions cannotbe decryptedby an adwersaryandthe nal sessiorkey is secure.Evenif the adwersary
interfereswith the transmissiorof the encryptedkey contributions, the resultwould be failed key agreementvhich can
be easily detectedby both parties.

The devicescanoptionally usetheir RSA keys to signa well-formattedmessageontainingthe encryptedoartial secrets.
In this way they ensurethat the encryptedpartial secretsoriginatewith the intendedsenderand avoid the delay involved
in detectingsharedsecretinconsisteng if anactive attackwereto occur Alternatively, they canusedisplayedor vocalized
Madlibs to verify the establishedsharedsecret.Although sharedsecretveri cation is sufcient to detectMITM attackat
ary stageof the protocol,they cancombineit with public key veri cation to possiblydetectan attackearlier

In L&C the hashfunction of the transmittedpublic key is corvertedto a MadLib sentenceDuring the corversion,the
lengthof the MadLib sentencecanbe setto the desiredentroyy level. If the adwersarycan nd a secondpre-imageof the
hashvaluethatencodedn the MadLib sentencethenit canattackthe communicatiorchannelandreplacethe transmitted
key with the collided pre-image causingthe two devicesto falsely verify the key agreementHowever, secondpre-image
resistancas a requiredpropertyfor cryptographichashfunctionsandwe assumethat it holds.

Although the length of the MadLib sentencecan be setto achiese the desiredlevel of security it is commensurate
with the burdenof comparinglonger sentencesin mary casesthe useris not expectedto memaorizethe sentencebput a
longer sentencestill resultsin a longer veri cation time. The vulnerability of using short sentencedbecomeseal when
long-termDH public keys are used.In this case,the adwersarymay have enoughtime to nd a secondpre-imagevia a
bruteforce attack.

Accordingto our experimentalresults,the DH public key exchangein L&C requiresonly a few milliseconds(around
ms) evenin resource-constraing@DAs. The attacler would needto performon average modularexponentiationand
hashingoperationgo determine suchthat , Where denoteshe collapsedto t bits one-way hash.
For the attackrequiresroughly million trials. Underour adwersarialmodel (seeAppendix) and assuminghat
the key exchange“times out” after at most 100 ms, the attacler is ableto perform 100 million trials. Therefore,

( ve-S/Key-word MadLib) shouldsufce to ensurethat,in the caseof ephemeraDH, the attacler cansucceednly with

probability roughly equalto . Oncea sessiorkey is established,nding the collision on the MadLib sentencesloes
not give the adwersaryary adwantage.The public key generationfor RSA is signi cantly costlier renderingthe above
attackinfeasibleeven for smallervaluesof .

The attacler may resortto off-line pre-computatiorof public keys that hashto all possible -bit hashvalues,opting to
derive secondpre-imagedy an ef cient tablelookup at key exchangetime. He can computethe MadLibs for  public

keys and storethesevalues.He canrepeatthis procesawith new public keys until he derivessecondpre-imagedor more



-bit hashvaluesincreasinghis probability of successTaking into accountthe indexing informationandthattable entriéos
consistof the -bit hashvaluesandat leasttwo public keys that hashto the samevalue,the storagerequiredis morethan
bytes.Basedon our assumptiongseeAppendix), a powerful attacler can performroughly trials per year thus
for he can succeedwith signi cant probability after a year of computationsThe actuallimitation is the storage
requirementsvhich would be as high as eighteenpetabyte.ln orderfor the attacler to succeedwith probability higher
than , he would needto store morethan bytes. Still, the table lookup operationwould be unlikely to complete
in a few milliseconds,evenif we assumevery efcient indexing and lookup algorithmsand very fast disk and memory
accesgimes.

Given the assumedadwersarial capabilities,if one-year-term DH public keys are used, (seven S/Key
generatedvords)is sufcient to preventan attacler from nding secondpre-imageswith signi cant probability.

If L&C usesthe DH-SCprotocol,generatingviadLib sentencefrom the veri cation bit-strings , the attacler can
succeednly by guessingcorrectlythe randomvalues . Hecanuse to createcommitmentgor his public
keys, which canin turn be usedto mountan active attack.Sincehe hasonly one opportunityto sendfake commitments,
the probability of successgiven , IS . Hence, (two-S/KEY-word MadLib) provides security
roughly equivalentto the oneachiezedusing ve-S/KEY-word MadLib derivedfrom the hashof the ephemeraDH public

keys. The securityof DH-SCis discussedhoroughlyin [28].

B. Alter native Channels

Authenticationof communicatingpartieswithout the assistancef a trustedparty requiresa communicationchannelthat
is secureagainstactive attacks.In this section,we discussseveral alternatve channelsandtheir securitycomparedo that
of L&C.

Wired channeldbetweentwo devices,suchas cross-aer Ethernetdirect USB or serial connectioncan be considered
secureagainstactive attackssinceboth endsof the cable are directly connectedo the intendeddevices and the entire
cableis visible to the humanuser However, lugging arounddifferenttypes of wires in orderto to communicatewith
differenttypesof devicesis quite cumbersome.

Wirelessalternatves,suchas802.11a/b/glnfraredand Bluetooth,are not secureagainstMITM attacks.A humanuser
is essentiallyincapableof identifying which two devices are actually communicatingover a wirelesschannel.The only
way to be surethat the intendeddevices are communicatingwithout interferenceis throughstatusindicatorson devices,
which is proneto errorsand attacks.Among wirelessalternaties, Infrared is consideredmost securesinceit requires
a direct line-of-sight betweendevices (which can be visually inspected).However, it is still possiblefor a well-placed
adwersaryin a device-crovdedsettingto interferewith communicationsincethe humanusercannotdeterminethe exact
direction of aninfraredsignal.

As discussedn Sectionl, the visual channel- exempli ed by SiB is a very viable alternatve. However, mary devices



lack camerasaswell aslarge-enoughdisplaysand powerful-enoughCPUsto performnecessarymageprocessinge.g. '[20l
extractthe barcode) Furthermoreervironmentalfactorsinhibiting the useof camerasaswell assight-impaireduserslimit

the applicability of the visual channel Otherhashvisualizationtechniqueg34], [35], [16], [13] arealsoviable alternatives
for verifying public and/orsessiorkeys. They candetectMITM attacksaslong asthe comparisoris donevery carefully

andthe ervironmentis well-illuminated.

C. Attacks Against L&C

Using L&C, the manin the middle adwersaryis easily detectedWhenthe personaldevice's userasksfor the targetdevice
to readits MadLib sentencdoud, if sheis far enough,an adwersarydevice closeto the target device could impersonate
the target device. A humanuserhowever, cantrivially determinewhetherit is the target device talking by checkingthe
screenor sensingthe origin of the sound.Furthermorethe user(s)candetectthe active attackif the adwersarygenerates
soundwithout previously askingthe device(s)to do so.

An adwersarymay attemptto attack L&C by using malicious software surreptitiouslyinstalled on the target device.
Malicious softwaremight tamperunnoticedwith theinput andoutputof the desiredapplication.This problemis sometimes
referredto assecue windowingor establishmenof a trustedpath to systemwindow[36]. Suchattackscanbe prevented
by usinga goodsystemwindow policy, e.g.,displayingapplicationwindows in predeterminedbcationsor, asproposedn
[37], using predeterminedvindow backgroundknown only to the user A maliciousapplicationmay alsotry to process
the MadLib sentencdrom screerpixelsandredisplayit, which would appeategitimateto the user This canbe prevented
by limiting the screenshotind copy operationsto the applicationthat is on top at the time. EROS, a trustedwindow
system,proposedby Shapiro,et al. [36] providesfurther detailson how to achiese this type of protection.

An adwersarymay alsoemitinterferencen the form of ambientnoisein orderto alter L&C audio.However, this attack
can be easily detectedby a humanusersincetwo different soundsourceswould be involved. Moreover, the adwersary
would neednearperfectsynchronizationa-priori knowledgeof the MadLib sentenceand plenty of computationapower
to be able to producecorrectsoundsthat will make the sentencesoundlike a MadLib sentencecorrespondingo some
public key picked by the adwersary

Excessie ambientnoise could also prevent the user(s)from hearingeachother's devices, but the sourceof the noise
would be obvious. Even if it cannotbe avoided, ambientnoisewould at bestresultin denial of service.In suchcases,
user(s)canfall backto comparingMadLib sentenceslisplayedor printed on the screengor stickers) of the respectie

devices.

IX. Conclusions

This paperdiscussedhe designof the Loud-and-Clear (L&C) systemfor human-assistedevice authenticationL&C

placesrelatively little burdenon the humanuser sinceit is basedon the audiochannelandusesa text-to-speectengineto
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readan auditorially-rolust, syntactically-correcsequencelerived from an authenticatiorstring. We also discussedome

anticipatedcommonuse casesand provided experimentalperformancedatafor a prototypeimplementation.
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APPENDIX

Below we discussour assumptionsegardingthe threatmodelandthe cryptographicschemesusedby L&C.

We adoptthe Dolev-Yao threat model [38], underwhich the attacler controls the communicationchannel;he can
acquireary messageransmittedover the radio channeland can sendmessageso ary user sharingthe channel.We
assumehowever, thatthe adwersaryis computationallypounded Speci cally the attacler canperformat mostone million
moduloa -bit numberexponentiationsand hashingoperationsper second We further assumethat two authenticated
partiesinvolved in the communicatiortrust eachother (e.g an authenticategbarty will not disclosesecretinformationto
a third party).

All the Dif e-Hellman key agreemenbperationsare performedover the multiplicative group , which is a subsetof

, Where isalargeprime . isthegeneratoof with order , where is alargeprimes.t. . A DH key pair



is generatedhs , Where is the secretkey correspondingo the DH publickey . The Decisionzgll
Dif e-Hellman problemis assumedo be hardin

The RSA-basedkey agreemenbperationsare performedover , where is a compositesuchthat where

arelarge primes.The RSA public key is andthe secretkey is  suchthat . The factorization

of is known only to the holder of the secret andis assumedo be hard.

As commonlydonethevalues areboth system-wideandlong-term.The sameis true for the RSA public exponent

in the caseof RSA-basedkey agreementwe assumethat it is constant(e.g., or ) and known in adwance.
However, the device-speci c DH key pairs or the RSA compositemodulo and secretkey canbe ephemeral
(differentfor eacheachkey agreement)The DH publickey = or the RSA modulo arethe authenticatiorobjects.

It is generallyacceptedhat, for ary , factoring -bit integersrequiresaboutthe sameamountof time ascomputing
discretdlogarithmsin -bit elds, where is asmallconstantroughlyaround [39]. Thereforejn our experimental

and securityanalysiswe use -bit moduli for both RSA and DH.



