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Abstract

Secure pairing of electronic devices that lack any previous associationis a challenging problem which has been
considered in manycontexts and in various�avors. In this paper, we investigatethe useof the audio channelfor human-
assistedauthenticationof previously un-associateddevices.We developand evaluatea systemwe call Loud-and-Clear
(L&C) which placesvery little demandon the humanuser. L&C involvesthe useof a text-to-speech (TTS)engineto for
vocalizinga robust-soundingand syntactically-correct (English-like) sentencederivedfrom the hashof a device's public
key. By couplingvocalizationon onedevice with the displayof the sameinformationon anotherdevice, we demonstrate
that L&C is suitablefor secure device pairing (e.g., key exchange) and similar tasks.We also describeseveral common
usecases,provide someperformancedata for our prototypeimplementationand discussthe securitypropertiesof L&C.

Index Terms: Human-assistedauthentication,Man-in-the-middleattacks, Audio, Text-to-speech, Public key, Personal
device, Wirelessnetworks.

I. Intr oduction

The proliferation of many types of inexpensive personaldevices, such as PDAs, cellphones,smart watches,and MP3

players,hasbeenaccompaniedby the needto securethesedevices and their communicationwith the “outside world.”

Commonapplicationsinvolve securelyconnectingone's personaldevice to an unfamiliar printer, fax machine,wireless

projector, network accesspoint or anotherpersonaldevice. Of course,establishingsuchsecureconnectionsis straightfor-

ward if thereexists a pervasive global securityinfrastructure,suchasa public key infrastructure(PKI) or a trustedonline

third party (TTP). However, in many (evenmost)applicationscenariousinvolving heterogeneouspersonaldevices,neither

a PKI nor a TTP canbe assumed.Thuswe are facedwith the with the problemof peer device authenticationor secure

device pairing.

While thegeneralproblemof securepairingof deviceswith no prior context is dif�cult andremainspartially unsolved,

therehasbeenprogressin scenariosinvolving personaldevices.Preciselybecausethesedevicesarepersonal, thepresence

of the humanuser (owner) is assuredand techniqueshave beenproposedto engagethe humanuser in the processof

establishingsecurecommunication.Therefore,humanassistantauthenticationrepresentsa very timely, important and

popularresearchtopic.
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In this paper, we focuson applicationsettingswheredevicesarephysicallypresentandnearbut their communication

channelis not visible or ascertainableby their ownersor users.The most obvious exampleis whenever nearbydevices

communicateover a wirelesschannel,e.g.,802.11a/b/g,Bluetooth,or Infrared.Suchchannelsoffer no physicalevidence

of direct connectionbetweendevices.1 To addressad hoc securepairing of devices over suchcommunicationchannels,

we develop a systemcalled Loud-and-Clear (L&C) which usesthe audio channelto attain human-assisted(but not

burdensome)device authentication.

Organization.This paperis organizedasfollows:Thenext sectionoverviewsrelatedwork. It is followedby thediscussion

of our motivation and the summaryof our contributions in SectionIII. Then,SectionIV describesthe key elementsof

L&C. SectionsV and VI discussrelatedtopics of unidirectionalauthenticationand presencecon�rmation, respectively.

L&C prototypeimplementationand its performanceare discussedin SectionVII and security issuesare consideredin

SectionVIII.

II. RelatedWork

Therehasbeena considerableamountof prior work in thegeneralareaof securedevicepairing.As mentionedearlier, PKI-

orientedsolutionsinvolve rigid hierarchiesandrequiretheexistenceof trustedoff-line Certi�cation Authorities(CAs) [1].

Unstructuredcerti�cation techniquessuchasPGP[2] assumea certainsmall degreeof separationamongcerti�ed entities

(i.e., a web of trust). An alternative is an online trustedthird party (TTP), such as Kerberos[3], [4]. However, such

solutionsrequireconstantpresenceandavailability of anonlineTTP which is not realisticin our envisagedscenarios.For

this reason,the remainderof this sectionfocuseson closely relatedprior research.

The well-known Dif�e-Hellman key exchangeprotocol [5] allows two entities,with no prior secretsor secureasso-

ciation, to agreeon a commonsecretkey. However, preciselybecauseno prior secretsare assumed,man-in-the-middle

(MITM) attacksare possible[6], [7], [8]. A numberof enhancementsto Dif �e-Hellman protocol have beendeveloped.

Bellovin and Merrit proposedthe encryptedkey exchange(EKE) protocol [9] to prevent MITM attacks.However, it

requiresboth partiesto possessa secretpassword a priori . Although many EKE re�nementshave beenproposed[10],

[11], [12], all involve a pre-sharedsecretpassword. This is clearly inapplicablein our targetedenvironment.

Secondarychannelsoffer anothermeansto defendagainstMITM attacks.A secondarychannelcanbe usedto verify

that the keys computedat both devices are identical. A numberof efforts have beenmadeto involve a humanuser in

the secondarychannelin order to manuallyverify/comparekeys (or hashesthereof).Unfortunately, sincea numerically-

representhashcanbelong andcumbersome,comparinghashesis anarduousprocess.To easetheburden,visualmetaphors

to representhashvalueshave beendevised, including the useof fractal snow�ak es [13], [14], randomart [15] and �ag

1Although we usewirelesscommunicationasa runningmotivation throughoutthis paper, the dif�culty of peerdevice authenticationis not con�ned
to wirelesslinks. For example, if the communicationbetweenthe two devices is via wired Ethernet,a similar problemarises.Only a fully visible
point-to-pointphysicalconnectionwould alleviate the peerauthenticationproblemwe study in this paper.
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representation[16]. Theserepresentationsallow for humanusersto do roughsimilarity checkingof strings,but they do

not allow for �ne-grained comparisons,as requiredin many securityapplications.

Onenotablerecentresultis theSeeing-is-Believing (SiB) systemproposedby McCune,et al. [17]. SiB takesadvantage

of thevisualchannel– sincea humanuseris assumedcapableof visually identifying thetargetdevice – to providehuman-

assistedauthentication.This is doneby requiringthehumanuserto take a picture(with a personalcamera-equippedmobile

phone)of the2D barcodeaf�x edto, or displayedby, a targetdevice andhaving thephoneinterpretthebarcodeandextract

the cryptographicmaterialidentifying the device's public key. Meanwhile,the target device is supposedto communicate

to the user's phonethe (presumably)samecryptographicmaterialvia somewirelesschannel,e.g.,Bluetooth.If the two

versionsof the cryptographicmaterialmatch,the user's phoneconcludesthat the target device's public key is authentic.

SiB providesa reasonablelevel of security, commensuratewith whatis realisticunderthecircumstances.Circumventing

SiB requiresthe adversaryto: (1) eitherhack into the target device andcauseit to displaywrong barcodesor physically

plasterfake barcodeson the device, and,(2) mounta man-in-the-middleattackon the wirelesschannel.SiB is alsoquite

practicalparticularly becauseit placesvery little burdenupon the humanuser:visual identi�cation of the target device

and taking a pictureof the barcode.

Another researchdirectionsimilar to the onetaken in this paperis the textual representationof cryptographicstrings.

For example,the S/KEY One-Time-Password [18] systemrepresentsan MD5 hashas a seriesof six short (up to four-

letter) words.S/KEY wasdesignedfor the automaticgenerationof pass-phrases,andthe pass-phrasesarenot necessarily

auditorially robust nor syntactically-correct.That is, S/KEY pass-phraseswere not meant to be spoken, and there are

somesimilar-soundingwords in the S/KEY word list. The word encodingfor PGPfone[19], on the other hand,usesan

auditorially robust word list. Still, it doesnot producesyntactically-correctstring encodings,which makes it harderfor

humanusersto parsePGPfonephrasesor even to read along with a spoken version of a PGPfonephrase.Our L&C

systemproducesphrasesthat are syntactically-correctand auditorially robust; hence,they are more suitablefor human

veri�cation of phrasesimilarity.

Also of interestareschemesfor constructingsyntactically-correctpass-phrasesfrom randompasswords,e.g.,see[20].

Such techniquesessentiallyallow usersto rememberlong passwords using the �rst lettersof the words in an easy-to-

memorizepass-phrase.While syntactically-correct,they arenot necessarilyauditorially robust.

For peer device authentication,Stajanoand Andersonproposeda methodfor establishingkeys by meansof a link

createdthroughphysical contact[21]. However, due to the diversity in personaldevices, it is impractical to expect all

devices to have suitablephysical connectioninterfaces.Likewise, it may also be infeasibleto lug aroundconnection

interfacesand or interfaceconvertersfor variousdevices.Balfanz,et al. [22] extendedthis approachto location-limited

channelsthroughtheuseof short-rangewirelessInfraredcommunication.Capkunet al. [23] proposeda further extension

to allow two previously unassociateddevicesto establisha key utilizing one-hoptransitive trust.
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Manual peerdevice authenticationhasalso beenstudiedin [24], [25], [26] and [27]. The commonelementof these

solutionsis that the useris requiredto compareshortnumericalcheckvalues,which aregeneratedby hashingor taking

the MAC of the authenticationobject.Their limitation is that suf�cient securitydictatesthat the checkvaluesneedto be

relatively lengthy(substantiallymorethanthe4-digit hex vector[24] suggests)renderingtheir comparisona cumbersome

anderror-pronetaskfor humans.[25] improveson [24] by shorteningtherequiredlengthof thecheckvalue,yet theuseris

burdenedwith the taskof typing a short2-4 hex digit key usingthenon-user-friendly input interfaceof a personaldevice.

[27] also proposesa solution to reducethe length requirementfor the check values.However, it requiresa temporary

sharedsecretbetweenthetwo peers,thusit is not applicablefor deviceswith no prior association.More recently, Cagaljet

al [28] tackledthe problemof user-friendly mutualauthenticationwith threecommitment-based[29] techniques.The �rst

requiresthe userto compareapproximatelyhalf the numberof bits of the previous solutions.The other two techniques

rely on the speci�cs of the radio channel;they usedistanceboundingand integrity codes.

III. Overview and Moti vation

In this paper, we investigatethe useof the audio channelfor human-assistedauthenticationof unfamiliar devices. We

develop and evaluatea systemcalled Loud-and-Clear (L&C) , which, like Seeing-is-Believing (SiB), placesrelatively

little demandon thehumanuser. L&C usesspokennaturallanguagefor human-assistedauthentication;hence,it is suitable

for securedevice pairing (e.g.,key exchange)andsimilar tasks,suchassecurecon�guration.

The motivation for our work is three-fold:

1) While somemobile phonesincludea built-in photo(andeven video) camera,many othertypesof personaldevices

arenot similarly equipped.For example,acamerais not standardequipmentonmostPDAs (e.g.,Treos,Blackberries,

IPAQs and PalmPilots). It is also not presenton digital music playersand smartwatches.Furthermore,even for

mobile phones,an on-boardcameraresults in a certain price differential, as comparedto a similar camera-less

phone.

2) The useof camerasis appropriatefor mostpeople,exceptfor thosewho arevisually impaired(e.g.,legally blind).

Onepossibility is to print barcodesin Braille, askthe visually-impaireduserto identify the target device's barcode

by touchandthentake thepicture(with thecameraphone)at very closerange.Albeit, theassociatedburdenwould

be higher than in plain SiB.

3) Barcodesandcamerascanbe usedin many normaleverydaysettings,suchasof�ces, hotelsandairports.However,

thereare two importantunderlyingassumptions:(1) ampleambientlight, and,(2) suf�cient proximity betweenthe

two devices. In other words, in the presenceof light-inhibiting environmentalfactors,suchas darkness,smoke or

heavy fog, SiB would not be applicable.

By relying on the useof spoken naturallanguageto provide human-veri�able securecommunication,L&C alleviatesall
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of the above shortcomingsof SiB. Moreover, the L&C systemencodesauthenticationstringsusing auditorially-robust,

syntactically-correct“MadLib” phrases,which allows humanusersto easilyverify theauthenticationstringsbetweenpeer

devices.To constructauditorially-robusttext sequences,we producea numberof word lists of appropriatepartsof speech,

with the words in eachlist beingasphoneticallydistantfrom eachotheraspossible.

Indeed,we describein this paperimplementationsof the L&C systemapplied to several peerdevice authentication

scenarios.We also describeperformancedata for our implementationand security issuesrelatedto L&C. That is, we

show that L&C providesan effective solution to many peerdevice authenticationproblems.

Nevertheless,the useof the audio channelfor human-assistedauthenticationhas its own drawbacksand limitations,

which we readily admit from the outset:

1) Ambient noise is clearly an inhibiting factor for audio-basedauthentication.Whethercomparingtwo audiblese-

quencesor comparingonesuchsequenceto a displayedtextual representationof the samesequence,noisemakes

authenticationdif�cult. By the sametoken, the audiochannelis not suitablefor hearing-impairedhumanusers.

2) As discussedlater in this paper, L&C requiresfor at leastoneof the two devicesto have a speaker (or an audio-out

interface).The otherdevice musteitherhave a displayor a speaker. While suchinterfacesaremorecommonthan

cameras(asmostpersonaldevicesareequippedwith a speaker or a display, andoften have both),we notethat SiB

doesnot requirethe useof a speaker or audio-outsignal (it requiresa camera/scanneranda display).

3) L&C placesan alternateburdenfrom SiB on thehumanuser. In SiB, theuseris asked to visually identify the target

device andto take a pictureof thedevice's barcode.In contrast,L&C requirestheuserto eithercomparetwo audio

sequencesor compareoneaudiosequenceto a displayedtextual representationof the samesequence.

It is apparentfrom the above that, owing to their respective advantagesand limitations, SiB andL&C complementeach

other.

IV. Main Elementsof L&C

In this section,we describethe main elementsof the Loud-and-Clear(L&C) system.

As a �rst application,let us focus on the authenticationof a target device to a personaldevice, assumingno prior

context betweenthe personaldevice and target device. We assumethat in this, and most usescenarios,identi�cation of

the communicatingdevices is performedvisually or tactilely by the humanuser.

We considerthe mostplausibletype of authenticationobject, which is the Target device's public key. The personal

device receivesthe targetdevice's public key over a wirelesschannel(e.g.,Infrared,802.11a/b/g,Bluetooth)andan audio

signal is usedasa meansof verifying this public key or the one-way hashof this public key.
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A. Requirements

Thespeci�csof targetdeviceauthenticationin L&C dependuponseveralfactors,suchasthetypeof authenticationobjects,

directionality, the numberof humanusers,and the device equipment.The following basicrequirementsare commonto

all usecases:

� Thereis at leastonehumanuserpresentwith a personaldevice.

� At leastone device hasan audio interface,e.g. a speaker or a audio out plug (though,as discussedbelow, for the

sake of completeness,L&C alsosupportsthe caseof both deviceshaving displaysbut no audio).

� The two devices must be able to communicatevia some multiple-accessbroadcastmedium, e.g., 802.11a/b/g,

Bluetooth,Infrared,or wired Ethernet.We make no assumptionsregardingthe securityof this channel.

Figure1 depictssomeanticipatedL&C usescenarios.

Fig. 1. L&C Sample Use Scenarios.

B. Classifying L&C Use Cases

Let us considerin more detail the factorsthat distinguishusesof L&C, including the type of authenticationobjects,

directionality, the numberof humanusers,and the device equipment.

The�rst factorthatdistinguishesusescenariosfor L&C is thedirectionalityof authentication,i.e.,whetherauthentication

is one-way (unidirectionalfrom target to personaldevice) or mutual(bidirectionalbetweenthe two devices).For example,
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in the former, the personaldevice may needto authenticatethe target device's public key and, in the latter, eachdevice

may needto authenticatethe other's public key authenticationobject. Since the bidirectional use scenariois a trivial

extensionof the unidirectionalone,in this paper, we focusonly on one-way authentication.

A secondfactor is the numberof humanusers.One classi�cation hasa single userwith a personaldevice and the

target device doesnot have an online humanadministrator. Another classi�cation has two users,eachwith a personal

device. In the former case,if mutualauthenticationis needed,the burdenon the solehumanuseris essentiallydoubled.

More than anything else, the equipmentavailable on eachdevice in�uences the particularsof authentication.Some

deviceshave botha displayanda speaker, while othersmay have only oneof these.Thus,somedevices,suchaslow-end

basestations,may at �rst appearunsuitablefor L&C, sincethey lack both a speaker anda display. Nevertheless,they can

be accommodated(in a mannersimilar to the way SiB handlesdisplay-lesstarget devices),by af�xing a sticker to the

target device, which containsthe L&C textual encodingof the target device's public authenticationobject,displayedin

print and/orBraille form. In addition,any device, suchasa point-of-saledevice, with an embeddedprinter (or a printer

itself) is easilysupportedby L&C, by having the device print an L&C encodingof the authenticationobject.

We considerfour possibleusecasesfor veri�able authenticationof somepublic key:

TYPE 1: hearandcomparetwo audiblesequences,one from eachdevice.

TYPE 2: hearan audiblesequencefrom the target device andcompareit to text displayedby the personaldevice.

TYPE 3: hearan audiblesequencefrom the personaldevice andcompareit to text displayedby target device.

TYPE 4: comparetext displayedby the personaldevice to text displayedby target device.

TYPE 1 is the most taxing on the humanuser of the four; even if the audio sequencesare short, comparingthem is

dif�cult due to different audio characteristicsand the needfor the humanuser to temporarily rememberone sequence

while waiting to hear the other. However, there is evidence[30] that the two sentencescan be comparedwhile being

vocalizedsimultaneously, reducingthe user's memoryrequirement,aswell as the total L&C sessiontime.

TheTYPE 2 andTYPE 3 usecasesaresimilar, but not thesame,sincetheactualuseractionsarenot identicalfor these

two types.For example,listening to one's own device at very closerangeis always possibleand convenient.Whereas,

listening to an unfamiliar target device may requireattuningto an unexpectedvolume,pitch, voice, andnoise.

Concerninguse caseTYPE 4, it clearly doesnot involve any use of the audio channeland requiresnon-visually-

impairedusers.Nevertheless,we includeit amongour supportedcases,sinceit may be usedasan alternative or fall-back

methodwhen TYPE 1 to 3 usecasesare not plausible.This happenswhen both devices only have displays,in noisy

environments(e.g during a concert)or when silenceis required(e.g in a library). If the audio channelis clear, but the

devices have displaysand no speakers, humanuserscould perform the role of the text-to-speechengineand manually

carrya TYPE 2 or TYPE 3 L&C session.Apparently, this useTYPE is not plausibleundervery low luminanceconditions

or for visually-impairedusers.Hence,L&C is not usablein environmentswhereboth the audio andvisual channelsare
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unavailable.

Of course,the equipmentfactor ultimately determinesthe amountof burdenL&C placeson the humanuser. Table I

shows the typesof userrequirementscorrespondingto possiblepersonal-target device combinations.Looking at rows 3

and6, the choicebetweenTYPE 3 or 1 and TYPE 2 or 1, respectively, can be dictatedby the certainpropertiesof the

environment.For example,insuf�cient light, smoke or fog canmake TYPE 1 the only viable choice.A visually-impaired

useris also likely to chooseTYPE 1 over TYPE 3 or 2, unlessone of the two devices hasa Braille display or sticker.

Likewise, the TYPE 4 usecaseis infeasiblefor a visually-impaireduserunlessboth deviceshave Braille displays(or a

Braille sticker, in the caseof the target device). In row 7, the choicebetweenTYPE 3 or 4 is lessclear. One deciding

factormight be the comparative quality of the personaldevice's displayandspeaker.

Personal Device Target Device
Row UseType Display Speaker Display Speaker

1 1 no yes no yes
2 3 no yes yes no
3 3 or 1 no yes yes yes
4 2 yes no no yes
5 4 yes no yes no
6 2 or 1 yes yes no yes
7 3 or 4 yes yes yes no
8 1,2,3or 4 yes yes yes yes
9 n.a. no no * *
10 n.a. * * no no

TABLE I. User Requirementsfor VariousDevice Combinations.The Use Type column indicatesthe allowed typesof usecases,depending

on the device characteristicsindicatedfor the personaland target devices.We use'*' to denotea don't-carecondition,we allow the 'Display'

conditionto includetheability to print or have anaf�x edsticker attachedto device, andwe allow the 'Speaker' conditionto includeany audio-out

interface.

C. Vocalizable and ReadableRepresentations

In L&C the hashof the target device's public key must be veri�ed by the user(s)of one or both devices. Comparing

long (e.g.,160-bit) hashesis a tediousandcumbersometaskfor the averageuser. In orderto make the processfasterand

lesstedious,a hashmustbe representedin a moreconvenientform. In L&C we representthe authenticationobjectasa

syntactically-correcttext, with the expectedusecasesbeing situations(as in TYPE 2 or TYPE 3) wherethe userreads

alongwith an audio text-to-speechreadingof the text.

The text strings generatedin L&C are basedon the “MadLib” puzzlescommonly usedby children2. That is, we

generatea sentencethat is a syntactically-correct(but usuallynon-sensical)from a string of bits.

This string of bits usedin L&C will typically be theoutputfrom a one-way hashfunction.Our currentimplementation

2In a MadLib puzzle,a funny story is createdby having blanksin a text �lled in with syntactically-appropriate wordschosenby the playeror his/her
friend.
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allows usersto choosebetweenSHA-1, MD2, or MD5 hashalgorithms,which is thencollapsedinto smallersizeusinga

techniquesimilar to the “folding” that is donein the S/KEY One-Time Password System[18]. S/KEY partitionsan MD5

hashinto four 32-bit words,exclusive-ORsthe �rst andthird wordsaswell asthesecondandfourth words.The resulting

64-bit quantityis thenusedto computeS/KEY phrase-words.L&C collapsesthe outputto a smallersizeby �rst dividing

the hashinto 10-bit sections.The sectionsarethenpairedoff sequentiallyandXOR-ed.The processis repeatedfor each

pair until the desiredlevel of entropy is attained.For exampleif half of the original entropy is needed,the hashoutput is

collapsedonly once.After the hashis collapsedto the desiredlevel, the result is againdivided into 10-bit sections.The

numberof 10-bit sectionsbecomesthe �nal lengthof the MadLib sentence.(For example,usingSHA-1 with 80 bits of

entropy would result in 8 MadLib keywords.)

Oncethe sizeof the binary input string is determined,an appropriatelysizedMadLib text is constructed.The text is

generatedfrom a template,which consistsof a grammaticalsentence(or groupof sentences)with missingwords,eachof

which beingof varioustypes,suchasnoun,adjective, adverb,verb,boy-name,girl-name,or animal.Eachmissingword

is replacedwith a word from a dictionaryof appropriatewords.The word replacingthe MadLib keyword is determined

by convertinga 10-bit sectionof the collapsedhashinto an integerandusingthat asthe index into the internaldictionary

database.For example,the following is a MadLib encodingproducedby our prototype,for encodinga 70-bit string (the

�lled-in words/word-phrasesareshown in all caps):

DONALD the FORTUNATE BLUE-JAY FRAUDULENTLY CRUSH-edover the CREEPYARCTIC-TERN.

Thus,in orderto constructauditorially-robusttext sequences,we needto producea numberof word lists of appropriate

partsof speech,with the words in eachlist being as phoneticallydistantfrom eachother as possible.Using metric for

phoneticdistancesimilar to that usedby PGPfone[19], but restrictedto words of the appropriatetype, we can create

auditorially-robustword lists for eachof the word categoriesusedin our MadLib sequences.In particular, we cando this

as follows.

1) Constructa large set
�

of candidatewords of the appropriatetype. Theseshouldbe commonEnglish words that

canall be usedin sameplacein a MadLib text sequence.

2) Selecta randomsubset� of ��� words from
�

, where � is the numberof bits we wish to have this type of word

represent(e.g., � bits for any noun).

3) Repeatedly�nd theclosestpair �	��

��� of wordsin � (usingthephoneticdistancemetric)andreplace� with a word

from
���

� whosedistanceto any word in � is more than ������

��� , if sucha word exists. The resultingsetwill

be a collectionof phoneticallywell-spreadwords.

4) Order � so thateachpair of consecutive wordsin � areasfar from eachotherasreasonablypossible.Doing this

optimally is NP-hard[31] but we canusea heuristicalgorithmbasedon pairwiseswappingof wordsin � to come

up with a goodorder for � .
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5) Assign integer valuesto the words in � accordingto a Gray Code,so that consecutive integersdiffer in exactly

onebit but their respective codewordsaredistant.

This algorithm helpsto make the assignmentof words to bit sequenceauditorially robust—smallchanges(even to one

bit) in the input shouldresult in noticeablydifferentsoundingtext strings.

Having describedthe usetypesfor L&C and the way to produceMadLib text sequencesfrom authenticationobjects,

we describesomeexampleusecasesin moredetail in the next few sections.

V. Unidir ectionalAuthentication

Providing one-way authenticationbetweendevicesthathave no prior sharedcontext is a challengingproblem.UsingL&C,

the humanparticipatesin the procedureandsheis ableto authenticatethe public key of the target device. Using L&C in

unidirectionalauthenticationeliminatesthe needfor a trustedparty or any pre-sharedsecret.L&C supportsall four types

of usescenariosfor unidirectionalauthentication(seeSection3).

In our �rst example,we considera target device without a screenor a speaker, e.g.,an 802.11wirelessaccesspoint.

Any wirelessdevice connectedto the accesspoint canreadout the MadLib sentencegeneratedfrom the received public

key and the usercanauthenticatethe accesspoint by comparingthe sentencereadout in his machinewith the oneseen

on the sticker attachedto the accesspoint.

Another commonexample is using a printer in a public place.Similar to the above, a printer could have a sticker

with thesentencecorrespondingto its public key. However, a printer is capableof visualizingsentencesusingits printing

functionality. With the help of a button on a printer, it canbe asked to print its MadLib sentenceand the printer canbe

authenticatedby the identicalsentencesthat areheardfrom the computerandseenon the paper.

Soundis oneof themain elementsthat enablesvisually impairedpeopleto interactwith theouterworld. In this sense,

L&C could be easilyusedto help visually impairedpeopleto authenticatedevicesor even identities.Onebasicexample

could be the authenticationscenarioof bankATM' s. A visually impairedpersoncould be given a MadLib sentencewhen

sheopensa bank account.This MadLib sentenceis generatedfrom the card numberand its expiration datebut using a

keyed hash,with a secretkey known only by the bank.Whenthe cardis insertedin an ATM, the ATM will generateand

readthe MadLib sentencecorrespondingto the accountnumber.

VI. “Pr esence”Con�rmation

Similar to SiB, L&C canbe usedto prove the “presence”propertyof a separatedevice. A device equippedwith a speaker

or displaycan useL&C to con�rm, without the assistanceof a human,the presenceof someotheruser-attendeddevice

within a given range.

To detectthe presenceof a nearbydevice, the device generatesa noncevalue,hashesthe noncevalue,and converts
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thehashinto thecorrectMadLib. Thedevice theneitherdisplaysor automaticallyspeaksout theMadLib, noting the time

whenthe MadLib wasdisplayedor spoken. A userwho is in the proximity of the device shouldbe able to reador hear

the MadLib and enter the MadLib sentenceinto their personaldevice. The personaldevice can then simply reversethe

MadLib encodingprocessby determiningthe index of the word in its correspondingdictionaryandusing the bits of the

index asbits of the hash.Oncethe entirehashhasbeenreverse-computedfrom the MadLib thenthe personaldevice can

broadcastthe hashof the nonceover the wirelesschannel.Whenthe original device receivesthe hashof the nonceover

the wirelesschannel,the device knows that a humanuserhasbeenpresentat the display's line-of-sightor within hearing

rangeof the speaker. We assumeherethat it is hardfor a userto strategically placeundetectedspeechor text recognition

devicesthat would relay this information to a remotedevice.

While the “presence”propertycanbe achievedby devices,it is not robust. It is impossiblefor the device to determine

how many devicesarewithin hearingrangeor how many arecapableof seeingits display. It is alsodif�cult to differentiate

betweena userin theproximity anda userthathasstrategically placedspeechor text recognitiondevicesthatwould relay

the audio or visual signal to a remotedevice. However we assume,that it is hard and not bene�cial enoughfor a user

to do so undetected.The device is only capableof verifying that the hashreceived over the wirelesschannelis the same

as the onegenerated.If desired,it is possibleto determinethe time differencebetweenwhenthe noncehashis received

over the wirelesschannelandwhenit was �rst displayedor spoken.

Even thoughthe “presence”property is not robust, it is not without its own uses.A device can use the “presence”

propertyto limit theauthorityto control thedevice to userslocatedwithin view or hearingrangeof thesamedevice. This

propertycanalsobe usedasa meansof triggeringthe power saving featureof a device, whenno user-attendeddevice is

within visual or audiorange.Beforea device switchesto a lower power consumptionstate,the device displaysor speaks

the MadLib. If no responseis received over the wirelesschannelafter a certaintime period,the device assumesthat it is

not neededby a user-attendeddevice in the proximity and that it cansafelyswitch state.

VII. Implementation and Performance

In this sectionwe describethe prototypeimplementationof L&C andexperimentallyassessandanalyzeits performance,

taking into accountvariouscost factors.

A. Implementation Overview

Since L&C is intendedfor a variety of mobile computingplatforms,portability is a key requirement.We built L&C

using the highly portableEwe ProgrammingSystem[32] which facilitatesthe developmentof Java applications.3 Our

implementationrunson any Pocket PC (iPAQ in our experiments)andany Windows PC.

3Ewe is currentlyavailablefor the following platforms:Pocket PC (Windows CE), MS SmartPhone,CasioBE-300,HandHeldPCPro,SharpZaurus,
Linux PC, Windows PC andany Java 1.2 VM.
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As part of its initialization, L&C allows selectionbetweenbi-directionalanduni-directionalpublic key authentication.

In the uni-directionalcase,L&C runs on Alice (a user-attendedpersonaldevice) to verify the public key of Bob, an

un-attendedtarget device, asdiscussedin Section3. In the bi-directionalcase,both devicesareuser-attended,eitherby a

single useror two different users.Also at bootstraptime, L&C allows the choiceof 802.11or Infrared communication

channel.One of the participants/devices (say, Bob, the target device) initializes L&C and waits for a TCP connection

on a well-known port over one or both communicationchannels.Alice's userphysically approachesBob (particularly

relevant for Infraredcommunication),initializes its L&C applicationandconnectsto Bob. Next, Bob sendsits public key

to Alice via theselectedcommunicationchannel.In caseof bi-directionalauthentication,Alice reciprocates.On Bob,L&C

converts the hashof the local public key into a MadLib sentence(as discussedabove) anddisplayssentence.On Alice,

L&C converts the hashof the received public key and displaysthe correspondingMadLib sentence.In the bidirectional

case,in addition to the above, Bob converts the hashof Alice's public key and Alice generatesthe MadLib of her key.

The user(s)have the option to vocalizethe sentenceson both devices.

Recall that thereare four typesof userrequirementsor settings.In Type 1 setting,the userhearsthe sameMadLib

vocalizedby both devices.In Type 2 andType 3 settings,the userreadsthe MadLib from onedevice andcomparesit to

the sameMadLib vocalizedby the other devices.Finally, Type 4 involvesthe userreadingandcomparingtwo Madlibs,

onedisplayedby eachdevice.

Althoughthemainpurposeof L&C is to authenticateone(or both)public keys, this processusuallyservesasa prelude

to a key exchangeprotocol,i.e., the generationof a sessionkey to be usedfor subsequentsecurecommunicationbetween

the two devices in question.For this reason,L&C includes two �a vors of public-key-basedkey exchangeprotocols:

RSA- andDH-based.Thesearebasicallystandardtextbookprotocols(e.g.,the Station-to-Stationprotocol)andwe do not

elaborateon themfurther.

B. Implementation Details

Owing to modularsoftware design,L&C can utilize a variety of Text-to-Speech(TTS) engines.However, most C/C++

speechenginesare platform-dependent,while those written for mobile devices are mostly proprietary. Furthermore,

Java-basedTTS enginesare available for speci�c JVM-s that are unsuitablefor resource-constraineddevices, such as

smartphonesand iPAQ-s. Speci�cally, Sun offers the JSAPI and FreeTTSJava TTS engineimplementations.However,

theserun only on Java 1.4. Therefore,we employed existing TTS applicationsthat could be usedby L&C—Digit for

PC andPocket PC by Digalo 4, which is a simple lightweight clipboardreaderthat usesthe Elan Speech Engine. 5 Our

applicationcopiesthe text to-be-vocalizedonto the systemclipboardand Digit speaksit out automaticallyor when the

userpressesa button on the applicationwindow. Digit is initialized andterminatedfrom within the Ewe program.

4See:www.digalo.com.
5See:www.elantts.com.
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Ewe doesnot provide a completeAPI for low-level cryptographicprimitives.Thus, in order to implementDH- and

RSA-basedkey exchangeprotocols,we addeda lightweight cryptographicAPI to Ewe's Java libraries.For this purpose,

we portedthe BouncyCastlecrypto package[33] for JDK 1.3. For hashingwe usedEwe's built-in SHA-1.

The FreeTTSandBouncy Castlecrypto packagearewritten solely in Java anddo not link to native platform-speci�c

libraries,facilitatingL&C' s platform independence.So far, we testedL&C on Pocket PCandWindows PC.L&C canalso

be usedwith the rest of the Ewe-supportedplatformsplatformsby changingthe TTS engine.We are currently porting

Sun's FreeTTSandJSAPI into Ewe.

NOTE: L&C sourcecode,installationinstructionsas well as picturesand a video demonstratingL&C can be found at

www.ics.uci.edu/ccsp/lac.

C. L&C Performance

In this sectionwe evaluateL&C performanceusinga commoditylaptopPC asa target device anda low-end iPAQ asa

personaldevice. The laptopPC is equippedwith: Intel PentiumM Centrino1.7GHz,400MHz FSB,2MB Cacheand512

MB RAM runningWindows XP. The iPAQ is a Compaq3650equippedwith: an Intel StrongARM SA-111032-bit RISC

processoroperatingat 206MHZ, with 31.25MB RAM, 16 MB ROM runningWindows CE version3.0.9348(Pocket PC

2002).For the 802.11gchannelwe con�gured a wirelesssubnetconsistingof: onewirelessrouter, two iPAQs anda PC.

The channel's nominalbandwidthfor all devices is 54 Mbps. The Infraredportsof all devicesoperateat 115 Kbps.

As mentionedabove, onceL&C key authenticationcompletesand after the useror usershave veri�ed eachother's

public keys, the two devices proceedwith establishinga sharedsecret.However, the protocol for generatinga shared

secretdoesnot requireany humaninvolvement.Therefore,it is omitted from the following performanceanalysis.

We analyzeL&C performancefor human-veri�able authenticationof eitherDif �e-Hellman (DH) or RSA public keys.

The system-wideknown DH parameters�	� and � � andthe RSA public exponent � areneithersentnor veri�ed by L&C.

Furthermore,theDH key pair andtheRSA public key aregeneratedoff-line anddo not contribute to protocolcompletion

time, regardlessof whetherthey are ephemeralor long-term.L&C can generatea new DH key pair for the sameDH

parameters��
�� in �������
	 � and ������	�
 ms on the iPAQ andPC, respectively. The correspondingtimesfor the generationof

RSA key pairs is signi�cantly larger, sinceprime numbergenerationis involved. Note that we use 
�� ��� -bit moduli for

both RSA andDH (seeAppendix).

TableII, lists processingtimesonly for theoperationsthat involve (or leadto) human-veri�able authenticationof public

keys. TablesIII(A), III(B), andIII(C) show timings for differenttypesof L&C unidirectionalauthenticationsessions.The

correspondingbidirectional sessionscan be analyzedin a very similar manner, thereforewe do not include it in our

analysis.Operationsare listed in the order they take place.

Measurementsfor operations1 through5 areobtainedasthe averageover 20 L&C sessionsoperatedby humanusers.

The times for other operationsare obtainedover 300 bulk repetitionsof L&C sessionsthat do not include the above
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four operations.We useEwe's timing function,which offers (only) 
 � ms precision.L&C initialization times(row 1) are

obtainedafterRAM hasbeenreset,so that they includethe time to loadall theapplication(EweVM, L&C class�les and

Digit) into memory. The total time doesnot re�ect any further delaysintroducedby a humanuser, hence,it representsa

roughapproximation.

No Operation iPAQ LaptopPC
1 Ewe VM andGUI initialization 2430 120
2 Digit initialization 18310 1092
3 L&C setupby user 1502 910
4 TCP Connectionest.,802.11g 3.2 0.4
5 TCP Connectionest.,IR 3.4 -
6 pub. key transmission,802.11g 5.6 0.1
7 pub. key transmission,IR 6.1 -
8 pub. key MadLib generation 365.6 17.1
9 pub. key MadLib vocalization 4791 4637

TABLE II. Average processing times (in ms) of L&C operations.

Ewe VM andGUI initializations take placewhile Digit is initialized. For L&C running on a PC, theseinitializations

completealmostsimultaneously, allowing the userto proceedwith L&C setupwhile Digit bootstraps.On an iPAQ, Digit

initialization preemptsthe processor, not allowing the userto usethe GUI to setupthe session.Therefore,at this phase

of the L&C session,Digit initialization is the only operationthat needsto be considered.

In reality, the time a userspendson L&C setupis comprisedof: (1) enteringthe target device's network address(IP

addressor “infra-red”), pressing“Enter” and “Connect” buttonsand, lastly, aligning the devices if the Infrared channel

is used.It also includesthe time for the applicationto reachthe accept()or connect()calls. For the experiments,the

Infraredportswerepre-alignedanddefault network addresseswereused.Hence,the userneedsonly to presstwo buttons

to initiate the connection.

Connectionestablishmenttime (operation4 or 5 in Table II) is the time requiredby the TCP socket connect()system

call to connectto the acceptingprocessrunningon the iPAQ or thePC. (We measuredL&C sessionsover the IR channel

only betweeniPAQs.) Timesfor operations10 and11 vary with the lengthof the Madlib sentence.

Operations1, 2, 3, 6, 7 and8 in TableII), take placeconcurrentlyon bothdevices.Therefore,only the lengthierof the

two countstowardsthe total time. We do not measurethe time for readingthe Madlib sentencefrom the device's display

sinceit is user-dependent.In all experiments,we usesyntactically-correctMadLib sentencesconsistingof 10 words,of

which 7 areS/KEY-generated.The sentenceformat is the samewith the onepresentedin SectionIV-C.

Table III shows the timings for TYPE 1, 2 and 4 L&C sessions.The row labeled“ Initialization ” at the top of the

table re�ects the sum of rows 1, 2, 3 and4 (iPAQ column) of Table II. This signi�cant delay – almost22 seconds– is

inducedby all the non-cryptographicsoftwareinitialization on the iPAQ. Also, this delayis independentof the L&C use



15Initialization 22,245

(A) Type 1
Table II, Row 6 Col. 3 5.6
Table II, Row 8 Col. 3 365.6
TableII, Row 9 Col. 4 4,791
Table II, Row 9 Col. 3 4,637
TOTAL TIME 32,044

(B) Type 2
Table II, Row 6 Col. 3 5.6
Table II, Row 8 Col. 3 365.6
Table II, Row 9 Col. 4 4,637
TOTAL TIME 27,253

(C) Type 4
Table II, Row 6 Col. 3 5.6
Table II, Row 8 Col. 3 365.6
TOTAL TIME 22,616

TABLE III. Timings (in ms) for TYPE 1, 2 and 4 L&C Sessions.

case.

Table III(A) examinesthe absoluteworst casescenariounder unidirectionalauthentication– that involving a user

performingone-way, voice-only (TYPE 1) authenticationof the target device's public key. The userveri�es the target

device's (PC)public key by hearingthecorrespondingMadLib spokenby thePCandits iPAQ device, in eitherorder. (Our

preliminary userstudiesindicatethat it is preferablefor MadLibs to be vocalizedsimultaneously;otherwise,usershave

dif�culty understandingthe sentences.)This meansthat our scenarioincludestwo MadLib generations:one per device

which cantake placeconcurrently. In addition,it includestwo MadLib vocalizations,which musttake placesequentially.

Therow labeled“TOTAL TIME” re�ects thesumof thetimesfor all individual operations.As theresultsshow, theTYPE

1 unidirectionalsessionbetweenthe iPAQ andthe laptopPC cancompletein approximately� � seconds.

Table III(B) examinesthe most commonly anticipateduse scenario,which correspondsto TYPE 2 of Section3. It

involvesuni-directionalaudio-basedauthenticationof the target device's public key. The user-attendediPAQ receivesthe

public key of the target device (PC),hashesit andgeneratesthe correspondingMadLib. Then,the userreadsthe MadLib

sentencefrom the iPAQ's display and comparesit to the vocalizationby the PC. As can be seenin the table, the time

requiredby this type of L&C sessiontotalsapproximately� � seconds.

Table III(C) shows timings for a uni-directionaldisplay-only(TYPE 4) L&C session,assuming802.11gchannel.The

actual time would include that neededby a user to readand comparethe two displayed(one on eachdevice) MadLib

sentences.We did not measureTYPE 3 as it is very similar to TYPE 2.



16
D. Performance Analysis

Table II clearly illustratesthat the overall cost is dominatedby: (1) Ewe VM and GUI initialization and (2) MadLib

vocalization.The �rst can be omitted if multiple L&C sessionstake placeafter a single initialization or if L&C is pre-

initialized. Naturally, the time to speakout a MadLib sentenceis proportionalto the word lengthof the sentenceaswell

as to the numberof syllablesin eachS/KEY-generatedword. Therefore,it canvary for the sameword-lengthsentences.

MadLib generationis approximately20 times more expensive on Pocket PC. It is also evident that the time for a

typical userto setup L&C is greateron an iPAQ thanon a PC.This is dueto the ratheruser-un-friendlyGUI andslower

renderingof the GUI componentson the Pocket PC.

Communicationcostsrepresentonly a tiny fraction of the total cost.Transmissionof the public keys is an order of

magnitudecheaperon a PC.Sincepacket traversalof theprotocolstack– andnot theactualtransmissionover thephysical

medium– is the dominatingfactor of the communicationcost, the differencein communicationcostsover the 802.11g

andInfraredchannelsis truly insigni�cant.

Processingandmemorylimitationson the iPAQ resultin signi�cantly longerdelaysthanon thePC.However, we stress

that we usedold and low-end iPAQs in our experiments.Using current state-of-the-artiPAQs or other similar devices

would greatly reducedelay. Experimentssuggestthat the most plausibleway to reduceprotocol overheadis to shorten

MadLib sentencesand speedup TTS engineinitialization time. From the above analysis,we concludethat L&C is a

viable solutionon platformswith moderatecomputationandcommunicationcapabilities.

E. Performance Impr ovements

A US patentaddressinga similar problem to ours [24] proposedaugmentingthe DH key agreementwith additional

steps.Upon completionof Dif �e-Hellman exchange,both devicesone-way hashthe agreed-uponsessionkey. Then they

truncatethehashbit sequenceto thedesiredlengthby taking its leftmostbits. The device(s)candisplaythis bit sequence

(thereafterreferredto ascheckvalue)allowing the user(s)to comparethemandverify that both deviceshave a common

sessionkey.

The pitfall of hashtruncationlies with the numberof digits that needto be examinedby the user. Readingor typing

a large numberof digits using the small interfacesof a personaldevice without error can be cumbersome.Drastically

truncatingthe hash-code,e.g. to the �rst 16 or 32 bits resultsto a serioussecurityweakness.6 Basedon the assumed

adversarialcapabilities(seeAppendix and SectionVIII-A),
���

��� and
���

��� provide the necessarysecurity when

ephemeralpublic keys andone-year-term keys areused,respectively.

WhenephemeralDH public keys areused,examining13 hexadecimaldigits is an error pronetaskfor a human.L&C

renderssuch comparisonuser-friendlier, becausethe user compares� ve-S/KEY-word Madlibs. The time to vocalize a

6The attacker canreplaceAlice's transmitted��� valuewith ����� , wait for Bob to reply with �
	 andintercepthis transmission.Next, the attacker can
perform exhaustive searchto �nd �
	�� suchthat ��
���������	�������
�������	���� , and relay �
	�� to Alice as Bob's public key. On average,the attacker needsto
perform �


���� modularexponentiationandhashingoperationsbeforea suitable  "! value is found.
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� ve-S/KEY-word sentenceis on average ��� � � ms on a PC and � ����� ms on the iPAQ. ShorterMadLib sentencesyield

reducedvocalizationtime andeasiercomparisonfor the user. Indicatively, the TYPE 2 scenariodescribedin TableIII(B)

would requirea total of approximately� ��	 � secondsto complete.

In [25] the proposedsolution preventsattackers from �nding secondpre-imagesfor long-termpublic keys, without

requiring the usersto examinetoo long hexadecimalsequences.The schemesof interestare called MANA-I and II and

they employ keyedcheck-functionsthatuseshort(10-20bit) keys andproduceshortcheck-values.Thesecheck-functions

areessentiallyMAC (MessageAuthenticationCode)functions.We denotethis checkfunctionas ���

�

� �

�	� � , where � is

a randomkey,
�

is the lengthof the checkvalueand � is the veri�cation object(e.ga public key). The MANA-I-inspired

L&C would operateas follows in the caseof unidirectionallong-termpublic key authentication:

1) Bob sendsAlice his public key (e.g ��
 ) using the unprotectedwirelesschannel.

2) Bobgeneratestherandom20-bitkey � to usewith thecheck-function.Bobalsogeneratesthecheck-value ���

�

� ��


� ��
 � .

Bob generatesthe MadLib sentencefor the check-value (� ve words) and a 4 digit hexadecimalsequencefor the

randomkey. Bob displaysor vocalizesthe MadLib and the 4-digit sequence.

3) The userentersthe presentedby Bob randomkey to the device Alice.

4) Alice usesthe randomkey to recomputethe check-valueon the received ����� , anddisplaysor vocalizesthe check

valueMadLib.

5) The user completesthe processby comparingthe valuesdisplayedby the two devices. Only if the check-value

MadLibs are the same,the exchangeis acceptedby the user.

Using MANA-I, the length of the MadLib sentence,when long term public keys are used, is reducedfrom the

recommendedseven S/KEY words to � ve. However, the user is required to enter a four digit hexadecimalcode in

oneof the two devices,usinga keyboardor a touchscreen,certainly resultingto moretime-consumingveri�cation.

To avoid enteringthe key, we could useMANA-II, in which the randomkey is transmittedover the wire (becomes

availableto the attacker) andis displayedfor comparisonon both devices.For long term public key veri�cation, it would

still requirethe userto comparea � ve S/KEY word sentenceplus two S/KEY wordsfor thekey, yielding no actualgains.

However, MANA-II can be usedto authenticatethe agreedupon sharedsecret,when long-term public keys are used,

without exposingsubstantialinformationaboutit. The useof the randomkey further masksinformationaboutthe secret.

In [28], Cagalzetal. proposedtheDH-SCprotocolfor human-veri�able authentication.Thisprotocolusesacommitment

scheme,which transformsa value � into a commitment/openingpair ��� 

� � . In this pair, � revealsno informationabout

� (e.g � is public key encyption of � ) but � and � (e.g � is theencyption key) reveal � . In an ideal commitmentscheme

it is infeasibleto �nd ��� suchthat ��� 

��� � opento �����

�

� . Their protocolrequiresthe communicatingpartiesto compare

a string derived from the XOR of two per-sessionrandombit-sequencescontributed by the two parties.Hence,unlike

MANA-II, theusersdo not have to comparea value(the randomMAC key), which doesnot contribute to theuncertainty
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of the attacker. Hence,DH-SC effectively reducesthe length of the comparedvaluesfor a given level of security. For

example,two-S/KEY-word MadLibs generatedfrom the randombit-sequencesprovide securityalmostequivalent to the

oneof � ve-S/KEY-word MadLibs derived from the hashof the ephemeralDH public keys (seeSectionVIII-A).

The DH-SCprotocolproceedsasfollows: Both Alice andBob ( � and � ) generatetheir public keys � � and � 
 , respec-

tively. ThenA andB eachgeneratea
�

-bit randomstring ��� and ��� . They usethemto calculatecommitment/opening

pairsfor theconcatenations��� � ���	� � and 

� ��
���� � ( � and 
 are�x edvaluesusedto preventre�ection attack).In the �rst

message,� sendsto � the commitment� � and � respondswith his commitment� � . In turn, � sendsher commitment

key �
� with which B opens�	� andobtains � �

� and ���

� . � checksthe correctnessof the commitmentpair �
� 

�
� and

veri�es that 0 appearsat the beginning of the message.If the veri�cation is successful,� sends��� , with which � opens

� � and obtains � 


� and � �

� . A checksthe correctnessof the commitmentand if it is valid, both partiesproceedwith

generatingthe veri�cation stringsfor �
�

�

�
���

�
�

� and �
�

�

�
���

�
�

� , respectively. Now the usersof A andB can

simply comparethe veri�cation strings(MadLib sentencesfor L&C) and acceptthe exchangedpublic keys only if they

match.

VIII. Security Analysis

Assumingthat all underlyingcryptographicprimitives,cryptographichashfunctionsandpublic key algorithms(RSA and

Dif�e-Hellman key agreement)aresecure,thesecurityof L&C dependson theadversary's inability to: (1) interferewith the

audioor visual channeland(2) compromisethe targetdevice. In this section,we discussthesecurityof thecryptographic

primitivesandcomparethe securityof the alternative channels.We thendiscusssomeconcreteattackscenarios.

A. Cryptographic Primiti ves

To establisha securebidirectionalchannelbetweencommunicatingdevices (as describedabove), L&C useseither the

ephemeralDH key agreementor RSA-basedmutualkey agreement.Thesecurityof bothmethodsis basedon well-known

andbelieved-to-be-hardcomputationalproblems.Both typesof key agreementcanbeprotectedagainstman-in-the-middle

(MITM) attacksby verifying the exchangedpublic keys. SecurityagainstMITM attackscan also be achieved by using

L&C to verify the hashof theagreed-uponsharedsecretanda randomvalueknown by bothparties.However, public key

veri�cation is preferablebecausethe userscan detectthe attackearly in the processand abandonit without performing

further expensive computations.Also it is common for usersto exchangedpublic keys in order to establishsecure

communicationat a later time, in which casethey do not needto generatethe sharedsecretimmediately. Furthermore,it

is wise not to exposeany informationaboutthe sharedsecretby usingL&C to verify it. 7

In the DH case,the two devicesexchangetheir respective public keys. By verifying that the received DH public key

originateswith the intendedsender, the user(s)canbe certainthat the DH sessionkey is the samefor the two parties.

7Unlesswe employ a secureMAC function as is the casewith the MANA-II-inspired protocolpresentedin the previous section.
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In onevariationof theRSA-basedscheme,thetwo devicesexchangetheir publickeys,which they useto encryptsession

key contributions. If the user(s)veri�es, using L&C the other party's public key, he can be certain that the encrypted

sessionkey contributionscannotbe decryptedby an adversaryand the �nal sessionkey is secure.Even if the adversary

interfereswith the transmissionof the encryptedkey contributions, the result would be failed key agreementwhich can

be easilydetectedby both parties.

Thedevicescanoptionallyusetheir RSA keys to signa well-formattedmessagecontainingtheencryptedpartialsecrets.

In this way they ensurethat the encryptedpartial secretsoriginatewith the intendedsenderandavoid the delay involved

in detectingsharedsecretinconsistency if anactive attackwereto occur. Alternatively, they canusedisplayedor vocalized

Madlibs to verify the establishedsharedsecret.Although sharedsecretveri�cation is suf�cient to detectMITM attackat

any stageof the protocol,they cancombineit with public key veri�cation to possiblydetectan attackearlier.

In L&C the hashfunction of the transmittedpublic key is convertedto a MadLib sentence.During theconversion,the

lengthof the MadLib sentencecanbe setto thedesiredentropy level. If the adversarycan�nd a secondpre-imageof the

hashvaluethatencodedin theMadLib sentence,thenit canattackthecommunicationchannelandreplacethe transmitted

key with the collided pre-image,causingthe two devicesto falselyverify the key agreement.However, secondpre-image

resistanceis a requiredpropertyfor cryptographichashfunctionsandwe assumethat it holds.

Although the length of the MadLib sentencecan be set to achieve the desiredlevel of security, it is commensurate

with the burdenof comparinglongersentences.In many cases,the useris not expectedto memorizethe sentence,but a

longer sentencestill resultsin a longer veri�cation time. The vulnerability of using short sentencesbecomesreal when

long-termDH public keys are used.In this case,the adversarymay have enoughtime to �nd a secondpre-imagevia a

brute force attack.

Accordingto our experimentalresults,theDH public key exchangein L&C requiresonly a few milliseconds(around�

ms)even in resource-constrainedPDAs. The attacker would needto performon average� ���

�

modularexponentiationand

hashingoperationsto determine��� suchthat
�

�

� � �

�

�

�

�

�

� � � � , where
�

�

� � denotesthe collapsedto t bits one-way hash.

For
� �

� � the attackrequiresroughly � � � million trials. Underour adversarialmodel (seeAppendix)andassumingthat

the key exchange“times out” after at most100 ms, the attacker is able to perform100 million trials. Therefore,
� �

���

(� ve-S/Key-word MadLib) shouldsuf�ce to ensurethat, in the caseof ephemeralDH, the attacker cansucceedonly with

probability roughly equalto ������� . Oncea sessionkey is established,�nding the collision on the MadLib sentencesdoes

not give the adversaryany advantage.The public key generationfor RSA is signi�cantly costlier renderingthe above

attackinfeasibleeven for smallervaluesof
�

.

The attacker may resortto off-line pre-computationof public keys that hashto all possible
�

-bit hashvalues,opting to

derive secondpre-imagesby an ef�cient table lookup at key exchangetime. He cancomputethe MadLibs for � � public

keys andstorethesevalues.He canrepeatthis processwith new public keys until he derivessecondpre-imagesfor more
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�

-bit hashvaluesincreasinghis probability of success.Taking into accountthe indexing informationandthat tableentries

consistof the
�

-bit hashvaluesandat leasttwo public keys that hashto the samevalue,the storagerequiredis morethan

� ���

�

bytes.Basedon our assumptions(seeAppendix),a powerful attacker canperformroughly �

���

trials per year, thus

for
� �

��� he can succeedwith signi�cant probability after a year of computations.The actual limitation is the storage

requirementswhich would be as high as eighteenpetabyte.In order for the attacker to succeedwith probability higher

than � � ��
 , he would needto storemore than �

���

bytes.Still, the table lookup operationwould be unlikely to complete

in a few milliseconds,even if we assumevery ef�cient indexing and lookup algorithmsandvery fast disk and memory

accesstimes.

Given the assumedadversarialcapabilities,if one-year-term DH public keys are used,
� �

���

�

��� (seven S/Key

generatedwords) is suf�cient to prevent an attacker from �nding secondpre-imageswith signi�cant probability.

If L&C usestheDH-SCprotocol,generatingMadLib sentencesfrom theveri�cation bit-strings � � 
 � � , theattacker can

succeedonly by guessingcorrectlythe randomvalues�
�


 �
� . He canuse �

�

 �

� to createcommitmentsfor his public

keys, which canin turn be usedto mountan active attack.Sincehe hasonly oneopportunityto sendfake commitments,

the probability of success,given
�

�
�

�

�

�

�
�

�

� �

, is � ��� . Hence,
� �

��� (two-S/KEY-word MadLib) providessecurity

roughlyequivalentto theoneachievedusing� ve-S/KEY-word MadLib derivedfrom thehashof theephemeralDH public

keys. The securityof DH-SC is discussedthoroughlyin [28].

B. Alter native Channels

Authenticationof communicatingpartieswithout the assistanceof a trustedparty requiresa communicationchannelthat

is secureagainstactive attacks.In this section,we discussseveral alternative channelsandtheir securitycomparedto that

of L&C.

Wired channelsbetweentwo devices,suchascross-over Ethernet,direct USB or serialconnection,canbe considered

secureagainstactive attackssinceboth endsof the cableare directly connectedto the intendeddevices and the entire

cable is visible to the humanuser. However, lugging arounddifferent typesof wires in order to to communicatewith

different typesof devices is quite cumbersome.

Wirelessalternatives,suchas802.11a/b/g,InfraredandBluetooth,arenot secureagainstMITM attacks.A humanuser

is essentiallyincapableof identifying which two devices are actually communicatingover a wirelesschannel.The only

way to be surethat the intendeddevicesarecommunicatingwithout interferenceis throughstatusindicatorson devices,

which is prone to errorsand attacks.Among wirelessalternatives, Infrared is consideredmost securesince it requires

a direct line-of-sight betweendevices (which can be visually inspected).However, it is still possiblefor a well-placed

adversaryin a device-crowdedsettingto interferewith communication,sincethe humanusercannotdeterminethe exact

directionof an infraredsignal.

As discussedin SectionI, the visual channel– exempli�ed by SiB is a very viable alternative. However, many devices
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lack camerasaswell aslarge-enoughdisplaysandpowerful-enoughCPUsto performnecessaryimageprocessing(e.g.,to

extract thebarcode).Furthermore,environmentalfactorsinhibiting theuseof camerasaswell assight-impaireduserslimit

theapplicabilityof thevisualchannel.Otherhashvisualizationtechniques[34], [35], [16], [13] arealsoviablealternatives

for verifying public and/orsessionkeys. They candetectMITM attacksaslong asthe comparisonis donevery carefully

and the environmentis well-illuminated.

C. Attacks Against L&C

UsingL&C, themanin themiddleadversaryis easilydetected.Whenthepersonaldevice's userasksfor the targetdevice

to readits MadLib sentenceloud, if sheis far enough,an adversarydevice closeto the target device could impersonate

the target device. A humanuserhowever, can trivially determinewhetherit is the target device talking by checkingthe

screenor sensingthe origin of the sound.Furthermore,the user(s)candetectthe active attackif the adversarygenerates

soundwithout previously askingthe device(s) to do so.

An adversarymay attemptto attackL&C by using malicioussoftware surreptitiouslyinstalledon the target device.

Malicioussoftwaremight tamperunnoticedwith theinput andoutputof thedesiredapplication.This problemis sometimes

referredto assecure windowingor establishmentof a trustedpath to systemwindow[36]. Suchattackscanbe prevented

by usinga goodsystemwindow policy, e.g.,displayingapplicationwindows in predeterminedlocationsor, asproposedin

[37], usingpredeterminedwindow backgroundsknown only to the user. A maliciousapplicationmay also try to process

theMadLib sentencefrom screenpixelsandredisplayit, which would appearlegitimateto theuser. This canbeprevented

by limiting the screenshotand copy operationsto the applicationthat is on top at the time. EROS, a trustedwindow

system,proposedby Shapiro,et al. [36] providesfurther detailson how to achieve this type of protection.

An adversarymayalsoemit interferencein the form of ambientnoisein orderto alterL&C audio.However, this attack

can be easily detectedby a humanusersincetwo different soundsourceswould be involved. Moreover, the adversary

would neednear-perfectsynchronization,a-priori knowledgeof the MadLib sentenceandplenty of computationalpower

to be able to producecorrectsoundsthat will make the sentencesoundlike a MadLib sentencecorrespondingto some

public key picked by the adversary.

Excessive ambientnoisecould alsoprevent the user(s)from hearingeachother's devices,but the sourceof the noise

would be obvious. Even if it cannotbe avoided,ambientnoisewould at bestresult in denial of service.In suchcases,

user(s)can fall back to comparingMadLib sentencesdisplayedor printed on the screens(or stickers) of the respective

devices.

IX. Conclusions

This paperdiscussedthe designof the Loud-and-Clear (L&C) systemfor human-assisteddevice authentication.L&C

placesrelatively little burdenon thehumanuser, sinceit is basedon theaudiochannelandusesa text-to-speechengineto
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readan auditorially-robust,syntactically-correctsequencederived from an authenticationstring. We also discussedsome

anticipatedcommonusecasesandprovided experimentalperformancedatafor a prototypeimplementation.
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APPENDIX

Below we discussour assumptionsregardingthe threatmodeland the cryptographicschemesusedby L&C.

We adopt the Dolev-Yao threat model [38], under which the attacker controls the communicationchannel;he can

acquireany messagetransmittedover the radio channeland can sendmessagesto any user sharingthe channel.We

assumehowever, that theadversaryis computationallybounded.Speci�cally theattacker canperformat mostonemillion

moduloa 
�� ��� -bit numberexponentiationsandhashingoperationsper second.We further assumethat two authenticated

partiesinvolved in the communicationtrust eachother (e.g an authenticatedparty will not disclosesecretinformation to

a third party).

All the Dif �e-Hellman key agreementoperationsareperformedover the multiplicative group � , which is a subsetof
���

� , where� is a largeprime � . � is thegeneratorof � with order � , where � is a largeprimes.t. �

�

�

�


 . A DH key pair
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is generatedas � � � ��� � ��
 � � , where ���

� �

� is the secretkey correspondingto the DH public key � � . The Decisional

Dif �e-Hellman problemis assumedto be hard in � .

The RSA-basedkey agreementoperationsare performedover
� �

� , where � is a compositesuchthat �

�

��� � where

��

� are large primes.The RSA public key is � 
 � and the secretkey is � suchthat �	� �

�


 � ��� ����� . The factorization

of � is known only to the holderof the secret� and is assumedto be hard.

As commonlydonethevalues��
 � 
 � arebothsystem-wideandlong-term.Thesameis truefor theRSA public exponent

� in the caseof RSA-basedkey agreement:we assumethat it is constant(e.g., � or �

� ��



 ) and known in advance.

However, the device-speci�c DH key pairs � ����
�� � or the RSA compositemodulo � and secretkey � can be ephemeral

(different for eacheachkey agreement).The DH public key ��� or the RSA modulo � are the authenticationobjects.

It is generallyacceptedthat, for any � , factoring � -bit integersrequiresaboutthe sameamountof time ascomputing

discretelogarithmsin �	�

�
�

� -bit �elds, where
�

is a smallconstant,roughlyaround� � [39]. Therefore,in our experimental

andsecurityanalysiswe use 
 ����� -bit moduli for both RSA andDH.


