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1. 

TECHNIQUES FORVERIFYING SEARCH 
RESULTS OVERADISTRIBUTED 

COLLECTION 

STATEMENT OF GOVERNMENT RIGHTS 

This invention was made with government Support under 
grants CNS-1012060, CNS-1012798, CNS-1012910, OCI 
0724806, and CNS-0808617 awarded by the U.S. National 
Science Foundation. The government has certain rights in the 
invention. Applicants make no admission about what the 
extent of those rights is. 

BACKGROUND 

Web searches are an important feature of modern life in the 
Internet age. In a conventional system, a user sends a web 
query to a search engine, which performs a search using data 
structures resulting from web crawling. The search returns a 
set or a Subset of all web pages that match the query terms. 

In Some conventional systems, the results are ranked based 
on a relevancy score. In some improved conventional sys 
tems, a user is able to verify that the relevancy ranking was 
performed correctly. 

SUMMARY 

Unfortunately, the above-described systems do not allow a 
user to ensure that an untrusted search engine provides com 
plete and correct search results. For example, although the 
search engine may return the entire set of all web pages that 
match the query terms, the user is unable to verify that the 
search engine has returned all of the web pages that match the 
query terms, since omissions are not easily detectible. Even 
the improved conventional system is only able to verify a 
relative ranking order, but not the completeness of the results. 
Furthermore, the improved conventional system does not 
Scale well to the World WideWeb because as the size of the set 
of searched documents grows, the size of ranking proof 
offered to the user also grows. 

It would be desirable to provide a search engine technique 
that allows a user to ensure that an untrusted search engine 
provides complete and correct search results without requir 
ing large proofs for large data collections. Thus techniques 
are presented for a trusted crawler to index a distributed 
collection of documents and create an authenticated search 
structure that allows an untrusted search server to return reli 
ably complete and correct search results. 

In one embodiment a method performed by a crawler appli 
cation running on a computing device connected to a network 
is disclosed. The method includes (1) crawling through a 
distributed collection of data sets available on the network, at 
least one data set of the distributed collection being published 
by an entity distinct and under separate control from the 
crawler, to generate a search structure indexing a plurality of 
searchable data items found within the distributed collection 
of data sets, the search structure establishing a correspon 
dence between each searchable data item and particular data 
sets that contain that searchable data item, (2) generating an 
authenticated search structure, the authenticated search struc 
ture including the search structure and a set of item witnesses 
using an authentication primitive associated with a set of 
security parameters, each item witness associated with a par 
ticular searchable data item and serving to cryptographically 
verify which data sets of the distributed collection of data sets 
correspond to that searchable data item as indicated by the 
search structure, (3) building a digest of the distributed col 
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2 
lection of data sets using the authenticated search structure, 
(4) signing the digest to produce a digest signature, (5) send 
ing the authenticated search structure and the digest to a 
search server, and (6) publishing the digest signature and the 
set of security parameters for access by client devices to allow 
client devices to authenticate results of searches for particular 
searchable data items performed by the search server over the 
distributed collection of data sets. Other embodiments are 
directed to a computerized apparatus and computer program 
product. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other objects, features and advantages 
will be apparent from the following description of particular 
embodiments of the present disclosure, as illustrated in the 
accompanying drawings in which like reference characters 
refer to the same parts throughout the different views. 

FIG. 1 is a block diagram depicting an example environ 
ment in which various embodiments may be practiced. 

FIG. 2 is a block diagram depicting an example apparatus 
of various embodiments. 

FIGS. 3, 4, and 5 are flowchart diagrams depicting example 
methods of various embodiments. 

DETAILED DESCRIPTION 

Techniques are presented for a trusted crawler to index a 
distributed collection of documents and create an authenti 
cated search structure that allows an untrusted search server 
to return reliably complete and correct search results. 

FIG. 1 depicts an example authenticated search system 30 
for use in performing various embodiments. System 30 
includes a crawler device 32 connected to a network 36, 
which also connects to one or more clients 40 and one or more 
search servers 38. A user 42 operates a client 40. 
Network 36 may be any kind of network, such as, for 

example, a local area network, a wide area network, a storage 
area network, the Internet, a fabric of interconnected hubs and 
Switches, etc. In some embodiments, in lieu of a network, 
direct point-to-point connections may be used. 

Crawler device, search server 38 and client computer 40 
may be any kinds of computing devices, such as, for example, 
personal computers, workstations, servers, enterprise servers, 
laptop computers, mobile computers, Smart phones, tablet 
computers, etc. Crawler device 32 and search server 38 will 
typically be a server or enterprise server. Client 40 will typi 
cally be a personal computer, workstation, laptop computer, 
mobile computer, Smartphone, or tablet computer. 

Crawler device 32 stores an authenticated search structure 
44, made up of a search structure 46 and a set of data item 
witnesses 48. Search structure 46 is generated upon crawler 
device 32 performing a crawling operation 60 over a distrib 
uted collection33 of data sets 34 available via the network36. 
The distributed collection 33 of data sets 34 is typically under 
the control of multiple entities which are under separate con 
trol. For example, the distributed collection 33 of data sets 34 
may be a collection of hyperlinked web pages available over 
the WorldWideWeb. In some embodiments, all datasets 34 of 
the distributed collection 33 of data sets 34 may be under the 
control of a single entity, but, in Such embodiments, the single 
entity that controls the distributed collection 33 of data sets 34 
is distinct and separate from the entity that controls the 
crawler device 32. 

Search structure 46 allows for simplified searches for data 
items (e.g., searchable terms) within the distributed collection 
33 of data sets 34 (e.g., using an indexed structure) that do not 
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require direct reference to the distributed collection 33 of data 
sets 34. Item witnesses 48 are generated using an authentica 
tion primitive associated with a set of security parameters 50. 
Each item witness 48 is associated with a particular search 
able data item and serves to cryptographically verify which 
data sets 34 of the distributed collection 33 of data sets 34 
correspond to a searchable data item as indicated by the 
search structure 46. It should be understood that the search 
able data items may have various overlapping levels of granu 
larity. Thus, for example, it is possible that the term “hot” 
might be one searchable data item, the word “hot-dog” a 
second narrower data item, and the phrase “hot-dog bun' a 
third even narrower data item. 

Crawler device 32 also stores a digest 52 of the distributed 
collection 33 of data sets 34 created using the authenticated 
search structure 44. Crawler device 32 also stores a crypto 
graphic signature 54 of the digest 52. 

Periodically, upon crawling the distributed collection 33 of 
data sets 34, the crawler device sends a crawling result 62 to 
the search server 38. The crawling result 62 includes the 
authenticated search structure 44 and the digest signature 54. 
The crawler device 62 also publishes (not depicted) certain 
pieces of data, including some of the parameters 50 to the 
network 36 for access by clients 40. 

User 42 of client 40 is then able to send a search request 64 
to the search server 38 and receive in return a query response 
66. The query response 66 includes search results 68 and a set 
of proofs 70 which allow the client 40 to prove (by combining 
proofs 70, search results 68, and the published data) that the 
search results 68 are correct and complete. Thus, user 42 can 
be sure that the search server is not omitting or adding any 
results and that no Man in the Middle has interfered with the 
search results 68. 

FIG. 2 depicts an example crawler device 32 in further 
detail. Crawler device 32 includes a network interface 80, a 
processor 82, and memory 84. 

Network interface 80 connects crawler device 32 to net 
work36. Processor 82 may be any kind of processor or set of 
processors configured to perform operations, such as, for 
example, a microprocessor, a multi-core microprocessor, a 
digital signal processor, a collection of electronic circuits, or 
any combination of the above. 
Memory 84 may be any kind of digital memory, such as, for 

example, random access memory, read-only memory, static 
memory, Volatile memory, non-volatile memory, system 
memory, Solid-state storage, disk-based storage, or some 
combination of the above. Memory 84 stores programs 
executing on processor 82 as well as data used by those 
programs. Memory 84 may store an operating system (not 
depicted) and a crawling program 86, both of which run on 
processor 82. Memory 84 may include both a system memory 
portion for storing programs and data in active use by the 
processor 82 as well as a persistent storage portion (e.g., 
Solid-state storage and/or disk-based storage) for storing pro 
grams and data even while the crawler device 32 is powered 
off. Crawling program 86 is typically stored both in system 
memory and in persistent storage so that it may be loaded into 
system memory from persistent storage upon a system restart. 
Crawling program 86, when stored in non-transient form 
either in System memory or in persistent storage, forms a 
computer program product. The processor 82 running the 
crawling program 86 thus forms a specialized circuit con 
structed and arranged to carry out various processes described 
herein. 
Memory 84 may also store various data, including authen 

ticated search structure 44, security parameters 50, digest 52. 
and cryptographic signature 54. 
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4 
In some embodiments, the distributed collection33 of data 

sets 34 is a collection of hyperlinked web pages of the World 
WideWeb or some other distributed web collection. In some 
of these embodiments, search structure 46 may be formed as 
an inverted index 88 which maps searchable query terms 
(e.g., most words and proper names, excluding certain 
extremely common words, such as prepositions and articles) 
to all data sets 34 (e.g., web pages) that contain those search 
able terms. In these embodiments, the item witnesses 48 are 
term witnesses, each one being uniquely associated with a 
searchable query term). 

In some embodiments, security parameters 50 include a set 
of accumulator parameters, such as a prime integer order, p. 
89; a generator element, g, 90; a first cyclic multiplicative 
group, G, 91 of order p 89, G 91 being generated by g 90; a 
second cyclic multiplicative group, G', 92 of order p 89; and 
a non-degenerate bilinear pairing, e, 93, e 93 mapping 
GXG->G'. Prime integer order p 89 is typically very large 
prime number, for example a prime number larger than 2''. 
Memory 84 also stores a secret key, s, 94 drawn from Z* in 
connection with the security parameters 50, however secret 
keys 94 is not part of parameters 50 that are published. Secret 
keys 94 is typically less than prime integer order p 89. 

In some embodiments, the security parameters also include 
a set of generator powers 95. The set of generator powers 95 
includes pre-calculated powers of graised to s 94 raised to 
various consecutive integerpowers (e.g., g(s), g(s), g(s), 
etc.) up to a maximum number of web pages associated with 
any query term from inverted index 88. Thus, if the most 
common searchable term in the distributed collection 33 of 
data sets 34 is the word “eat” and the word “eat” appears in 
1.3 million documents, then 1.3 million generator powers 95 
(ranging from g(s) to g(s'") are stored. 

In some embodiments, the digest is a Merkle hash tree 96, 
the leaves of the Merkle hash tree being based on the item 
witnesses 48 (e.g., term witnesses). In these embodiments, 
the digest signature 54 may be formed by applying a crypto 
graphic hash function to sign the root node of the Merklehash 
tree 96. 

FIG.3 depicts an example method 100 for configuring an 
authenticated search system30. FIG.3 is performed by crawl 
ing program 86. 

It should be understood that any time a piece of software, 
Such as, for example, crawling program 86 is described as 
performing a method, process, step, or function, in actuality 
what is meant is that the computing device on which that 
piece of Software is running (e.g., crawler device 32) per 
forms the method, process, step, or function when executing 
that piece of software on processor (e.g., processor 82). 

In step 110, crawling program 86 crawls through distrib 
uted collection 33 (e.g., the World Wide Web) of data sets 34 
(e.g., hyperlinked web pages) to create search structure (e.g., 
inverted index 88). This may be done according to well 
established techniques. 

In step 120, which may be performed in parallel with step 
110 in some embodiments, crawling program 86 generates 
authenticated search structure 44 by creating item witnesses 
48 (e.g., term witnesses) associated with the data items (e.g., 
searchable query terms) indexed by search structure 46, and 
combining the item witnesses 48 with the search structure 46. 

In some embodiments, each data set 34 (e.g., web page) has 
a unique indext. This indext, may beformed in various ways, 
for example, by applying a cryptographic hash function 
modulo a large prime number (e.g., greater than 2' or 2) 
to the contents of each data set 34. Thus, any two non-iden 
tical data sets are extremely unlikely to yield the same index 
t. In embodiments in which the data sets 34 are web pages, 
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certain data from the web pages (e.g., rotating advertise 
ments) may be excluded from the application of the crypto 
graphic hash function. 

In some embodiments, crawling program 86 creates item 
witnesses 48 (e.g., term witnesses) by using abilinear map 
accumulator. For example, for a first data item (e.g., search 
able query term, such as "cat'), which, according to inverted 
index 88 is found in a a plurality of data set 34 making up a 
term set, TS={t, for allt, in which the first data item is found, 
item witness 48 is equal to 

I lishi; 

Later, if crawling is performed again and a data item is found 
to have been added to term set TS, it is easy to update the in 
order to update the item witnesses 48 by raising the old item 
witnesses 48 to the power of (s+t). If a data item is found to 
have been removed from term set TS, the old item witnesses 
48 may be raised to the power of (s+t). 

In step 130, crawling program 86 builds digest 52. In some 
embodiments, this is done by creating Merkle hash tree 96. 
Every data item (e.g., searchable query term) is assigned an 
item index, allowing the item witness 48 for each data item to 
be represented as T for item index. Each leaf of the Merkle 
hash tree 96 may be assigned to a value of hash (TLI). 
Crawling program 86 can then easily calculate the nodes of 
Merkle hash tree 96 using well-known procedures. Later, if 
crawling is performed again, and an item witness 48 has 
changed, the respective leaf of the Merkle hash tree 96 can be 
modified, and only nodes along a direct path from the 
changed leaf to the root node need be recalculated. 

In step 140, crawling program 86 sends the authenticated 
search structure 44 and the digest 52 (e.g., Merkle hash tree 
96) to the search server 38. This provides search server 38 
with enough information to properly respond to queries 64 
from clients 40, as described below in further detail in con 
nection with FIG. 4. 

In step 150, which may be performed in parallel with step 
140, crawling program 86 signs the digest 52. If digest 52 is 
a Merkle hash tree 96, this may be accomplished by applying 
a cryptographic signature function to the root of the Merkle 
hash tree 96. Then, in step 160, crawling program causes 
certain security parameters 50 and signature 54 to be pub 
lished on the network 36 (however, secret key s 94 is not 
published), so that any client 40 may access those values in 
the context of verifying search results 68 (described below in 
further detail in connection with FIG. 5). 

FIG. 4 depicts an example method 200 for a search server 
38 to respond to a search request 64 by providing search 
results 68 and proofs 70 to client 40. 

In step 210, search server 38 receives a crawling result 62 
from the crawling device 32. 

In step 220, search server 38 receives a search request 64 
from a client 40. The search request 64 may includes a plu 
rality of data items (e.g., search terms) and one or more 
operators. Thus, in one embodiment, search request 64 is a 
conjunctive web search. For example, the search request 64 
may be “cats AND dogs AND hamsters AND frogs.” This 
example search request 64 may be written as set Q={q, q, 
qs, q} (generally, set Q={q1, q2, ..., q}) with operandAND. 
Disjunctive searches may also be performed. 

In step 230, search server 38 performs a search with refer 
ence to the search structure 46 (e.g., inverted index 88). For 
example, for a conjunctive search, search server 38 performs 
a set intersection operation on the term set TS for each query 
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6 
term. As another example, for a disjunctive search, search 
server 38 performs a set union operation on the term set TS for 
each query term. The set operation yields a set of search 
results 68, e.g., set I-y, y2,...,y,}. For example, the set I 
of search results 68 might have 5 documents, y1, y2 y, y, 

In step 240, search server 38 generates proofs 70 so that 
client 40 can be assured that the search results 68 are complete 
and correct. Step 240 may be performed in various ways. For 
example, the proofs may be generated using Merkle hash 
trees and bilinear-map accumulators. Background for the 
underlying mathematical techniques may be found in U.S. 
Patent Pub. No. 2012/0030468, filed by Charalampos Papa 
manthou, Roberto Tamassia, and Nikolaos Triandopoulos on 
Jul. 29, 2011, the contents and teaching of which are hereby 
fully incorporated by this reference. 

Search server 38 may begin by generating a polynomial 
(e.g., (S+y)(S+y)(S+y)(S+y)(S+ys)) over the variable S and 
calculating the coefficients of the expanded form of the poly 
nomial. Thus, for the conjunctive query example, six coeffi 
cients bob, b. bs, b. bs are generated. More generally, 
given L. results in set I, Search server 38 generates L+1 coef 
ficients bo, b, ... b, for a polynomial of form bos'+bs'+ 
bs +bs+bs'+bss. 

Search server 38 also collects item witnesses 48 associated 
with each query term in set Q, each item witness 48 being a 
bilinear accumulation value of form T, received from 
crawler device 32. 

Search server 38 also constructs integrity proofs proving 
that the item witnesses were correctly generated. This may be 
done by, for each item witness 48, sending sibling nodes of 
Merkle hash tree 96 along a path from a leaf node of Merkle 
hash tree 96 corresponding to that item witness 48 up to the 
root node. 

Then search server 38 creates a set of subset witnesses 

W={w, w, ..., w, with each subset witness w, associated 
with a different query term q. Given a query term q a 
complementary term set TSIq, is formed by taking the rela 
tive complement of set I in the associated term set TS. Thus 
TS'Iq=TSq\I={TS'(q), TSIq.],..., TSIqv}. Then, the 
corresponding subset witness w, is a bilinear accumulation 
value of the elements of the associated complementary term 
set TS', so wg" for a complementary Subset polynomial 

So, for example, if TSI"cats’’={d, d, ds, d, ds, da} (each 
element d representing a document containing the word 
“cats', the document not being in the set I because it doesn’t 
have all four query terms), then P(S)-(s+d)(S+d)(S+d)(S+ 
da)(S+ds)(S+d). 
Then search server 38 creates a set of completeness wit 

nesses C={c, c2, ..., c, with each completeness witness c, 
associated with a different subset witnesses w, such that 
c g°C) for an associated completeness polynomial R. 
Search server 38 may use an algorithm such as an Extended 
Euclidian Algorithm to calculate completeness polynomials 
that satisfy 
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Even though search server 38 does not have the secret key 
s 94, since search server 38 does have the generator powers 
95, by expanding each P(s) and R(S) into expanded polyno 
mial form, search server 38 is able to calculate the subset 
witnesses W and completeness witnesses C. 

Thus, proofs 70 may include, for each query term, the 
associated item witness 48 Til, Subset witness W. and com 
pleteness witness C. Proofs 70 also include integrity proof 
(e.g., Merkle sibling nodes). In some embodiments, proofs 70 
may also include the coefficients of the expanded form of the 
polynomial, bo, b, . . . . b. 

In step 250, search server 38 sends the search results 68 and 
proofs 70 to the client 40 within search response 66. 

FIG. 5 depicts an example method 300 for a client 40 
desiring reliable search results. 

In step 310, client 40 sends a search request 64 to the search 
server 38. Client 40 may not trust search server 40, but client 
40 still wishes to be able to rely on the search results 68. 

In step 320, client 40 receives a search response 66 back 
from the search server 38, including search results 68 and 
proofs 70. 

In step 330, client 40 refers to data published by crawler 
device 32, including signature 54 and security parameters 50 
(however, secret keys 94 is not published). This may include 
downloading a subset of the generator powers 96. In the case 
of a conjunctive web search that returns L results, the client 40 
may download the first Lofgenerator powers 95, (i.e., g(s), 
g(s), ..., g(s)). 

In step 340, client 40 combines the proofs 70, the search 
results 68, and the published information in order to verify the 
search results 68. Step 340 may be performed in various 
ways. For example, the proofs 70 and search results 68 may be 
combined with the published information using Merkle hash 
trees and bilinear-map accumulators. 

In some embodiments, client 40 may begin by checking 
that the coefficients of the expanded form of the polynomial, 
bo, b, ...b (which, in some embodiments are received from 
the search server 38), were correctly generated by the search 
server 38. Client 40 selects a random value, n, and verifies that 

In other embodiments, in which search server 38 does not 
send the coefficients to the client 40, client 40 may generate 
the coefficients directly from the search results 68 I as 
described above in connection with step 240. In this latter 
case, there is no need to check the coefficients. 

Client 40 also verifies that the received item witnesses 48 
are correct, with reference to the integrity proofs. This may be 
accomplished by using the received Merkle sibling nodes to 
calculate the value of the root of the Merklehashtree 96. If the 
calculated root is consistent with digest signature 54, then the 
item witnesses may be verified to be correct. 

Client 40 also uses the item witnesses 48, the generator 
powers 95, the coefficients, and the subset witnesses W to 
verify that I is a subset of all of the term sets TSI; this is 
referred to as the “subset condition.” Because mappinge 93 is 
a bilinear mapping, due to various mathematical relation 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
ships, it can be shown that the truth of the subset condition is 
logically equivalent to the truth of the following relationship, 
which can be computed without difficulty, for all j from 1 to 

If this relationship holds for all j from 1 to u, then, the subset 
condition is verified. 

Client 40 also uses the item witnesses 48, the generator 
powers 95, the completeness witnesses C, and the subset 
witnesses W to verify that the intersection of all of the 
complementary term set TSIq, is the null set; this is referred 
to as the “completeness condition.” Because mapping e 93 is 
a bilinear mapping, due to various mathematical relation 
ships, it can be shown that the truth of the completeness 
condition is logically equivalent to the truth of the following 
relationship, which can be computed without difficulty: 

: i 

If this relationship holds, then, the completeness condition is 
verified. 
Upon verifying the integrity of the item witnesses 48 and 

various additional proofs (e.g., the subset condition, the com 
pleteness condition, and, in Some embodiments, the correct 
ness of the received coefficients), client 40 is able to verify the 
search results 68. 

Thus, techniques have been described for a trusted crawler 
32 to index a distributed collection 33 of data sets 34 and 
create an authenticated search structure 46 that allows an 
untrusted search server 38 to return reliably complete and 
correct search results 68. 

While various embodiments of the present disclosure have 
been particularly shown and described, it will be understood 
by those skilled in the art that various changes in form and 
details may be made therein without departing from the spirit 
and scope of the present disclosure as defined by the 
appended claims. 

For example, although various embodiments have been 
described in which the authenticated search structure 44 is 
constructed by the crawler device 32, this is by way of 
example only. In some embodiments, the search server 38 
constructs the authenticated search structure 44 based on the 
search structure 44 received from the crawler device 32. In 
Such embodiments, the digest 52 and digest signature 54 
serve to verify that the search server 38 has correctly con 
structed the authenticated search structure 44. 
As an additional example, although various embodiments 

have been described as being methods, Software embodying 
these methods is also included. Thus, one embodiment 
includes a tangible non-transient computer-readable medium 
(such as, for example, a hard disk, a floppy disk, an optical 
disk, computer memory, flash memory, etc.) programmed 
with instructions, which, when performed by a computer or a 
set of computers, cause one or more of the methods described 
in various embodiments to be performed. Another embodi 
ment includes a computer which is programmed to perform 
one or more of the methods described in various embodi 
mentS. 
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Furthermore, it should be understood that all embodiments 
which have been described may be combined in all possible 
combinations with each other, except to the extent that such 
combinations have been explicitly excluded. 

Furthermore, it should be understood that a similar 
approach was described in “Efficient Verification of Web 
Content Searching Through Authenticated Web Crawlers.” 
by Michael T. Goodrich, Duy Nguyen, Olga Ohrimenko, 
Charalampos Papamanthou, Roberto Tamassia, Nikos Trian 
dopoulos, and Cristina Videira Lopes, published in Proceed 
ings of the Very Large Data Bases (VLDB) Endowment, Vol. 
5, No. 10, Pages 920–931, The 38th International Conference 
on Very Large DataBases, Aug. 27-31, 2012, Istanbul Turkey, 
VLDB Endowment 2012, the contents and teaching of which 
are hereby fully incorporated herein by this reference. 

Finally, nothing in this Specification shall be construed as 
an admission of any sort. Even if a technique, method, appa 
ratus, or other concept is specifically labeled as “prior art” or 
as "conventional. Applicants make no admission that Such 
technique, method, apparatus, or other concept is actually 
prior art under 35 U.S.C. S102, such determination being a 
legal determination that depends upon many factors, not all of 
which are known to Applicants at this time. 

What is claimed is: 
1. A method comprising, by a crawler application running 

on a computing device connected to a network, the method 
comprising: 

crawling through a distributed collection of data sets avail 
able on the network, at least one data set of the distrib 
uted collection being published by an entity distinct and 
under separate control from the crawler, to generate a 
search structure indexing a plurality of searchable data 
items found within the distributed collection of data sets, 
the search structure establishing a correspondence 
between each searchable data item and particular data 
sets that contain that searchable data item; 

generating an authenticated search structure, the authenti 
cated search structure including the search structure and 
a set of item witnesses using an authentication primitive 
associated with a set of security parameters, each item 
witness associated with a particular searchable data item 
and serving to cryptographically verify which data sets 
of the distributed collection of data sets correspond to 
that searchable data item as indicated by the search 
Structure: 

building a digest of the distributed collection of data sets 
using the authenticated search structure; 

signing the digest to produce a digest signature; 
sending the authenticated search structure and the digest to 

a search server; and 
publishing the digest signature and the set of security 

parameters for access by client devices to allow client 
devices to authenticate results of searches for particular 
searchable data items performed by the search server 
over the distributed collection of data sets; 

wherein: 
the crawler application is a web crawler; 
the data sets are hyperlinked web pages; 
the searchable data items are searchable terms that appear 

within the distributed collection of hyperlinked web 
pages. 

the item witnesses are term witnesses, each term witness 
serving to cryptographically verify that a particular Sub 
collection of the distributed collection of hyperlinked 
web pages all contain a searchable term associated with 
that term witness; 
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10 
building the digest of the distributed collection of data sets 

includes building a Merklehash tree over the set of term 
witnesses, the Merkle hash tree having a root node: 

signing the digest to produce the digest signature includes 
signing the root node of the Merkle hash tree; 

the set of security parameters includes: 
a prime integer order, p. 
a generator element, g; 
a first cyclic multiplicative group, G, of order, p. G being 

generated by g; 
a second cyclic multiplicative group, G', of order, p, and 
a non-degenerate bilinear pairing, e, e mapping 
GXG->G'; 

generating the term witnesses includes, using a secret key, 
s, seZ.*, for each searchable term, calculating the asso 
ciated term witness by raising g to the power of a product 
of multiplicands, each multiplicand being an injective 
function of S and an identifier of a hyperlinked web page 
corresponding to that searchable term, for each hyper 
linked web page corresponding to that searchable term; 

the particular hyperlinked web pages that contain each 
searchable term define a term set for that searchable 
term, that term set having n elements, t, for i=1 through 
in: 

calculating the associated term witness for each searchable 
term by raising g to the power of the product of multi 
plicands includes raising g to the power of II, ""(s+t); 

the method further comprises, by the web crawler: 
for all integers, X, from 1 to a maximum size, m, of the 

term set for any searchable term, computing a set of 
generator powers, g(s)}, the set of generator pow 
ers having m elements; and 

publishing the set of generator powers for access by 
client devices; and the method further comprises, by 
the search server: 

receiving a conjunctive term web search request from a 
client device, the conjunctive term web search request 
including a plurality of search terms; 

in response to receiving the request, generating a set of 
search results by performing a set intersection opera 
tion between the term sets for each search term of the 
conjunctive term web search request; 

for each search term: 
generating a Merkle proof for the term witness asso 

ciated with that search term, the Merkle proof 
including sibling node values along a path within 
the Merkle hash tree from a leaf corresponding to 
that term witness to the root node; and 

generating a Subset witness for that search term with 
reference to a complementary term set associated 
with that search term, the complementary term set 
associated with that search term having p elements, 
t' for j-1 through.jp. Such that that complemen 
tary term set is the relative complement of the set of 
search results in the term set defined by that search 
term, the Subset witness equal to g raised to the 
power of 

the Subset witness being calculated by expanding a 
mathematical representation of 
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into a set of polynomial terms of powers of S, calcu 
lating a value of g raised to the power of each 
polynomial term of the set of polynomial terms of 
powers of s with reference to the set of generator 10 
powers, and multiplying the calculated values 
together, 

generating, using an extended Euclidian algorithm, a set 
of completeness witnesses, each completeness wit 
ness of the set of completeness witnesses having a 
greatest common divisor of 1 with the subset wit 
nesses for all of the search terms; and 

sending the set of search results, the term witness asso 
ciated with each search term, the Merkle proof for 
each search term, the Subset witness for each search 
term, and the set of completeness witnesses to the 
client device in response to the received conjunctive 
term web search request. 

2. The method of claim 1, wherein: 
generating the authenticated search structure includes 

applying authenticated set operations over sets associ 
ated with searchable terms to generate the term wit 
nesses using abilinear map accumulator associated with 
the set of security parameters as the authentication 
primitive. 

3. The method of claim 1, wherein, for each term search 
able term, t, is an integer cryptographic hash modulo a prime 
number of contents of a particular hyperlinked web page that 
contains that searchable term. 

4. The method of claim 1, wherein the method further 
comprises, by the client device: 

(a) sending the conjunctive term web search request to the 
search server; 

(b) receiving the set of search results, the term witness 
associated with each search term, the Merkle proof for 
each search term, the Subset witness for each search 
term, and the set of completeness witnesses from the 
search server in response to the received conjunctive 
term web search request; 

(c) verifying, for each search term, that its associated term 
witness and Merkle proof are consistent with the pub 
lished tree signature; 

(d) verifying, with reference to the published set of security 
parameters and the published set of generator powers, 
for each search term, with reference to the term witness 
associated with that search term and the subset witness 
for that search term, that the set of search results is a 
Subset of the term set for that term; 

(e) verifying, with reference to the published set of security 
parameters, the subset witness for all of the search terms, 
and the completeness witness for all of the search terms, 
that an intersection of the complementary term sets for 
all of the search terms is null; and 

(f) in response to verifying (c), (d), and (e), validating that 
the set of search results is complete and correct. 

5. The method of claim 4, wherein: 
the set of search results can be injectively mapped to a 

result set over Z*, the result set having q elements, t”. 
for k=1 to k=q; 
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12 
the method further comprises, at the search server: 

calculating coefficients of a polynomial expansion of 
P(s)=II (s+t"), yielding q+1 result coefficients, 
b.; and 

sending the q+1 result coefficients from the search 
server to the client device; and 

at the client device, verifying (d) includes: 
verifying that, for a randomly-selected value weZ.*. 

X, ob.w'=II, , (w--t"); and 
for each search term, Verifying that applying the non 

degenerate bilinear pairing, e, to the Subset witness 
for that search term and a product of, for all r=0 to r-q, 
an r-th generator power of the set of generator powers 
raised to the power of b, is equivalent to applying the 
non-degenerate bilinear pairing, e, to g and the term 
witness for that search term, the r-th generator power 
corresponding to g(s). 

6. The method of claim 4 wherein: 
the set of search results can be injectively mapped to a 

result set over Z*, the result set having q elements, t”, 
for k=1 to k=q; 

the method further comprises, at the client device, calcu 
lating coefficients of a polynomial expansion of 
P(S)-II (s+t"), yielding q+1 result coefficients, b,; 
and 

at the client device, verifying (d) includes for each search 
term, Verifying that applying the non-degenerate bilin 
ear pairing, e, to the Subset witness for that search term 
and a product of, for all r–0 to r=q, an r-th generator 
power of the set of generator powers raised to the power 
of b, is equivalent to applying the non-degenerate bilin 
ear pairing, e, to g and the term witness for that search 
term, the r-th generator power corresponding to g(s). 

7. The method of claim 1, wherein the search structure is an 
inverted index and the method further comprises: 

Subsequent to crawling through the set of hyperlinked 
documents, re-crawling through a revised set of hyper 
linked documents and generating a revised inverted 
index of the plurality of search terms, the revised 
inverted index including a first search term correspond 
ing to the particular hyperlinked documents that previ 
ously contained that searchable term plus a new hyper 
linked document that did not previously contain that 
searchable term, the term set for the first search term 
being redefined to include an additional element, t, 
corresponding to the new hyperlinked document; 

generating a revised term witness for the first search term 
by raising the term witness associated with the first 
search term to the power of (s+t); 

generating a revised Merkle hash tree by modifying a leaf 
of the Merkle hash tree corresponding to the term wit 
ness for the first search term to instead correspond to the 
revised term witness for the first search term and modi 
fying nodes of the revised Merkle hash tree along a path 
from the leaf to a root node of the revised Merkle hash 
tree; 

signing the root node of the revised Merkle hash tree to 
produce a revised tree signature; 

sending the revised inverted index, the revised Merklehash 
tree, and the revised term witness for the first search term 
to the search server, and 

publishing the revised tree signature for access by client 
devices to allow client devices to authenticate results of 
conjunctive term web searches performed by the search 
server over the revised set of hyperlinked documents. 

8. The method of claim 1, wherein the search structure is an 
65 inverted index and the method further comprises: 

Subsequent to crawling through the set of hyperlinked 
documents, re-crawling through a revised set of hyper 
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linked documents and generating a revised inverted 
index of the plurality of search terms, the revised 
inverted index including a first search term correspond 
ing to the particular hyperlinked documents that previ 
ously contained that searchable term excluding a 
removed hyperlinked document that previously con 
tained that searchable term, the term set for the first 
search term being redefined to exclude element, t, cor 
responding to the removed hyperlinked document; 

generating a revised term witness for the first search term 
by raising the term witness associated with the first 
search term to the power of (s+t); 

generating a revised Merkle hash tree by modifying a leaf 
of the Merkle hash tree corresponding to the term wit 
ness for the first search term to instead correspond to the 
revised term witness for the first search term and modi 
fying nodes of the revised Merkle hash tree along a path 
from the leaf to a root node of the revised Merkle hash 
tree; 

signing the root node of the revised Merkle hash tree to 
produce a revised tree signature; 

sending the revised inverted index, the revised Merklehash 
tree, and the revised term witness for the first search term 
to the search server, and 

publishing the revised tree signature for access by client 
devices to allow client devices to authenticate results of 
conjunctive term web searches performed by the search 
server over the revised set of hyperlinked documents. 

9. The method of claim 1 wherein: 
the search server is untrusted by the client; and 
the client is able to authenticate the results of the searches 

for particular searchable data items performed by the 
search server over the distributed collection of data sets 
such that the client is able to verify that results of the 
searches are both correct and complete. 

10. The method of claim 1 wherein the client is able to 
authenticate the results of the searches for particular search 
able data items performed by the search server over the dis 
tributed collection of data sets such that the client is able to 
verify that results of the searches are both correct and com 
plete, having not been modified by a Man in the Middle 
attacker. 

11. A computer program product comprising a non-transi 
tory computer-readable storage medium storing instructions, 
which, when performed by a computing device, cause the 
computing device to perform the operations of: 

crawling through a distributed collection of data sets avail 
able on a network, at least one data set of the distributed 
collection being published by an entity distinct and 
under separate control from the computing device, to 
generate a search structure indexing a plurality of 
searchable data items found within the distributed col 
lection of data sets, the search structure establishing a 
correspondence between each searchable data item and 
particular data sets that contain that searchable data 
item; 

generating an authenticated search structure, the authenti 
cated search structure including the search structure and 
a set of item witnesses using an authentication primitive 
associated with a set of security parameters, each item 
witness associated with a particular searchable data item 
and serving to cryptographically verify which data sets 
of the distributed collection of data sets correspond to 
that searchable data item as indicated by the search 
Structure: 

building a digest of the distributed collection of data sets 
using the authenticated search structure; 
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14 
signing the digest to produce a digest signature; 
sending the authenticated search structure and the digest to 

a search server; and publishing the digest signature and 
the set of security parameters for access by client devices 
to allow client devices to authenticate results of searches 
for particular searchable data items performed by the 
search server over the distributed collection of data sets; 

wherein: 
the computing device serves as a web crawler, 
the data sets are hyperlinked web pages; 
the searchable data items are searchable terms that appear 

within the distributed collection of hyperlinked web 
pages, 

the item witnesses are term witnesses, each term witness 
serving to cryptographically verify that a particular Sub 
collection of the distributed collection of hyperlinked 
web pages all contain a searchable term associated with 
that term witness; 

building the digest of the distributed collection of data sets 
includes building a Merklehash tree over the set of term 
witnesses, the Merkle hash tree having a root node: 

signing the digest to produce the digest signature includes 
signing the root node of the Merkle hash tree; 

the set of security parameters includes: 
a prime integer order, p. 
a generator element, g; 
a first cyclic multiplicative group, G, of order, p. G being 

generated by g; 
a second cyclic multiplicative group, G', of order, p, and 
a non-degenerate bilinear pairing, e, e mapping 
GXG->G': 

generating the term witnesses includes, using a secret key, 
s, seZ.*, for each searchable term, calculating the asso 
ciated term witness by raising g to the power of a product 
of multiplicands, each multiplicand being an injective 
function of S and an identifier of a hyperlinked web page 
corresponding to that searchable term, for each hyper 
linked web page corresponding to that searchable term; 

the particular hyperlinked web pages that contain each 
searchable term define a term set for that searchable 
term, that term set having n elements, t, for i=1 through 
1=n; 

calculating the associated term witness for each searchable 
term by raising g to the power of the product of multi 
plicands includes raising g to the power of 

the instructions further cause the computing device to per 
form the operations of: 
for all integers, X, from 1 to a maximum size, m, of the 

term set for any searchable term, computing a set of 
generator powers, g(s)}, the set of generator pow 
ers having m elements; and 

publishing the set of generator powers for access by 
client devices; and the search server is configured to: 

receive a conjunctive term web search request from a 
client device, the conjunctive term web search request 
including a plurality of search terms; 

in response to receiving the request, generate a set of 
search results by performing a set intersection opera 
tion between the term sets for each search term of the 
conjunctive term web search request; 
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for each search term: 
generate a Merkle proof for the term witness associ 

ated with that search term, the Merkle proof includ 
ing sibling node values along a path within the 
Merkle hash tree from a leaf corresponding to that 
term witness to the root node; and 

generate a Subset witness for that search term with 
reference to a complementary term set associated 
with that search term, the complementary term set 
associated with that search term having p elements, 
t' for j-1 through.jp, such that that complemen 
tary term set is the relative complement of the set of 
search results in the term set defined by that search 
term, the Subset witness equal to g raised to the 
power of 

f p 
f (S+ i), 

i 

the Subset witness being calculated by expanding a 
mathematical representation of 

a set of polynomial terms of powers of s, calculating a 
value of graised to the power of each polynomial 
term of the set of polynomial terms of powers of s 
with reference to the set of generator powers, and 
multiplying the calculated values together; 

generate, using an extended Euclidian algorithm, a set of 
completeness witnesses, each completeness witness 
of the set of completeness witnesses having a greatest 
common divisor of 1 with the subset witnesses for all 
of the search terms; and 

send the set of search results, the term witness associated 
with each search term, the Merkle proof for each 
search term, the Subset witness for each search term, 
and the set of completeness witnesses to the client 
device in response to the received conjunctive term 
web search request. 

12. An apparatus comprising: 
a network interface connected to a network; 
a processor; and 
memory, the memory storing instructions, which, when 

performed by the processor, cause the processor to per 
form the operations of: 
crawling through a distributed collection of data sets 

available on the network, at least one data set of the 
distributed collection being published by an entity 
distinct and under separate control from the appara 
tus, to generate a search structure indexing a plurality 
of searchable data items found within the distributed 
collection of data sets, the search structure establish 
ing a correspondence between each searchable data 
item and particular data sets that contain that search 
able data item; 

generating an authenticated search structure, the authen 
ticated search structure including the search structure 
and a set of item witnesses using an authentication 
primitive associated with a set of security parameters, 
each item witness associated with a particular search 
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16 
able data item and serving to cryptographically verify 
which data sets of the distributed collection of data 
sets correspond to that searchable data item as indi 
cated by the search structure; 

building a digest of the distributed collection of data sets 
using the authenticated search structure; 

signing the digest to produce a digest signature; 
sending the authenticated search structure and the digest 

to a search server, and 
publishing the digest signature and the set of security 

parameters for access by client devices to allow client 
devices to authenticate results of searches for particu 
lar searchable data items performed by the search 
server over the distributed collection of data sets; 

wherein: 
the apparatus serves as a web crawler, 
the data sets are hyperlinked web pages; 
the searchable data items are searchable terms that appear 

within the distributed collection of hyperlinked web 
pages, 

the item witnesses are term witnesses, each term witness 
serving to cryptographically verify that a particular Sub 
collection of the distributed collection of hyperlinked 
web pages all contain a searchable term associated with 
that term witness; 

building the digest of the distributed collection of data sets 
includes building a Merklehash tree over the set of term 
witnesses, the Merkle hash tree having a root node: 

signing the digest to produce the digest signature includes 
signing the root node of the Merkle hash tree; 

the set of security parameters includes: 
a prime integer order, p. 
a generator element, g; 
a first cyclic multiplicative group, G, of order, p. G being 

generated by g; 
a second cyclic multiplicative group, G', of order, p, and 
a non-degenerate bilinear pairing, e, e mapping 
GXG->G'; 

generating the term witnesses includes, using a secret key, 
s, seZ.*, for each searchable term, calculating the asso 
ciated term witness by raising g to the power of a product 
of multiplicands, each multiplicand being an injective 
function of S and an identifier of a hyperlinked web page 
corresponding to that searchable term, for each hyper 
linked web page corresponding to that searchable term; 

the particular hyperlinked web pages that contain each 
searchable term define a term set for that searchable 
term, that term set having n elements, t, for i=1 through 
1=n; 

calculating the associated term witness for each searchable 
term by raising g to the power of the product of multi 
plicands includes raising g to the power of 

the instructions further cause the processor to perform the 
operations of 
for all integers, X, from 1 to a maximum size, m, of the 

term set for any searchable term, computing a set of 
generator powers, g(s)}, the set of generator pow 
ers having m elements; and 

publishing the set of generator powers for access by 
client devices; and the search server is configured to: 
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receive a conjunctive term web search request from a 
client device, the conjunctive term web search request 
including a plurality of search terms; 

in response to receiving the request, generate a set of 
search results by performing a set intersection opera 
tion between the term sets for each search term of the 
conjunctive term web search request; 

for each search term: 
generate a Merkle proof for the term witness associ 

ated with that search term, the Merkle proof includ 
ing sibling node values along a path within the 
Merkle hash tree from a leaf corresponding to that 
term witness to the root node; and 

generate a Subset witness for that search term with 
reference to a complementary term set associated 
with that search term, the complementary term set 
associated with that search term having p elements, 
t' for j-1 through.jp. Such that that complemen 
tary term set is the relative complement of the set of 

5 

10 

15 

search results in the term set defined by that search 20 
term, the Subset witness equal to g raised to the 
power of 

25 

18 
the Subset witness being calculated by expanding a 

mathematical representation of 

a set of polynomial terms of powers of s, calculating a 
value of graised to the power of each polynomial 
term of the set of polynomial terms of powers of s 
with reference to the set of generator powers, and 
multiplying the calculated values together, 

generate, using an extended Euclidian algorithm, a set of 
completeness witnesses, each completeness witness 
of the set of completeness witnesses having a greatest 
common divisor of 1 with the subset witnesses for all 
of the search terms; and 

send the set of search results, the term witness associated 
with each search term, the Merkle proof for each 
search term, the Subset witness for each search term, 
and the set of completeness witnesses to the client 
device in response to the received conjunctive term 
web search request. 

k k k k k 


