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Lecture 9: October 22, 2001Lecture 9: October 22, 2001

îîEl El Gamal Gamal PKCSPKCS
îîSignatures:Signatures:

ØØRSARSA
ØØEl El GamalGamal
ØØDSSDSS

îHW1 due today
îMidterm: Wednesday (October 24)
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El El Gamal Gamal and Discrete Logsand Discrete Logs

The discrete logarithm problem in The discrete logarithm problem in ZpZp

(where p (where p -- large prime, at least 512 bits)large prime, at least 512 bits)
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Factoids:
•no known poly algorithms
•basis for many crypto methods
•conjectured to be a good OWF; why?
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El El Gamal Gamal PK cryptosystem (83)PK cryptosystem (83)
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El El Gamal Gamal (example)(example)
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MerkleMerkle--Hellman Hellman Knapsack PKCS Knapsack PKCS 
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Subset sum decision problem Subset sum search problem

Both are NP-c
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Trivial to solve...
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MerkleMerkle--Hellman Hellman ((contdcontd))
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Digital SignaturesDigital Signatures

I did not 
have 
intimate 
relations 
with that 
woman,…, 
Ms. 
Lewinsky

•Integrity
•Authentication
•Non-repudiation
•Timestamping
•Causality
•Authorization
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Digital SignaturesDigital Signatures

A signature scheme:

(P,A,K,Sign,Verify)(P,A,K,Sign,Verify)

P P - plaintext (msgs)

AA - signatures

K K - keys 

SignSign - signing function: (P*P*KK))-->A>A

VerifyVerify - verification function: (P*A*K)(P*A*K)-->{0,1}>{0,1}
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RSA Signature SchemeRSA Signature Scheme
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RSA Signature Scheme (contd)RSA Signature Scheme (contd)
The good:

•Verification can be made cheap
•Same as decryption function
•Security based on RSA encryption
•Signing is harder but #verify-s > 1…
•Deterministic

The bad:
•Recall that RSA is malleable: signatures can be 
“massaged”
•Phony “random” signatures

••compute Ycompute Y=RSA(e,XX)=Xe mod n 
•X is a signature of Y because Yd=X mod n

The ugly:
•Signing requires integrity!
•How to sign multiple blocks?
•Deterministic
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El Gamal Signature SchemeEl Gamal Signature Scheme
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