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Abstract. One-time signatures (OTS) offer a viable alternative to public key-
based digital signatures. OTS security is based only on the strength of the
underlying one-way function and does not depend on the conjectured difficulty
of amathematical problem. OTS methods have been proposed in the past but no
solid foundation exists for judging their efficiency or optimality. This paper
develops a new methodology for evaluating OTS methods and presents optimal
OTS techniques for asingle OTS or a tree with many OTSs. These techniques
can be used in a see-saw mode to obtain desired tradeoff between various
parameters such as the cost of signature generation and its subsequent
verification and the cost of traditiona signature verification and OTS
verification.

1 Introduction

Digital signatures are rapidly becoming ubiquitous in many spheres of computing.
Most current techniques for generating digital signatures are based on public key
cryptography, e.g., RSA or DSS [12, 3]. These, in turn, are based on complex
mathematical problems such as factoring or discrete logarithms. This solid
mathematical basisis both a blessing and a curse: the former because it lends itself to
simple and elegant design and the latter because there is no assurance that efficient
algorithms do not exist for solving the underlying mathematical problems.

One-time signatures (OTS) provide an attractive aternative to public key-based
signatures since---unlike signatures based on public key cryptography---OTS is based
on nothing more than a one-way function (OWF). Examples of conjectured OWFs
include DES [10], MD5 [11], and SHA [9]. There is strong (albeit folkloric) evidence
asto the existence of true OWFs. Furthermore, OT Ss are claimed to be more efficient
since no complex arithmetic is typically involved in either OTS generation or
verification.



The OTS concept has been known for almost two decades. It was initially developed
by Lamport [4] and enhanced by Merkle [8] and Winternitz [7]. For the sake of
brevity, we do not review the history of OTS research here; we defer instead to [6, 5]
for a comprehensive treatment of the subject.

One efficient OTS construction is due to Merkle [6]. (Other efficient constructions
can be found in [1] [2].) To summarize the cost of Merkle's OTS construction, the
signer generates n = (b+log b) random numbers and performs n OWF computations.
Each verifier performs, on the average, n/2 OWF computations which yields the
average total of 1.5 * (b+log b). If we were to sign a 128-bit message (e.g., an MD5
digest) an average of 202 OWF operations would be necessary.

Despite its relatively low cost and overall elegance, this is basicaly an ad hoc
construction. No argument for its optimality has been provided in Merkle's work.
Moreover, it remains unclear what optimality means in the context of an OTS system.
This open issue is precisely the topic of this paper. In order to obtain better
understanding of OTS optimality, we first address a more general issue of how to
maximize the message size (of a message to be signed) while minimizing the number
of random quantities to be used in OTS generation (and, hence, the number of OWF
operations). Our result leads us towards an optimal OTS construction where
efficiency corresponds to the smallest number of OWF operations used in both
generation and verification of an OTS. We then amend this definition of efficiency to
take into account situations where multiple verifications are necessary, e.g., with
multi-destination e-mail or, more generally, secure multicast. This causes us to
consider adlightly different notion of optimality.

2 One-Time Signature Gener alization

The question we are trying to find an answer is how many distinct messages can be
signed when R contains n random numbers? For n = 1, the answer is one, and the
signature is the one random number. For n = 2, the answer is two; the signature can be
either ry or r,. If we were to map a message onto the signature subset {ry, r5}, that
choice would eliminate any other subset, allowing us only one distinct message. In
general, we observe that, for any n, we can obtain a valid message mapping by
drawing from all subsets containing p < n random numbers. Clearly, no one such
subset can be the subset of another, alowing us C(n,p) = nl/p!(n-p)! distinct
messages. In [13], it was shown that for any n, the domain of mapping M is greatest
when we draw from all subsets containing [h/200random numbers. This allows us to

sign any one of:
n
B, = 1
- ®

distinct messages, i.e., we are able to sign an arbitrary (log B)-bit message.
For example, if R contains four elements 1, 2, 3, and 4, then the largest valid message
setof Ris:



V={{1,2.{13,{1 4.{2 3}.{2 4,{3, 4}

which contains B, = 6 elements. By inverting this formula, using Stirling’s
approximation and taking the base 2 log of both sides, we can see that to represent 2°
distinct values, n must satisfy

n-logy/[In/2>b (2

For b = 128 (e.g., MD5), n must be at least 132, and each subset can be as small as
size 64, since C(132,64) > 2'%8, For b=160 (e.g., SHA1), n must be at |east 165

(n = 164 is just barely insufficient), with subsets of size 75. Note that we can freely
increase n and decrease p, or similarly, decrease n and increase p, as long as C(n,p) >
2°. In Figure 1, we show the number of random numbers n versus the number of
hashes required for verification p, for two popular message (digest) sizes.
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Figure 1: Signature generaticn fverification hash profile.

3 Cost Analysis of a Single One-Time Signature
3.1 All On-line Case

In the preceding sections, we showed how to sign an arbitrary b-bit message using p
of n random numbers. In this section, we will describe how to choose n and p to
minimize the total cost of a one-time signature. Our initial assumption isthat all of the
signing processis performed on-line, once the message is presented.

The principal cost of generating a one-time signature (aside from the cost of securely
distributing the anchor values H(R) is the cost of computing H(R); this costs n hashes.
The principal cost of verifying a one-time signature (aside from the cost of verifying
the anchor values) is the cost of computing H(S); this costs p hashes. However, only



a single sender generates a one-time signature, while potentially many receivers
verify it. Thus, each hash involved in signature verification incurs a greater cost than
one involved in signature generation.

In general, let each verification hash cost g times as much as a generation hash. The
total cost of a single signature is then proportional to n+op; thisisthe quantity that we
shall try to minimize, subject to the condition that C(n,p) > 2°. We want to find n and
p such that C(n,p) = C(nto,p-1). As a first approximation, we have, from the
definition of the binomial coefficient

e

If welet a = p/n, we have
a=@1-a)" )
To find the optimal nand p, we find the p such that C(CépCjp) > 2°.

3.2 On-ling/Off-line Case

In [2], the authors introduce the new concept of on-line/off-line digital signature
schemes. In these schemes the signing of a message is broken into two phases. The
first phase is off-line. Though it requires a moderate amount of computation, it
presents the advantage that it can be performed at leisure, before the message to be
signed is even known. The second phase is on-line and it starts after the message
becomes known. Since it utilizes the precomputation of the first phase, it is much
faster.

We observe that the signer can generate the vector R={R;,...,R,} of n random
numbers and by applying the OWF to each random number, he can generate the
hashes off-line. The on-line phase is just a mapping and at costs less than one MD5
hash operation. So, in this case we try to minimize the verification time. Thisis also
due to the fact that many times only a single sender generates an OTS, but potentially
many receivers verify it.

It is improper to take the verification time as only the time needed to make the
mapping and generate the hashes of the random numbers. One of the disadvantages of
OTSisits length; especidly if we have alow bandwidth channel, the time needed to
transmit the signature dominates the time for verification and cannot be neglected.
Also both available bandwidth and computation power vary in a wide range. We
therefore need to decide on the values of n and p with respect to bandwidth and
computation power.

Now, we will describe how to choose n and p to minimize the total time T needed to
verify one OTS. Let's take the hash length as b and random number length as a.



Assume a bandwidth of K bits/sec. And L seconds as the time required to perform one
hash operation. Then

T=

P (p+L+m ©)
In the above formula, we ignore other delays such as queuing delays. One extra L is
for generating the hash of the message and m is the time for the mapping. The total
time needed to verify one OTS is then proportional to n+op wherec = (a+ LK) / b.

Fortunately, this is the same quantity we have tried to minimize in the preceding
subsection. So in this case we can also use the results we have obtained previously.

4 Amortized Cost of Many Signatures

Using the one-time signature only once is inefficient, since the sender needs to sign
the original hash image H(R) using a conventional digital signature (e.g., DSS).
Using a tree scheme, as in Merkle [6], we can sign an arbitrarily large number of
messages with only one conventional signature. However, the incremental cost of
generating and verifying an additional signature increases logarithmically with the
number of signatures.

In the tree scheme, one constructs a tree of signature nodes. Each signature node has
avector for signing each of its children as well as a single message. The root node is
signed by conventional means---i.e., using a digital signature key. In this treatment,
we consider only a binary tree, so that each node has three vectors. Suppose that we
choose n and p such that C(n,p)>2°. We would like to compute the cost, in hashes, of
generating and verifying a signature at any given depth d.

To generate the signature, one needs to do a one-time signature of the message
(requiring n hashes). Assuming the signer can cache the tree, no further computation
is required. Verification requires one to perform p hashes to verify the current node's
signature of the message, and additional p hashes to verify the parent node's signature
of the current node. If the receiver has cached the tree, no further computation is
required; otherwise, an additional (d-1)p hashes are required.

In contrast to the single signature case, then, each of a sequence of signatures costs
n+2p hashes if receivers cache the signature tree, or n+(d+1)p hashes if they do not.
How reasonable is it to cache a signature tree? If we choose SHA as our message
digest, we need to sign 160 bits of message, for which we could choose n=165 and
p=82. Both signer and verifier must cache, for each node, 3n 160-bit numbers (the
signer caches the random numbers R, then verifier caches the anchor values H(R));
this works out to 4950 bytes per node. Thisis easily supported.

In fact, receivers who cache the tree need only maintain the lowest layer of nodes, so
that only about half the nodes already traversed need be kept at any time. They can
prune additional information off the tree by removing the message signature vectors
after they are exhausted.



5 Constructing the Optimal Tree

In Section 4, we showed how to choose n and p to minimize the total cost of an OTS.
Now in this section we will describe how to choose the parameters of a k-ary tree
with a depth of d. Note that the tree structure does not need to be binary; we can
increase k. On the other hand we should stop somewhere in our tree; that is at some
point the cost of using our large tree to verify an OTS is more than that of starting a
new tree in which we have signed the root node by conventional means. In other
words, we need to optimize the value of d.

We will try to minimize the average verification cost of one OTS. Suppose that the
verifier only caches the root node of the tree. This is a reasonable assumption,
especially when the signer uses the tree to sign messages for different receivers.
Suppose also that the cost of verifying a traditional signature is C times more than

verifying a OTS. In ak-ary tree with a depth of d, the number of messages that
can be signed and the number of OTS required are
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is approximately equal to



C+(d +1k? +W = k(C +W)

If we put W into its place and make necessary manipulations, our formula becomes
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Figure 2: choosing the optimal depth for a binary tree

In Figure 2, we show the depth of a binary tree versus average normalized verification
cost per message. One should choose the depth d where the average normalized cost
per message is minimal.

6 Conclusion

We have provided a theoretica foundation for evaluating the efficiency and
compactness of one-time digital signatures. This work reveals the absolute minimum
complexity of computing a digital signature over a space of b-bit messages, based on
the weighted costs of signature generation and verification. We have shown how



this theoretical minimum can be achieved, by using a simple and efficient mapping
between messages and subsets of random numbers. We have demonstrated how this
family of one-time signature schemes fits into an elegant protocol for amortizing the
cost of one-time signatures over many messages. Finally, we have provided a
theoretical foundation for evaluating the efficiency of the OTS tree structure based on
the weighted costs of traditional and one-time signatures.
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