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Abstract

Secue pairing of electionicdevicesthatlack anypreviousassociations a challengingproblemwhich hasbeenconsideed
in many contexts and in various avors. In this paper we investigatethe use of the audio channelfor human-assisted
authenticationof previously un-associatedievices. We develop and evaluatea systemwe call Loud-and-Clear (L&C)
which placesverylittle demandon the humanuser L&C involvesthe useof a text-to-speel (TTS)enginefor vocalizinga
robust-soundingindsyntactically-corect(English-like) sentencelerivedfromthe hashof a device's public key. By coupling
vocalizationon onedevice with the displayof the sameinformationon anotherdevice, we demonstatethat L&C is suitable
for secue device pairing (e.g., key exchange) and similar tasks.We also describeseveral commorusecasesprovide some
performancedatafor our prototypeimplementatiorand discusshe securitypropertiesof L&C.

Index Terms: Human-assisteduthenticationMan-in-the-middleattad, Audio, Text-to-speel, Public key, Key agreement,
Personaldevice Wirelessnetworks.

1 Intr oduction

Theproliferationof mary typesof inexpensve personatlevices,suchasPDAs, cellphonessmartwatchesandMP3players,
hasbeenaccompaniedy the needto securethesedevices andtheir communicationwith the “outsideworld” Common
applicationsnvolve securelyconnectingone's personaldevice to an unfamiliar printer, wirelessprojector network access
point or anothertargetdevice. Of course establishingsuchsecureconnectionss straightforvardif thereexists a penasive
global securityinfrastructure suchasa public key infrastructure(PKI) or a trustedonline third party (TTP). However, in
mary (evenmost)applicationscenariousnvolving heterogeneoysersonabtievices,neithera PKI nora TTP canbeassumed.
Thuswe arefacedwith the problemof peerdevice authenticatioror secue device pairing.

While the generalproblemof securepairing of deviceswith no prior context is dif cult andremainspartially unsohed,
therehasbeenprogressn scenariosnvolving personatlevices. Preciselybecauseghesedevicesarepersonal thepresencef
thehumanuser(owner)is assure@ndtechnique$ave beenproposedo engagehehumanuserin theprocesf establishing
securecommunication.Therefore human-assisteduthenticatiomepresents very timely, importantand popularresearch
topic.

In this paper we focus on applicationsettingswhere devices are physically presentand nearbut their communication
channelis not visible or ascertainabléy their ownersor users. The mostobvious exampleis devicescommunicatingover
awirelesschannele.g. 802.11a/b/gBluetooth,or Infrared. Suchchannelffer no physicalevidenceof directconnection
betweerdevices! To addressxd hocsecurepairing of devicesover thesechannelswe develop a systemcalledLoud-and-
Clear (L&C) which usestheaudiochannelo attainhuman-assistegbut not burdensomegievice authentication.
Organization: This paperis organizedasfollows: The next sectionoverviews relatedwork, followed by the discussiorof
our motivationandthe summaryof our contritutionsin Section3. Section4 describeertainkey elementf L&C design.

1Althoughwe usewirelesscommunicatiorasa runningmotivation throughouthis paper thedif culty of peerdevice authentications not con ned to
wirelesdlinks. For example,if thecommunicatiorbetweerthetwo devicesis via wired Ethernetasimilarproblemarises.Only afully visible point-to-point
physicalconnectionwvould alleviate the peerauthenticatiorproblemwe studyin this paper



Next, Sectionss discussesinidirectionalauthentication A prototypeimplementatiorandits performancerediscussedn
Sections7 and8, respectiely.

2 RelatedWork

Therehasbeena considerablemountof prior work in the generalareaof securedevice pairing. PKI-orientedsolutions
involve rigid hierarchiesand requirethe existenceof trustedoff-line Certi cation Authorities (CAs) [20]. Unstructured
certi cation techniquesuchasPGP[29] assumea certainsmall degreeof separatioramongcerti ed entities(i.e., aweb
of trust). An alternative is an online trustedthird party (TTP), suchasKerberoq35, 16]. However, suchsolutionsrequire
constantpresencend availability of anonline TTP which is not realisticin our ervisagedscenarios.For this reason the
remainderof this sectionfocusesn closelyrelatedprior research.

Thewell-known Dif e-Hellman key exchangeorotocol[39] allowstwo entities,with no prior secret®r secureassociation,
to agreeon a commonsecretkey. However, preciselybecauseno prior secretsare assumedman-in-the-middlgMITM)
attacksarepossible[2, 19, 17]. A numberof enhancement® the Dif e-Hellman protocolhave beendeveloped. Bellovin
andMerrit proposedhe encryptedkey exchangg(EKE) protocol[32] to preventMITM attacks.However, it requiresboth
partiesto possess secretpassverd a priori. Althoughmary EKE re nementshave beenproposed37, 28, 36|, all involve
apre-sharedecretpassverd. Thisis clearlyinapplicablein ourtargetedervironment.

Secondarghanneloffer anothemeando defendagainstMITM attacks A secondarghannekanbeusedto verify that
the keys computedat both devicesareidentical. For peerdevice authenticationStajanoand Andersonproposecda method
for establishingkeys by meansof a link createdthroughphysicalcontact[9]. However, due to the diversity in personal
devices,it is impracticalto expectall devicesto have suitablephysicalinterfaces.Lik ewise,it may alsobeinfeasibleto lug
aroundconnectioninterfacesandor interfacecorvertersfor variousdevices. Balfanz, et al. [6] extendedthis approachoy
usinglocation-limitedwirelessinfraredsecondargchannels Sincethe humanuseris unableto directly verify which devices
arecommunicatingover the infraredchannelMITM attacksarestill feasibleby sophisticatedttaclers. Capkunetal. [33]
proposed furtherextensionto allow two previously unassociatedevicesto establistakey utilizing one-hoptransitve trust.

A numberof efforts have beenmadeto involve ahumanuserin thesecondarghanneln orderto manuallyverify/compare
keys (or hashegshereof)including[25, 11, 12] and[21]. The commonelementof thesesolutionsis thatthe useris required
to compareshortnumericalcheckvalues,which are generatedy hashingor taking the MAC of the authenticatiorobject.
Theirlimitation is thatsufcient securitydictateshatthe checkvaluesneedto berelatively lengthy(substantiallynorethan
the4-digit hex vectorsuggestethy Maher[25]) renderingtheir comparisora cumbersomanderrorpronetaskfor humans.
MANA [11] improveson [25] by shorteningherequiredlengthof the checkvalue,yet the useris burdenedwith thetaskof
typing a short2-4 hex digit key usingthe non-useffriendly input interfaceof a personabdevice. SHAKE [21] reduceghe
requiredlengthfor the checkvalues. However, it requiresa temporarysharedsecretbetweenthe two peers,thusit is not
applicablefor deviceswith no prior associationMore recently Cagaljet al [5] andLaur et al [22] tackledthe problemof
userfriendly mutualauthenticatiorusingcommitment-basef88] techniquesCagaljet al proposedhreeschemesThe rst
requiregheuserto compareapproximatelyhalf the numberof bits of the previous solutions.The othertwo schemesely on
thespeci csof theradiochannel

To easeheburdenof hashstringscomparisonyisualmetaphorso represenhashvalueshave beendevised,includingthe
useof fractalsnav ak es[14, 31], randomart[30] and ag representatiofB]. Theserepresentationallow for humanusers
to do roughsimilarity checkingof strings,but they do notallow for ne-grainedcomparisonsasrequiredin mary security
applications.

Onenotablerecentresultis the Seeing-is-Beligng (SiB) systemproposeddy McCune,et al. [15]. SiB takesadwantage
of thevisualchannel- sincea humanuseris assumedapableof visually identifying the targetdevice — to provide human-
assiste@uthenticationThis is doneby requiringthe humanuserto take a picture(with a personakcamera-equippeshobile
phone)of the 2D barcodeaf x edto, or displayedby, atamgetdevice andhaving the phoneinterpretthe barcodeandextract
the cryptographianaterialidentifying the device's public key. Meanwhile,the targetdevice is supposedo communicatgo
theusersphonethe(presumablyysamecryptographianaterialvia somewirelesschannelg.g.,Bluetooth.If thetwo versions
of thecryptographianaterialmatch,the users phoneconcludeghatthetargetdevice's public key is authentic.

SiB providesareasonabléevel of security commensurateith whatis realisticunderthe circumstancesCircumventing
SiB requiresthe adwersaryto: (1) eitherhackinto the target device and causeit to display wrong barcodesor physically
plasterfake barcodeson the device, and (2) mounta man-in-the-middleattackon the wirelesschannel. SiB is also quite
practicalparticularlybecausét placesvery little burdenuponthe humanuser:visualidenti cation of the targetdevice and
takingapictureof thebarcode.



Anotherresearctdirection, similar to the onetakenin this paper is the textual representatiof cryptographicstrings.
For example the S/KEY One-Time-Passvord[27] systenrepresentacryptographicthashasa seriesof six short(up to four-
letter) words. S/KEY wasdesignedor the automaticgeneratiorof pass-phrasesndthe pass-phraseare not necessarily
auditorially robustnor syntactically-correctThatis, SIKEY pass-phraseserenot meantto be spoken,andtherearesome
similarsoundingwvordsin the S/KEY word list. Theword encodingior PGPfond18], ontheotherhand,usesanauditorially
robustword list. Still, it doesnot producesyntactically-correcstring encodingswhich makesit harderfor humanusersto
parsevocalizedPGPfonephrases Our L&C systemproducegphraseghatare syntactically-correcandauditorially robust;
hencethey aremoresuitablefor humanveri cation.

Also of interestareschemesor constructingsyntactically-corregbass-phrasdsom randompasswerds,e.g.,se€[3]. Such
techniquesllow usersto remembettong passvwerdsusingthe rst lettersof thewordsin aneasy-to-memorizpass-phrase.
While syntactically-correctthey arenot necessarilyauditoriallyrobust.

3 Overview and Motivation

In thispaperweinvestigateheuseof theaudiochannefor human-assisteauthenticatiorof unfamiliar devices.We develop
andevaluatea systemcalledLoud-and-Clear (L&C) , which, like Seeing-is-Beliging (SiB), placesrelatively little demand
on the humanuser L&C usesspolen naturallanguagefor human-assisteduthenticationhence,it is suitablefor secure
device pairing(e.g.,key exchangelandsimilartasks,suchassecurecon guration.

Themotivationfor ourwork is four-fold:

1. While somemobile phonesincludea built-in photo (andevenvideo) cameramary othertypesof personabdevicesare
not similarly equipped.For example,a camerais not standardequipmenton mostPDAs (e.g., Treos,Blackberries|PAQs
andPalmPilots).It is alsonot presenbn digital musicplayersandsmartwatches.Furthermoregvenfor mobile phonesan
on-boardcameraesultsin a certainprice differential,ascomparedo a similar camera-lesphone.

2. Theuseof camerass appropriatdor mostpeople,exceptfor thosewho arevisually impaired(e.g.,legally blind). One
possibilityis to print barcodesn Braille, askthe visually-impaireduserto identify the targetdevice's barcodeby touchand
thentake the picture(with the camerghone)atvery closerange.Albeit, theassociatetburdenwould be higherthanin plain
SiB.

3. Barcodesandcameraganbe usedin mary normaleverydaysettings suchasof ces, hotelsandairports.However, there
aretwo importantunderlyingassumptions(1) ampleambientlight, and,(2) sufcient proximity betweernthe two devices.
In otherwords,in the presencef light-inhibiting environmentalfactors,suchasdarknesssmole or heary fog, SiB would
notbeapplicable.

4. Theuseof camera-equippedevicesis typically prohibitedin high securityfacilities, suchasmilitary bases.

By relying on the useof spolken naturallanguageto provide human-eri able securecommunicationL&C alleviates
all of the above shortcomingsf SiB. Moreover, the L&C systemencodesauthenticatiorstringsusingauditorially-rohust,
syntactically-correctMadLib” phraseswhich allow humanusersto easily verify the authenticatiorstringsbetweenpeer
devices. To constructauditorially-rohusttext sequencesye producea numberof word lists of appropriatgpartsof speech,
with thewordsin eachlist beingasphoneticallydistantfrom eachotheraspossible.

Neverthelessthe useof theaudiochannefor human-assisteauthenticatiomasits own dravbacksandlimitations,which
we readilyadmitfrom the outset:

1. Ambientnoiseis clearlyaninhibiting factorfor audio-baseduthenticationWhethercomparingwo audiblesequencesr
comparingonesuchsequencéo adisplayedextualrepresentationf thesamesequencejoisemakesauthenticatiorif cult.
By the sametoken,theaudiochannelis not suitablefor hearing-impairedhumanusers.

2. Asdiscussedaterin this paperL&C requiresatleastoneof thetwo devicesto have a spealer (or anaudio-outinterface).
The otherdevice musteitherhave a displayor a spealer. While suchinterfacesare more commonthancameragas most
personablevicesareequippedvith a spealer or adisplay andoftenhave both),we notethat SiB doesnot requirethe useof
aspealer or audio-outsignal(it requiresa camera/scannemdadisplay).

3. L&C placesaslightly heavier burdenthanSiB onthe humanuser In SiB, the useris asledto visually identify thetarget
device andto take apictureof thedevice'sbarcodeln contrast] &C requiregheuserto eithercomparegwo audiosequences
or compareoneaudiosequenceo a displayedextual representationf the samesequence.

It is apparenfrom the above that, owing to their respectre advantagesndlimitations, SiB andL&C complemeneach
other



4 KeyElements

In this sectionwe describehe mainelementf the Loud-and-CleafL&C) system.

As aninitial applicationwe considerauthenticatiorof atargetdevice to a personablevice,assumingno prior association
betweerthetwo devices. We assumehatin this (andmostother)usescenariosdenti cation of the communicatinglevices
is performedvisually or tactilely by the humanuser

We considethemostplausibletypeof authenticatiorobject whichis thetar getdevice'spublic key. Thepersonablevice
recevesthetargetdevice's public key overawirelesschannelandanaudiosignalis usedasa meanof verifying this public

key.

4.1 Requirements

Thespeci cs of targetdevice authenticationn L&C dependuponseveralfactors,suchasthetype of authenticatiorobjects,
directionality the numberof humanusers,andthe device equipment.The following basicrequirementsarecommonto all
usecases:

Thereis atleastonehumanuserpresentvith a personablevice.

At leastonedevice hasanaudiointerface,e.g. a spealer or a audioout plug (though,asdiscussedbelow, for the sale of
completenesd4,&C alsosupportghe caseof bothdeviceshaving displaysbut no audio).

Thetwo devicesmustbe ableto communicatevia somemultiple-accesdroadcasmedium,e.g.,802.11a/b/gBluetooth,
Infrared,or wired Ethernet We make no assumptionsegardingthe securityof this channel.

Figurel depictssomeanticipated_&C usescenarios.

Figure 1. L&C Sample Use Scenarios.

4.2 ClassifyingL&C UseCases

Let us considerin moredetail the factorsthat distinguishusesof L&C, including the type of authenticatiorobjects,direc-
tionality, thenumberof humanusersandthe device equipment.

The rst factorthatdistinguished . &C usescenarioss the directionalityof authenticationi.e., whetherauthenticatioris
one-way (unidirectionalfrom targetto personaldevice) or mutual(bidirectionalbetweerthe two devices). For example,in
the former, the personaldevice may needto authenticatehe targetdevice's public key and,in the latter, eachdevice may
needto authenticatehe other's public key authenticatiorobject. Sincethe mutualusescenarids a trivial extensionof the
one-way scenariojn this paperwe focusonly on one-way authentication.

A secondactoris thenumberof humanusers.Onesettinghasa singleuserwith a personatievice while thetargetdevice
is unattendedAnothersettinghastwo userseachwith a personaldevice. In the formersetting,if mutualauthentications
neededthe burdenon the humanuseris essentiallydoubled.



More than arything else, the equipmentavailable on eachdevice in uences the particularsof authentication. Some
deviceshave both a displayanda spealer, while othersmay have only one of these.Thus,somedevices,suchaslow-end
basestations,may at rst appeamnsuitablefor L&C, sincethey lack both a spealer anda display Neverthelessthey can
beaccommodate(in a mannersimilar to theway SiB handledisplay-lessargetdevices),by af xing asticker to thetarget
device,whichcontainghe L&C textual encodingof thetargetdevice's public authenticatiorobject,displayedn print and/or
Braille form. In addition,ary device, suchasa point-of-saledevice, with anembeddedgbrinter (or a printeritself) is easily
supportedy L&C, by having thedevice printanL&C encodingof the authenticatiorobject.

We considerfour possibleusecasedor veri able authenticatiorof somepublic key:

TYPE 1: hearandcomparewo audiosequenceginefrom eachdevice.

TYPE 2: hearanaudiosequencérom thetargetdevice andcomparet to text displayedby the personabevice.
TYPE 3: hearanaudiosequencéom the personablevice andcomparet to text displayedby targetdevice.
TYPE 4: compareext displayedby the personalevice to text displayedby targetdevice.

Of thefour casesTYPE 1 is the mosttaxingon the humanuser;evenif theaudiosequenceareshort,comparinghemis
dif cult dueto differentaudiocharacteristicandthe needfor the humanuserto temporarilyremembeionesequenceavhile
waiting to hearthe other However, thereis evidence[13] that the two sentencesanbe comparedwhile beingvocalized
simultaneouslyreducingthe users memoryrequirementaswell asthetotal L&C sessiortime.

TYPE 2 andTYPE 3 usecasesresimilaryetnotidentical. Thedifferencds abit subtle:listeningto one's own device at
very closerangeis alwayspossibleandcorvenient.Whereaslisteningto anunfamiliar targetdevice mayrequireattuningto
anunexpectedvolume,pitch, voice,andnoise.

The TYPE 4 usecasedoesnotinvolve ary useof the audiochannelandrequiresnon-visually-impairedisers.Neverthe-
less,weincludeit amongour supporteccasessinceit maybe usedasanalternatve or fall-backmethodwhenTYPE 1, 2 or
3 usecasesareimplausible.This happensvhenbothdevicesonly have displays,in noisyervironmentge.g.,ataconcert)or
whensilenceis required(e.g.,in alibrary).

Table1 shavs thetypesof userrequirementgsorrespondingo possiblepersonal-tayetdevice combinations’ Looking at
rows 3 and6, the choicebetweenTYPE 3 or 1 andTYPE 2 or 1, respectrely, canbe dictatedby certainpropertiesof the
ervironment. For example,insufcient light, smole or fog canmake TYPE 1 the only viable choice. A visually-impaired
useris alsolikely to choosel'YPE 1 over TYPE 3 or 2, unlessoneof thetwo deviceshasa Braille displayor sticker. Lik ewise,
the TYPE 4 usecaseis infeasiblefor a visually-impaireduserunlessboth deviceshave Braille displays(or a Braille sticker,
in the caseof the targetdevice). In row 7, the choicebetweenTYPE 3 or 4 is lessclear Onedecidingfactormight be the
comparatre quality of the personabevice's displayandspealer.

PersonalDevice Target Device
Row | UseType | Display | Spealkr | Display | Spealer

1 1 no yes no yes
2 3 no yes yes no
3 3orl no yes yes yes
4 2 yes no no yes
5 4 yes no yes no
6 2orl yes yes no yes
7 3or4 yes yes yes no
8 1,2,30r4 yes yes yes yes
9 n.a. no no * *
10 n.a. * * no no

Table 1. userRequirementfor VariousDevice Combinations.

4.3 Vocalizableand ReadableRepresentations

InL&C thehashof thetargetdevice's publickey mustbeveri ed by theuser(s)f oneor bothdevices.Comparingong(e.g.,
160-bit) hashess atediousandcumbersoméaskfor the averageuser In orderto make the proces<asterandlesstedious,
a hashmustbe representedh a more corvenientform. In L&C we representhe authenticatiorobjectasa syntactically-
correctsequencewith expectedusecasedeingsituations(asin TYPE 2 or TYPE 3) wherethe userreadsalongwith an
audiotext-to-speechieadingof thetext sequence.

2Type columnindicatesthe allowed typesof usecasesdependingn the device characteristicindicatedfor the personabndtaget devices. We use™*'
to denotea don't-carecondition,we allow the'Display' conditionto includethe ability to print or have anafx ed sticker attachedo device, andwe allow
the'Spealer' conditionto includeary audio-outinterface.



The text sequencesn L&C are basedon “MadLib” puzzlescommonly usedby childrer®. Thatis, we generatea
syntactically-correc{but usually non-sensicalgEnglish-like sentencdrom a string of randombits. This string of random
bits is the outputof a one-way hashfunction. Our currentimplementatiorallows usersto choosebetweenSHA-1 or MD5
hashalgorithms.

Similarto thetechniqueusedin the S/IKEY One-Time Passvord Systenm27], thehashis dividedinto 10-bitsections.The
numberof 10-bit sectionsbecomeghe nal numberof wordscontributing entrogy to the MadLib sentence(For example,
usingSHA-1 with 80 bits of entrogy would resultin a MadLib sentenceontaining8 words.)

Oncethe size of the binary input string is determinedan appropriatelysizedMadLib text is constructed.The text is
generatedrom atemplate which consistof agrammaticabentencéor groupof sentencesyith missingwords,eachbeing
of varioustypes,suchas: noun, adjectve, adwerb, verb, boy-name,girl-name,or animal. Eachmissingword is replaced
with aword from a dictionaryof appropriatevords. Theword replacingthe MadLib keyword is determinedy corvertinga
10-bit sectionof the hashinto anintegerandusingthatastheindex into theinternaldictionary For example,thefollowing
is aMadLib encodingproducedby our prototype for encodinga 70-bit string(the lled-in words/word-phraseareshovnin
all caps):

DONALD the FORTUNATE BLUE-JAY FRAUDULENTLY CRUSH-edoverthe CREEPYARCTIC-TERN.
In S/KEY, generateavordswerenotmeanto bespolen,sincetheremaybesomesimilarsoundingvordsin the S/KEY word
list. In orderto constructauditorially-rotusttext sequencesye needto producea numberof word lists of appropriateparts
of speechwith thewordsin eachlist beingasphoneticallydistantfrom eachotheraspossible.Usinga metricfor phonetic
distancesimilar to thatusedby PGPfon€[18], but restrictedto wordsof the appropriatetype, we createauditorially-rotust
word lists for eachof theword categoriesusedin our MadLib sequencesThisis doneasfollows:
1. ConstructalargesetC of candidatenvordsof the appropriatdype. Theseshouldbe commonEnglishwordsthatcanall
beusedin sameplacein aMadLib text sequence.
2. SelectarandomsubsetV of 2« wordsfrom C, wherek is the numberof bits we wish to have this type of word represent
(e.g.,8 bitsfor any noun).
3. Repeatedlynd theclosestpair (p;q) of wordsin W (usingthe phoneticdistancanetric) andreplaceq with aword from
C W whosedistanceto any word in W is morethand(p;q), if sucha word exists. Theresultingsetis a collection of
phoneticallywell-spreadwvords.
4. OrderW sothateachpair of consecutre wordsin W are asfar from eachotherasreasonablypossible. Doing this
optimally is NP-hard[10] but we canusea heuristicalgorithmbasedon pairwiseswappingof wordsin W to comeup with
agoodorderfor W.
5. Assignintegervaluesto thewordsin W accordingto a Gray Code,sothatconsecutre integersdiffer in exactly onebit
but their respectie codewordsaredistant.

This algorithmcornvertsbit sequenceto auditorially robustwords—smallchangegevento onebit) in theinputshould
resultin noticeablydifferentsoundingtext strings.

5 Unidir ectional Authentication

Using L&C in unidirectionalauthenticatioreliminatesthe needfor a trustedparty or ary pre-sharedecret.L&C supports
all four typesof usescenariogor unidirectionalauthentication.

As the rst example,considera target device without a screenor a spealer, e.g.,an 802.11wirelessaccesgoint. Any
wirelessdevice connectedo the accespoint canreadout the MadLib sentencegeneratedrom the receved public key and
the usercanauthenticatehe accesgoint by comparingthe sentenceeadoutin his machinewith the onedisplayedon the
sticker attachedo theaccesgoint.

Anotherexampleinvolvesusinga printerin a public place. Similar to the above, a printer can have a sticker with the
sentenceorrespondingo its publickey. However, aprinteris capableof externalizinga sentenceisingits print functionality.
By pressingabuttonontheprinter, ausercanrequesit to printits MadLib sentencandauthenticatéhe printer's public key.

Soundis oneof the mainelementghatenablesvisually impairedpeopleto interactwith the outsideworld. In this sense,
L&C couldbeeasilyusedo helpvisuallyimpairedpeopleto authenticatelevicesor evenidentities.Onecompellingexample
is theauthenticatiorof a bank ATM. A visually impairedpersommight be givena MadLib sentencevhens/heopensa bank
account.This MadLib sentenceés generatedrom the cardnumberandits expirationdate,usinga keyed hashwith a secret

3In aMadLib puzzle,a funny storyis createdby having blanksin atext lled in with syntactically-appropate words chosenby the playeror his/her
friend.



key known only by thebank.Whenthecardis insertedn anATM, the ATM generatesndreadsaloudthe MadLib sentence
correspondingo theaccountnumber

6 “Presence”Con rmation

Similarto SiB, L&C canbeusedto provethe“presence’propertyof a separatelevice. A device equippedvith aspealer or
displaycanuseL&C to con rm, without the assistancef a human the presencef someotheruserattendedlevice within
agivenrange.

To detectthe presencedf a nearbydevice, the device generates noncevalue,hasheghe noncevalue,and corvertsthe
hashinto the correctMadLib. The device theneitherdisplaysor automaticallyspeakout the MadLib, notingthetime when
theMadLib wasdisplayedor spolen. A userwhois in the proximity of thedevice shouldbeableto reador hearthe MadLib
andentertheMadLib sentencénto their personallevice. The personatlevice canthensimply reversethe MadLib encoding
processy determiningthe index of the word in its correspondinglictionaryand usingthe bits of the index asbits of the
hash.Oncethe entirehashhasbeenreverse-computetom the MadLib thenthe personalblevice canbroadcasthe hashof
the nonceover the wirelesschannel. Whenthe original device receivesthe hashof the nonceover the wirelesschannelthe
device knows thata humanuserhasbeenpreseniat the display’s line-of-sightor within hearingrangeof the spealer. We
assumenerethatit is hardfor auserto stratgyically placeundetectedpeecthor text recognitiondevicesthatwould relaythis
informationto aremotedevice.

While the “presencepropertycanbe achieved by devices, it is notrobust. It is impossiblefor the device to determine
how mary devicesarewithin hearingrangeor how mary arecapableof seeingts display It is alsodif cult to differentiate
betweera userin the proximity anda userthat hasstrateyically placedspeecthor text recognitiondevicesthatwould relay
theaudioor visual signalto a remotedevice. However we assumethatit is hardandnot bene cial enoughfor a userto do
so undetected.The device is only capableof verifying thatthe hashreceved over the wirelesschannelis the sameasthe
onegeneratedIf desired,t is possibleto determinethe time differencebetweenwhenthe noncehashis receved over the
wirelesschannelandwhenit was rst displayedor spolen.

Eventhoughthe“presence’propertyis notrobust,it is notwithoutits own uses.A device canusethe “presence’property
to limit the authorityto controlthe device to userslocatedwithin view or hearingrangeof the samedevice. This property
canalsobe usedasa meansf triggeringthe power saving featureof a device, whenno userattendedlevice is within visual
or audiorange.Beforea device switchesto a lower power consumptiorstate the device displaysor speakghe MadLib. If
no responses receved over the wirelesschannelafter a certaintime period, the device assumeshatit is not needecby a
userattendedlevice in the proximity andthatit cansafelyswitchstate.

7 Implementation

SinceL&C is intendedfor a variety of mobile computingplatforms,portability is a key requirement.We built L&C using
the highly portableEwe Java-basedProgrammingSystem[4].# Our implementatiorrunson ary Poclket PC (iPAQ in our
experimentsiandany Windows PC.

As partof its initialization, L&C allows selectiorbetweerbi-directionalanduni-directionalpublic key authenticationin
theuni-directionalcase L &C runsonAlice (auserattendecersonablevice)to verify the public key of Bob (anun-attended
target device) asdiscussedn Section3. In the bi-directionalcase both devicesare userattendedgither by a singleuser
or two differentusers. Also at bootstraptime, L&C allows the choiceof 802.110r Infraredcommunicatiorchannel.One
of the participants/deices(say Bob, the target device) initializes L&C andwaits for a TCP connectionon a well-known
port over oneor both communicatiorchannels.Alice's userphysicallyapproache8ob (particularlyrelevant for Infrared
communication)initializesits L&C applicationandconnectgo Boh. Next, Bob sendsts public key to Alice via theselected
communicatiorchannel.ln caseof bi-directionalauthenticationAlice reciprocatesBob corvertsthehashof thelocal public
key into a MadLib sentenceanddisplaysthe sentence Alice corvertsthe hashof the receved public key anddisplaysthe
correspondingviadLib sentenceln thebidirectionalcasejn additionto the above, Bob corvertsthe hashof Alice's public
key andAlice generateshe MadLib of herkey. Theuser(shave the optionto vocalizethe sentencesn bothdevices.

Althoughthemainpurposeof L&C is to authenticat®ne(or both) public keys, this procesaisuallysenesasa preludeto
a key exchangeprotocol,i.e., the generatiorof a sessiorkey to be usedfor subsequentecurecommunicatiorbetweerthe
two devicesin question.For this reason . &C includestwo avorsof public-key-basedkey exchangeprotocols:RSA- and

4Eweis currentlyavailablefor the following platforms: Poclet PC (Windows CE), MS SmartPhoneCasioBE-300,HandHeldPCPro, SharpZaurus,
Linux PC,Windows PCandary Java1l.2VM.



DH-basedThesearebasicallystandardextbook protocols(e.g.,the Station-to-Statiomprotocol)andwe do not elaborateon
themfurther.

7.1 Implementation Details

Owing to its modulardesign,L&C canutilize a variety of Text-to-SpeecHTTS) engines. However, mostC/C++ speech
enginesare platform-dependentyhile thosewritten for mobile devices are mostly proprietary Furthermore Java-based
TTS enginesareavailablefor speci ¢ JVM-s thatareunsuitablefor resource-constrainatkvices,suchassmartphoneand
iPAQs. Speci cally, Sunoffersthe JSAPland FreeTTSJasa TTS engineimplementations.However, theserun only on
Java 1.4. Therefore we employed existing TTS applicationsthat could be usedby L&C—Digit for PC and Podket PC by
Digalo °, which is a simple lightweight clipboardreaderthat usesthe Elan Speeb Engine © Our applicationcopiesthe
text to-be-vocalizedontothe systemclipboardandDigit speakst out automaticallyor whenthe userpresses buttonon the

Ewedoesnot provide acompleteAPI for low-level cryptographigrimitives. Thus,in orderto implementDH- andRSA-
basedkey exchangeprotocolswe addeda lightweightcryptographicdAPI to Ewe's Javalibraries. For this purposewe ported
theBouncyCastlecryptopackagd1] for JDK 1.3. For hashingwe usedEwe's built-in SHA-1.

The FreeTTSand Boung/ Castlecrypto packageare written solely in Java anddo not link to native platform-speci c
libraries,facilitating L&C' s platformindependenceSofar, we testedL&C on Poclket PCandWindows PC.L&C canalso
be usedwith therestof the Ewe-supporteglatformsplatformsby changinghe TTS engine.We arecurrentlyporting Sun's
FreeTTSandJSAPIlinto Ewe.

NOTE: L&C sourcecode,installationinstructionsaswell as picturesand a video demonstratind-&C canbe found at:
http://wwwics.uci.edu/ccsp/lac

8 L&C Performance

In this sectionwe evaluateL&C' s performancaisinga commoditylaptop PC asa tamget device anda low-endiPAQ asa
personaldevice. ThelaptopPCis equippedwith: Intel PentiumM Centrinol.7GHz,400MHz FSB,2MB Cacheand512
MB RAM runningWindows XP. TheiPAQ is a Compag3650equippedwith: anlintel StrongARM SA-111032-bitRISC
processopperatingat 206MHZ, with 31.25MB RAM, 16 MB ROM runningWindows CE version3.0.9348(Poclet PC
2002).For the802.11gchanneklve con guredawirelesssubnetconsistingof: onewirelessrouter, two iPAQsandaPC.The
channels nominalbandwidthfor all devicesis 54 Mbps. TheInfraredportsof all devicesoperateat 115Kbps.

As mentionedabove, oncethe L&C public key authenticatiorcompletesthe two devices proceedwith establishinga
sharedsecret.However, the protocolfor generatinga sharedsecretdoesnot requireany humaninvolvement.Thereforejt is
omittedfrom thefollowing performanceanalysis.

We analyzeL&C performancedor human-\eri able authenticatiorof eitherDif e-Hellman (DH) or RSA public keys.
The system-wideknown DH parametergp; g andg) andthe RSA public exponente areneithersentnor veri ed by L&C.
Furthermorethe DH key pair andthe RSA public key aregenerateaff-line anddo not contribute to protocolcompletion
time, regardlessof whetherthey are ephemerabr long-term. L&C cangeneratea new DH key pair for the sameDH
parameterin 35402 and2721 mson theiPAQ andPC, respectiely. The correspondindgimesfor generatiorof RSA key
pairsis signi cantly larger, sinceprime numbergenerations involved. Note thatwe use1024bit modulifor bothRSA and
DH (seeAppendix).

Table?2 lists processingimesonly for the operationghatinvolve (or leadto) human-eri able authenticatiorof public
keys. Tables3(A), 3(B), and 3(C) shav timings for differenttypesof L&C unidirectionalauthenticatiorsessions.The
correspondingpidirectionalsessionganbeanalyzedn avery similar mannerthereforewe do notincludeit in our analysis.
Operationsarelistedin the orderthey take place.

Measurementfor operationsl through5 are obtainedasthe averageover 20 L&C session®peratechy humanusers.
Thetimesfor otheroperationsare obtainedover 300 bulk repetitionsof L&C sessionghat do not include the above four
operations. We use Ewe's timing function, which offers (only) 10 ms precision. L&C initialization times (row 1) are
obtainedafter RAM hasbeenreset,sothatthey includethe time to load all the application(Ewe VM, L&C class les and
Digit) into memory The total time doesnot re ect ary further delaysintroducedby a humanuser hence,it representa
roughapproximation.

Ewe VM and GUI initializations take placewhile Digit is initialized. For L&C runningon a PC, theseinitializations
completealmostsimultaneouslyallowing the userto proceedwith L&C setupwhile Digit bootstraps.On aniPAQ, Digit

5See:wwwdigalo.com
6See:wwwelantts.com



No | Operation iPAQ | LaptopPC
1 Initialize EweVM andGUI 2430 120

2 Initialize Digit 18310 1092

3 L&C setupby user 1502 910

4 EstablishTCP Connection802.11g 3.2 0.4

5 EstablishTCP ConnectionJR 34 -

6 Sendpublic key, 802.11g 5.6 0.1

7 Sendpublickey, IR 6.1 -

8 Generateublic key MadLib 365.6 17.1

9 Vocalizepublic key MadLib 4791 4637

Table 2. Averageprocessindimes(in ms)of L&C operations.

initialization preemptghe processgmotallowing the userto usethe GUI to setupthe sessionTherefore atthis phaseof the
L&C sessionDigit initializationis the only operationthatneedgo be considered.

In reality, thetimeauserspend®n L&C setupis comprisedf: (1) enteringthetargetdevice'snetwork addresgIP address
or “infra-red”); (2) pressing'Enter” and“Connect”buttons;(3) aligningthe devicesif thelInfraredchannelis used;and(4)
thetime for the applicationto reachthe accept()or connect()calls. For the experimentsthe Infraredportswerepre-aligned
anddefault network addressewereused.Hence the userneednly to presstwo buttonsto initiate the connection.

Connectiorestablishmentime (operatiord or 5 in Table2) is thetime requiredby the TCP soclet connect()systemcall
to connectto the acceptingorocessunningon the iPAQ or the PC. (We measured.&C session®ver the IR channelonly
betweeriPAQs.) Timesfor operationslO and11 vary with thelengthof the MadLib sentence.

Operationdl, 2, 3, 6, 7 and8 in Table?2, take placeconcurrentlyon bothdevices. Therefore pnly thelengthierof thetwo
countstowardsthetotal time. We do not measureahetime for readingthe MadLib sentencérom thedevice's displaysinceit
is userdependentln all experimentsye usesyntactically-correcMadLib sentencesonsistingof 10 words,of which 7 are
S/KEY-generatedThe sentencéormatis the samewith the onepresentedh Sectiond.3.

[ Initialization | 22,245 |

Note: all entriesbelow referto Table2.

(A) Typel
Row 6 Col. 3 5.6
Row 8 Col. 3 365.6
Row 9 Col. 4 4,791
Row 9 Col. 3 4,637
TOTAL TIME 32,044
(B) Type2
Row 6 Col. 3 5.6
Row 8 Col. 3 365.6
Row 9 Col. 4 4,637
TOTAL TIME 27,253
(C) Type4d
Row 6 Col. 3 5.6
Row 8 Col. 3 365.6
TOTAL TIME 22,616

Table 3. Timings(in ms)for TYPE 1, 2 and4 L&C Sessions.

Table 3 shows the timingsfor TYPE 1, 2 and4 L&C sessions.Therow labeled”Initialization ” at the top of the table
re ects thesumof rows 1, 2, 3 and4 (iPAQ column)of Table2. This signi cant delay— almost22 seconds- is inducedby
all the non-cryptographisoftwareinitialization on theiPAQ. Also, this delayis independentf the L&C usecase.

Table3(A) examinegheabsolutevorstcasescenariaunderunidirectionalauthenticatior- thatinvolving auserperform-
ing one-way, voice-only(TYPE 1) authenticatiorof thetargetdevice's public key. Theuserveri es thetargetdevice's (PC)
public key by hearingthe correspondindiadLib spolen by the PC andits iPAQ device, in eitherorder (Our preliminary
userstudiesindicatethatit is preferablefor MadLibs not to be vocalizedsimultaneouslyptherwise,usershave dif culty
understandinghe sentences.J his meanghatour scenariancludestwo MadLib generationsoneperdevice which cantake



placeconcurrently In addition, it includestwo MadLib vocalizationswhich musttake placesequentially The row labeled
“TOTAL TIME” re ects the sumof the timesfor all individual operations. As the resultsshav, TYPE 1 unidirectional
sessiorbetweertheiPAQ andthelaptopcompletesn approximately32 seconds.

Table 3(B) examinesthe most commonly anticipateduse scenario,which corresponddo TYPE 2. It involves uni-
directionalaudio-baseduthenticatiorof the target device's public key. The userattendedPAQ recevesthe public key
of thetargetdevice (PC),hashest andgenerateshecorrespondindgladLib. Then,theuserreadshe MadLib sentencdrom
theiPAQ's displayandcomparest to the vocalizationby the PC. As canbe seenin thetable,the time requiredby this type
of L&C sessiortotalsapproximately27 seconds.

Table3(C) shawvstimingsfor aunidirectionaldisplay-only(TYPE 4) L&C sessionassuming02.11gchannel.Theactual
time would includethatneededy a userto readandcomparehe displayedMadLib sentencesWe did not measurel YPE
3, dueto its similarity to TYPE 2.

8.1 PerformanceAnalysis

Table?2 illustratesthatthe overall costis dominatedby the Ewe VM andGUI initializationsandthe MadLib vocalizations.
Theinitializationscanbe omittedif multiple L&C sessiongake placeafterasingleinitialization or if L&C is pre-initialized.
Sincethetime to speakouta MadLib sentencés proportionalto numberof syllablesin eachS/KEY-generatedvord, it can
vary for the sameword-lengthsentences.

MadLib generatioris approximately20 timesmoreexpensve on Poclet PC. It is alsoevidentthatthe time for a typical
userto setup L&C is greateron aniPAQ thanon aPC. Thisis dueto therathernon-usesfriendly GUI andslowverrendering
of theGUI component®nthePoclet PC.

Thecommunicatiorcostsconstituteonly atiny fractionof thetotal cost. The costof executingthe systemcall to sendthe
public keys is an orderof magnituddesson a PC. Sinceour measuremerdoesnot involve the actualtransmissiorover the
physicalmedium,thedifferenceshonvn in communicatiorcostsoverthe802.11gandInfraredchannelss truly insigni cant.

Processingndmemorylimitations on the iPAQ resultin signi cantly longerdelaysthanon the PC.However, we stress
thatwe usedold andlow-end iPAQsin our experimentsUsing currentstate-of-the-aPAQs or othersimilar deviceswould
greatlyreducedelay

Ourexperimentsuggesthatthemostplausiblewayto reduceprotocoloverheads to shorterMadLib sentenceandspeed
up the TTS engineinitialization time. We concludethat L&C is a viable solutionon platformswith moderatecomputation
andcommunicatiorcapabilities.

8.2 Performancelmpr ovements

We now focus on improving the total time of a L&C sessionby shorteningthe length of the MadLib sentences A US
patentaddressin@similar problem[25] proposedhatuponcompletionof a Dif e-Hellman exchangebothdeviceshashthe
agreed-uposessiorkey. Then,they truncatethe hashto desiredengthby takingt leftmostbits. The device(s)candisplay
this bit sequencdthereaftereferredto ascheckvalue)allowing the user(s)to comparethemandverify thatboth devices
have acommonsessiorkey. Themethodin [25] usest = 16; 32 which correspond$o two or four S/KEY words. However,
atruncatechashof suchshortlengthresultsin a serioussecurityweakness. Basedon the assumedd\ersarialcapabilities
(seeSection9.1),t = 50andt = 80 provide thenecessargecuritywhenephemerapublic keys andone-yeaitermkeys are
usedrespectiely.?

WhenephemeraDH public keys are used,examining 13 hexadecimaldigits is an errorpronetaskfor a human. L&C
renderssuchcomparisoruserfriendlier, becausehe usercompares ve-S/KEY-word MadLibs. Thetime to vocalizea ve-
S/KEY-word sentences on average2905mson a PC and3096 ms on the iPAQ. ShorterMadLib sentencegield reduced
vocalizationtime andeasiercomparisorfor the user Indicatively, TYPE 2 scenariadescribedn Table3(B) would requirea
total of approximately25:5 second$o complete.

A techniqueproposedn [11] preventsattaclersfrom nding secondpre-imagegor long-termpublickeys, withoutrequir
ing the usersto examinelong hexadecimalksequencesThe scheme®f interestarecalledMANA-I andll andthey employ
keyedcheck-functionghatuseshort(10-20bit) keys andproduceshortcheck-alues.Thesecheck-functionsreessentially
MAC (MessageéiuthenticationCode)functions.We denotethis checkfunctionasM AC . (V), wherek is arandomkey, t
is thelengthof thecheckvalueandV is theveri cation object(e.gapublickey). The MANA-I-inspiredL&C would operate
asfollowsin the caseof unidirectionallong-termpublic key authentication:

"The attacler canreplaceAlice's transmittedg? valuewith gao, wait for Bob to reply with gP andintercepthis transmission.Next, the attacler can

performexhaustve searchto nd gbo suchthatht (gaob) = ht (gabo), andrelaygbo to Alice asBob's publickey. Onaveragetheattacler needgo perform
2t 1 modularexponentiatiorandhashingoperationseforea suitableb® valueis found.
8The seren S/KEY word generatedadLibs usedin the evaluationprovide sufcient securityif the public keys arerenaved daily.
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1. Bob sendsAlice his publickey (e.ggP) usingthe unprotecteavirelesschannel.

2. Bobgeneratetherandom20-bitkey k to usewith thecheck-functionBob alsogeneratethecheck-walueM AC k.60(g°).
Bob generateandpresentshe MadLib sentencédor the check-\alue(six words)anda5 digit hexadecimakequencéor the
randomkey.

3. Theuserentershe presentedby Bob randomkey to thedevice Alice.

4. Alice usestherandomkey to recomputehe check-alueon thereceivedg®, andpresentshe checkvalueMadLib.

5. Theusercompleteghe processy comparingthe valuesdisplayedby the two devices. Only if the check-walueMadLibs
arethesametheexchanges acceptedy theuser

Using MANA-I, the lengthof the MadLib sentencéwhenlong term public keys are used)is reducedfrom the recom-
mendedeight S/IKEY wordsto six. However, the useris requiredto entera ve digit hexadecimalcodein oneof the two
devices,usingakeyboardor atouchscreergertainlyresultingto moretime-consumingeri cation.

To avoid enteringhekey, we coulduseMAN A-Il, in whichtherandomkey is transmittedverthewire (becomeswvailable
to theattacler) andis displayedfor comparisoron both devices. For long term public key veri cation, it would still require
the userto comparea six S/KEY word sentenceplus two S/KEY wordsfor the key, yielding no actualgains. However,
MANA-II canbeusedto authenticatéhe agreed-uposharedsecretwhenlong-termpublic keys areused without exposing
substantiainformationaboutit. Theuseof the randomkey furthermasksinformationaboutthe secret.

In [5], Cagaljetal. proposedhe DH-SCprotocolfor human-eri able authenticationThis protocolusesa commitment
schemewhich transformsa valuem into a commitment/openingair (c;d). In this pair, ¢ revealsno informationaboutm
(e.gcis public key engyption of m) but c andd (e.gd is theengyption key) revealm. In anidealcommitmentschemat is
infeasibleto nd d°suchthat(c;d®% opento m®6 m. Their protocolrequiresthe communicatingartiesto compareastring
derivedfrom the XOR of two persessiorrandombit-sequencesontributedby thetwo parties.Henceunlike MANA-II, the
usersdo not have to comparea value (the randomMAC key), which doesnot contribute to the uncertaintyof the attacler.
Hence DH-SCeffectively reduceghelengthof the comparedraluesfor a givenlevel of security For example two-S/KEY-
word MadLibs generatedrom the randombit-sequenceprovide securityalmostequivalentto theoneof ve-S/KEY-word
MadLibsderivedfrom the hashof theephemeraDH public keys (seeSection9.1).

TheDH-SCprotocolproceedsisfollows: BothAlice andBob (A andB) generatéeheirpublickeysg? andg®, respectiely.
ThenA andB eachgeneratea t-bit randomstringNa andNg . They usethemto calculatecommitment/openingairsfor
theconcatenation8kg*kN » and1kg’kNg (0 and1 are x edvaluesusedto preventare ection attack).In the rst message,
A sendgo B the commitmentca andB respondsith his commitmentcg . In turn, A sendshercommitmentkey da with
which B openscy and obtainsgao andN,% B checksthe correctnes®f the commitmentpair ca ; da andveri es that0
appearsitthebeginningof themessagelf theveri cation is successfulB senddg , with which A openscg andobtainsgbO
andNg ° A checksthe correctnessf thecommitmentandif it is valid, bothpartiesproceedwith generatinghe veri cation
stringsforia = Na Npg %andig = Ng  NA° respectrely. Now theusersof A andB cansimply compareheveri cation
strings(MadLib sentencefor L&C) andacceptheexchangedublic keysonly if they match.

9 Security Analysis

Assumingthatall underlyingcryptographigrimitives(cryptographichashfunctionsandpublic key algorithms)aresecure,
thesecurityof L&C depend®ntheadwersarysinability to: (1) interferewith theaudioor visualchannebnd(2) compromise
the targetdevice. In this section,we discussthe securityof the cryptographicprimitivesand comparethe securityof the

alternatve channelsWe thendiscusssomeconcreteattackscenarios.

9.1 Cryptographic Primiti ves

To establisha securebidirectional channelbetweencommunicatingdevices (as describedabove), L&C useseither the
ephemeraDH key agreementr RSA-basednutualkey agreemengseeAppendix). Thesecurityof bothmethodds basedn
well-known andbelieved-to-be-hardomputationaproblems Both typesof key agreementanbe protectecagainstman-in-
the-middle(MITM) attacksby verifying theexchangedublic keys. SecurityagainstMITM attackscanalsobe achiesedby
usingL&C to verify the hashof the agreed-upoisharedsecretanda randomvalueknown by both parties.However, public
key veri cation is preferablebecaus¢he userscandetectthe attackearly in the processandabandorit without performing
furtherexpensve computationsAlso it is commonfor usersto exchangepublic keys in orderto establislrsecurecommuni-
cationatalatertime, in which casethey do notneedto generateéhe sharedsecreimmediately Furthermoreit is wisenotto
exposeary informationaboutthe sharedsecrety usingL&C to verify it.°

9Unlesswe employ asecureMAC functionasis the casewith the MAN A-ll-inspired protocolpresentedn the previous section.
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In the DH case,the two devices exchangetheir respectie public keys. By verifying that the receved DH public key
originateswith theintendedsenderthe user(s)canbecertainthatthe DH sessiorkey is the samefor thetwo parties.

In onevariationof the RSA-basedchemethetwo devicesexchangeheir public keys, which they useto encryptsession
key contributions. If theuser(s)veri es theotherparty's publickey, usingL&C, he canbe certainthatthe encryptedsession
key contributionscannotbe decryptedby an adwersaryandthe nal sessiorkey is secure.Evenif the adwersaryinterferes
with thetransmissiorof theencryptedkey contributions,theresultwill befailedkey agreemenivhich canbeeasilydetected
by bothparties.

Thedevicescanoptionallyusetheir RSA keys to signa well-formattedmessageontainingthe encryptedpartial secrets.
In this way, they ensurethatthe encryptedbartial secretoriginatewith theintendedsendermndavoid the delayinvolvedin
detectingsharedsecretinconsisteny, if anactive attackwereto occur Alternatively, they canusedisplayedor vocalized
MadLibsto verify the establishedsharedsecret. Although sharedsecretveri cation is sufcient to detectMITM attackat
ary stageof the protocol,they cancombineit with public key veri cation to detecta possibleattackearlier

In L&C, the hashfunction of the transmittedoublic key is corvertedinto a MadLib sentenceThe lengthof the MadLib
sentencean be setto the desiredentrofy level. If the adwersarycan nd a secondpre-imageof the hashvaluethat was
encodedasa MadLib sentenceit canattackthe communicatiorchannelandreplacethe transmittedkey with the colliding
pre-imagecausingthetwo devicesto falselyverify the key agreementHowever, secondore-imageresistances arequired
propertyfor cryptographichashfunctionsandwe assumehatit holds.

Althoughthelengthof the MadLib sentencesanbe setto achieve the desiredlevel of security it is commensuratgith
the burdenof comparinglongersentencesin mary casesthe useris not expectedto memorizethe sentencebut a longer
sentencestill resultsin alongerveri cation time. The vulnerability of usingshortsentencebecomegeal whenlong-term
DH public keys are used. In this case,the adwersarymay have enoughtime to nd a secondpre-imagevia a bruteforce
attack.

Accordingto our experimentalresults,the DH public key exchangein L&C requiresonly a few milliseconds(around6
ms) evenin resource-constraine@DAs. The attacler would needto performon average2' ' modularexponentiatiorand
hashingoperationso determinea® suchthat ht(gao) = h¢(g?), whereh;() denoteshe collapsedto t bits one-way hash.
Underour adwersarialmodel (seeAppendix),for t = 30, the attackwould be succesfullwith probability2 * afterroughly
530 million trials. Assumingthatthe key exchange'times out” after at most 100 ms, the attacler is ableto perform 100
million trials. Thereforet = 50 ( ve-S/Key-word MadLib) sufces to ensurehat,in the caseof ephemerabH, the attacler
cansucceeanly with probabilityroughlyequalto 2 23. Onceasessiorkey is establishednding the secondore-imageon
theMadLib sentencedoesnot give theadwersaryary advantage Thepublic key generatiorfor RSA s signi cantly costlier
renderinghe above attackinfeasibleevenfor smallervaluesof t.

Basedon our assumptionsan attacker can perform approximately2®® trials per year thereforeif one-year-term DH
public keys areused,t = 75 80 (eight S/Key generatedvords)sufces to preventan attacler from nding secondpre-
imageswith signi cant probability.

The attacler may resortto off-line pre-computatiorof public keys that hashto all possiblet-bit hashvalues,opting to
derive secondpre-imagedy anef cient tablelookupduringthekey exchange He cancomputethe hashegor 2t publickeys
andstorethesevaluesindexed by thet-bit hashvalue. In caseof collisions,he canrepeathis processwith new public keys
until he derivessecondpre-imagedor all t-bit hashvalues. Taking into accountthat eachtable entry; consistsof the two
secretkeys correspondindo the public keys that hashto the samevalue, the requiredstorageis 2'*8 bytes. Basedon our
assumptiongseeAppendix),a powerful attacler canperformroughly 2#® trials perday, thusfor t = 50 hewould complete
the precomputationvithin afew days. The actuallimitation is the storagerequirementsvhich would be ashigh aseighteen
petabyte In orderfor the attacler to succeedvith probability higherthan2 2°, hewould needto storemorethan23® bytes.
Furthermorethe tablelookup operationwould be unlikely to completein a few milliseconds,evenif we assumerery fast
diskandmemaoryaccesgimes.

If L&C usesthe DH-SCprotocol,generatingMadLib sentencefrom the veri cation bit-stringsis ; ia, the attacler can
succeenly by guessingcorrectlytherandomvaluesNg ; Na. He canuseNg ; Na to createcommitmentdor his public
keys, which canin turn be usedto mountanactive attack.Sincehe hasonly oneopportunityto sendfake commitmentsthe
probabilityof successgivenjNgj = jNaj = t,is2 . Hencet = 20 (two-S/KEY-word MadLib) providessecurityroughly
equialentto theoneachievedusing ve-S/KEY-word MadLib derivedfrom the hashof theephemerabH publickeys. The
securityof DH-SCis discussedhoroughlyin [5].
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9.2 Alternative Channels

Authenticationof communicatingpartieswithout the assistancef a trustedparty requiresa communicatiorchannelhatis
secureagainstactive attacks.In this section,we discussseveral alternatve channelsandtheir securitycomparedo that of
L&C.

Wired channeldetweentwo devices, suchascross-oer Ethernet,direct USB or serial connection,canbe considered
secureagainsictive attacks sincebothendsof thecablearedirectly connectedo theintendeddevicesandtheentirecableis
visible to thehumanuser However, lugging arounddifferenttypesof wiresin orderto to communicatevith differenttypes
of devicesis quitecumbersome.

Wirelessalternatves,suchas802.11a/b/g|nfraredand Bluetooth,arenot secureagainstMITM attacks.A humanuser
is essentiallyincapableof identifying which two devicesareactuallycommunicatingover awirelesschannel.Theonly way
to be surethatthe intendeddevicesare communicatingvithout interferenceds throughstatusindicatorson devices,which
is proneto errorsand attacks. Among wirelessalternatves, Infrared is consideredmostsecure sinceit requiresa direct
line-of-sightbetweendevices (which canbe visually inspected) However, it is still possiblefor a well-placedadwersaryin
a device-crovdedsettingto interferewith communicationsincethe humanusercannotdeterminethe exactdirectionof an
infraredsignal.

As discussedn Sectionl, the visualchannel exempli ed by SiB is a very viable alternatve. However, mary devices
lack camerasaswell aslarge-enougldisplaysand powerful-enoughCPUsto performnecessarymageprocessinge.g.,to
extractthe barcode).Furthermoregnvironmentalfactorsinhibiting the useof camerasaswell assight-impaireduserslimit
the applicability of the visual channel. Other hashvisualizationtechniquedg24, 30, 8, 14] arealsoviable alternatvesfor
verifying publicand/orsessiorkeys. They candetectMITM attacksaslong asthecomparisons donevery carefullyandthe
ervironmentis well-illuminated.

9.3 Attacks Against L&C

Using L&C, themanin the middle adwersaryis easilydetected Whenthe personallevice's userasksfor thetargetdevice
to readits MadLib sentencédoud, if sheis far enough,anadwersarydevice closeto the targetdevice couldimpersonatehe
targetdevice. A humanuserhowever, cantrivially determinevhetherit is thetargetdevice talking by checkingthe screeror
sensingheorigin of thesound.Furthermoretheuser(s)candetectthe active attackif theadwersarygeneratesoundwithout
previously askingthe device(s)to do so.

An adwersarymay attemptto attackL&C by usingmalicioussoftwaresurreptitiouslyinstalledon the targetdevice. Ma-
licious software might tamperunnoticedwith the input and outputof the desiredapplication. This problemis sometimes
referredto assecue windowingor establishmenof a trustedpath to systemwindow[34]. Suchattackscanbe prevented
by usinga goodsystemwindow policy, e.g.,displayingapplicationwindows in predeterminedbcationsor, asproposedn
[7], usingpredeterminedvindow background&nown only to theuser A maliciousapplicationmay alsotry to processhe
MadLib sentencdrom screerpixels andredisplayit, which would appeartegitimateto the user This canbe preventedby
limiting the screenshoandcopy operationgo the applicationthatis on theforegroundat thetime. EROS, a trustedwindow
systemproposedy Shapiroetal. [34] providesfurtherdetailson how to achiese this type of protection.

An adwersarymay alsoemitinterferencen the form of ambientnoisein orderto alterL&C audio. However, this attack
canbeeasilydetectedy ahumanuser sincetwo differentsoundsourcesvould beinvolved. Moreover, theadwersarywould
neednearperfectsynchronizationa-priori knowledgeof the MadLib sentencandplentyof computationapowerto beable
to producecorrectsoundshatwill makethesentencsoundik e aMadLib sentenceorrespondingo somepublickey picked
by theadwersary

Excessie ambientoisecouldalsopreventtheuser(sfrom hearingeachother'sdevices,but thesourceof thenoisewould
beobvious. Evenif it cannotbe avoided,ambientnoisewould at bestresultin denialof service.ln suchcasesuser(s)can
fall backto comparingMadLib sentencedisplayedor printedon the screengor stickers)of therespectie devices.

10 Conclusions

This paperdiscussedhe designof the Loud-and-Clear (L&C) systemfor human-assistedevice authentication.L&C

placesrelatively little burdenon the humanuser sinceit is basedon the audiochannelandusesa text-to-speeclengineto
readan auditorially-rohust, syntactically-correcsequencelerived from an authenticatiorstring. We alsodiscussedome
anticipatedcommonusecasesandprovidedexperimentalperformancealatafor a prototypeimplementation.
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A. ThreatModel and Cryptographic Assumptions

Below we discussour assumptionsegardingthethreatmodelandthe cryptographicmperationsisedin L&C.

We adoptthe Dolev-Yaothreatmodel[26], underwhich the attacler controlsthe communicatiorchannelhe canacquire
ary messagéransmittecbvertheradiochannelbndcansendmessage® ary usersharingthe channel We assuménowever,
thatthe adwersaryis computationallypbound. In particular the attacler canperformat mostonemillion moduloa 1024-bit
numberexponentiation@ndhashingoperationger millisecond. We furtherassumehattwo authenticategbartiesinvolved
in thecommunicationtrusteachother(e.ganauthenticategartywill notdisclosesecretinformationto athird party).

All the Dif e-Hellman key agreemendperationsareperformedover the multiplicative groupG, whichis asubsebf Z ,,
wherep is alarge prime p. g is the generatoof G with orderq, whereqis alargeprimes.t. qj p 1. A DH key pair
is generatedas (g° mod p; a), wherea 2 Z,, is the secretkey correspondindo the DH public key g?. The Decisional
Dif e-Hellman problemis assumedo be hardin G.

The RSA-basedey agreemenbperationsareperformedover Z ,, wheren is a compositesuchthatn = p qwherep;q
arelarge primes. The RSA public key is n; e andthe secretkey is d suchthate d = 1 (mod n). Thefactorizationof n is
known only to the holderof the secretd andis assumedo behard.

As commonlydone thevaluesp; g; q areboth system-wideandlong-term.The sameis truefor the RSA public exponent
ein thecaseof RSA-basedey agreementwe assumehatit is constan{e.g.,3 or 216 + 1) andknown in advance.However,
the device-speci c DH key pairs(g?; a) or the RSA compositemodulon andsecretkey d canbe ephemera(differentfor
eacheachkey agreement)The DH publickey g or the RSAmodulon arethe authenticatiorobjects.

It is generallyacceptedhat, for ary b, factoringb-bit integersrequiresaboutthe sameamountof time as computing
discretdogarithmsin (b x)-bit elds, wherex is asmallconstantroughlyaround20[23]. Thereforejn our experimental
andsecurityanalysisve use1024bit moduli for bothRSAandDH.
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