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Abstract

Securepairingof electronicdevicesthatlack anypreviousassociationis a challengingproblemwhich hasbeenconsidered
in manycontexts and in various �avors. In this paper, we investigatethe useof the audio channel for human-assisted
authenticationof previouslyun-associateddevices. We developand evaluatea systemwe call Loud-and-Clear (L&C)
which placesvery little demandon thehumanuser. L&C involvestheuseof a text-to-speech (TTS)enginefor vocalizinga
robust-soundingandsyntactically-correct(English-like)sentencederivedfromthehashof a device'spublickey. Bycoupling
vocalizationononedevicewith thedisplayof thesameinformationonanotherdevice, wedemonstratethat L&C is suitable
for secure devicepairing (e.g., key exchange) andsimilar tasks.We alsodescribeseveral commonusecases,providesome
performancedatafor our prototypeimplementationanddiscussthesecuritypropertiesof L&C.

Index Terms: Human-assistedauthentication,Man-in-the-middleattack, Audio,Text-to-speech, Public key, Key agreement,
Personaldevice, Wirelessnetworks.

1 Intr oduction
Theproliferationof many typesof inexpensivepersonaldevices,suchasPDAs, cellphones,smartwatches,andMP3players,
hasbeenaccompaniedby the needto securethesedevicesand their communicationwith the “outsideworld.” Common
applicationsinvolve securelyconnectingone's personaldevice to an unfamiliar printer, wirelessprojector, network access
point or anothertargetdevice. Of course,establishingsuchsecureconnectionsis straightforwardif thereexistsa pervasive
global securityinfrastructure,suchasa public key infrastructure(PKI) or a trustedonline third party (TTP). However, in
many (evenmost)applicationscenariousinvolving heterogeneouspersonaldevices,neitheraPKI noraTTPcanbeassumed.
Thuswe arefacedwith theproblemof peerdeviceauthenticationor securedevicepairing.

While thegeneralproblemof securepairingof deviceswith no prior context is dif�cult andremainspartially unsolved,
therehasbeenprogressin scenariosinvolving personaldevices.Preciselybecausethesedevicesarepersonal, thepresenceof
thehumanuser(owner)is assuredandtechniqueshavebeenproposedto engagethehumanuserin theprocessof establishing
securecommunication.Therefore,human-assistedauthenticationrepresentsa very timely, importantandpopularresearch
topic.

In this paper, we focuson applicationsettingswheredevicesarephysicallypresentandnearbut their communication
channelis not visible or ascertainableby their ownersor users.Themostobviousexampleis devicescommunicatingover
a wirelesschannel,e.g. 802.11a/b/g,Bluetooth,or Infrared. Suchchannelsoffer no physicalevidenceof directconnection
betweendevices.1 To addressadhocsecurepairingof devicesover thesechannels,we developa systemcalledLoud-and-
Clear (L&C) whichusestheaudiochannelto attainhuman-assisted(but notburdensome)deviceauthentication.
Organization: This paperis organizedasfollows: Thenext sectionoverviews relatedwork, followedby thediscussionof
our motivationandthesummaryof our contributionsin Section3. Section4 describescertainkey elementsof L&C design.

1Althoughwe usewirelesscommunicationasa runningmotivation throughoutthis paper, thedif�culty of peerdevice authenticationis not con�ned to
wirelesslinks. For example,if thecommunicationbetweenthetwo devicesis via wiredEthernet,asimilarproblemarises.Only afully visiblepoint-to-point
physicalconnectionwould alleviate thepeerauthenticationproblemwestudyin thispaper.
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Next, Sections5 discussesunidirectionalauthentication.A prototypeimplementationandits performancearediscussedin
Sections7 and8, respectively.

2 RelatedWork
Therehasbeena considerableamountof prior work in the generalareaof securedevice pairing. PKI-orientedsolutions
involve rigid hierarchiesand requirethe existenceof trustedoff-line Certi�cation Authorities (CAs) [20]. Unstructured
certi�cation techniquessuchasPGP[29] assumea certainsmall degreeof separationamongcerti�ed entities(i.e., a web
of trust). An alternative is an online trustedthird party (TTP), suchasKerberos[35, 16]. However, suchsolutionsrequire
constantpresenceandavailability of an online TTP which is not realistic in our envisagedscenarios.For this reason,the
remainderof this sectionfocusesoncloselyrelatedprior research.

Thewell-knownDif�e-Hellman key exchangeprotocol[39] allowstwo entities,with noprior secretsorsecureassociation,
to agreeon a commonsecretkey. However, preciselybecauseno prior secretsareassumed,man-in-the-middle(MITM)
attacksarepossible[2, 19, 17]. A numberof enhancementsto theDif �e-Hellman protocolhave beendeveloped.Bellovin
andMerrit proposedtheencryptedkey exchange(EKE) protocol[32] to preventMITM attacks.However, it requiresboth
partiesto possessa secretpassword a priori . Althoughmany EKE re�nementshave beenproposed[37, 28, 36], all involve
apre-sharedsecretpassword. This is clearlyinapplicablein our targetedenvironment.

Secondarychannelsoffer anothermeansto defendagainstMITM attacks.A secondarychannelcanbeusedto verify that
thekeys computedat bothdevicesareidentical. For peerdevice authentication,StajanoandAndersonproposeda method
for establishingkeys by meansof a link createdthroughphysicalcontact[9]. However, due to the diversity in personal
devices,it is impracticalto expectall devicesto have suitablephysicalinterfaces.Likewise,it mayalsobeinfeasibleto lug
aroundconnectioninterfacesandor interfaceconvertersfor variousdevices. Balfanz,et al. [6] extendedthis approachby
usinglocation-limitedwirelessinfraredsecondarychannels.Sincethehumanuseris unableto directly verify whichdevices
arecommunicatingover the infraredchannel,MITM attacksarestill feasibleby sophisticatedattackers. Capkunet al. [33]
proposedafurtherextensionto allow two previouslyunassociateddevicesto establishakey utilizing one-hoptransitivetrust.

A numberof effortshavebeenmadeto involveahumanuserin thesecondarychannelin orderto manuallyverify/compare
keys (or hashesthereof)including[25, 11, 12] and[21]. Thecommonelementof thesesolutionsis that theuseris required
to compareshortnumericalcheckvalues,which aregeneratedby hashingor taking theMAC of theauthenticationobject.
Their limitation is thatsuf�cient securitydictatesthatthecheckvaluesneedto berelatively lengthy(substantiallymorethan
the4-digit hex vectorsuggestedby Maher[25]) renderingtheir comparisona cumbersomeanderror-pronetaskfor humans.
MANA [11] improveson [25] by shorteningtherequiredlengthof thecheckvalue,yet theuseris burdenedwith thetaskof
typing a short2-4 hex digit key usingthenon-user-friendly input interfaceof a personaldevice. SHAKE [21] reducesthe
requiredlengthfor the checkvalues. However, it requiresa temporarysharedsecretbetweenthe two peers,thusit is not
applicablefor deviceswith no prior association.More recently, Cagaljet al [5] andLaur et al [22] tackledtheproblemof
user-friendly mutualauthenticationusingcommitment-based[38] techniques.Cagaljet al proposedthreeschemes.The�rst
requirestheuserto compareapproximatelyhalf thenumberof bits of theprevioussolutions.Theothertwo schemesrely on
thespeci�csof theradiochannel

To easetheburdenof hashstringscomparison,visualmetaphorsto representhashvalueshavebeendevised,includingthe
useof fractalsnow�ak es[14, 31], randomart [30] and�ag representation[8]. Theserepresentationsallow for humanusers
to do roughsimilarity checkingof strings,but they do not allow for �ne-grainedcomparisons,asrequiredin many security
applications.

Onenotablerecentresultis theSeeing-is-Believing (SiB) systemproposedby McCune,et al. [15]. SiB takesadvantage
of thevisualchannel– sincea humanuseris assumedcapableof visually identifying thetargetdevice – to providehuman-
assistedauthentication.This is doneby requiringthehumanuserto take a picture(with a personalcamera-equippedmobile
phone)of the2D barcodeaf�x edto, or displayedby, a targetdevice andhaving thephoneinterpretthebarcodeandextract
thecryptographicmaterialidentifying thedevice's public key. Meanwhile,thetargetdevice is supposedto communicateto
theuser'sphonethe(presumably)samecryptographicmaterialvia somewirelesschannel,e.g.,Bluetooth.If thetwo versions
of thecryptographicmaterialmatch,theuser'sphoneconcludesthatthetargetdevice'spublic key is authentic.

SiB providesa reasonablelevel of security, commensuratewith whatis realisticunderthecircumstances.Circumventing
SiB requiresthe adversaryto: (1) eitherhack into the target device andcauseit to displaywrong barcodesor physically
plasterfake barcodeson the device, and(2) mounta man-in-the-middleattackon the wirelesschannel.SiB is alsoquite
practicalparticularlybecauseit placesvery little burdenuponthehumanuser:visual identi�cation of thetargetdevice and
takinga pictureof thebarcode.
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Anotherresearchdirection,similar to the onetaken in this paper, is the textual representationof cryptographicstrings.
For example,theS/KEY One-Time-Password[27] systemrepresentsacryptographichashasaseriesof six short(up to four-
letter) words. S/KEY wasdesignedfor the automaticgenerationof pass-phrases,andthe pass-phrasesarenot necessarily
auditoriallyrobustnor syntactically-correct.That is, S/KEY pass-phraseswerenot meantto bespoken,andtherearesome
similar-soundingwordsin theS/KEY word list. Thewordencodingfor PGPfone[18], ontheotherhand,usesanauditorially
robustword list. Still, it doesnot producesyntactically-correctstringencodings,which makesit harderfor humanusersto
parsevocalizedPGPfonephrases.Our L&C systemproducesphrasesthataresyntactically-correctandauditorially robust;
hence,they aremoresuitablefor humanveri�cation.

Also of interestareschemesfor constructingsyntactically-correctpass-phrasesfrom randompasswords,e.g.,see[3]. Such
techniquesallow usersto rememberlong passwordsusingthe�rst lettersof thewordsin aneasy-to-memorizepass-phrase.
While syntactically-correct,they arenotnecessarilyauditoriallyrobust.

3 Overview and Moti vation
In thispaper, weinvestigatetheuseof theaudiochannelfor human-assistedauthenticationof unfamiliardevices.Wedevelop
andevaluateasystemcalledLoud-and-Clear (L&C) , which, like Seeing-is-Believing (SiB), placesrelatively little demand
on the humanuser. L&C usesspoken naturallanguagefor human-assistedauthentication;hence,it is suitablefor secure
devicepairing(e.g.,key exchange)andsimilar tasks,suchassecurecon�guration.

Themotivationfor ourwork is four-fold:
1. While somemobilephonesincludea built-in photo(andevenvideo)camera,many othertypesof personaldevicesare
not similarly equipped.For example,a camerais not standardequipmenton mostPDAs (e.g.,Treos,Blackberries,IPAQs
andPalmPilots).It is alsonot presenton digital musicplayersandsmartwatches.Furthermore,evenfor mobilephones,an
on-boardcameraresultsin a certainpricedifferential,ascomparedto a similar camera-lessphone.
2. Theuseof camerasis appropriatefor mostpeople,exceptfor thosewho arevisually impaired(e.g.,legally blind). One
possibility is to print barcodesin Braille, askthevisually-impaireduserto identify thetargetdevice'sbarcodeby touchand
thentakethepicture(with thecameraphone)atverycloserange.Albeit, theassociatedburdenwouldbehigherthanin plain
SiB.
3. Barcodesandcamerascanbeusedin many normaleverydaysettings,suchasof�ces, hotelsandairports.However, there
aretwo importantunderlyingassumptions:(1) ampleambientlight, and,(2) suf�cient proximity betweenthe two devices.
In otherwords,in thepresenceof light-inhibiting environmentalfactors,suchasdarkness,smoke or heavy fog, SiB would
notbeapplicable.
4. Theuseof camera-equippeddevicesis typically prohibitedin highsecurityfacilities,suchasmilitary bases.

By relying on the useof spoken naturallanguageto provide human-veri�able securecommunication,L&C alleviates
all of theabove shortcomingsof SiB. Moreover, the L&C systemencodesauthenticationstringsusingauditorially-robust,
syntactically-correct“MadLib” phrases,which allow humanusersto easilyverify the authenticationstringsbetweenpeer
devices. To constructauditorially-robusttext sequences,we producea numberof word lists of appropriatepartsof speech,
with thewordsin eachlist beingasphoneticallydistantfrom eachotheraspossible.

Nevertheless,theuseof theaudiochannelfor human-assistedauthenticationhasits own drawbacksandlimitations,which
wereadilyadmitfrom theoutset:
1. Ambientnoiseis clearlyaninhibiting factorfor audio-basedauthentication.Whethercomparingtwo audiblesequencesor
comparingonesuchsequenceto adisplayedtextualrepresentationof thesamesequence,noisemakesauthenticationdif�cult.
By thesametoken,theaudiochannelis not suitablefor hearing-impairedhumanusers.
2. As discussedlaterin thispaper, L&C requiresat leastoneof thetwo devicesto haveaspeaker(or anaudio-outinterface).
The otherdevice musteitherhave a displayor a speaker. While suchinterfacesaremorecommonthancameras(asmost
personaldevicesareequippedwith a speakeror a display, andoftenhaveboth),we notethatSiB doesnot requiretheuseof
aspeakeror audio-outsignal(it requiresa camera/scannerandadisplay).
3. L&C placesa slightly heavier burdenthanSiB on thehumanuser. In SiB, theuseris askedto visually identify thetarget
deviceandto takeapictureof thedevice'sbarcode.In contrast,L&C requirestheuserto eithercomparetwo audiosequences
or compareoneaudiosequenceto a displayedtextual representationof thesamesequence.

It is apparentfrom theabove that,owing to their respective advantagesandlimitations,SiB andL&C complementeach
other.
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4 KeyElements
In thissection,wedescribethemainelementsof theLoud-and-Clear(L&C) system.

As aninitial application,we considerauthenticationof a targetdevice to apersonaldevice,assumingnoprior association
betweenthetwo devices.We assumethatin this (andmostother)usescenariosidenti�cation of thecommunicatingdevices
is performedvisuallyor tactilelyby thehumanuser.

Weconsiderthemostplausibletypeof authenticationobject, whichis thetargetdevice'spublic key. Thepersonaldevice
receivesthetargetdevice'spublickey overawirelesschannelandanaudiosignalis usedasameansof verifying this public
key.

4.1 Requirements
Thespeci�csof targetdeviceauthenticationin L&C dependuponseveralfactors,suchasthetypeof authenticationobjects,
directionality, thenumberof humanusers,andthedevice equipment.Thefollowing basicrequirementsarecommonto all
usecases:
� Thereis at leastonehumanuserpresentwith a personaldevice.
� At leastonedevice hasanaudiointerface,e.g. a speaker or a audioout plug (though,asdiscussedbelow, for thesake of
completeness,L&C alsosupportsthecaseof bothdeviceshaving displaysbut noaudio).
� Thetwo devicesmustbeableto communicatevia somemultiple-accessbroadcastmedium,e.g.,802.11a/b/g,Bluetooth,
Infrared,or wiredEthernet.We makenoassumptionsregardingthesecurityof this channel.

Figure1 depictssomeanticipatedL&C usescenarios.

Figure 1. L&C Sample Use Scenarios.

4.2 ClassifyingL&C UseCases
Let usconsiderin moredetail the factorsthatdistinguishusesof L&C, including the typeof authenticationobjects,direc-
tionality, thenumberof humanusers,andthedeviceequipment.

The�rst factorthatdistinguishesL&C usescenariosis thedirectionalityof authentication,i.e.,whetherauthenticationis
one-way (unidirectionalfrom target to personaldevice) or mutual(bidirectionalbetweenthetwo devices). For example,in
the former, the personaldevice may needto authenticatethe targetdevice's public key and,in the latter, eachdevice may
needto authenticatetheother's public key authenticationobject. Sincethemutualusescenariois a trivial extensionof the
one-wayscenario,in this paper, we focusonly onone-wayauthentication.

A secondfactoris thenumberof humanusers.Onesettinghasasingleuserwith apersonaldevicewhile thetargetdevice
is unattended.Anothersettinghastwo users,eachwith a personaldevice. In theformersetting,if mutualauthenticationis
needed,theburdenon thehumanuseris essentiallydoubled.
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More than anything else, the equipmentavailable on eachdevice in�uences the particularsof authentication. Some
deviceshave botha displayanda speaker, while othersmayhave only oneof these.Thus,somedevices,suchaslow-end
basestations,mayat �rst appearunsuitablefor L&C, sincethey lack botha speaker anda display. Nevertheless,they can
beaccommodated(in a mannersimilar to theway SiB handlesdisplay-lesstargetdevices),by af�xing a sticker to thetarget
device,whichcontainstheL&C textualencodingof thetargetdevice'spublicauthenticationobject,displayedin print and/or
Braille form. In addition,any device, suchasa point-of-saledevice, with anembeddedprinter (or a printer itself) is easily
supportedby L&C, by having thedeviceprint anL&C encodingof theauthenticationobject.

We considerfour possibleusecasesfor veri�able authenticationof somepublickey:
TYPE1: hearandcomparetwo audiosequences,onefrom eachdevice.
TYPE2: hearanaudiosequencefrom thetargetdeviceandcompareit to text displayedby thepersonaldevice.
TYPE3: hearanaudiosequencefrom thepersonaldeviceandcompareit to text displayedby targetdevice.
TYPE4: comparetext displayedby thepersonaldevice to text displayedby targetdevice.

Of thefour cases,TYPE1 is themosttaxingon thehumanuser;evenif theaudiosequencesareshort,comparingthemis
dif�cult dueto differentaudiocharacteristicsandtheneedfor thehumanuserto temporarilyrememberonesequencewhile
waiting to hearthe other. However, thereis evidence[13] that the two sentencescanbe comparedwhile beingvocalized
simultaneously, reducingtheuser'smemoryrequirement,aswell asthetotal L&C sessiontime.

TYPE2 andTYPE3 usecasesaresimilaryetnot identical.Thedifferenceis abit subtle:listeningto one'sown deviceat
verycloserangeis alwayspossibleandconvenient.Whereas,listeningto anunfamiliar targetdevicemayrequireattuningto
anunexpectedvolume,pitch,voice,andnoise.

TheTYPE 4 usecasedoesnot involveany useof theaudiochannelandrequiresnon-visually-impairedusers.Neverthe-
less,we includeit amongour supportedcases,sinceit maybeusedasanalternativeor fall-backmethodwhenTYPE1, 2 or
3 usecasesareimplausible.Thishappenswhenbothdevicesonly havedisplays,in noisyenvironments(e.g.,ataconcert)or
whensilenceis required(e.g.,in a library).

Table1 showsthetypesof userrequirementscorrespondingto possiblepersonal-targetdevicecombinations.2 Lookingat
rows 3 and6, thechoicebetweenTYPE 3 or 1 andTYPE 2 or 1, respectively, canbe dictatedby certainpropertiesof the
environment.For example,insuf�cient light, smoke or fog canmake TYPE 1 theonly viablechoice. A visually-impaired
useris alsolikely to chooseTYPE1 overTYPE3 or 2,unlessoneof thetwo deviceshasaBraille displayor sticker. Likewise,
theTYPE 4 usecaseis infeasiblefor a visually-impaireduserunlessbothdeviceshave Braille displays(or a Braille sticker,
in thecaseof the targetdevice). In row 7, thechoicebetweenTYPE 3 or 4 is lessclear. Onedecidingfactormight be the
comparativequality of thepersonaldevice'sdisplayandspeaker.

PersonalDevice Target Device
Row UseType Display Speaker Display Speaker

1 1 no yes no yes
2 3 no yes yes no
3 3 or 1 no yes yes yes
4 2 yes no no yes
5 4 yes no yes no
6 2 or 1 yes yes no yes
7 3 or 4 yes yes yes no
8 1,2,3or 4 yes yes yes yes
9 n.a. no no * *
10 n.a. * * no no

Table 1. UserRequirementsfor VariousDevice Combinations.

4.3 Vocalizableand ReadableRepresentations
In L&C thehashof thetargetdevice'spublickey mustbeveri�ed by theuser(s)of oneor bothdevices.Comparinglong(e.g.,
160-bit)hashesis a tediousandcumbersometaskfor theaverageuser. In orderto make theprocessfasterandlesstedious,
a hashmustbe representedin a moreconvenientform. In L&C we representthe authenticationobjectasa syntactically-
correctsequence,with expectedusecasesbeingsituations(asin TYPE 2 or TYPE 3) wherethe userreadsalongwith an
audiotext-to-speechreadingof thetext sequence.

2Typecolumnindicatestheallowedtypesof usecases,dependingon thedevice characteristicsindicatedfor thepersonalandtargetdevices.Weuse'*'
to denotea don't-carecondition,we allow the'Display' conditionto includetheability to print or have anaf�x edsticker attachedto device, andwe allow
the'Speaker' conditionto includeany audio-outinterface.
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The text sequencesin L&C are basedon “MadLib” puzzlescommonly usedby children3. That is, we generatea
syntactically-correct(but usuallynon-sensical)English-like sentencefrom a string of randombits. This string of random
bits is theoutputof a one-way hashfunction. Our currentimplementationallows usersto choosebetweenSHA-1 or MD5
hashalgorithms.

Similar to thetechniqueusedin theS/KEY One-TimePasswordSystem[27], thehashis dividedinto 10-bitsections.The
numberof 10-bit sectionsbecomesthe �nal numberof wordscontributing entropy to theMadLib sentence.(For example,
usingSHA-1with 80bits of entropy would resultin aMadLib sentencecontaining8 words.)

Oncethe sizeof the binary input string is determined,an appropriatelysizedMadLib text is constructed.The text is
generatedfrom atemplate,whichconsistsof agrammaticalsentence(or groupof sentences)with missingwords,eachbeing
of varioustypes,suchas: noun,adjective, adverb, verb, boy-name,girl-name,or animal. Eachmissingword is replaced
with a word from a dictionaryof appropriatewords.Theword replacingtheMadLib keyword is determinedby convertinga
10-bit sectionof thehashinto anintegerandusingthatastheindex into theinternaldictionary. For example,thefollowing
is aMadLib encodingproducedby ourprototype,for encodinga70-bitstring(the�lled-in words/word-phrasesareshown in
all caps):

DONALD theFORTUNATE BLUE-JAY FRAUDULENTLY CRUSH-edover theCREEPYARCTIC-TERN.
In S/KEY, generatedwordswerenotmeantto bespoken,sincetheremaybesomesimilar-soundingwordsin theS/KEY word
list. In orderto constructauditorially-robusttext sequences,we needto producea numberof word lists of appropriateparts
of speech,with thewordsin eachlist beingasphoneticallydistantfrom eachotheraspossible.Usinga metric for phonetic
distancesimilar to thatusedby PGPfone[18], but restrictedto wordsof theappropriatetype,we createauditorially-robust
word lists for eachof theword categoriesusedin our MadLib sequences.This is doneasfollows:
1. Constructa largesetC of candidatewordsof theappropriatetype. TheseshouldbecommonEnglishwordsthatcanall
beusedin sameplacein aMadLib text sequence.
2. Selecta randomsubsetW of 2k wordsfrom C, wherek is thenumberof bitswewish to havethis typeof word represent
(e.g.,8 bits for any noun).
3. Repeatedly�nd theclosestpair (p;q) of wordsin W (usingthephoneticdistancemetric)andreplaceq with a word from
C � W whosedistanceto any word in W is morethand(p;q), if sucha word exists. The resultingset is a collectionof
phoneticallywell-spreadwords.
4. OrderW so that eachpair of consecutive words in W areas far from eachotherasreasonablypossible. Doing this
optimally is NP-hard[10] but we canusea heuristicalgorithmbasedon pairwiseswappingof wordsin W to comeup with
agoodorderfor W .
5. Assignintegervaluesto thewordsin W accordingto a GrayCode,sothatconsecutive integersdiffer in exactly onebit
but their respectivecodewordsaredistant.

This algorithmconvertsbit sequencesto auditorially robustwords—smallchanges(evento onebit) in the input should
resultin noticeablydifferentsoundingtext strings.

5 Unidir ectional Authentication
UsingL&C in unidirectionalauthenticationeliminatestheneedfor a trustedpartyor any pre-sharedsecret.L&C supports
all four typesof usescenariosfor unidirectionalauthentication.

As the �rst example,considera targetdevice without a screenor a speaker, e.g.,an 802.11wirelessaccesspoint. Any
wirelessdevice connectedto theaccesspoint canreadout theMadLib sentencegeneratedfrom thereceivedpublic key and
theusercanauthenticatetheaccesspoint by comparingthesentencereadout in his machinewith theonedisplayedon the
stickerattachedto theaccesspoint.

Anotherexampleinvolvesusinga printer in a public place. Similar to the above, a printer canhave a sticker with the
sentencecorrespondingto its publickey. However, aprinteris capableof externalizingasentenceusingits print functionality.
By pressingabuttonontheprinter, ausercanrequestit to print its MadLib sentenceandauthenticatetheprinter'spublickey.

Soundis oneof themainelementsthatenablesvisually impairedpeopleto interactwith theoutsideworld. In this sense,
L&C couldbeeasilyusedto helpvisuallyimpairedpeopleto authenticatedevicesor evenidentities.Onecompellingexample
is theauthenticationof a bankATM. A visually impairedpersonmight begivena MadLib sentencewhens/heopensa bank
account.This MadLib sentenceis generatedfrom thecardnumberandits expirationdate,usinga keyedhashwith a secret

3In a MadLib puzzle,a funny story is createdby having blanksin a text �lled in with syntactically-appropriate wordschosenby theplayeror his/her
friend.
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key known only by thebank.Whenthecardis insertedin anATM, theATM generatesandreadsaloudtheMadLib sentence
correspondingto theaccountnumber.

6 “Pr esence”Con�rmation
Similar to SiB, L&C canbeusedto provethe“presence”propertyof aseparatedevice. A deviceequippedwith aspeakeror
displaycanuseL&C to con�rm, without theassistanceof a human,thepresenceof someotheruser-attendeddevice within
agivenrange.

To detectthepresenceof a nearbydevice, thedevice generatesa noncevalue,hashesthenoncevalue,andconvertsthe
hashinto thecorrectMadLib. Thedevice theneitherdisplaysor automaticallyspeaksout theMadLib, notingthetime when
theMadLib wasdisplayedor spoken.A userwho is in theproximity of thedeviceshouldbeableto reador heartheMadLib
andentertheMadLib sentenceinto theirpersonaldevice. Thepersonaldevicecanthensimply reversetheMadLib encoding
processby determiningthe index of the word in its correspondingdictionaryandusingthebits of the index asbits of the
hash.Oncetheentirehashhasbeenreverse-computedfrom theMadLib thenthepersonaldevice canbroadcastthehashof
thenonceover thewirelesschannel.Whentheoriginal device receivesthehashof thenonceover thewirelesschannel,the
device knows thata humanuserhasbeenpresentat thedisplay's line-of-sightor within hearingrangeof thespeaker. We
assumeherethatit is hardfor auserto strategically placeundetectedspeechor text recognitiondevicesthatwould relaythis
informationto a remotedevice.

While the “presence”propertycanbe achievedby devices,it is not robust. It is impossiblefor thedevice to determine
how many devicesarewithin hearingrangeor how many arecapableof seeingits display. It is alsodif�cult to differentiate
betweena userin theproximity anda userthathasstrategically placedspeechor text recognitiondevicesthatwould relay
theaudioor visualsignalto a remotedevice. However we assume,that it is hardandnot bene�cial enoughfor a userto do
so undetected.The device is only capableof verifying that the hashreceivedover the wirelesschannelis the sameasthe
onegenerated.If desired,it is possibleto determinethe time differencebetweenwhenthenoncehashis receivedover the
wirelesschannelandwhenit was�rst displayedor spoken.

Eventhoughthe“presence”propertyis not robust,it is notwithout its own uses.A devicecanusethe“presence”property
to limit theauthorityto control thedevice to userslocatedwithin view or hearingrangeof thesamedevice. This property
canalsobeusedasameansof triggeringthepowersaving featureof a device,whennouser-attendeddevice is within visual
or audiorange.Beforea device switchesto a lower power consumptionstate,thedevice displaysor speakstheMadLib. If
no responseis receivedover thewirelesschannelaftera certaintime period,thedevice assumesthat it is not neededby a
user-attendeddevice in theproximity andthatit cansafelyswitchstate.

7 Implementation
SinceL&C is intendedfor a varietyof mobilecomputingplatforms,portability is a key requirement.We built L&C using
the highly portableEweJava-basedProgrammingSystem[4].4 Our implementationrunson any Pocket PC (iPAQ in our
experiments)andany WindowsPC.

As partof its initialization,L&C allowsselectionbetweenbi-directionalanduni-directionalpublic key authentication.In
theuni-directionalcase,L&C runsonAlice (auser-attendedpersonaldevice)to verify thepublickey of Bob(anun-attended
target device) asdiscussedin Section3. In the bi-directionalcase,both devicesareuser-attended,eitherby a singleuser
or two differentusers.Also at bootstraptime, L&C allows thechoiceof 802.11or Infraredcommunicationchannel.One
of the participants/devices(say, Bob, the target device) initializes L&C andwaits for a TCP connectionon a well-known
port over oneor both communicationchannels.Alice's userphysicallyapproachesBob (particularlyrelevant for Infrared
communication),initializesits L&C applicationandconnectsto Bob. Next, Bobsendsits publickey to Alice via theselected
communicationchannel.In caseof bi-directionalauthentication,Alice reciprocates.Bobconvertsthehashof thelocalpublic
key into a MadLib sentenceanddisplaysthesentence.Alice convertsthehashof the receivedpublic key anddisplaysthe
correspondingMadLib sentence.In thebidirectionalcase,in additionto theabove,Bob convertsthehashof Alice's public
key andAlice generatestheMadLib of herkey. Theuser(s)have theoptionto vocalizethesentencesonbothdevices.

Althoughthemainpurposeof L&C is to authenticateone(or both)publickeys,thisprocessusuallyservesasapreludeto
a key exchangeprotocol,i.e., thegenerationof a sessionkey to beusedfor subsequentsecurecommunicationbetweenthe
two devicesin question.For this reason,L&C includestwo �a vorsof public-key-basedkey exchangeprotocols:RSA- and

4Ewe is currentlyavailablefor the following platforms:Pocket PC(Windows CE), MS SmartPhone,CasioBE-300,HandHeldPCPro,SharpZaurus,
Linux PC,Windows PCandany Java 1.2VM.
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DH-based.Thesearebasicallystandardtextbookprotocols(e.g.,theStation-to-Stationprotocol)andwedonotelaborateon
themfurther.

7.1 Implementation Details
Owing to its modulardesign,L&C canutilize a variety of Text-to-Speech(TTS) engines.However, mostC/C++ speech
enginesareplatform-dependent,while thosewritten for mobile devicesare mostly proprietary. Furthermore,Java-based
TTS enginesareavailablefor speci�c JVM-s thatareunsuitablefor resource-constraineddevices,suchassmartphonesand
iPAQs. Speci�cally, Sunoffers the JSAPIandFreeTTSJava TTS engineimplementations.However, theserun only on
Java 1.4. Therefore,we employedexisting TTS applicationsthat couldbe usedby L&C—Digit for PC andPocket PC by
Digalo 5, which is a simple lightweight clipboardreaderthat usesthe Elan Speech Engine. 6 Our applicationcopiesthe
text to-be-vocalizedontothesystemclipboardandDigit speaksit outautomaticallyor whentheuserpressesa buttonon the
applicationwindow. Digit is initializedandterminatedfrom within theEweprogram.

EwedoesnotprovideacompleteAPI for low-level cryptographicprimitives.Thus,in orderto implementDH- andRSA-
basedkey exchangeprotocols,weaddedalightweightcryptographicAPI to Ewe'sJava libraries.For thispurpose,weported
theBouncyCastlecryptopackage[1] for JDK 1.3.For hashingwe usedEwe'sbuilt-in SHA-1.

The FreeTTSandBouncy Castlecrypto packagearewritten solely in Java anddo not link to native platform-speci�c
libraries,facilitatingL&C' s platformindependence.Sofar, we testedL&C on Pocket PCandWindows PC.L&C canalso
beusedwith therestof theEwe-supportedplatformsplatformsby changingtheTTSengine.We arecurrentlyportingSun's
FreeTTSandJSAPIinto Ewe.
NOTE: L&C sourcecode,installationinstructionsaswell aspicturesanda video demonstratingL&C canbe found at:
http://www.ics.uci.edu/ccsp/lac.

8 L&C Performance
In this sectionwe evaluateL&C' s performanceusinga commoditylaptopPC asa targetdevice anda low-endiPAQ asa
personaldevice. The laptopPC is equippedwith: Intel PentiumM Centrino1.7GHz,400MHz FSB,2MB Cacheand512
MB RAM runningWindows XP. The iPAQ is a Compaq3650equippedwith: an Intel StrongARM SA-111032-bit RISC
processoroperatingat 206MHZ, with 31.25MB RAM, 16 MB ROM runningWindows CE version3.0.9348(Pocket PC
2002).For the802.11gchannelwecon�guredawirelesssubnetconsistingof: onewirelessrouter, two iPAQsandaPC.The
channel'snominalbandwidthfor all devicesis 54Mbps.TheInfraredportsof all devicesoperateat115Kbps.

As mentionedabove, oncethe L&C public key authenticationcompletes,the two devicesproceedwith establishinga
sharedsecret.However, theprotocolfor generatinga sharedsecretdoesnot requireany humaninvolvement.Therefore,it is
omittedfrom thefollowing performanceanalysis.

We analyzeL&C performancefor human-veri�able authenticationof eitherDif �e-Hellman (DH) or RSA public keys.
Thesystem-wideknown DH parameters(p; g andq) andtheRSA public exponente areneithersentnor veri�ed by L&C.
Furthermore,theDH key pair andtheRSA public key aregeneratedoff-line anddo not contribute to protocolcompletion
time, regardlessof whetherthey are ephemeralor long-term. L&C can generatea new DH key pair for the sameDH
parametersin 3540:2 and272:1 mson the iPAQ andPC,respectively. Thecorrespondingtimesfor generationof RSA key
pairsis signi�cantly larger, sinceprimenumbergenerationis involved.Notethatwe use1024-bit moduli for bothRSA and
DH (seeAppendix).

Table2 lists processingtimesonly for theoperationsthat involve (or leadto) human-veri�able authenticationof public
keys. Tables3(A), 3(B), and3(C) show timings for different typesof L&C unidirectionalauthenticationsessions.The
correspondingbidirectionalsessionscanbeanalyzedin a verysimilarmanner, thereforewedonot includeit in ouranalysis.
Operationsarelistedin theorderthey take place.

Measurementsfor operations1 through5 areobtainedasthe averageover 20 L&C sessionsoperatedby humanusers.
The timesfor otheroperationsareobtainedover 300 bulk repetitionsof L&C sessionsthat do not includethe above four
operations. We useEwe's timing function, which offers (only) 10 ms precision. L&C initialization times (row 1) are
obtainedafterRAM hasbeenreset,so that they includethe time to loadall theapplication(EweVM, L&C class�les and
Digit) into memory. The total time doesnot re�ect any further delaysintroducedby a humanuser, hence,it representsa
roughapproximation.

Ewe VM andGUI initializations take placewhile Digit is initialized. For L&C runningon a PC, theseinitializations
completealmostsimultaneously, allowing the userto proceedwith L&C setupwhile Digit bootstraps.On an iPAQ, Digit

5See:www.digalo.com.
6See:www.elantts.com.
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No Operation iPAQ LaptopPC
1 Initialize EweVM andGUI 2430 120
2 Initialize Digit 18310 1092
3 L&C setupby user 1502 910
4 EstablishTCPConnection,802.11g 3.2 0.4
5 EstablishTCPConnection,IR 3.4 -
6 Sendpublic key, 802.11g 5.6 0.1
7 Sendpublic key, IR 6.1 -
8 Generatepublic key MadLib 365.6 17.1
9 Vocalizepublic key MadLib 4791 4637

Table 2. Averageprocessingtimes(in ms)of L&C operations.

initializationpreemptstheprocessor, notallowing theuserto usetheGUI to setupthesession.Therefore,at thisphaseof the
L&C session,Digit initialization is theonly operationthatneedsto beconsidered.

In reality, thetimeauserspendsonL&C setupis comprisedof: (1)enteringthetargetdevice'snetworkaddress(IP address
or “infra-red”); (2) pressing“Enter” and“Connect”buttons;(3) aligningthedevicesif theInfraredchannelis used;and(4)
thetime for theapplicationto reachtheaccept()or connect()calls. For theexperiments,theInfraredportswerepre-aligned
anddefault network addresseswereused.Hence,theuserneedsonly to presstwo buttonsto initiate theconnection.

Connectionestablishmenttime (operation4 or 5 in Table2) is thetime requiredby theTCPsocket connect()systemcall
to connectto theacceptingprocessrunningon the iPAQ or thePC.(We measuredL&C sessionsover the IR channelonly
betweeniPAQs.)Timesfor operations10and11varywith thelengthof theMadLib sentence.

Operations1, 2, 3, 6, 7 and8 in Table2, take placeconcurrentlyonbothdevices.Therefore,only thelengthierof thetwo
countstowardsthetotal time. Wedonotmeasurethetime for readingtheMadLib sentencefrom thedevice'sdisplaysinceit
is user-dependent.In all experiments,we usesyntactically-correctMadLib sentencesconsistingof 10 words,of which7 are
S/KEY-generated.Thesentenceformatis thesamewith theonepresentedin Section4.3.

Initialization 22,245

Note:all entriesbelow referto Table2.
(A) Type1

Row 6 Col. 3 5.6
Row 8 Col. 3 365.6
Row 9 Col. 4 4,791
Row 9 Col. 3 4,637
TOTAL TIME 32,044

(B) Type2
Row 6 Col. 3 5.6
Row 8 Col. 3 365.6
Row 9 Col. 4 4,637
TOTAL TIME 27,253

(C) Type4
Row 6 Col. 3 5.6
Row 8 Col. 3 365.6
TOTAL TIME 22,616

Table 3. Timings(in ms)for TYPE1, 2 and4 L&C Sessions.

Table3 shows the timings for TYPE 1, 2 and4 L&C sessions.The row labeled“ Initialization ” at the top of the table
re�ects thesumof rows 1, 2, 3 and4 (iPAQ column)of Table2. This signi�cant delay– almost22 seconds– is inducedby
all thenon-cryptographicsoftwareinitializationon theiPAQ. Also, thisdelayis independentof theL&C usecase.

Table3(A) examinestheabsoluteworstcasescenariounderunidirectionalauthentication– thatinvolving auserperform-
ing one-way, voice-only(TYPE 1) authenticationof thetargetdevice'spublic key. Theuserveri�es thetargetdevice's (PC)
public key by hearingthecorrespondingMadLib spokenby thePC andits iPAQ device, in eitherorder. (Our preliminary
userstudiesindicatethat it is preferablefor MadLibs not to be vocalizedsimultaneously;otherwise,usershave dif�culty
understandingthesentences.)Thismeansthatourscenarioincludestwo MadLib generations:oneperdevicewhichcantake

9



placeconcurrently. In addition,it includestwo MadLib vocalizations,which musttake placesequentially. Therow labeled
“TOTAL TIME” re�ects the sum of the times for all individual operations.As the resultsshow, TYPE 1 unidirectional
sessionbetweentheiPAQ andthelaptopcompletesin approximately32seconds.

Table 3(B) examinesthe most commonlyanticipatedusescenario,which correspondsto TYPE 2. It involves uni-
directionalaudio-basedauthenticationof the target device's public key. The user-attendediPAQ receives the public key
of thetargetdevice(PC),hashesit andgeneratesthecorrespondingMadLib. Then,theuserreadstheMadLib sentencefrom
theiPAQ's displayandcomparesit to thevocalizationby thePC.As canbeseenin thetable,thetime requiredby this type
of L&C sessiontotalsapproximately27seconds.

Table3(C)showstimingsfor aunidirectionaldisplay-only(TYPE4) L&C session,assuming802.11gchannel.Theactual
time would includethatneededby a userto readandcomparethedisplayedMadLib sentences.We did not measureTYPE
3, dueto its similarity to TYPE 2.

8.1 PerformanceAnalysis
Table2 illustratesthat theoverall costis dominatedby theEweVM andGUI initializationsandtheMadLib vocalizations.
Theinitializationscanbeomittedif multipleL&C sessionstakeplaceafterasingleinitializationor if L&C is pre-initialized.
Sincethetime to speakout a MadLib sentenceis proportionalto numberof syllablesin eachS/KEY-generatedword, it can
vary for thesameword-lengthsentences.

MadLib generationis approximately20 timesmoreexpensiveon Pocket PC.It is alsoevident that thetime for a typical
userto setupL&C is greateronaniPAQ thanonaPC.This is dueto therathernon-user-friendly GUI andslower rendering
of theGUI componentson thePocketPC.

Thecommunicationcostsconstituteonly a tiny fractionof thetotalcost.Thecostof executingthesystemcall to sendthe
public keys is anorderof magnitudelesson a PC.Sinceour measurementdoesnot involve theactualtransmissionover the
physicalmedium,thedifferenceshown in communicationcostsover the802.11gandInfraredchannelsis truly insigni�cant.

Processingandmemorylimitationson theiPAQ resultin signi�cantly longerdelaysthanon thePC.However, we stress
thatweusedold andlow-end iPAQsin ourexperiments.Usingcurrentstate-of-the-artiPAQsor othersimilardeviceswould
greatlyreducedelay.

Ourexperimentssuggestthatthemostplausiblewayto reduceprotocoloverheadis to shortenMadLibsentencesandspeed
up theTTS engineinitialization time. We concludethatL&C is a viablesolutionon platformswith moderatecomputation
andcommunicationcapabilities.

8.2 PerformanceImpr ovements
We now focus on improving the total time of a L&C sessionby shorteningthe length of the MadLib sentences.A US
patentaddressingasimilarproblem[25] proposedthatuponcompletionof aDif �e-Hellman exchange,bothdeviceshashthe
agreed-uponsessionkey. Then,they truncatethehashto desiredlengthby takingt leftmostbits. Thedevice(s)candisplay
this bit sequence(thereafterreferredto ascheckvalue)allowing the user(s)to comparethemandverify that both devices
havea commonsessionkey. Themethodin [25] usest = 16; 32which correspondsto two or four S/KEY words.However,
a truncatedhashof suchshortlengthresultsin a serioussecurityweakness.7 Basedon theassumedadversarialcapabilities
(seeSection9.1),t = 50andt = 80provide thenecessarysecuritywhenephemeralpublickeys andone-year-termkeysare
used,respectively.8

WhenephemeralDH public keys areused,examining13 hexadecimaldigits is an error-pronetaskfor a human. L&C
renderssuchcomparisonuser-friendlier, becausetheusercompares� ve-S/KEY-wordMadLibs. Thetime to vocalizea � ve-
S/KEY-word sentenceis on average2905mson a PC and3096mson the iPAQ. ShorterMadLib sentencesyield reduced
vocalizationtime andeasiercomparisonfor theuser. Indicatively, TYPE 2 scenariodescribedin Table3(B) would requirea
totalof approximately25:5 secondsto complete.

A techniqueproposedin [11] preventsattackersfrom �nding secondpre-imagesfor long-termpublickeys,withoutrequir-
ing theusersto examinelong hexadecimalsequences.Theschemesof interestarecalledMANA-I andII andthey employ
keyedcheck-functionsthatuseshort(10-20bit) keysandproduceshortcheck-values.Thesecheck-functionsareessentially
MAC (MessageAuthenticationCode)functions.We denotethis checkfunctionasM AC k ;t (V ), wherek is a randomkey, t
is thelengthof thecheckvalueandV is theveri�cation object(e.gapublickey). TheMANA-I-inspiredL&C wouldoperate
asfollows in thecaseof unidirectionallong-termpublic key authentication:

7The attacker canreplaceAlice's transmittedga valuewith ga0
, wait for Bob to reply with gb andintercepthis transmission.Next, the attacker can

performexhaustive searchto �nd gb0
suchthath t (ga0b) = ht (gab0

), andrelaygb0
to Alice asBob's publickey. Onaverage,theattacker needsto perform

2t � 1 modularexponentiationandhashingoperationsbeforea suitableb0 valueis found.
8ThesevenS/KEY wordgeneratedMadLibsusedin theevaluationprovidesuf�cient securityif thepublic keys arereneweddaily.
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1. Bob sendsAlice his publickey (e.ggb) usingtheunprotectedwirelesschannel.
2. Bobgeneratestherandom20-bitkey k to usewith thecheck-function.Bobalsogeneratesthecheck-valueM AC k ;60(gb).
BobgeneratesandpresentstheMadLib sentencefor thecheck-value(six words)anda 5 digit hexadecimalsequencefor the
randomkey.
3. Theuserentersthepresentedby Bobrandomkey to thedeviceAlice.
4. Alice usestherandomkey to recomputethecheck-valueon thereceivedgb, andpresentsthecheckvalueMadLib.
5. Theusercompletestheprocessby comparingthevaluesdisplayedby thetwo devices.Only if thecheck-valueMadLibs
arethesame,theexchangeis acceptedby theuser.

Using MANA-I, the lengthof the MadLib sentence(whenlong term public keys areused)is reducedfrom the recom-
mendedeight S/KEY wordsto six. However, theuseris requiredto entera � ve digit hexadecimalcodein oneof the two
devices,usingakeyboardor a touchscreen,certainlyresultingto moretime-consumingveri�cation.

To avoid enteringthekey, wecoulduseMANA-II, in whichtherandomkey is transmittedoverthewire (becomesavailable
to theattacker) andis displayedfor comparisonon bothdevices.For long termpublic key veri�cation, it would still require
the userto comparea six S/KEY word sentenceplus two S/KEY words for the key, yielding no actualgains. However,
MANA-II canbeusedto authenticatetheagreed-uponsharedsecret,whenlong-termpublickeysareused,withoutexposing
substantialinformationaboutit. Theuseof therandomkey furthermasksinformationaboutthesecret.

In [5], Cagaljet al. proposedtheDH-SCprotocolfor human-veri�able authentication.This protocolusesa commitment
scheme,which transformsa valuem into a commitment/openingpair (c;d). In this pair, c revealsno informationaboutm
(e.gc is public key encyption of m) but c andd (e.gd is theencyption key) revealm. In anidealcommitmentschemeit is
infeasibleto �nd d0 suchthat(c;d0) opento m0 6= m. Their protocolrequiresthecommunicatingpartiesto compareastring
derivedfrom theXOR of two per-sessionrandombit-sequencescontributedby thetwo parties.Hence,unlikeMANA-II, the
usersdo not have to comparea value(the randomMAC key), which doesnot contribute to theuncertaintyof theattacker.
Hence,DH-SCeffectively reducesthelengthof thecomparedvaluesfor a givenlevel of security. For example,two-S/KEY-
word MadLibsgeneratedfrom therandombit-sequencesprovide securityalmostequivalentto theoneof � ve-S/KEY-word
MadLibsderivedfrom thehashof theephemeralDH publickeys (seeSection9.1).

TheDH-SCprotocolproceedsasfollows: BothAlice andBob(A andB ) generatetheirpublickeysga andgb, respectively.
ThenA andB eachgeneratea t-bit randomstringNA andNB . They usethemto calculatecommitment/openingpairsfor
theconcatenations0kgakNA and1kgbkNB (0 and1 are�x edvaluesusedto preventare�ection attack).In the�rst message,
A sendsto B thecommitmentcA andB respondswith his commitmentcB . In turn, A sendshercommitmentkey dA with
which B openscA andobtainsga0 andNA

0. B checksthe correctnessof the commitmentpair cA ; dA andveri�es that 0
appearsat thebeginningof themessage.If theveri�cation is successful,B sendsdB , with whichA openscB andobtainsgb0

andNB
0. A checksthecorrectnessof thecommitmentandif it is valid, bothpartiesproceedwith generatingtheveri�cation

stringsfor i A = NA � NB
0andi B = NB � NA

0, respectively. Now theusersof A andB cansimplycomparetheveri�cation
strings(MadLib sentencesfor L&C) andaccepttheexchangedpublic keysonly if they match.

9 Security Analysis
Assumingthatall underlyingcryptographicprimitives(cryptographichashfunctionsandpublic key algorithms)aresecure,
thesecurityof L&C dependsontheadversary'sinability to: (1) interferewith theaudioor visualchanneland(2) compromise
the target device. In this section,we discussthe securityof the cryptographicprimitivesandcomparethe securityof the
alternativechannels.We thendiscusssomeconcreteattackscenarios.

9.1 Cryptographic Primiti ves
To establisha securebidirectionalchannelbetweencommunicatingdevices (as describedabove), L&C useseither the
ephemeralDH key agreementor RSA-basedmutualkey agreement(seeAppendix).Thesecurityof bothmethodsis basedon
well-known andbelieved-to-be-hardcomputationalproblems.Both typesof key agreementcanbeprotectedagainstman-in-
the-middle(MITM) attacksby verifying theexchangedpublic keys. SecurityagainstMITM attackscanalsobeachievedby
usingL&C to verify thehashof theagreed-uponsharedsecretanda randomvalueknown by bothparties.However, public
key veri�cation is preferablebecausetheuserscandetecttheattackearly in theprocessandabandonit without performing
furtherexpensivecomputations.Also it is commonfor usersto exchangepublic keys in orderto establishsecurecommuni-
cationata latertime, in whichcasethey donotneedto generatethesharedsecretimmediately. Furthermore,it is wisenot to
exposeany informationaboutthesharedsecretby usingL&C to verify it.9

9Unlessweemploy asecureMAC functionasis thecasewith theMANA-II-inspiredprotocolpresentedin theprevioussection.
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In the DH case,the two devicesexchangetheir respective public keys. By verifying that the received DH public key
originateswith theintendedsender, theuser(s)canbecertainthattheDH sessionkey is thesamefor thetwo parties.

In onevariationof theRSA-basedscheme,thetwo devicesexchangetheir publickeys,which they useto encryptsession
key contributions.If theuser(s)veri�es theotherparty'spublickey, usingL&C, hecanbecertainthattheencryptedsession
key contributionscannotbe decryptedby an adversaryandthe �nal sessionkey is secure.Evenif theadversaryinterferes
with thetransmissionof theencryptedkey contributions,theresultwill befailedkey agreementwhichcanbeeasilydetected
by bothparties.

Thedevicescanoptionallyusetheir RSA keys to signa well-formattedmessagecontainingtheencryptedpartialsecrets.
In this way, they ensurethattheencryptedpartialsecretsoriginatewith the intendedsenderandavoid thedelayinvolvedin
detectingsharedsecretinconsistency, if an active attackwereto occur. Alternatively, they canusedisplayedor vocalized
MadLibs to verify theestablishedsharedsecret.Although sharedsecretveri�cation is suf�cient to detectMITM attackat
any stageof theprotocol,they cancombineit with publickey veri�cation to detecta possibleattackearlier.

In L&C, thehashfunctionof thetransmittedpublic key is convertedinto a MadLib sentence.The lengthof theMadLib
sentencecanbe set to the desiredentropy level. If the adversarycan�nd a secondpre-imageof the hashvaluethat was
encodedasa MadLib sentence,it canattackthecommunicationchannelandreplacethetransmittedkey with thecolliding
pre-image,causingthetwo devicesto falselyverify thekey agreement.However, secondpre-imageresistanceis a required
propertyfor cryptographichashfunctionsandwe assumethatit holds.

Although the lengthof theMadLib sentencecanbesetto achieve thedesiredlevel of security, it is commensuratewith
theburdenof comparinglongersentences.In many cases,theuseris not expectedto memorizethesentence,but a longer
sentencestill resultsin a longerveri�cation time. Thevulnerabilityof usingshortsentencesbecomesrealwhenlong-term
DH public keys areused. In this case,the adversarymay have enoughtime to �nd a secondpre-imagevia a bruteforce
attack.

Accordingto our experimentalresults,theDH public key exchangein L&C requiresonly a few milliseconds(around6
ms)even in resource-constrainedPDAs. Theattacker would needto performon average2t � 1 modularexponentiationand
hashingoperationsto determinea0 suchthat ht (ga0

) = ht (ga), whereht () denotesthe collapsedto t bits one-way hash.
Underour adversarialmodel(seeAppendix),for t = 30, theattackwould besuccesfullwith probability2� 1 afterroughly
530 million trials. Assumingthat the key exchange“times out” after at most100 ms, the attacker is ableto perform100
million trials. Therefore,t = 50(� ve-S/Key-wordMadLib) suf�ces to ensurethat,in thecaseof ephemeralDH, theattacker
cansucceedonly with probabilityroughlyequalto 2� 23. Onceasessionkey is established,�nding thesecondpre-imageon
theMadLib sentencesdoesnotgive theadversaryany advantage.Thepublickey generationfor RSA is signi�cantly costlier
renderingtheaboveattackinfeasibleevenfor smallervaluesof t.

Basedon our assumptions,an attacker canperformapproximately255 trials per year, thereforeif one-year-term DH
public keys areused,t = 75 � 80 (eightS/Key generatedwords)suf�ces to preventan attacker from �nding secondpre-
imageswith signi�cant probability.

The attacker may resortto off-line pre-computationof public keys that hashto all possiblet-bit hashvalues,opting to
derivesecondpre-imagesby anef�cient tablelookupduringthekey exchange.Hecancomputethehashesfor 2t publickeys
andstorethesevaluesindexedby thet-bit hashvalue.In caseof collisions,hecanrepeatthis processwith new public keys
until he derivessecondpre-imagesfor all t-bit hashvalues. Taking into accountthat eachtableentry, consistsof the two
secretkeys correspondingto thepublic keys thathashto thesamevalue,the requiredstorageis 2t +8 bytes. Basedon our
assumptions,(seeAppendix),apowerful attackercanperformroughly246 trials perday, thusfor t = 50hewouldcomplete
theprecomputationwithin a few days.Theactuallimitation is thestoragerequirementswhich would beashigh aseighteen
petabyte.In orderfor theattacker to succeedwith probabilityhigherthan2� 20, hewouldneedto storemorethan238 bytes.
Furthermore,the tablelookupoperationwould beunlikely to completein a few milliseconds,even if we assumevery fast
diskandmemoryaccesstimes.

If L&C usestheDH-SCprotocol,generatingMadLib sentencesfrom theveri�cation bit-stringsi B ; i A , theattacker can
succeedonly by guessingcorrectlythe randomvaluesNB ; NA . He canuseNB ; NA to createcommitmentsfor his public
keys,whichcanin turn beusedto mountanactiveattack.Sincehehasonly oneopportunityto sendfake commitments,the
probabilityof success,givenjNB j = jNA j = t, is 2� t . Hence,t = 20(two-S/KEY-wordMadLib) providessecurityroughly
equivalentto theoneachievedusing� ve-S/KEY-wordMadLib derivedfrom thehashof theephemeralDH publickeys. The
securityof DH-SCis discussedthoroughlyin [5].
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9.2 Alter nativeChannels
Authenticationof communicatingpartieswithout theassistanceof a trustedpartyrequiresa communicationchannelthat is
secureagainstactive attacks.In this section,we discussseveralalternative channelsandtheir securitycomparedto thatof
L&C.

Wired channelsbetweentwo devices,suchascross-over Ethernet,direct USB or serial connection,canbe considered
secureagainstactiveattacks,sincebothendsof thecablearedirectlyconnectedto theintendeddevicesandtheentirecableis
visible to thehumanuser. However, luggingarounddifferenttypesof wiresin orderto to communicatewith differenttypes
of devicesis quitecumbersome.

Wirelessalternatives,suchas802.11a/b/g,InfraredandBluetooth,arenot secureagainstMITM attacks.A humanuser
is essentiallyincapableof identifyingwhich two devicesareactuallycommunicatingovera wirelesschannel.Theonly way
to besurethat the intendeddevicesarecommunicatingwithout interferenceis throughstatusindicatorson devices,which
is proneto errorsandattacks. Among wirelessalternatives,Infrared is consideredmostsecure,sinceit requiresa direct
line-of-sightbetweendevices(which canbevisually inspected).However, it is still possiblefor a well-placedadversaryin
a device-crowdedsettingto interferewith communication,sincethehumanusercannotdeterminetheexactdirectionof an
infraredsignal.

As discussedin Section1, thevisualchannel– exempli�ed by SiB is a very viablealternative. However, many devices
lack camerasaswell aslarge-enoughdisplaysandpowerful-enoughCPUsto performnecessaryimageprocessing(e.g.,to
extractthebarcode).Furthermore,environmentalfactorsinhibiting theuseof camerasaswell assight-impaireduserslimit
the applicability of the visual channel.Otherhashvisualizationtechniques[24, 30, 8, 14] arealsoviable alternativesfor
verifying publicand/orsessionkeys. They candetectMITM attacksaslongasthecomparisonis doneverycarefullyandthe
environmentis well-illuminated.

9.3 Attacks Against L&C
UsingL&C, themanin themiddleadversaryis easilydetected.Whenthepersonaldevice's userasksfor thetargetdevice
to readits MadLib sentenceloud, if sheis far enough,anadversarydevice closeto thetargetdevice could impersonatethe
targetdevice. A humanuserhowever, cantrivially determinewhetherit is thetargetdevicetalkingby checkingthescreenor
sensingtheorigin of thesound.Furthermore,theuser(s)candetecttheactiveattackif theadversarygeneratessoundwithout
previouslyaskingthedevice(s)to doso.

An adversarymayattemptto attackL&C by usingmalicioussoftwaresurreptitiouslyinstalledon thetargetdevice. Ma-
licious softwaremight tamperunnoticedwith the input andoutputof the desiredapplication. This problemis sometimes
referredto assecure windowingor establishmentof a trustedpath to systemwindow[34]. Suchattackscanbe prevented
by usinga goodsystemwindow policy, e.g.,displayingapplicationwindows in predeterminedlocationsor, asproposedin
[7], usingpredeterminedwindow backgroundsknown only to theuser. A maliciousapplicationmayalsotry to processthe
MadLib sentencefrom screenpixelsandredisplayit, which would appearlegitimateto theuser. This canbepreventedby
limiting thescreenshotandcopy operationsto theapplicationthatis on theforegroundat thetime. EROS,a trustedwindow
system,proposedby Shapiro,et al. [34] providesfurtherdetailsonhow to achievethis typeof protection.

An adversarymayalsoemit interferencein theform of ambientnoisein orderto alterL&C audio. However, this attack
canbeeasilydetectedby ahumanuser, sincetwo differentsoundsourceswouldbeinvolved.Moreover, theadversarywould
neednear-perfectsynchronization,a-priori knowledgeof theMadLib sentenceandplentyof computationalpower to beable
to producecorrectsoundsthatwill makethesentencesoundlikeaMadLib sentencecorrespondingto somepublickey picked
by theadversary.

Excessiveambientnoisecouldalsopreventtheuser(s)from hearingeachother'sdevices,but thesourceof thenoisewould
beobvious. Evenif it cannotbeavoided,ambientnoisewould at bestresultin denialof service.In suchcases,user(s)can
fall backto comparingMadLib sentencesdisplayedor printedon thescreens(or stickers)of therespectivedevices.

10 Conclusions
This paperdiscussedthe designof the Loud-and-Clear (L&C) systemfor human-assisteddevice authentication.L&C
placesrelatively little burdenon thehumanuser, sinceit is basedon theaudiochannelandusesa text-to-speechengineto
readan auditorially-robust,syntactically-correctsequencederived from an authenticationstring. We alsodiscussedsome
anticipatedcommonusecasesandprovidedexperimentalperformancedatafor a prototypeimplementation.
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A. Thr eatModel and Cryptographic Assumptions
Below we discussour assumptionsregardingthethreatmodelandthecryptographicoperationsusedin L&C.

We adopttheDolev-Yaothreatmodel[26], underwhich theattackercontrolsthecommunicationchannel;hecanacquire
any messagetransmittedover theradiochannelandcansendmessagesto any usersharingthechannel.Weassumehowever,
that theadversaryis computationallybound. In particular, theattacker canperformat mostonemillion moduloa 1024-bit
numberexponentiationsandhashingoperationspermillisecond.We furtherassumethattwo authenticatedpartiesinvolved
in thecommunicationtrusteachother(e.ganauthenticatedpartywill notdisclosesecretinformationto a third party).

All theDif �e-Hellman key agreementoperationsareperformedover themultiplicativegroupG, which is a subsetof Z �
p ,

wherep is a large prime p. g is the generatorof G with orderq, whereq is a large prime s.t. q j p � 1. A DH key pair
is generatedas(ga mod p; a), wherea 2 Z �

q is the secretkey correspondingto the DH public key ga . The Decisional
Dif �e-Hellman problemis assumedto behardin G.

TheRSA-basedkey agreementoperationsareperformedover Z �
n , wheren is a compositesuchthatn = p � q wherep;q

arelargeprimes.TheRSA public key is n; e andthesecretkey is d suchthate � d = 1 (mod n). Thefactorizationof n is
known only to theholderof thesecretd andis assumedto behard.

As commonlydone,thevaluesp;g; q arebothsystem-wideandlong-term.Thesameis truefor theRSApublicexponent
e in thecaseof RSA-basedkey agreement:weassumethatit is constant(e.g.,3 or 216 + 1) andknown in advance.However,
thedevice-speci�c DH key pairs(ga ; a) or theRSA compositemodulon andsecretkey d canbeephemeral(differentfor
eacheachkey agreement).TheDH public key ga or theRSAmodulon aretheauthenticationobjects.

It is generallyacceptedthat, for any b, factoringb-bit integersrequiresaboutthe sameamountof time ascomputing
discretelogarithmsin (b� x)-bit �elds, wherex is a smallconstant,roughlyaround20 [23]. Therefore,in ourexperimental
andsecurityanalysiswe use1024-bit moduli for bothRSAandDH.
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