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4. (IPPE , porte, IPCNh
, portf ) from thePE to CNh

ThePE will forward traf�c between connection 1 and con-
nection 2 to allow communication betweenui andCNi and
will also forward traf�c between connection 3 and connec-
tion 4 to allow communication betweenuh andCNh. Sup-
pose that at slott + 1, ui is supposed to use(IPq,MACq)
while uh is supposed to use(IPp,MACp). The new set of
connections will be:

1. (IPq, porta, IPPE , portb) from ui to thePE

2. (IPPE , portc, IPCNi , portd) from thePE to CNi

3. (IPp, porte, IPPE , portb) from uh to thePE

4. (IPPE , porte, IPCNh
, portf ) from thePE to CNh

No connection will be torn down and no new connection
will be established. ThePE will simply forward traf�c be-
tween connections 1 and 2 and between connections 3 and
4 after switchingIPp andIPq. While IP addresses change,
port numbers remain �xed because even thoughui can eas-
ily compute the IP addressIPt+1 it is going to use during
time slott + 1, it might not be able to learn the port used
by the user that was usingIPt+1 at timet. Assuming that
all communication are encrypted at the IP layer using IPsec
[1], an adversary cannot trace users by looking at ports num-
bers of TCP connections. In addition to changing the IP ad-
dresses of the connections, thePE must manage sequence
numbers, ack numbers and window sizes of each connec-
tion, in order to minimize network disruption.

4. Security Analysis

In our scheme, as well as in [7], physical layer attacks
on user privacy are not considered. This is based on the as-
sumption that the required equipment and technical knowl-
edge to perform such attacks are not as common and as the
ones needed to carry attacks on higher layers of the proto-
cols stack. Despite this assumption a determined powerful
adversary can use physical layer attacks to trace the loca-
tion of a certain user, even if location privacy schemes are
implemented in the upper layers of the protocol stack. An-
other problem with addressing attacks on the physical layer
is that it is very hard to combat such attacks without modify-
ing the underlying transmission technologies and standards
so that they take the issue of location privacy and security
into account. Using the schemes based on disposing MAC
and IP addresses, an adversary will not be able to track a
user's communication if he relies on attacks on higher lay-
ers of the protocol stack (layer 2 and above). The degree of
anonymity that a user can have is proportional to the cardi-
nality of the group, the bigger it is, the higher the degree of
anonymity will be. The time interval during which a user

can be tracked is proportional to the minimum duration of
a time slot: small values will result in higher anonymity
but in more overhead caused by frequent switches of ad-
dresses, whereas large values will decrease the overhead but
will allow an adversary to track users for a longer time. In
our system thePE is responsible for adding and deleting
users, as well as sending update messages. As update mes-
sages are encrypted with a key known by all the users in a
group, previous group members can learn sensitive group
information such as it's actual size and the random seed.
To avoid information leakage to previous group members, a
key distribution scheme such as [13] can be used in order to
achieve perfect forward secrecy. Nevertheless, key distribu-
tion schemes are beyond the scope of this paper. Because
we require users to register with thePE and log on to re-
ceive the necessary information to join a group, the possi-
bility of an attacker impersonating a member of a group is
not considered. If an attacker manages to join a group or
to compromise a member of a group, it will be possible to
know the sequence of addresses used by each group mem-
ber and to track them down. Other means, should be used
at registration time, to avoid impersonation attacks. Since
a connection to thePE could be identi�ed by layer 3 ad-
dresses (e.g. source and destination IP addresses), an at-
tacker could still determine the af�liation of a certain user
to a certain group by observing the IP addresses in the pack-
ets sent by this user. To thwart this attack one possibility
might be to use aPE that jumps between several IP ad-
dresses based on the hash of a certain seed known to the
group members. Even though the pool of IP addresses that
thePE will use in this case will most likely belong to the
same organization and will all be located in the same net-
work, changing the IP address of thePE will prevent an
adversary from locating it with a �ne granularity. This en-
hancement will be considered in future work. Another so-
lution could be to use onion routing mechanisms [18] to
prevent an attacker from identifying the destination of the
packets but the delay will increase in this case.

5. Performance Evaluation

An important issue that affects the performance of the
PE is the cardinality of the groups. More users will in-
crease the degree of anonymity but will also result in a
heavier load on thePE. Although this may seem prob-
lematic, we point out that thePE can be implemented as
a standalone server which has enough processing power to
perform the required tasks. To avoid having a single point
of failure in the system, one could replicate the functional-
ity of the PE among several servers. Techniques for ad-
dressing this issue are orthogonal to the design of the sys-
tem and already developed solutions for similar problems
in other �elds, such as webservers and databases, could be
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Figure 1. Topology of the network used for simulation of PEUC − WiN .

used. Since the users in our scenarios are wireless, and
it is known that the performance of TCP is degraded any-
way in wireless environments because of high error rates
[5], UDP could be used for most traf�c and the reliabil-
ity could be implemented at the application layer. Another
solution could be to tunnel TCP in UDP. This will mean
that the congestion control mechanisms in TCP have to be
turned off, which makes TCP only add the in order deliv-
ery, on top of the service provided by UDP. Because all
data follows the route from the user to thePE to the corre-
spondent node, the path from the WLAN where the group
is located and thePE might become a bottleneck. Also,
the performance can be affected by the triangular routing
problem between thePE, the WLAN and the correspon-
dent nodes. In the worst case a user will communicate with
a correspondent node inside the same WLAN, while thePE
is far away and connected through high delay links. Clearly,
anonymity cannot be achieved without paying a cost. In this
case performance degradation must be seen as a sacri�ce for
increasing user privacy. Moreover, severalPEs could be
deployed throughout the Internet to make sure that onePE
will be close enough to each of the WLANs from where a
user might want to usePEUC − WiN . In order to allow
users to change their IP addresses during a TCP connection,
a shim layer between the network layer and the MAC layer
can be used, as in [12].

Simulations of our scheme were performed using NC-
TUns 3.0 [19]. We resided to simulate the scheme instead
of implementing it because of a practical issue related the
IEEE802.11 cards available today. If a userui switches to
(MACj , IPj) pair used byuj , the former will need to send
frames with a sequence number close to the last one used
by uj while he was using(MACj , IPj) pair. A user can
precompute which addresses he will switch to and listen to
sequence numbers of this address pair and record it, so that
when the switch occurs, he would use the proper sequence
number. One problem we encountered when trying to im-
plement this is that current wireless drivers do not allow the
user to select the sequence number used in the IEEE802.11

frame. Changing MAC address implies turning down the
network interface, assigning a new MAC address and turn-
ing it up again: the whole operation, depending on the pro-
cessor, operating system, interface drivers, might typically
take less than 200 msec. We measured the time it takes to
do this on several laptops running different Linux �avors.
On the other hand, the time to reassociate with the AP could
typically be between several hundred msec and two seconds
[10]. Thus it is evident that a scheme which requires re-
association each time an interface address is changed will
experience longer disruptions. Fig.1 shows the topology
for our simulations: �ve users within a WLAN are coop-
erating with thePE. To show the performance in different
settings, we consider communication with a correspondent
node (CN1) that has a low delay path between itself and the
PE as well as communication with a correspondent node
(CN2) that has a high delay path to thePE. We simulate
a TCP connection between a wireless user and a correspon-
dent node. Fig.2 compares the throughput of a normal user,
a user using the scheme proposed in [7] and a user using our
scheme. The graphs in Fig.2 (a), (b) and (c) correspond to
the communication withCN1 while (d), (e) and (f) corre-
spond to the communication withCN2. As shown in the re-
sults, a user who keeps his MAC and IP address achieves the
highest throughput (y-axis) but, on the other hand, has no
location privacy and can be easily traced. The scheme in [7]
improves user privacy but will force the user to reassiociate
periodically with the AP. More precisely, the user will have
to terminate his TCP connections, turn down his wireless
interface, change his MAC address, turn his interface up,
reassociate to get a new IP address and �nally reestablish
the TCP connections going through new three way hand-
shakes and new slow start periods [11]. Our scheme forces
a user to change his MAC and IP address but does not re-
quire him to reassociate, nor to tear down/reestablish any
TCP connections. In the case of communication withCN2
the high delay of the path betweenPE andCN2 results
in a longer time for a connection to achieve its maximum
throughput.
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Figure 2. Average throughput of a normal user without any privacy mechanism (a ,d), of one using
the scheme in [7] (b, e) and of one using PEUC-WiN (c, f).

6. Conclusion and Future Work

In this paper we have introduced a new scheme to ad-
dress some of the privacy issues in IEEE802.11 based
WLANs. The proposed scheme relies on the collabora-
tion between users and a trusted third party which we
call the Privacy Enhancer (PE) to implement location pri-
vacy for these users and prevent their traceability. The
scheme causes minimal network disruption compared to
other schemes that have been proposed so far. Future work
will focus on developing a scheme that does not require the
presence of a trusted third party and in which one of the
users could act as thePE.
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