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}Fundamental feature: Escrowed (or Conditional) 
Anonymity.

}Definition: Any member of an arbitrary sized 
group can sign a message either to assert its 
membership or to act on behalf of the group .

} Introduced in 1991 by Chaum and Van Heyst .

}A lot of schemes varying in assumptions, 
characteristics and performance developed.



}Corporate/Government/Military Communication : 
Multiple individuals authorized to issue 
authenticated information to be released in the 
public, but identity of issuing individual must 
remain secret . 

}Electronic Prescriptions : Physicians form a large 
and dynamic group issuing electronic prescriptions 
using group signatures.

}Network Anycast : Multiple servers sending 
authenticated replies to client requests, while 
remaining anonymous .



}E- Cash: Each issuing bank can be treated as a 
group member and signs the issued cash 
anonymously (to prevent prejudicial treatment).

}E- Voting : A voter is a group member with signing 
ability. Identity of voter must remain secret , 
unless investigation is needed*. 

* A caveat is that we need to verify that each vote is unique, which 

is not usually offered by GSig schemes and requires some 
tweaking (self distinction).



}Anonymous Attestation : GSig used as a building 
block for anonymous attestation systems.

}Secret Handshakes: Protocols allowing members 
of the same group to attain mutual 
authentication in an untraceable and 
unobservable manner (privacy preserving 
authentication).

} Identity Escrow : Interactive dual of GSig. Almost 
any GSig scheme can be turned into an identity 
escrow scheme by replacing the message to be 
signed with a challenge . 
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}Multisignatures

}Threshold Signatures
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}Identity Escrow Schemes



} Also group signatures, but in a different sense

} A multisignature represents a certain number of signers 
signing a given message.

} Number of signers is not fixed and signers identities are 
evident from a given multi - signature.

} A multisignature is much shorter (sometimes constant) 
than the simple collection of individual signatures.

} Example: Okamoto, T. 1988. A digital multisignature
scheme using bijective public - key cryptosystems. ACM 
Trans. Comput . Syst. 6, 4 (Nov. 1988), 432 - 441.



} Involve a fixed - size quorum (threshold) of signers.

} Each signer must be a genuine group member with a share of a 
group secret signing key.

} A (t,n ) threshold signature scheme supports n potential signers, 
any t of which can on behalf of the group.

} Threshold signatures reveal nothing about the t signers; no one 
can trace the identity of the signers (not even a trusted center 
who have set up the system).

} Example: Desmedt , Y. 1988. Society and Group Oriented 
Cryptography: A New Concept. In A Conference on the theory 
and Applications of Cryptographic Techniques on Advances in 
Cryptology (August 16 - 20, 1987).



}Essentially delegated signatures

}Allow a delegator to give partial signing rights to 
other parties called proxy signers .

}Do not offer Anonymity

}Example: Mambo, M., Usuda, K., and Okamoto, E. 1996. 
Proxy signatures for delegating signing operation. In 
Proceedings of the 3rd ACM Conference on Computer and 
Communications Security (New Delhi, India, March 14 - 15, 
1996). CCS '96.



} Closest concept to GSig

} Involved ad hoc groups with no central authority (such as group 
manager) 

} Signers cannot be identified

} A valid ring signature can be verified as being produced by a 
specific group of potential signers with no hint as to the actual 
signer.

} Example: Rivest , R. L., Shamir, A., and Tauman , Y. 2001 . How to 
Leak a Secret. In Proceedings of the 7th international Conference 
on the theory and Application of Cryptology and information 
Security: Advances in Cryptology (December 09 - 13 , 2001 ).



}Interactive dual of group signatures

}Instead of off - line generation, a signature is 
directly generated by a signer based on a 
challenge provided by the verifier .

}Example: Kilian , J. and Petrank , E. 1998. 
Identity Escrow. In Proceedings of the 18th 
Annual international Cryptology Conference 
on Advances in Cryptology (August 23 - 27, 
1998).


