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Abstract

Users of publicly accessible information systems are generally heterogeneous and have
different needs. The aim of the AVANTI project is to cater to these individual needs by
adapting the user interface and the content and presentation of WWW pages to each individual
user. The special needs of elderly and handicapped users are also partly considered. A model of
the characteristics of user groups and individual users, a model of the usage characteristics of
the system, and a domain model are exploited in the adaptation process. This paper describes
the detected differing needs of AVANTI users, the kind of adaptations that are currently
implemented to cater to these needs, and the system architecture that enables AVANTI to
generate user-adapted web pages from distributed multimedia databases. Special attention is
given to privacy and security issues which are crucial when personal information about users is
at stake.
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Introduction

The aim of AVANTI [1], a collaborative R&D project partially funded by the Euro-
pean Commission within the ACTS programme, is to develop and evaluate a distribu-
ted information system which provides hypermedia information about a metropolitan
area (e.g., about public services, transportation, buildings) for a variety of users with
different needs (e.g., tourists, citizens, travel agency clerks, elderly people, blind
persons, wheelchair-bound people, and users with (slight) forms of dystrophy).

In order to develop an information service which is able to take the aims, interests,
experiences, and abilities of its different users into account, AVANTI will take advan-
tage of:

¢ methods and tools developed in the context of adaptive and adaptable systems
during the last few years,

¢ standardized software components in the area of the World-Wide Web (WWW),
and
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e the widespread availability of computers interconnected in metropolitan-area
networks.

The AVANTI system can be accessed from offices, public information booths,
people’s homes, and appropriate mobile computing devices (e.g. message pads and
palmtops) throughout the world. Internal models of both user groups and individual
users will help adapt the content and presentation to each user’s individual needs.

User Needs

Our investigations of the AVANTI user groups have shown that their needs are
considerably heterogeneous. Moreover, individual differences in user needs have also
been encountered. Some examples might illustrate this:

* For users who have never used the AVANTI system before, the topography of the
hypermedia space should be kept simple (e.g., restricted to a sequence, grid, or tree
[25]) in order to reduce the efforts necessary for building an appropriate mental
model [7] [24]. Likewise, links to other hypermedia pages should be augmented by a
label, or a short comment. Both adaptations can, however, be redundant (or even
cumbersome) for citizens who use the information system of their home town
frequently.

For users interested in a specific subject, interesting details should be provided, e.g.
an assessment of each painter in a web-based virtual museum. If the user lacks this
specific interest, such detailed information should not be presented in order to
reduce the efforts for building a mental model of the current hypermedia page [19]
[24].

For laypersons like tourists in a travel booking scenario, a technical term like
‘check-out time’ should be supplemented by an explanation. This is normally not
necessary for domain experts like travel agents.

For users with low-bandwidth network access (e.g., via a slow modem), information
that requires high bandwidth (like videos and high-resolution pictures) should be
replaced by less demanding but nevertheless appropriate equivalents.

For blind users, the modality of the presented information must be changed in the
case of tactile and/or audio output. Moreover, additional orientation and navigation
aids (e.g., table of contents, indices) are helpful for this user group [14].

For wheelchair-bound users, information concerning the accessibility of premises
(e.g., the availability and the dimensions of ramps and elevators, the type and width
of doors) is important and should therefore be provided.

For users with (slight) forms of dystrophy, the man-machine interface (i.e., the inter-
action objects and associated manipulation techniques) should be adapted
accordingly, i.e., should be made less sensitive to erratic hand movements.

When implementation issues are considered, it becomes obvious that all these needs
can hardly be addressed within the scope of a single project. Consequently, we
focused the further investigation on mainly mobility-related user requirements in the
metropolitan areas of Siena (Italy), Rome (Italy), and Kuusamo (Finland) and
consolidated the findings.



Scope of Adaptivity and Adaptability

In order to cater to different user needs, information systems can be tailored manually
by the user or automatically by the system. Systems that allow the user to change
certain system parameters, and adapt their behavior accordingly, are called adaptable
[20]. Systems that adapt to users automatically based on their assumptions about them
are called adaptive.

Both features, adaptivity and adaptability, will be provided by the AVANTI system:

* Adaptivity and adaptability within the user interface
We integrate and implement (special) I/O devices (e.g., macro mouse, Braille
display, speech synthesizer), visual and non-visual interface objects, and associated
interaction techniques [23].

* Adaptivity and adaptability within hypermedia pages
We implement the adaptation of the information content, information modality,
information prominence, orientation and navigation aids, search facilities, and links
to other hypermedia pages [4].

Whereas the first group of adaptations aims at enabling and improving the overall
access to the information system, the second group of adaptations aims at individual-
izing one specific hypermedia system.

User and Usage Modeling

In order to provide user-oriented adaptivity, a so-called ‘user model” has to be set up
and maintained by the AVANTI system. A user model contains explicitly modeled
assumptions which represent relevant characteristics of an individual user, like
preferences and interests, domain knowledge, physical, sensorial, and cognitive abili-
ties. Different methods for acquiring assumptions about the user have been discussed
in the literature [6].

In AVANTI, assumptions will be acquired from the following sources of information:

* An initial interview provides the basis for primary assumptions about the user and is
therefore a valuable source of information for initially assigning the user to certain
user subgroups (see the ‘stereotypes’ below).

Certain user actions can be exploited for the acquisition of primary assumptions. For
instance, if the user requests an explanation for a technical term then he or she can
be assumed not to be familiar with it [15].

Based on primary assumptions about the user and additional information about the
application domain, the system can draw inferences in order to acquire further
assumptions about the user. For instance, if the user is interested in paintings, and
being a tourist in Florence, has a special interest in the famous ‘Galleria degli Uffizi’
in Florence, we can predict the user’s interest in Botticelli’s ‘The Birth of Venus’.

So-called ‘stereotypes’ [22] contain assumptions about relevant characteristics of
user subgroups (e.g., tourists, blind users). If certain preconditions are met, a
stereotype can be activated for a specific user which means that the assumptions
contained in the stereotype become assigned to the user.



In order to support technically motivated or usage-oriented adaptivity, a sub-
component of the user model, the so-called ‘usage model’, contains relevant
characteristics of the environment (e.g., terminal location, user interface
characteristics) and the user’s interaction with the AVANTI system (e.g., history of
visited pages, frequently requested pages, most likely future hypermedia page
requests). Apart from information that is available a priori, such as about the
environment of a specific terminal, most information in the usage model is elicited at
run-time, either directly from hypermedia page requests via the HTTP [3] protocol or
indirectly by employing statistical methods like regression analysis.

System Architecture
The following figure shows the architecture of the AVANTI system:
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In the following, we will focus on the functionality of, and the cooperation between,
the main architectural components of the AVANTI system, namely the User Interface
(UD), the Hyperstructure Adaptor (HSA), the User Model Server (UMS), and the
Multimedia Database Interface (MDI) within the scenario of a request for a hyper-
media page. The numbers refer to those in the figure:

® The user requests a hypermedia page. The UI forwards this request to the HSA.



®@The HSA fetches the requested hypermedia page from secondary storage. The
markup language used within this page is a subset of and an extension to HTML
[28] named ‘Information Resource Control Structure’ (IRCS). Apart from static
elements, an IRCS page may contain optional and alternative hypermedia objects,
and also groups of hypermedia objects with an associated layout like a page header,
toolbar, etc. An example for an optional element is supplementary information on
wheelchair accessibility. Examples for alternative elements are technical vs. non-
technical descriptions and an image of a painting vs. its textual description.
The processing of these optional and alternative elements is controlled by Adapta-
tion Rules, which can take information from other system components into account,
namely assumptions about user characteristics (e.g., knowledge, interests, prefer-
ences) from the UMS, and content-related information about multimedia objects
from the Content Model (CM) via the MDI. Information about the current user’s
session (e.g., previously requested IRCS pages, previously provided input) is
available as well. A second group of rules that may be contained in this IRCS page
are User Model Construction Rules. They control the formation of so-called
primary assumptions about the user (i.e., assumptions which are directly derived
from the user’s interaction with the hypermedia page). Primary assumptions are di-
rectly reported from the HSA to the UMS.
The HSA interprets the requested hypermedia page and the Adaptation Rules,
generates an adapted page (which is compliant to standard HTML) and hands it
over to the UI for presentation.

®The UI interprets the hypermedia page, retrieves multimedia objects from the
AVANTI databases transparently via the MDI, and finally presents the requested
hypermedia page to the user. '

The communication between all active components is carried out via the HTTP
protocol. On top of it, a restricted and slightly enhanced version of KQML
(Knowledge Query and Manipulation Language [8]) for user modeling purposes is
used for communication with the UMS [17].

The main advantages of this architecture include the following:

* Already existing software in the area of the WWW (e.g., communication libraries,
browsers, servers, proxies, web development environments, and database gateways)
can partially or fully be used for the development of AVANTI components. This
allows the developers to focus on adaptivity and adaptability, and on the evaluation
of these concepts in several field tests.

* Most WWW browsers available today can access the AVANTI system and take
advantage of the customization features that are based on user-oriented adaptivity
and adaptability.

" As pointed out before, the UI is able to perform additional adaptations (e.g., use
alternative 1/0 devices, visual and non-visual interface objects and associated
interaction techniques) which are not further discussed here.



¢ All active components within AVANTI can be fully distributed according to organ-
izational and technical requirements. This is achieved by employing an HTTP-based
name service for resolving symbolic references at run-time [13].

¢ Certain content adaptations may be dynamically delegated from the HSA to the UI,
if the necessary environment for the execution of (mobile) Java code [5] is present
there. Delegated adaptations relieve the server-based HSA and allow for a more
scalable architecture, avoiding the inherent limitations of a purely server-based
approach.

The HSA and the UMS are central constituents of the AVANTTI architecture. Their
development does not have to be started from scratch since already available software
can be employed as a basis, including ‘WebObjects’ [18] for the HSA and ‘BGP-MS’
(Belief, Goal and Plan Maintenance System [16]) for the UMS.

Security and Privacy Issues

The distributed architecture of AVANTI implies that its constituents communicate via
network connections. The distribution and the fact that the system is shared between
the user and the information provider poses challenges regarding the security and
privacy of the users being modeled. In the following, we briefly discuss technical
means for ensuring secure and private communication between the constituents of the
AVANTI architecture. Moreover, we will outline various user modeling policies.

Encryption techniques provide the basis for secure information flow. Link encryption
based on the hardware of network connections (i.e., on layer 1 or 2 of the ISO/OSI
reference model [12]) provides a simple and transparent means for keeping transport
data private (see e.g. the proposed Internet Protocol standard ‘IPv6’ [11]). In order to
take advantage of link encryption as an end-to-end service, all physical nodes within a
communication channel have to support this kind of service. At the moment, this
requirement is not generally met.

Software solutions offer various opportunities to shield data transparently on the
transport layer (i.e., on layer 3 and 4 of the ISO/OSI reference model). For example,
particular implementations of TCP/IP establish protected communication channels. In
order to take advantage of these encryption services on the transport level, all
(potentially heterogeneous) operating systems that are hosting AVANTI components
must employ compatible implementations of secure TCP/IP. Up to now, this pre-
condition is normally not met.

Recent developments like ‘Secure Socket Layer’ (SSL, [10]) and ‘Personal Commu-
nication Technologies’ (PCT, [2]) reside above the transport layer and allow for safe
communication between applications. The only requirement that has to be met is that
the communicating parties actually use SSL (or PCT). This precondition is normally
met since these implementations are available on many platforms and are inter-
operable. On the presentation layer (i.e., layer 6 of the ISO/OSI reference model),
high-level protocols can be employed in order to tailor the security mechanisms to the
respective needs and to realize end-to-end encryption. Secure HTTP (S-HTTP, [21])
allows for different modes of protection depending on the kind of transported data.
The ‘Protocol Extension Protocol’ (PEP, [27]) and the ‘Security Extension
Architecture’ (SEA, [26]) of the World-Wide Web Consortium offer mechanisms to



communicate that transportation security and authentication is required. A
certification authority has to be added to the overall infrastructure in order to
authenticate the communicating parties.

For the AVANTI system, a dual approach is appropriate. S-HTTP is recommended
for the safe exchange of hypermedia pages between the HSA and the UL This would
enable end-to-end encryption and authentication between these components using
already established WWW standards. The KQML-based communication between the
UMS, the HSA, and the UI should also meet these security requirements. An
extension to KQML like the one proposed in [9] would allow the security aspects (i.e.,
encryption techniques) to be negotiated within a communication that can take the
sensitivity of the transported data into account.

Confidentiality must not only be guaranteed for data exchange but also for data
storage since personal information about users resides in the UMS. These data include
usage records with time stamps, data that the user supplied, and assumptions that were
inferred from the user’s data and usage behavior. Privacy issues arise if a user
accesses the system by revealing his or her identity rather than remaining anonymous.
If the user provides information on disabilities and interests, this data is not only
person-related but possibly even sensitive. Several options should be offered by the
system in order to accommodate user’s privacy expectations:

¢ If possible, users should be given the option of accessing the system anonymously
(e.g., with a pseudonym) if they do not want to reveal their identities (such an
option is even an obligatory provision in the current draft of the forthcoming
German multimedia law.).

¢ In an (optional) initial dialog the user should be able to choose between
* no user modeling,
¢ short-term user modeling, e.g. for the current session only,

* long-term modeling using persistent user models that are augmented with
information from the current session.

* At the end of each session the user should be asked if his or her model is to be
deleted or stored for subsequent sessions.

These measures are taken to meet legal regulations regarding systems that process
personal information and to increase user acceptance by making the system trans-
parent. The fact that data about the user are gathered and processed should be pointed
out to the user at the beginning of each session.

Related Projects

The main motivation for developing adaptive hypertext and hypermedia systems is the
overwhelming growth of many hypermedia spaces (e.g., the WWW) in terms of size,
complexity, and heterogeneity. Likewise, the user population which is confronted with
these hypermedia spaces is growing, also both in size and heterogeneity. In order to
keep pace with these trends, at least twenty adaptive hypertext and hypermedia
systems have been developed in the last few years in order to provide more
sophisticated tools for orientation, navigation, and search (for an overview and a brief



description of most of these systems we refer to Brusilovsky [4]). While AVANTI
shares characteristics with some of them, there are also several important distin-
guishing features including the following:

In AVANTI, user-oriented adaptations take place within hypermedia pages as
well as within the user interface. This seems to be especially beneficial for dis-
abled users (e.g., blind users), since they can often take advantage of adaptations
on both levels. The extension of hypermedia adaptation techniques for catering
also to perceptual and motoric disabilities is a unique characteristic of AVANTIL.

AVANTI puts an extendible set of adaptation techniques, namely adaptive presen-
tation of multimedia elements, direct guidance, adaptive sorting, hiding, and
annotation of links at the disposal of the hypermedia author.

The adaptations offered in AVANTI address heterogeneous user needs, usage
patterns, and environmental conditions (e.g., technical capabilities of the user
interface, available network bandwidth), and provide therefore a more holistic
approach to the challenges mentioned at the beginning of this chapter.

In AVANTI, user models are entirely hosted by a central user model server which
offers the user and other AVANTI components location-independent access to the
most recent user-related information. Moreover, synergetic effects with respect to
user-related information can be expected (e.g., the HSA takes advantage of
assumptions acquired by the UI and vice versa). Another advantage of this central-
ized user modeling approach is that the other components of the AVANTI system
become totally relieved of user modeling tasks and can take advantage of sophisti-
cated run-time services of the UMS.
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