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This paper discusses the tension between personalization and privacy in web-based
applications. It outlines two avenues for reconciliation, and elaborates on one in which
both users and the servers that host data about these users remain anonymous with respect
to the personalized applications that utilize the data. A reference architecture for
pseudonymous yet fully personalized interaction is presented which allows users to
restrict data disclosure relative to their own roles and the type of application.



User-adaptive (or "personalized") systems take individual characteristics of their current users
into account and adapt their behavior accordingly. User-adaptive behavior has been empirically
demonstrated to benefit users in the areas of education and training (e.g., [Corbett and Trask
2000; Conati et al. 2002]) and online help [Strachan et al. 2000]. There are strong indications that
personalization is also advantageous for targeted information delivery and online customer
relationship management (both for users and for web merchants [Kobsa et al. 2001]). The aim of
the latter is to provide value to customers by serving them as individuals and offering them a
unique personalized relationship with a business.

User-adaptive applications rely on information about users' individual characteristics, and
often characteristics of the user segments to which users belong.  This information is stored in so-
called user models (profiles) and stereotypes, respectively. Frequently employed information
includes user data (demographic characteristics, knowledge, skills, capabilities, interests, prefer-
ences and goals), observable usage behavior, and information about the usage environment. This
data is individually acquired through user input, observation of user behavior, and inferences
(based e.g. on similarities between users, user segment membership, and heuristics). A user
model persists across different user sessions, and a user must be linked to her user model at the
beginning of each session. Network-wide user modeling servers [Fink and Kobsa 2000; Kobsa
2001] are increasingly used which supply several user-adaptive applications with user modeling
services for their users, and can thereby achieve synergy effects in personalization by merging
information from different applications about the same user.1

Personalization seemingly has a major downside: in order to be able to exhibit personalized
behavior, user-adaptive systems have to collect considerable amounts of personal data and "lay
them in stock" for possible future usage. Moreover, the collection of information about the user is
often performed in a relatively inconspicuous manner (such as by tracking users' web navigation),
in order not to distract users from their tasks. Numerous recent surveys [PrivSurv 2003] have
consistently shown that computer users are very concerned about their privacy on the Internet. A
large majority of them are hesitant to divulge personal information on the web and are concerned
about being tracked online. In order to alleviate these concerns, two different approaches are
possible with regard to personalized systems. In one approach, users receive guarantees that their
personal data will be used for particular purposes only, including personalization. Such guaran-
tees can be given in, e.g., individual negotiations or publicly displayed privacy commitments
("privacy policies"), or they can be codified in privacy laws [Kobsa 2002].

The other approach is to allow users to remain anonymous with regard to the personalized
system and the whole network infrastructure, whilst enabling the system to still recognize the
same user in different sessions so that it can cater to her individually. Anonymous interaction
seems to be desired by users (however, only a single user poll addressed this question explicitly
so far). One can expect that anonymity will encourage users to be more open when interacting
with a personalized system, thus facilitating and improving the adaptation to this user. The fact
that privacy laws do not apply any more when the interaction is anonymous also relieves the
providers of personalized systems from restrictions and duties imposed by such laws (providers
may however choose to observe these laws nevertheless, or to give other privacy guarantees on
top of providing anonymous access). Finally, anonymous interaction is even legally mandated in
some countries if it can be realized with reasonable efforts [EU 2002].

In [Kobsa and Schreck 2003; Schreck 2003], we explored the feasibility of this second
approach. The user-system interaction must thereby be unobservable for everyone except the
system, and also different sessions of the same user must be unlinkable for everyone except the
system. Users should be able to assume different roles if they so desire. Moreover, users' data

                                                  
1 The information about a user that is maintained by such a server may be loosely called a "virtual

identity" of the respective user in relation to the clients that utilize the server's user modeling services.



need to be secure during transport and may be accessed by authorized requesters only. A special
difficulty is presented by the fact that the location of user modeling servers must also be hidden to
guarantee users' anonymity. To meet these privacy requirements, our reference architecture for
pseudonymous yet fully personalized interaction includes a MIX network between applications
and user modeling servers, supports standard anonymization techniques between clients and
applications, offers a choice of encryption at the application and the transport layers, and a hierar-
chical role-based access control model with multiple role hierarchies. Different user roles and
different application types can be associated with different data categories that may be disclosed
to these applications (P3P categories can thereby be employed). Role definition is facilitated by a
graphical interface based on NIST's RBAC/Web interface (most users will however prefer pre-
defined role definitions from third parties). A detailed discussion can be found in [Kobsa and
Schreck 2003].

A number of obstacles complicates the adoption of this reference model in practice. Hardly
any readily-available distributed anonymization infrastructures that this approach requires have as
yet been put in place. Anonymous interaction is currently difficult to maintain when payments,
physical goods and non-electronic services are being exchanged. Anonymity on the Internet may
harbor the risk of misuse and has currently even an air of disreputability. Finally, web retailers
also have a considerable interest in identified customer data as a business asset. While
pseudonymous data would be equally helpful for the analysis of shopping behavior and customer
segmentation, they cannot be used for "cross-channel" personalization (sending a targeted
brochure to a web customer by mail, recognizing him in a brick and mortar store and serving her
individually). This becomes increasingly crucial since the number of web-only businesses contin-
ues to decline. The factual deployment of personalized anonymous interaction will thus strongly
hinge on social factors, such as regulatory provisions that mandate anonymous and pseudony-
mous access to electronic services (e.g., [EU 2002]) and articulated consumer demand which
gives businesses offering personalized anonymous interaction a competitive advantage that
outweighs its commercial downsides.
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