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Introduction

It has been tacitly acknowledged for many years that
personalized interaction and user modeling have signifi-
cant privacy implications, due to the fact that personal
information about users needs to be collected to
perform personalization. [11] was arguably the first to
discuss this problem in a 1990 article in Al & Society,
but the paper had little impact. The only privacy
"solution" of these days was to ascertain that users
could store their models on a diskette (R. Oppermann,
GMD) or PCMCIA card (J. Orwant, MIT [14]) and carry
them with. The situation changed completely in the late
1990s, for three main reasons:

Personalized systems moved to the web

Web retailers quickly realized the enormous potential of
personalization for customer relationship management
and made their websites user-adaptive. This had signi-
ficant privacy implications. While user models were
previously confined to stand-alone machines or local
networks, people's profiles were now collected by
dozens if not hundreds of personalized websites. Widely
publicized security glitches and privacy breaches as well
as aggressive telemarketing have led to a wide-spread
(~60-80%) reluctance of Internet users to disclose
personal data and being tracked online. This however
endangers the basic foundations of personalization
[16].

Personalized systems move to mobile devices

Mobile devices can provide useful personalized services
that are based on usage patterns and users' current
location. Both are tracked in central servers, which
creates new privacy problems. Users are not merely
“online” any more and sheltered behind IP addresses,
but become identified individuals who are being

observed and contacted by their surrounding environ-
ments.

Restrictions are imposed by privacy legislation

Many countries, states and provinces have introduced
privacy legislation which severely affect not only
commercial websites but also experimental research on
user modeling (in many cases even when it is done
"just with IP numbers", "just with our students", or
"just for testing purposes") [12]. Areas that are specifi-
cally affected include data mining for personalization
purposes, adaptive tutoring systems that include
learner models, and adaptation to the needs of people
with disabilities.

As a consequence, the topic of "Privacy and Personal-
ization" has received considerable attention from
industry and academia in the past few years. Three
industry conferences on this topic were held in 2000-01
(in New York, London and San Francisco) with a partici-
pation of about 150 people. The Communications of the
ACM published two articles on this topic in 2000 [17]
and 2002 [12]. The Ubiquitous Computing conferences
have held privacy workshops in the past four years!
that address (among other things) privacy in context-
aware systems. The European Network of Excellence
ProLearn devoted half a day of a workshop in 2005 to
privacy and security issues in user modeling.

In July 2005, twenty researchers met for a first work-
shop on Privacy-Enhanced Personalization at the 10th
International User Modeling Conference in Edinburgh.?

! See the links at http://www.cs.berkeley.edu/~jfc/privacy/
2 See http://www.isr.uci.edu/pep05/



It did not focus on a specific application domain, and
also aimed at finding integrated socio-technical
solutions rather than pursuing technical, organizational
or legal approaches alone.

Topic, goal and target audience of this work-
shop

This workshop will explore the potential of research on
"privacy-enhanced personalization," which aims at
reconciling the goals and methods of user modeling and
personalization with privacy constraints imposed by
individual preferences, conventions and laws. It will
look at, e.g., the following questions:

= How much personal data do individual personaliza-
tion methods really need? Can we find out in advance
or in hindsight what types of data contribute to reason-
ably successful personalization in a specific application
domain, and restrict data collection to these types of
data?

=  What are motivators for people to disclose personal
information [4, 9], and what motivators are present in
what kinds of personalization? How can the presence of
such motivating factors be conveyed to users?

= If discrepancies between users' stated privacy
attitudes and observed privacy behavior are rampant
[10, 15], what methods should be chosen under what
circumstances to conduct empirical research on
privacy?

= If privacy decisions are impaired by limited
information and bounded rationality [1], how can we
help people make better choices?

= In this context, what is the status of “privacy
preferences”?

= How much can we benefit from anonymity or
pseudonymity infrastructures and trusted third parties,
and are there limits that should be observed?

= Are distributed user models an answer or a
problem from a privacy perspective?

= Does personalization in mobile and ubiquitous
computing contexts pose additional challenges? How
can they be overcome?

= Is client-side personalization a possible answer to
privacy concerns and legal restrictions [3, 13]? What
technical, legal and business obstacles will have to be
overcome?

=  What should an ideal legal framework look like
from the perspective of privacy-enhanced personaliza-
tion?

The workshop is intended for researchers and practi-
tioners in the field of personalization systems and in the
area of privacy and security, and specifically for people
who are working in the intersection of both. The work-
shop participants will look at Privacy-Enhanced Person-
alization from an interdisciplinary perspective, including
the areas of Human-Computer Interaction, Manage-
ment Information Systems, and Economics. Participa-
tion from industry is strongly encouraged, since the
results will have direct implications on existing web-
sites.
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