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Problem and Motivation 
Mobile multimedia applications are vulnerable
to security attacks in wireless networks
Significant computation for video encryption is 
expected on battery-operated mobile devices

▶ Evaluate symmetric video encryption schemes
from the perspective of energy consumption 
both analytically and experimentally

Overview of Secure Video Applications
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Experimental Setup Energy Consumption for Varying Quality & Security

▶ Energy overhead for full video encryption is NEGLIGIBLE
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Experimental Results
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▶ Encryption consumes negligible
energy as compared to encoding

▶ Energy consumption of encryption is
negligible irrespective of video clips

Negligible Energy Overhead

11 MB with 300 frames
1:10(IP ratio),10(Quant),full search 

Studied Video Encryption Schemes

Analytical Study of Video Encryption Schemes with respect to Energy Consumption 
Analytical Comparison of Video Encryption Schemes 

EnergySelective = eDES*SIB SIBl - size of Intra-blocks in video data
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(2) Selective Encryption Scheme

EnergyZig-Zag = eoverhead eoverhead - energy to shuffle coefficients
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eXOR - energy for XOREnergyVEA = ½*(eDES+eXOR)*STotal
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(4) Video Encryption Algorithm (VEA)

Experimental Study on Tradeoffs between Security and Energy Consumption 
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EnergyNaive=eDES*STotal eDES - energy to encrypt one byte by DES
STotal - size of the whole video data

(1) Naive Encryption Scheme
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▶ Naïve encryption scheme consumes twice the energy of Selective encryption scheme
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