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Abstract— Anonymity in ad hoc network routing came as a
means to hide the identification information of nodes, traffic,
paths and network topology, which is an effective counter-attack
measure to a number of attacks such as traffic analysis, spoof-
ing and denial of services. In this paper, we propose AMUR, an
Anonymous MUIticast Routing protocol, for ad hoc networks.
AMUR uses Bloom filters to encode source multicast tree in each
multicast packet to provide anonymity of nodes, links, routing ta-
bles, and source routing trees for multicast purposes. We specify
the AMUR protocols, and investigate its robustness against net-
work mobility and various attacks.

I. INTRODUCTION

Unicast and multicast routing in ad hoc networks presents a
number of challenging problems that are different from wired
networks [1]. First, ad hoc networks are deployed on demand
and potentially in large numbers of nodes. Secondly, wireless
transmissions are based on shared media, thus vulnerable to
eavesdropping, intrusion and denial of service attacks. Anony-
mous routing in network communication prevents address spoof-
ing, route forgery, Sybil attack, birthday attack and certain de-
nial of service (DoS) attacks.

Many solutions exist for the Internet and ad hoc networks,
however, mostly focusing on unicast routing anonymity. In the
Internet, several network-based anonymity approaches provide
anonymous communication between end-nodes, including DC-
nets [9], Crowds [27], MIX networks [8], and Onion Routing [16].
Crowds network is a randomized packet forwarding network
that obscures the packet senders by randomly throwing each
packet between Crowd network nodes for a certain number of
times before delivering to the final destination. The drawbacks
of Crowds are that it provides no recipient anonymity, and no
anonymity against a global attacker or a local eavesdropper [27].

MIX networks and Onion Routing use cryptographic algo-
rithms to establish anonymous paths as well as encrypting the
data packets. In Onion routing, to construct an anonymous
path, a packet origin must store and maintain information about
the topology of the Onion router network, out of which a number
of Onion routers are selected by the packet origin to construct
the path. In addition, each node on the path is supplied with a
symmetric key for decrypting data packets and getting instruc-
tions for the next hop router in the path. When a data packet
is ready to send, the source recursively encrypts the packet and
the next hop information with the symmetric keys along the
path. This creates a layered structure, in which it is necessary
to decrypt all outer layers of the onion in order to reach an inner
layer.

In ad hoc networks, efficient anonymity is still an elusive
topic. Similar approaches to Onion routing are used in wire-
less ad hoc networks, such as ANODR [19]. ASRP (Anony-
mous Secure Routing Protocol) [10] and MASK [36] provided
anonymous and authenticated on-demand routing by setting up
virtual circuits between neighbors in ad hoc networks.

However, keeping up-to-date information about the topology
of the network is complex in the presence of dynamic topology.
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Therefore, a trapdoor mechanism is used to collect the source
route between communicating pairs. A trapdoor is a common
concept in cryptographic functions that defines a one-way func-
tion between two sets [32]. A global trapdoor is an information
collection mechanism in which intermediate nodes may add in-
formation elements, such as node IDs, into the trapdoor. Only
certain nodes, such as the source and destination nodes, can
unlock and retrieve the elements using pre-established secret
keys. The design of a global trapdoor requires end-to-end key
agreement between the source and destination nodes. Global
trapdoors are used in several proposals, such as SDAR (Se-
cure Distributed Anonymous Routing) [5], AnonDSR (Anony-
mous DSR) [31] and SDDR (Secure Dynamic Distributed Rout-
ing) [14].

Unfortunately, anonymous multicast routing has not been
fully addressed. Existing solutions have adapted Onion rout-
ing for anonymous multicast purposes [11], [35].

We extend our previous results on anonymous unicast rout-
ing approach [33], and propose AMUR (Anonymous MUlIticast
Routing) that utilize Bloom filters for multicast purposes in ad
hoc networks. Using Bloom filters and Diffie-Hellman key ex-
change protocols, AMUR provides a multicast routing model
that maintains anonymous routing information regarding the
network node, link and multicast tree information. AMUR is
scalable and storage-, processing- and communication-efficient,
making it suitable in the ad hoc network environment.

It is worth noticing that Castelluccia et al. used Bloom filters
to compress source route information after the source route is
discovered using DSR [7], [17]. Xi et al. also leveraged Bloom
filters for random walk routing [34], but not for source routing
purposes as AMUR does. In both works [7], [34], anonymity is
neither claimed or achieved.

The rest of the paper is organized as follows. Section II de-
scribes AMUR data-plane functionalities, such as the node nam-
ing, addressing, multicast forwarding, and how these function-
alities are combined in AMUR. Section III details the network
control-plane operations for multicast tree maintenance. Sec-
tion IV evaluates AMUR. Section V concludes the paper.

II. DATA PACKET FORWARDING IN AMUR
A. Network Assumptions

We assume that wireless ad hoc networks consist of resource-
constrained nodes that are deployed wide range of terrains and
communicate over multi-hop distances.

In this paper, we refer anonymity by the following connota-
tions:

o Identity anonymity is to establish and maintain routes under
the condition that only connected nodes know one another’s
identity.

o Location/topology anonymity is that a node’s approximate lo-
cation be concealed.

o Routing anonymity is that any forwarding node cannot deter-
mine the identity of any other node on the route; including the
sender and intended recipient.

Most of the anonymity in our protocols is provided by Bloom
filters [4]. A Bloom filter is a space-efficient probabilistic data



structure that tests whether or not an element is a member of
a set. The crucial parameters of a Bloom filter include its table
size, i.e. the number of bits N in the filter, and the number
of indexing keys k to search the filter. Traditional hash table
is a special case of Bloom filter where £ = 1. Bloom filter
performance is evaluated by the false positive rate and the false
negative rate as elements are added or removed from the filter.
Many variants of Bloom filters have been proposed. A complete
survey about Bloom filters is in [6].

A.1 Packet Format

4 16 4 1 7 0-12
Header: mType‘ Tx‘ Hoant‘ F‘ bSize‘ bDest
Payload
Fig. 1. AMUR Generic Packet Format.

Fig. 1 illustrates the generic packet format used in AMUR, in
which mType is the message type, Tx is the transmitter, HopCnt
is the hop count, which is a distance limiting factor similar to
the TTL field in IP packets, F is the forwarding flag, bDest
indicates the destination(s), bSize is the size of bDest in bits,
and payload is the payload field. The sample field sizes in the
AMUR packet header are denoted atop each field. Field mType
takes value from set

{DATA, TOPO, JOIN, LEAVE},

of which type DATA means the packet carries multicast data,
type TOPO is used to exchange topology information, and JOIN
LEAVE types are used to find out multicast tree of the network.

Especially in Fig. 1, the destination bDest field is a Bloom
filter, in which the complete source multicast tree is encoded by
storing the links of the multicast tree into the Bloom filter.

It is well-known that a Bloom filter of size N with k£ index-
ing keys can hold up to n = N/(—In P) elements, when the
false positive rate is P, and the parameter k is set to around
(—log, P) [4]. Therefore, considering a bDest field of 96-bit
vector, combining two Ethernet MAC addresses, we can store a
multicast tree with n = 96/(—1n0.01) = 21 links in the bDest
field of an AMUR packet with false positive rate of P = 0.01
and k = —log, 0.01 = 7 indexing keys.

Furthermore, the F field is a 1-bit flag indicating the travers-
ing direction over the multicast tree. When F=1, the packet
travels away from the multicast source. When F=0, the packet
goes towards the multicast source.

In addition, the Tx field of Fig. 1 is also a Bloom filter that
contains the links from the transmitter to the intended receivers.
We will discuss how bDest, F and Tx fields are used in packet
forwarding specifications, shortly.

B. Anonymity of the Source Multicast Tree in AMUR

The multicast links in AMUR packets are encrypted using
shared keys derived from the Diffie-Hellman algorithm [13], [24].
According to the Diffie-Hellman algorithm, each node generates
its own private random number X, and the public Y values are
broadcast to its neighbors. After a node gets all its neighbors’
Y values and the corresponding shared keys are derived from
Diffie-Hellman algorithm, its links can now be encrypted using
the shared keys between itself and the other end-points. For
AMUR, such key agreement is done infrequently.

Using Diffie-Hellman algorithm and Bloom filter, AMUR pro-
vides two integral levels of link anonymity:

1. Link encryption using the shared keys;

2. When a multicast link is stored in the bDest fields, the link
is stored a Bloom filter. Thus, the link even does not appear as
cipher text, thwarting any attempt of decrypting the link.

For clarity in our presentations, we refer to links in their
plain-text forms in our discussions.

C. Packet Forwarding Algorithm

As we said, the bDest field of an AMUR data packet contains
all the links of the multicast tree. Therefore, when an AMUR
data packet arrives at node ¢, i.e. mType=DATA, the packet is
examined field-by-field according to the following algorithm:

1. If Tx field contains a link with node i as the tail of the link,
forward the packet to upper layer, then continue to the next
step; otherwise, stop.

2. If F=1, examine whether any link with node i as the head
and one of node i’s neighbors as the tail is contained in bDest
field. If so, decrement HopCnt, and check whether HopCnt=0.
If yes, the packet is dropped, if else, forwarded the packet to
all neighbors. Similarly, if F=0, links with node 7 as the tail are
examined.

Destination
‘ AD‘ F=1 ‘ AD, DC, DE, EG, EF ‘ Hop=3 % /4

or [AD] F=1] AD,DE [ Hop=2 |07

Fig. 2. Multicast Routing Model.

Fig. 2 illustrates an example for multicast routing operations,
in which the complete path information is encoded in the bDest
address field of the multicast packet using Bloom filters, i.e.,
the packet’s bDest field contains the complete multicast tree
information in the form of links (A, D), (D,C), (D, E), (E,G)
and (E, F). The forwarding flag is set to F=1, indicating that
the packet is running from A to G, and that the outgoing links
at each hop should be examined when each node makes the
forwarding decision. When the forwarding flag F=0, the packet
travels in the reverse direction from leaves to the root of the
multicast tree, and the incoming links are examined for “hits”
in the bDest field, instead. The HopCnt is useful for distance-
limiting purposes.

In addition, there is another way to encode the multicast tree
as shown in the second packet in Fig. 2, where the leaf nodes
are considered subscribers of the multicast, and managed by
multicast group leaders in the tree.

III. MuLTicAST ROUTING CONTROL IN AMUR

In order to facilitate the multicast routing tree establishment,
we proactively maintain network topology information neces-
sary for routing purposes. Therefore, routing control protocols
in AMUR consist of routing information maintenance and mul-
ticast subscription services (JOIN and LEAVE operations).

A. Routing Information Maintenance

There are two approaches for routing information mainte-
nance — one is the reactive routing approach, such as multi-
threaded route search DSR [17] and AODV [29], or single-
threaded path discovery using gossiping [18], [23], parametric
probabilistic routing [3] or random wandering [30]. The other
is to use proactive routing approach, such as WRP [25], and
TBRPF [26]. There are pros and cons in either approach, and
we explore the proactive approach in AMUR in this paper.



A.1 Asymmetric Bloom Filters for Storing Routing Information

Our proactive routing information maintenance is based on
the attenuated Bloom filter (ABF) [28]. ABF's were used by the
OceanStore peer-to-peer system for finding files in the Global-
Scale Persistent Storage [20]. In OceanStore, a node establishes
an ABF for each neighboring peer. An ABF of depth D is an
array of D normal Bloom filters for recording objects at different
hop distances. The first Bloom filter records objects contained
locally. The i-th Bloom filter is the merger of all Bloom filters
for all of the nodes at distance i through any path starting with
that neighbor link. A query for an object is routed along the
edge whose filter indicates the presence of the object at the
smallest distance.

AMUR uses similar Bloom filters, called TopoBFs (Topol-
ogy Bloom Filters) and maintained by the neighbor protocol, to
store next hop nodes and distances to network nodes. However,
the application of attenuated Bloom filter in wireless ad hoc net-
works is different from OceanStore in that the ad hoc network
topology constantly change, so does the distance. Therefore,
we propose a new algorithm that allows the element removal in
TopoBF's, which is not done previously.

TopoBFs are asymmetric in that the numbers of indexing
keys used in read and write operations are different, which we
explain in the following. In contrast, the normal Bloom filters
are referred to symmetric Bloom filters.

In AMUR, the neighbor protocol of a node collects and saves
the TopoBF of each of its neighbors, and generates its own
TopoBF by aggregating the TopoBF's of its neighbors. The
neighbor protocol periodically propagates its TopoBF to neigh-
bors via the HELLO message of type mType=TOPO.
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Fig. 3. TopoBF Maintenance.

Fig. 3 illustrates the generation of TopoBF at node A. Af-
ter node A receives the TopoBF updates from nodes B and D
as indicated by the green arrows, node A removes redundant
entries in the tables, respectively. For instance, routing infor-
mation to node A in node B’s TopoBF is useless at node A.
Therefore, node A looks through node B’s TopoBF from level
1 to D, and removes the entry for routing to node A by set-
ting the bits to 0 corresponding to A’s index keys. After these
cleanups, a simple “OR”-operation on the modified TopoBFs
of nodes B and D produces node A’s TopoBF table, plus the
first Bloom filter containing nodes B and D.

Obviously, such cleanup operation introduces false negatives
to certain destinations. To reduce the false negative rates, we
propose to carry out asymmetric write and read operations on
the TopoBF. That is, if we used k index keys to store an el-
ement in the Bloom filter, but we use any k — ¢ bits of the
aforementioned k keys to infer membership of an element in the

Bloom filter. In addition, whenever an element is a “hit” in the
Bloom filter, the element is re-inserted into the Bloom filter to
repair the Bloom filter.

It is easy to see that each node only knows one-hop neighbor
information in TopoBF, but does not know who are at two
hops and beyond. Therefore, the routing table maintains the
anonymity and privacy goals in wireless ad hoc networks.

A.2 Asymmetric Bloom Filter Evaluation

To evaluate the asymmetric behaviors of TopoBF, we car-
ried out four experiments to compare a few design choices of
the asymmetric Bloom filter algorithm. The experiments are
based on Bloom filters of size N = 4096 with false positive rate
P = 0.01. Therefore, the index key size is —log,(P) = 7, and
the maximum number of elements in the Bloom filters should be
about N/(—In P) = 889 [4]. In the experiments, element iden-
tifiers 1...3000 are continuously inserted, incrementally filling
the Bloom filter until its saturation rate increases just above
50%, the “Golden” threshold [21]. Then, old elements with the
lowest IDs are removed, and new higher IDs are again inserted
so that the saturation rate crosses the 50% threshold, twice. At
every upward threshold-crossing point, statistics are collected
regarding the number of current elements in the Bloom filter,
false positive and false negative rates. The “repair” operations
rewrite one third of the elements in two of the experiments at
each statistics collection point.

Fig. 4 presents the three metrics, respectively. The numbers
in the legends indicate the numbers of write and read index keys,
e.g., “7-7” means seven write and seven read index keys are used
in the traditional Bloom filters, while “7-6” means seven write
and six read index keys are used in the Bloom filters, which
is an asymmetric operation. “Repair” and “NonRepair” mean
whether the repair operations are carried out.

As we can see from Fig. 4, “Repair” operation allows both
symmetric and asymmetric Bloom filters to maintain the same
constant numbers of elements (about 400), and almost the same
lowest false rates (about 0%). Under the “NonRepair” option,
both “7-6-NonRepair” and “7-7-NonRepair” Bloom filters con-
tain less elements and high false negative rates in the long run.
“Repair” or “NonRepair” makes no big different to false posi-
tive rates in either symmetric or asymmetric Bloom filters. It
is worth noting that “NonRepair” option is closer to real-life
asymmetric Bloom filter operation in ad hoc networks.

B. Multicast JOIN Protocol

Many multicast routing protocols have been proposed for mo-
bile ad hoc networks under two basic approaches: source-based
and core-based multicast protocols. Source-based multicast pro-
tocols, such as distance vector based multicast routing protocol
DVMRP [22], [29] and PIM-DM (Protocol Independent Multi-
cast - Dense Mode) use the flooding and pruning mechanisms to
build multicast trees. CBT (core-based trees) [2], [12], CAMP
(Core-Assisted Mesh Protocol) [15] and PIM-SM (Protocol In-
dependent Multicast - Spare Mode) address the multicast scal-
ability problem by maintaining the core or rendezvous points
for senders and receivers.

In AMUR, we assume that the multicast source is known a
priori, and describe how a node discovers the path to the source
of the multicast tree using JOIN messages.

Fig. 5 shows how the JOIN request of node F is fulfilled in
five steps, supposing that the multicast source is node A, and
that a partial multicast tree already exists, consisting of nodes
A, C, F and G:

(1) Node F sends the JOIN request message with forwarding flag
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Fig. 5. Multicast Tree JOIN Message Processing.

F=0 to node D, because node D is closer to the multicast source
A according to node E’s topology Bloom filter TopoBF. In
addition, the payload field of the JOIN request message carries
the traversed path of the message in the form of the same Bloom
filter as the bDest field. In this case, the path is represented by
a bit-vector Path of size PathSize.

(2) Node D looks up its own topology information table
TopoBF, inserts another link (C, D) to the payload field of
the JOIN request message, and keeps forwarding the request to
node C.

(3) After node C receives the JOIN request, the original mul-
ticast tree is augmented with the multicast subtree by XOR-
ing the Bloom filter storing the original multicast tree with the
Bloom filter stored in the payload field of the JOIN request mes-
sage.

(4) The new multicast tree is stored in the payload field of
the JOIN acknowledgment message, where F=1 and bDest =
{(C,D), (D,E)}. The acknowledgment message is sent back
toward node F;

(5) Node D keeps forwarding the acknowledgment, which gets
to node F.

Note that the field PathSize have changed from step (2) to
step (4). This is because Bloom filter can be folded without
causing noticeable false rates when the Bloom filter has few ele-
ments [6]. Besides, field bDest could contain the whole multicast
tree, but the partial tree also works in this case. Furthermore,
note that the multicast routing does not have to be a “tree” —
it can be also be a directed acyclic graph (DAG) for multi-path
routing purposes. In AMUR, a multicast routing based on DAG
is also allowed.

C. Multicast LEAVE Protocol

In wireless ad hoc networks, multicast groups are in a flux

state with node joining and leaving the multicast tree frequently.
Because the Bloom filter that maintains the multicast tree can-
not selectively prune the tree due to the implicit node/link
anonymity, it is hard to keep concise and accurate multicast
tree in AMUR. There are two ways to provide multicast LEAVE
mechanisms — partial adjustment and complete re-establishment
of the multicast trees.
1. Selective link removal at multicast tree branches can stop the
multicast traffic from flowing down certain paths. This requires
that we implement the asymmetric Bloom filter in the bDest
field of multicast packets so that certain links can be removed,
similar to the TopoBF maintenance in Section III-A. Under
such selective link removal scheme, there are two mechanisms
to maintain multicast group membership:

o Implicit timeout mechanism: In order to continuously
receive multicast packets, multicast members have to period-
ically report their intentions by sending JOIN messages to-
ward upstream branching nodes that are closer to the multi-
cast source. Multicast branching nodes on the tree keep timing
information of the JOIN messages. If the JOIN messages stop
for an extended period of time, the one-hop downstream link is
removed from the multicast tree in the bDest field of packets
for the multicast group.

« Explicit removal mechanism: The multicast receivers on

the multicast tree can explicitly send LEAVE messages to its up-
stream node to stop receiving multicast packets. The upstream
node can either remove the link from the multicast tree, or stop
forwarding multicast packets along that path.
2. Complete multicast tree reconstruction can rebuild the com-
plete or portions of the multicast tree periodically, in which case
the multicast tree is marked with sequence numbers. Interested
multicast receivers must periodically subscribe to the multicast
tree according to the current sequence number.

IV. ROBUSTNESS EVALUATIONS
A. Mobility Handling

The multicast source routing operation in AMUR can avoid
routing disruption in certain mobility scenarios. If the network
mobility only folds portions of the source paths or branches,
and the remaining source route links still connects the source
and destination nodes in the original link order, then AMUR
source routing remains functional. In addition, AMUR supports
multipath routing in its multicast source route Bloom filters,
therefore can provide multiple paths in each AMUR data packet
for reliability purposes in the presence of network mobility.

However, if mobility causes node order changes in the source
route, or the source paths breaks, AMUR has to restart the



multicast tree construction operations using JOIN messages.

The other design paradigm is to store node pseudonyms in-
stead of encrypted links into the source routes, which can avoid
the source route breakage problems due to network link order
and direction changes in the source route, therefore is more ro-
bust to network mobilities than link-based source routing. How-
ever, such a choice requires us to rethink about various aspects
of AMUR, and is not covered in this paper.

B. Attacks Handling

AMUR implements a novel use of Bloom filters for efficient
and anonymous multicast routing model in ad hoc networks.
Therefore, there is no need for specially allocated multicast ad-
dresses, nor for soft-state maintenance for a moderate multicast
tree when the bDest field can contain the whole multicast tree.

AMUR can provide strong anonymity to data forwarding and
routing control mechanisms. First, link identities are doubly
hidden in the bDest field of data packets by encrypting the link
based on the Diffie-Hellman shared key, and by storing the en-
crypted link into the Bloom filter of data packets. Secondly,
the source multicast tree and transmitter information of each
data packet is completely hidden. Third, the routing informa-
tion maintenance never reveals the identities of nodes two hops
away from a node. Due to the use of Bloom filters, unless the
attackers are omnipresent, an attack can only target at small
parts of the ad hoc networks.

AMUR thwarts address spoofing attacks. The success rate of
an address-spoofed packet getting through the network is expo-
nentially reduced. In addition, AMUR provides the complete
source multicast tree in each packet, and packet traceback is
no longer necessary for detecting spoofing attackers. Although
false positives in the Bloom filters of data packets may cause
needless traffic in data forwarding, such cases are rare. In ad-
dition, even when false positive happens, the falsely forwarded
data packets are highly unlikely forwarded farther.

However, AMUR cannot prevent nodes on the source path
from injecting invalid packets and staging denial of service at-
tacks in the ad hoc network.

V. CONCLUSION

We have presented AMUR, a new approach to anonymous
multicast routing in ad hoc networks based on source mul-
ticast routing extensively using Bloom filters. We have also
described the mechanisms to efficiently store multicast source
routes anonymously, to manage topology information anony-
mously, and to forward data packets anonymously. Bloom filter
is greatly adapted in AMUR for these purposes. The multicast
source route anonymity is further enhanced using link encryp-
tion through Diffie-Hellman algorithm in AMUR.
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