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Abstract

Software testing is a proven technique widely used to
increase confidence that a software product behaves as
expected and to gather system usage information to
support evolution. Many structural coverage criteria
techniques are used to perform and measure testing
activities, but their complete satisfaction is rarely
achieved resulting in code release with neglected test
obligations. This paper suggests a remedy for this
situation — monitor the software after release to measure
coverage criteria (either by beta testers or by end users).
Our approach explores residual testing in multiple
deployments of an application to determine incrementally
but continually how well selected coverage criteria are
satisfied. We introduce a prototype and demonstrate the
value of the approach to real-world applications.
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1. Introduction

Software testing activities must aways compromise
between accuracy and cost [15]. One can aim at proving
system correctness, performing exhaustive testing or
covering all the possible execution paths at the expense of
infinite effort [16]. This approach, however, is remote
from current state-of-the-practice in the software industry.
At one end of the situation are the developers who, as a
result of time-to-market pressures and cost constraints,
release their products without proper testing and
conseguently have to resolve problems in the field on an
as-demanded basis. At the other end are end users who are
irritated at having to cope with low quality products and
who also demand improvements to existing solutions.

By addressing the inevitable situation that
software products are actually released without 100%
testing coverage, we can better contribute feasible
remedies for real-world situations. This work contributes

one such remedy. Our approach allows product release *
but still keeps track of system execution in the deployed
environment; our purpose is to monitor test coverage
achieved and other information useful for fixing the
product or improving it by consolidating executions in
multiple deployments. The approach uses residual testing
techniques[4].

This paper is not concerned with defining
coverage criteria per se, but rather with exploring our
approach to multiply-deployed residual testing. Thus, for
our current purpose we have chosen simple object level
coverage criteria. These coverage criteria are used, rather
than a control-flow based criterion, because deployed
applications should be tested at a higher level of
abstraction so as to avoid undue performance degradation.
In future efforts we intend to explore not only more
sophisticated object-oriented test coverage criteria but
also developer-defined coverage criteria guided by
specific concerns. This will require enhanced monitoring
capabilities and specification of events of interest such as
those provided by MonArch [17].

The rest of this paper is organized as follows.
Section 2 elaborates our motivation. Section 3 explains
our approach to residual testing at the object level.
Section 4 presents our prototype. Section 5 presents a case
study. Section 6 differentiates related work. Section 7
provides conclusions and describes future work.

2. Motivation

We are motivated by the fact that products are often
released into the market without adequate testing due to
time-to-market constraints and resource limitations. We
suggest that testing in the deployed environment could
provide the developer with useful feedback — from
ensuring that coverage of a certain test criterion has
increased to insights for valuable system evolution based
upon how the system is used. This feedback should be
provided during beta testing and after end-user release.
During beta testing, testers are charged with testing and
evaluating the software, whereas the developers have an

! The term release here applies either to the actua release to
end-users or release to beta-testers.



opportunity to gather information for improving the
product. Beta testing would be more useful if developers
were able to focus feedback on what they consider critical
rather than merely receiving bug reports, questionnaires
and suggestions. When the product is released to end-
users, the kind of information to be gathered may change,
but feedback remains key to improving software quality.
Thus, for the purpose of software evolution, specifically
perfective maintenance, we should monitor system usage
after release. This approach has been termed residual
testing [4] and is part of the perpetua testing paradigm
[11].

Once the system is released, there are typically
multiple deployed instances being used by multiple users.
Consequently, in addition to performing residual testing of
each individual instance, the information gathered from
multiple instances should be consolidated to obtain even
greater insight into how the system is being used. The
results of this consolidated information should then be
merged with previous test coverage measures to produce
new measures of test adequacy.

3. Residual Testing at the Object Level

Control-flow based test criteria — such as node, edge and
path coverage — are considered to be useful for testing
individual units. The increasing complexity of software
systems has required methods at a higher level of
abstraction, such as object-oriented modeling. This has
then lead to the need for more abstract testing techniques.
For testing object-oriented system integration, for
instance, coverage criteria that focus on inter-class and
intra-class testing have been defined by abstracting
method internals[12], [3], [19].

As our approach to residual testing is at the
integrated system level, we explore test coverage criteria
defined over call-graphs, a higher level of abstraction than
conventional coverage criteria based on control flow

graphs.
3.1 Call-Graph Based Test Coverage Criteria

A call-graph is a directed graph data structure that models
the structure of a system’s program units as nodes and the
cals from one unit to another as edges. Harrold and
Rothermel introduce the term inter-class call graph [13] as
part of their family of code-based representations for
object-oriented software. In this work, we use a flow-
insensitive inter-class call graph that depicts a method
from a given class as a node and a message sent from one
method to another as an edge. Thus, an edge from one
node to another indicates that the destination node may
receive a message from the source node and thus the
destination method may be invoked sometime during

execution of the source method. Figure 1 depicts an
example of such graph, where the four methods (nodes)
can be located in single or different classes, the dashed
lines shows messages sent and return among the methods,
and the solid arrows (edges) shows possible messages
sent. It is worth noting that there are some essential
differences between the control-flow graph and this call
graph. The control-flow graph denotes order and flow of
execution. For instance, a fork in the control-flow graph
indicates a decision and means that either the left edge or
the right edge will be executed. In the call graph, on the
other hand, afork does not indicate selection.
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Figure 1 - Flow-insensitive inter-class call graph

The current prototype of our residual testing
approach implements a “method execution” coverage
criteria, which measures which methods are executed —
that is, which nodes in the call-graph that are covered.
This object-oriented method is similar to node coverage
for control-flow graphs, which measures which statements
in a unit have been executed. Our prototype also
implements “method-to-method invocation” coverage,
which measures which messages between pairs of
communicating methods are actually sent. This is similar
to edge coverage in control-flow graphs.

In our current prototype, the developer can select
specific objects on which to focus the residua testing. The
objects may be chosen either because of quality concerns
or because they were not sufficiently tested in the
development environment. With future enhancements to
this work, we plan to provide finer granularity in this
selection of focused residual testing.

3.2. Information Gathering for Residual Testing

Gathering information during execution of a deployed
application by tracking system usage may reveal defects
that must be fixed (corrective maintenance) and also
expose possible improvements (perfective maintenance).
Further, by monitoring the deployed application, residual



testing according to some coverage criterion can augment
test coverage achieved in the development environment
prior to product release. So method execution and
method-to-method invocation (messages sent between
methods) are some of the information that can be
captured.

There is a cost imposed, however, by using
probes to monitor application execution; in particular,
system performance may be diminished through probes.
In [4] it is argued that some types of critical applications
may never alow any such interference, yet there are other
types where this is not a problem, especially during beta-
test. Our approach attempts to limit interference with
system performance. Although some monitoring is
inevitable to perform residual testing, depending on the
goals probes are not needed at each and every high-level
execution point (method execution and message sent). We
increase or decrease occurrence of such probes according
to the need for monitoring the coverage criteria selected;
this flexibility can reduce impact on system performance.

In addition to coverage information, behavioral
information is needed to check the correctness of
deployed executions. Thus, residual testing should not
only gather information about structure that was executed,
but also sufficient information about behavior to enable
comparing results to some test oracle. This comparison
can be done in the deployed site or, to avoid interference,
in the development environment.

3.3. Consolidation of Residual Testing Resultsfrom
Multiple Deployments

Information is gathered separately for each execution of
the application and each deployed system, thereby
providing a set of structural coverage metrics and
behavioral results. To obtain an overall view of the
residual testing, the data should be consolidated. In so
doing, aggregated information about the effectiveness of
the residual testing on multiply deployed systems yields
more significant system usage profiles and measure of test
adequacy than obtained during pre-deployment testing
(during development) and also more than could be
obtained from a single deployment. For instance,
consolidated information may indicate that a given
method was executed at |east once in each execution or by
each deployed system. This consolidation and its
respective interpretation provide feedback to the
developers about system coverage and use, as well as an
insight into adjustments that can be made to the
monitoring configuration.

The information gathered is consolidated
according to the developer’'s focus of interest. This
interest assumes various dimensions. One dimension
would be the deployments; for instance, al data gathered
for a single deployed system might be consolidated or all

data for al beta installations, etc. Another dimension
might be the application features exercised during
individual executions, such as testing the graphical user
interface or security issues. A third dimension might be
the test coverage criterion used. The developer can then
choose to consolidate aong a single or multiple
dimensions. For instance, one consolidation might
consider results gathered from all executions of a beta test
installation, run by a single user. Another can consider
data gathered from all executions on all deployed
installations but for a specific usage profile group (e.g.
groups that extensively use a specific kind of feature such
as GUI, security, or database). Figure 2 illustrates these
dimensions of consolidation (although clearly different
dimensions are possible).
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Figure 2 — Possible dimensions of interest.
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Figure 3 — Prototype Modules.

4. Implementation of a Prototype

To validate our idea we developed a prototype for
performing residual testing over Java applications. It is



divided into three modules that reflect the different phases
of our approach: The graph extractor module develops
the static call graph before system execution, the monitor
module captures data from deployed instance of the
application, and the consolidator module merges the
results obtained from multiple deployed systems,
according to the developer’s criteria. Figure 3 depicts the
modules and how the information is exchanged between
them.

4.1. Extracting the Call-Graph

The graph extractor is responsible for extracting the call-
graph from the application code. In this module, we used
the Recoder Java framework [20], which provides support
for parsing and analyzing Java programs. The call-graph
obtained from that analysis has information about existing
packages, classes, methods and method references.
Additionally, the graph extractor supports the call-graph
visualization by using ATT's Graphviz (dot) [8] layout
tool for directed graph generation as well as their Java
Grappa [9] library.

4.2. Capturing Information from Deployed Systems

The monitor module uses external probes to capture run-
time information in which the developer is interested. We
based our solution on the Java Debug Interface (JDI) of
the Java Platform Debugger Architecture (JPDA). The
JDI isahigh-level Java API that supports event collection
of Java virtual machines, thus no instrumentation happens
to the code. This alows the initial monitoring
configuration to be modified whenever needed without the
need for changing the application source or the Java
intermediate code. This flexibility is handy since one can
easily disable (and later enable) probes for part of the
application aready tested, or enable for the part left to be
tested later because it is not initially critical. The list of
classes present in the call-graph is the domain for this
probes configuration, the developer is alowed to filter the
events from certain classes. Nevertheless, due to a
granularity limitation, it is not possible to filter the events
gathered on a method-by-method basis.

4.3. Consolidating the Captured Infor mation

Structural information is captured separately during
execution of each deployed system and must then be
merged. The current consolidator module provides
support for merging results obtained from each separate
execution. This flexibility allows the user to select which
execution results he wants to consider for a given
consolidation. For instance, if a certain beta test
installation was executed 10 times, where 5 of those
extensively used GUI functionalities and the other 5

extensively used security functionalities, the user can
separately consolidate the two 5 executions results subsets
and also consolidate all 10 executions results.

Currently, the module shows the total number of
executions considered, the total number of methods that
were not covered, and the number of methods (nodes) and
method-to-method reference (edges) in the call graph.
Additionally, it lists the method executed and method-to-
method invocation along with the number of executions
on which they were covered. To obtain a better picture of
each individual execution, the developer can aso
visualize the call-graph annotated with information on the
number of times a method and a method-to-method
invocation were executed. This visual information can
also be obtained for the consolidation of executions.

5. Case Study

For our case study, we did a single experiment with a
single deployment. The application used is the Notepad
text editor, available as a Java Foundation Class example
with the Java 2 SDK, Standard Edition. It was modified
by adding a save file functionality and removing tree
document visualization functionality.

5.1. The Notepad Application

This particular application supports the following
functionalities. create, open and save a file, move and
copy selected text to the clipboard, and paste the
clipboard to a selected area, plus undo and redo actions.
The application has 1 named class, 11 anonymous classes
and 500 lines of code. Additionaly, it makes use of the
following Java APIs. swing, awt, beans, util and io.

5.2. The Experiment

Once the call-graph was extracted from the source code,
we selected only application classes for monitoring (and
no Java libraries classes). The monitor captured method
entry and exit events from the Java virtual machine
running the notepad. We executed the application 10
times, and in each execution we used some of the
functionalities. Each of the execution results was saved
and later provided as input for the consolidator module.

5.3. Results

The call graph was composed of 44 methods and 38
invocations between those methods. Each of the 10
executions considered covered an average of 37 methods
and 33 method-to-method invocations. By merging the
executions we were able to cover 41 (93.2 %) of the 44
methods and all 38 (100%) of the invocations. 68.2% of



the methods were executed at least once during each
execution; and three of the methods were never executed,
although all method-to-method invocations were, which
should lead to further investigation of the reasons why and
possibly to reengineering the code.

As dready mentioned, we modified the
application dlightly by adding a new save file
functionality, because the original version did not provide
such functionality. The Notepad application is a GUI-
intensive application that explores the Java GUI libraries.
Some of its methods are invoked from the Java virtual
machine and these invocations are not explicit in the code.
This adds a level of difficulty to code understanding,
which could be eliminated in our case by the call-graph
extracted with the graph extractor module.

As one example of the type of benefits we were
able to identify from the merged results, consider the
following. The results showed us that the setTitle method
(sets the main frame title of the application) was called
once when the application was started and once whenever
a file was opened (the method actionPerformed in the
inner class OpenAction was called). With this information
we realized that if we executed the open file functionality
followed by the new file functionality, the setTitle method
would not get called and the main frame title would not be
cleared. The same happened when we executed the save
file functionality. So, we could improve our test set to
check if the frame title was updated whenever a file
changed its name.

6. Conclusions

6.1. Related Work

Residual test coverage monitoring, as introduced in [5], is
a technique that alows developers to instrument their
code released either to beta testers or to end-users. Their
prototype inserts instrumentation to basic blocks in Java
class files, and thereby monitors nodes in a program’s
control flow graph. The process instruments every single
block, and the removal of the instrumentation is done
automatically based on a cumulative coverage table.

Our approach differs from this work in severa
ways. First, we monitor at a higher level of abstraction; we
are not concerned with basic block executions but rather
with method executions and messages exchanged by them.
Second, we aim to provide the developer with richer
feedback that can be used as the basis for decisions about
the monitoring configuration or for maintenance activities.
So athough the monitoring configuration could be
modified automatically by removing the monitoring for
the covered methods, our approach allows the developer
to specify focus on those classes of interest. Due to a
limitation of the technology we used for our current

prototype, granularity is at the level of classes. However,
we plan to provide future support to monitor methods and
even finer granularity.

6.2. Limitations and Future Work

In addition to the limitation with respect to granularity
discussed above, we are aware that this work has
limitations related to security, privacy and confidentiality
s mentioned in Section 3.2 and discussed elsewhere [4].
We are also aware of the interference that probes could
introduce in our system, but because they can be inserted
or deleted at the will of developers, their interference can
be controlled. The metric used in this work is simple and
was chosen because the purpose was to experiment with
multiple executions.

We plan to continue this work by enriching the
information gathered and provided as feedback to the
developer by using more sophisticated coverage criteria
and more sophisticated monitoring. Thus, in addition to
gathering information about the structure executed, we
also plan to gather information about the execution's
behavior. This kind of information is a key feature for
checking the correctness of the executions by comparing
the results to system specifications and test oracles.

Clearly, we need to experiment further with our
approach to multiply-deployed residua testing. Although
the Notepad application is a real-world user application, it
is still simple compared to most complex application
existing in industry. Nevertheless, having actual users
explore the application can lead to information about the
system that is closer to reality as was the case of being
able to enrich the pre-existing test set. We also plan to
experiment with the ideas of consolidation along multiple
dimensions, for example including random user profiles,
user profile groups testing specific application features,
and with multiple, different platforms.
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