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ABSTRACT

As lightweight sensors and mobile computing devices be-
come ubiquitous, they provide increasing amounts of con-
text information that can be leveraged for a range of uses.
This paper presents a novel architecture for managing the
resulting context-aware interactions to provide transparent,
lightweight decision support for a variety of domain specific
applications where the types, locations, and users of per-
vasive sensors and devices are dynamic and unpredictable.
Our approach takes the current notion of sensor networks
from a unified collecting apparatus to a fluid and infor-
mation rich environment that is directly accessed by mo-
bile users that move in an information-rich environment.
Instead of simply dealing with the environment’s inherent
heterogeneity, we take advantage of the differences among
devices to appropriately distribute application functional-
ity throughout the network. While our architecture and its
approach to providing context-aware decision support are
highly generalizable, we motivate the development of the
architecture with the vision of an intelligent construction
site.

1. INTRODUCTION

Several technological trends are driving the evolution of
ubiquitous computing environments that are quickly becom-
ing integral to existing application domains. These recent
novel developments include the miniaturization of power-
ful computing devices into highly portable laptops, personal
digital assistants (PDAs), and even computationally sophis-
ticated cellular phones and pagers. In conjunction with
these computing devices, tiny, low-cost sensing devices are
beginning to deliver vast amounts of environmental infor-
mation to networked applications. These developments offer
the promise of enabling sophisticated context-aware applica-
tions that allow users to directly access context information
collected within their local environment.

As computing capabilities and application possibilities ex-
pand, the demand for domain specific applications also in-
creases, placing a heightened burden on application pro-
grammers. In addition, the time required to communicate
sophisticated context and domain dependent requirements
to expert programmers dominates the development task. In
response, the work reported in this paper creates a customiz-
able framework that simplifies the development of domain-
specific applications. The result abstracts the programming
task into a simple, usable, yet expressive architecture for
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building sophisticated real-time decision support applica-
tions that leverage context information collected from dis-
tributed sensor networks. While the architectural approach
is generalizable to many application domains that fit our
computational model, we use the intelligent job site to mo-
tivate the design and implementation of our architecture.

This work diverges from traditional approaches that com-
monly treat sensor networks as static arrays for information
collection where the entire network has a common global
task, and the devices work together to achieve this task.
Traditionally, sensing devices forward sensed information
back to a single central collection point where the data is
used. While some processing often occurs in the network,
the goal is usually filtering and aggregation to improve ef-
ficiency. We focus on a significantly altered computational
model in which environmental information is also accessed in
real time through local interactions between mobile devices
carried by people in the immediate area.

To achieve the above goals, we have developed a three-
tiered architecture that separates decision-support from data
and sensor management. From the application program-
mer’s perspective, our approach provides complete trans-
parency of the computational complexity of the environment
by allowing the application deployer to choose configurable
decision-support modules that perform well-defined tasks.
This enables domain experts with minimal programming ex-
pertise to rapidly construct, deploy, and alter highly adap-
tive applications in heterogeneous sensor pervasive comput-
ing environments.

2. ACASE STUDY:
THE INTELLIGENT JOB SITE

The “intelligent job site” [4] as envisioned for construc-
tion presents considerable challenges to pervasive comput-
ing, requiring both context-awareness and multiple decision
support applications for physically distributed (and mobile)
devices. The intelligent job site in Figure 1 shows users, mo-
bile devices, and sensors connected by a wireless network.
A job site office in the upper left has access to archival data
and enables centralized decision-support applications (such
as overall materials and trade coordination). Worker B car-
ries a portable computing device that can interact with dis-
tributed sensors. For example, worker B can read an RFID
tag with materials information (about the palette of bricks)
and record its location. Outside the building, worker A nears
a VOC (Volatile Organic Compound) source; worker A’s
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Figure 1: An intelligent construction site.
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sensor can monitor the level of the hazardous material and
use the network to warn others if the concentration surpasses
a threshold. A wind-sock can provide wind information to
augment this notification.

Also depicted is a dump truck with a laser swath mapping
device used for collision detection. Other onboard devices
provide the truck’s speed, turning radius, etc. A similar ap-
plication is shown in the lower right, where a crane has a
load sensor that checks if the crane is in danger of exceeding
its capacity. A computing device in the cab can also inter-
act with devices on workers and vehicles to check if they
are within the arc of the crane, significantly aiding safety
maintenance. Also near the crane is an embedded array of
sensors for structural health monitoring (these could be heat
sensors that measure concrete cure rates or stress/strain sen-
sors in walls or floors). Finally, the lower left shows a site
entrance with various RFID readers to record materials de-
liveries (and on large sites, to provide directions to trucks as
they enter the site). The entrance can also provide security,
track worker entry and monitor tools and equipment.

Abstracting away from specific applications, it is clear
that the intelligent job site presents a wide range of mobile
devices that comprise a highly heterogeneous and dynamic
sensor network. In this sense, context-awareness is impor-
tant as, for example, workers on the site enter different zones
of potential danger. Further abstractions can be made con-
cerning decision support applications. There are two gen-
eral classes of applications: 1) near real-time, local decision
support and 2) centralized, archival decision support. Lo-
cal decision support is best evinced by safety applications,
such as collision detection, hazardous materials detection,
etc. These applications monitor local conditions for a par-
ticular device, worker, or vehicle. Computing devices may
need to exchange information, and all interactions need to
be as local as possible with minimal reliance on potentially
unavailable central computing resources. In contrast, cen-
tralized archival applications make more extensive use of
centralized decision support and require frequent, although
not real time, communication with a centralized resource.
Materials handling and trade coordination is one example,
where there are many degrees of freedom and some level of

centralized coordination across the site can lead to improved
planning. Challenges involve separation of local and central-
ized decision support functions, contextual decisions about
data to archive on local devices, and efficient reuse of data
collected for other applications.

3. THREE-TIER ARCHITECTURE

As sensors become economically viable and pervasive, sce-
narios like the one described above are becoming common-
place. The radically changing constraints in combination
with the required application functionalities demand novel
approaches. The requirements of these environments place
a strong focus on achieving a lightweight software footprint,
minimizing communication and power costs, and deploying
adaptive and responsive software. These concerns drive our
creation of a flexible architecture for developing and deploy-
ing heterogeneous pervasive applications. Figure 2 shows
an overview of our architecture, which abstracts function-
ality into three layers: a low-level layer for communication
(the Sensor Communication Layer, or SCL), a layer for data
processing (the Data Processing Layer, or DPL), and the
uppermost, application layer for decision support (the De-
cision Support Layer, or DSL). We discuss the details of
the architecture and these layers in Section 3.2. We first de-
scribe the intended operating environment in a generic sense
and the requirements that the computational environment
imposes on a software system.

3.1 Computational Environment and
System Requirements

First and foremost, we aim to ease interaction with data
in information rich environments. To that end, it is crucial
that we provide an interface that is customizable, expres-
sive, and flexible. The architecture must also be intuitive
to non-programmers (e.g., the supervisor on an intelligent
construction site). We do not aim to create customized in-
stantiations of the architecture for every possible domain.
On the other hand, due to the complexity of this task, it
cannot be left to the users. Our customization interface al-
lows a novice programmer (likely with domain expertise) to
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Figure 2: Architecture for lightweight decision sup-
port in heterogeneous networks.




tailor the framework to a particular domain or application’s
needs. Our second goal is to drastically simplify the tasks
of this programmer by abstracting the information rich en-
vironment into a familiar and usable interaction system.

Existing work in deployed sensor networks [15, 17] focuses
on assigning sensors specific, cooperative tasks that collect
results at a centralized location. Much research has focused
on low-energy information collection [9] and local data ag-
gregation [14]. As sensor networks have become more per-
vasive, research has targeted the simplification of program-
ming [7, 16] by generating primitives that can be combined
into sophisticated applications. Our architecture must re-
main general, but domain programmers will be required to
customize the framework to their specific needs. We believe
that our approach provides a much needed tradeoff between
the demand for domain specific solutions and the desire to
provide a highly general system.

Pervasive environments are characterized by high degrees
of mobility, dynamics, and unpredictability. As the case
study demonstrates, we not only want to collect informa-
tion at a centralized location, but many applications also
demand that devices in the field interact directly with con-
text sensors to collect fresh data. Our framework has the
following concrete goals and requirements:

e Fase of use. From a software engineering perspective,
the framework must be easy to use for both the domain
programmer and the domain user.

e Generalizability. The architecture must apply in a va-
riety of domains. To remain general, we encapsulate
as much functionality as possible.

e Customizability. In competition with the previous goal,
many application domains require tailored solutions,
so our architecture must have clear points of customiza-
tion that can provide individualized functionality.

e Lightweight footprint. Our architecture must operate
on resource constrained devices which impose power,
communication, and computational constraints.

3.2 The Architecture Design

Our approach abstracts distinct functionalities into three
layers (as shown in Figure 2), which allows users to easily
select, deploy, and interact only with the necessary compo-
nents on their devices.

3.2.1 The Decision Support Layer (DSL)

At the highest level lie the domain specific decision sup-
port application components, which make up the Decision
Support Layer (DSL). DSL functionality is packaged into
chunks, which perform well-defined decision-support tasks
such as monitoring the local wind speed and alerting its
user when the measured wind speed exceeds a threshold.
Chunks are developed by domain experts as shared mod-
ules for use and customization by others. Not shown in the
figure is a chunk repository, which holds chunks along with
their meta data (e.g., what data/results the chunk produces,
what input it needs, what type of hardware capabilities it
requires).

Chunks are divided into two categories: local, near real-
time decision support that function autonomously for a par-
ticular user (DS Chunks), and archival decision support
that provide longer-lived information gathering with a more

global (e.g., job site) perspective (Archival Chunks). DS
chunks encapsulate tasks that require access to localized
context data or which require near instant response to a
specific event. The result of a DS chunk execution can be a
sequence of time-dependent values displayed in a local DS
interface or an alert that may trigger a follow-up action (e.g.,
an SMS message sent to another device).

Archival chunks collect and filter data but defer complex
processing for when the data is uploaded to the archive. Up-
loading can be done whenever the archive is reachable from
the device via WLAN (i.e., weakly connected mode) or by
physically connecting the device to the archive, for exam-
ple, at the end of a shift (i.e., strongly connected mode).
To view an archival chunk’s output, a user accesses the DS
interface attached to the archive. Here, more complex in-
teractions with the accumulated data are possible includ-
ing OLAP (Online Analytical Processing) operations such
as drill-down and roll-up (see [3] for a general introduction
to OLAP). These complex operations are provided by the
decision-support system managing the archive and not the
archival chunk.

Our approach to chunk development is a high-level specifi-
cation language that allows non-computer scientists to cre-
ate new DS chunks and combine existing chunks into ag-
gregates. Our XPDL-based language (XML Process Defi-
nition Language [2]) accommodates a range of data (given
that sensor data may be incomplete or inaccurate), incor-
porates contextual data about the environment, accommo-
dates real time data, and has basic aggregation capabilities.
Chunks are relatively simple modules containing monitor-
ing and alerting on a limited number of variables. In the
future, we will add a high-level work-flow system that will
allow simple chunks to be assembled into composite chunks,
which can monitor multiple sensors and aggregate their re-
sults. For example, a complex decision-support chunk may
be able to detect the spread of a noxious gas cloud which
may require the simultaneous monitoring of weather condi-
tions, gas leaks, and locations of nearby humans.

3.2.2 The Data Processing Layer (DPL)

Chunks execute in the Data Processing Layer (DPL). The
chunk execution engine processes requests encoded in chunks
and formulates them into logical query plans. A query plan
contains descriptions of the context data needed as well as
operations (e.g., selection and filtering) to be applied to the
data. In the future we may also add instructions about
optimizations such as piggybacking operations onto exist-
ing execution threads supporting different chunks. This will
reduce the number of communication requests to SCL and
hence minimize network traffic and energy consumption.

To ensure that chunks can be executed within the small
footprint of the mobile device, queries that involve prolonged
monitoring are off-loaded to the archive (i.e., the DS chunk
becomes an archival chunk). The decision to off-load is made
before the chunk executes; in future work, this may become
a dynamic decision. Our approach to data processing lever-
ages existing results, for example, in the areas of stream-
processing [5, 12], continual queries [13], and adaptive query
processing [8, 10].

Chunks interact with the DPL through an application spe-
cific ontology, encapsulated as a plug-in to the architecture,
as shown on the right of Figure 2. In the DSL, the on-
tology customizes the (relatively general) decision-support



language to the application domain. The DPL uses the on-
tology to aid in discovery and interpretation of data sources
available from the SCL, as well as in query planning. Sep-
arating the domain ontology also provides a simplified and
editable framework for site managers to customize appli-
cations to site specific needs. The ontology also registers
devices as they enter the application, avoiding expensive
discovery at the sensor communication layer.

3.2.3 The Sensor Communication Layer (SCL)

The Sensor Communication Layer (SCL) interacts with
the information-rich environment to provide the data re-
quired by lightweight decision support applications. Given
the abstraction between the DPL and the SCL, communi-
cation between the two layers requires care. The DPL’s
execution engine is unaware of physical sensors. It instead
formulates requests in terms of abstract descriptions of data
(e.g., a request by a worker on a job site may be for con-
centrations of hazardous gases in a particular region of the
job site). The request also describes the type of result ex-
pected (e.g., a stream or single value) and the frequency of
the desired readings (for a continuous stream) or the size
of the result window (for a snapshot). Specifically, the in-
teractions between the DPL and the SCL occur through a
generic interface language based on semi-structured data [1]
for describing the attributes and values of the desired data.
We augment this scheme with specifications of additional
constraints on the streams (e.g., type, frequency, freshness,
etc.).

In turn, the SCL takes a request from the DPL and dis-
covers and communicates with the sensor sources to gen-
erate the requested streams in a domain-independent man-
ner. In our initial instantiation of the architecture, the SCL
uses Cross-layer Discovery and Routing (CDR) [11] for com-
munication among heterogeneous devices. Future work in-
cludes incorporating a sensor-specific communication pro-
tocol that can take advantage of the domain-specific on-
tology to decrease the communication overhead associated
with sensor discovery. CDR employs attribute-based rout-
ing using the semi-structured data specifications to discover
satisfying sensors (e.g., a CDR request for hazardous gas
data may return a network connection to a VOC sensor).
These connections are then leveraged to provide data satis-
fying the DPL request’s constraints. The DPL request may
be satisfied by a single physical device or some combination
of devices, and the SCL integrates the physically sensed data
to match the DPL’s data requests. For example, as a worker
moves through a job site, the DPL’s connection to a con-
tinuous stream of VOC data may be supplied by different
physical VOC sensors depending on the worker’s physical
location.

4. DISCUSSION

The separation of the architecture’s functionality into
three layers allows us to deploy only the necessary function-
ality on each device while supporting a range of applications
over a distributed and heterogeneous network. As shown in
Figure 3, a single device or sensor can support one, two, or
all three layers depending on its intended use and capabili-
ties. For example, the components of the job site with signif-
icant computing and communication power (e.g., a PDA or
a computer attached to the crane) support all three layers of
the architecture. These devices are most likely to interface
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Figure 3: Partial deployment of the three-tiered ar-
chitecture on devices with varying resources.

directly with users, and they also interact with locally avail-
able context sensors on the user’s behalf. Other resource
constrained sensors (e.g., a VOC sensor) support only the
SCL to enable communication.

The multiple layers of abstraction also provide great flexi-
bility in developing decision support applications. Consider
a safety application for the intelligent job site. Such an
application requires continuous monitoring of the local en-
vironment by individual workers’ devices. When a condition
(such as a VOC sensor measuring a high degree of a haz-
ardous gas) is sensed within the deployed decision support
architecture, the SCL is immediately involved on the trig-
gering sensor. The SCL coordinates with the DPL (either
directly on the sensor if it supports the DPL or through
the network to an SCL on another, more powerful device).
After performing stream processing and data aggregation
(if necessary), the DPL triggers domain-specific (or even
site-specific) DS chunks to compute hazards, request addi-
tional readings (e.g., wind direction), etc. The DS chunk’s
behavior is triggered only when an anomalous condition is
detected. In other cases, a DS chunk may execute contin-
uously. A DS chunk for collision detection for the crane in
Figure 1 may run whenever the crane is moving. Through
the DPL, the DS chunk continuously monitors the move-
ment of workers in a local zone surrounding the crane (in-
dicated by a dashed line in Figure 1). The request the DS
chunk makes on the DPL in turns triggers the DPL to con-
tinuously monitor streams of sensor data collected by the
SCL. Should the potential for a collision exceed a thresh-
old, the DS chunk on the piece of equipment can notify the
devices carried by the workers in the region.

In Section 2, we also discussed the need to support more
traditional centralized or archival decision support. In such
scenarios, sensor data is collected from the network and of-
floaded to a central infrastructure for further processing,
much as in [17]. Using our architecture, we can support such
applications and also enable in-network processing by lever-
aging the availability of distributed DS chunks. Archival
chunks deployed on mobile devices can monitor data used
by local DS chunks (e.g., an archival chunk for materials and
personnel tracking can use the location information collected
by the participants in collision avoidance application). The
archival chunk decides what data to store locally for later
communication with a central server.

As can be seen from the descriptions of a handful of ap-
plications, their behaviors involve communication across the
three layers, and between DS chunks both within and across



devices. Due to the manner in which it has abstracted and
encapsulated related functionalities, our architecture is well
suited to support programming such applications. Domain
expertise is required for development of DS chucks, and the
abstraction of the DS chunk and its associated definition
language provide a simplified programming interface to the
domain expert. In addition, many of the complexities as-
sociated with programming distributed applications are en-
capsulated within the architecture and handled implicitly
on behalf of the programmer.

Of course, there are limitations to our architecture. In

contrast to many data driven decision-support applications [6],

our DS chunks do not support the full range of aggregation
and drill-down that can be done on data cubes, for exam-
ple. On the other hand, chunks conduct decision-support
over non-traditional sources such as mobile sensors. Further-
more, DS chunks and the supporting architecture operate on
devices with limited hardware and computing capabilities.
As such, we are revisiting many of the assumptions made
by existing approaches about the availability of disk space,
memory, and connectivity.

5. CONCLUSIONS

This paper has presented an architecture specifically de-
signed to support programming applications for highly het-
erogeneous pervasive environments. We specifically target
environments characterized by large numbers of resource-
constrained sensing devices, mobile computing devices, and
their need to interface with each other and with a centralized
archive for a variety of decision support tasks. The found-
ing premise of this architecture is that specific application
domains increasingly require tailored application solutions
(like those described for the intelligent construction site),
but lack programming experts with sufficient domain exper-
tise to develop the applications. To that end, we have devel-
oped an architecture that hides the complex details of pro-
gramming sophisticated context-aware applications. The ar-
chitecture enables a novice programmer with domain exper-
tise to tailor the framework by creating domain-specific de-
cision support chunks and a domain- or application-specific
ontology. The benefits of using this architecture lie not only
in its ability to simplify the programming task through the
use of encapsulation and abstraction but also in its novel
use of partial deployment on resource constrained devices.
This allows the architecture to function as a seamless sys-
tem even in the face of significant degrees of heterogeneity,
mobility, and unpredictability.
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