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The Stack

void foo(int a, int b, int ¢) pushl % ebp

{ movl %esp, % ebp
char bufferl[5]; subl $20, % esp
char buffer2[10];

}

void main() pushl $3

{ pushl $2
foo (1,2,3); pushl $1

} call foo
buffer2 bufferl sfp ret a b

Top of Stack &
Bottom of Memory

Bottom of Stack &
Top of Memory

b




Buffer Overflow

void foo (char* str ){
char buffer[16];
strcpy (buffer,  str );

}
void main() {

char large[256]; int 1 =0;

for( 1 =0;i<255;i++)

large[ i+ " p! RK

foo (large);

}
buffer sfp ret * str

strcpy overwrites buffer, sfp , ret, *

str 1
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