




void foo ( int a, int b, int c) 
{

char buffer1[5]; 
char buffer2[10]; 

}
void main() 
{ 

foo (1,2,3); 
} 

pushl $3
pushl $2
pushl $1
call foo

pushl %ebp
movl %esp, % ebp
subl $20, % esp

buffer2 buffer1 sfp ret a b c

Top of Stack & 
Bottom of Memory

Bottom of Stack & 
Top of Memory



void foo (char * str ) {
char buffer[16];
strcpy (buffer, str );

}
void main() {

char large[256]; int i = 0;
for( i =0;i<255;i++)

large[ i ǂ ˮ ƥ!ƦƘ
foo (large); 

} 

buffer sfp ret * str

strcpy overwrites buffer, sfp , ret, * str Ɨ ÅÔÃƛ  


