An Approach to Large-Scale Collection of Application
Usage Data Over the Internet

David M. Hilbert David F. Redmiles

Department of Information and Computer Science
University of California, Irvine
Irvine, CA 92697-3425 USA
+1 714 824 3100
{dhilbert,redmiles}@ics.uci.edu

ABSTRACT quality and quantity of data is limited. Typically only the most
Empirical evaluation of software systems in actual usage©bvious or show-stopping problems are identified.

situations is critical in software engineering. Prototyping, beta pegpite these challenges, large-scale, Internet-based collection
testing, and usability testing are widely used to refine systemof ysage data with prototype and beta releases has the potential
requirements, detect anomalous or unexpected system angy providing useful empirical guidance for application
user behavior, and to evaluate software usefulness an@evelopment. Data collection is also important beyond initial
usability. The World Wide Web enables cheap, rapid, and prototype and beta evaluation stages. For example, data about
large-scale distribution of software for evaluation purposes.nich application features are most frequently used in practice
However, current techniques fo_r.collectmg usage data have noggp, suggest which features to optimize as well as how to best
kept pace with the opportunities presented by Web-basediocys development and testing effort. Continued collection is
deployment. This paper presents an approach and prototypg|so necessary to detect when usage patterns shift, thereby
system that makes large-scale collection of usage data over thgya|idating results of data collected in earlier stages. Ongoing
Internet a practical possibility. A general framework for -gjiection is necessary to provide empirical guidance in

comparing software monitoring systems i_s presenteq and Usegubsequent application maintenance and enhancement.
to compare the proposed approach to existing techniques. ) . )
We propose an approach to automatic usability data collection

Keywords o _ .. that makes ongoing, large-scale use a practical possibility. The
Internet-scale usability data collection, remote usability specific contributions of our approach include: (a) treating

testing, user interface event monitoring, agent-basedsysage expectations” explicitly in the development process to
archltectL_Jres, human-computer interaction and SOﬁwareimprove design and focus data collection, (b) a flexible and
engineering incrementally evolvable monitoring architecture that separates
1 INTRODUCTION evolution of monitoring code from evolution of application

The Internet and World-Wide-Web make it possible to rapidly code, and (c) event abstraction mechanisms embedded within

distribute prototvnes and beta releases to larae numbers robes to provide distributed filtering and multiple levels of
prototyp db 9 bstraction in collected data. A prototype implementation has
users at low cost. In principle, the Internet could become a

i . o
large-scale test-bed for gathering data about application usx—geen developed that monitors Javapplets and applications,
with actual users of the systems being tested. In practice owever, the underlying concepts may be applied 1o systems

however, this can be difficult due to the distribution of users, ?evetl_ope?t In any .(;ar(ljgug\ge In Whﬁ? uger .|rc11terface
the time and labor involved in collecting data, the lack of unctionaiity 1S provide y an event-based windowing
scalable tools for automatic data collection, and the lack Ofsystem.
proper incentives to support high-quality voluntary data Like other forms of experimentation, usability testing involves
collection on the part of users. As a consequence, moshumerous, interrelated activities including hypothesis
usability evaluations are limited to small scale tests in theformation, data collection, data analysis, and interpretation of
usability lab, and feedback from beta testing is typically results. Each of these activities may be addressed using
reported manually by beta testers themselves. Since data amultiple techniques. This paper focuses on a particular
reported manually, and because beta testers pay the price aéchnique, namely automatic usage monitoring, for a specific
bug reporting while vendors receive most of the benefit, theactivity, namely data collection, while acknowledging that no
single activity or technique is sufficient in isolation. We
address hypothesis formation to a certain degree, but refer
readers to existing techniques for analyzing collected data
[9][11][15][16][24][25]. Our approach compliments existing
techniques for hypothesis formation, data collection, analysis,
and interpretation.



We begin by discussing the state of the practice in application3 EXPECTATION-DRIVEN EVENT MONITORING
usage monitoring. This is followed by discussion of a novel 1E ati in the Devel tp
approach for extending this technique to large-scale use on thg' xpecalor.ws inthe evg opmen r9ces§ )
Internet and a usage scenario to illustrate its application. TheBefore presenting our solution, we begin with a theoretical
following section develops a general framework for discussion of expectations in the development process. This
comparing software monitoring systems that is used todiscussion suggests a theoretically principled way of focusing
compare the proposed approach with existing techniquesdata collection and making large-scale usage monitoring
Finally, the status of a working prototype implementation and feasible.

its evalgation are discussed, followed by related work and\yhen developers design systems, they have numerous
conclusions. expectations about how users and the operational
2 APPLICATION USAGE MONITORING environments in which those systems are embedded will
behave. We call these usage expectations [10]. When the

data about human-computer interactions for the purbose Otenvironment in which a system is deployed or its users behave
P purp in unexpected ways, various problems may ensue. These

evaluating application usability. Often referred to as problems can lead to sub-optimal user and system

“monitoring” or “logging” techniques in the HCI literature  neformance, and, in safety or security critical systems, to
[2][19], usage monitoring involves instrumenting applications more dire consequences.

(or windowing systems) to log information about user , ) )
interactions while test subjects complete pre-specified tasksP€velopers’ expectations are based on their knowledge of the

with interactive applications. The data collected by these€duirements, past experience in developing systems,
means are often used in conjunction with other forms of data <noWledge of the domain, knowledge of the specific tasks and

such as video and/or experimenters’ notes, to identinyOI‘k environments of users, and past experience in using

potential flaws in user interface design. Analysis is often aidedapphcaﬂons themselves. Some of these expectations are

b dsheet h ialized vsis tool plicitly represented, for example, those that are specified as
y Spreadsheets or otheér more specialized analysis 100ls, an quirements. Some are implicit, including assumptions about

presented _to devel_opers potentially resulting in changes to th%sage that are encoded in screen layout, key assignments,
system being studied. program structure, and user interface libraries.

Scalability is important in usage monitoring because it For example, implicit in the layout of most data entry forms is
impacts who can be monitored (small numbers of laboratorythe expectation that users will complete them from top to
subjects vs. large numbers of actual users), under whabottom, with only minor variation. In laying out menus and
circumstances (usability laboratory vs. natural working toolbars, it is usually expected that frequently used or
conditions), and for what duration (short experiments vs.important functions can be easily recognized and accessed,
ongoing evaluation). Collecting usability information on a and that functions placed on the toolbar will be more
large scale, however, is challenging. Existing tools are notfrequently used than those deeply nested in menus. Such
designed for large-scale use. To begin with, many of them do€Xpectations are typlcally not represented explicitly, and as a
not appropriately separate instrumentation from application "esult, frequently fail to be tested adequately.

code. As a result, independent evolution is not possible. InSeveral benefits can be realized if mismatches between
order to modify the type, format, or amount of data that is developers’ expectations and actual usage can be detected and
captured, the application must be modified and re-delivered taresolved. Once a mismatch is detected, it may be corrected in
all subjects. one of two ways. Developers may change their expectations

. e . . . .. about usage to better match actual use, thus refining the
To avoid modifying mstrum_entat_lon that is mtgrmmglgd with system requirements and eventually making a more usable
code, or as a result of inserting probes directly into the gystem. For example, features that were expected to be used
windowing system, the practice has been to collect as muchgrely, but are used often in practice can be made easier to
data as possible — at very low levels of abstraction — and toaccess. Alternatively, users can adjust their behavior to better
defer processing and analysis until after data have beermatch developers’ expectations, thus learning how to use the
collected. This presents a problem for Internet-scale use. Thexisting system more effectively. For instance, learning that
volume of user interface events generated by a single usethey are not expected to type full URLs in Netscape
engaged in a single session is extremely high. In the context oNavigatof™ can lead users to omit characters such as “http://”.
the Internet, that volume must be multiplied by numerous o

: ) - 2 Expectation Agents
users, engaged in numerous sessions, at numerous distributed L L
sites. The network load that would be generated by We propose an approach to application usage monitoring that

transmitting every mouse movement of even a small is based on making usage expectations explicit. These

. expectations are encoded in the form of agents that monitor
percentage of the networked Microsoft Wdtdusers, for application usage and perform various actions when

example, would be staggering. Furthermore, experience fromycangylated expectations are violated. Figure 1 depicts a
testing in software engineering as well as HCI suggests thajjevelopment process in which developers (and/or usability
data should be collected and analyzed at multiple levels ofspecialists) identify usability expectations to be checked as
abstraction [27]. applications are developed, create agents to monitor user

Application usage monitoring is a technique for collecting



B Aplet Yiewer: Cargo.class

(2) Agenzs ore deployed o i ok users corputers
Applet

1 Developers design [ 31 Arents obzerve users
catonand - Submit Feedback
spplicaion sl ,Lk oE they suteract Submit Carzo Query | | Submit c|
W opplication

fatydrrss agem‘s

In which mode of travel are you interested?

" Ocean " Maotor " Rail ClAny

(6) Developers () Agerds
refing the detect mismotches,
collzet data and

application
cdlor agents user feedack

(3 Agente report backto developers
o i opplcation evoleio

“Where should we look?

Figure 1. A development process augmented with agents for Airport City Narne —'|

collecting usability data.

What time frare should be used? (Month, Day, Year, Hour, Minute)

interactions, deploy agents to monitor application usage, and — - = = = =
receive feedback from agents regarding mismatches in | (oo DT B I1 EI-I‘E‘E'? s IO EI'I0 2

expected versus actual usage. To Date/Time: ‘ Jan | “1 j”lwa? j“o jllo

The particular action highlighted in Figure 1 and in this paper =
in general involves agents reporting data back to developers. | |[LSuREAEVENENEEREEF Tt iEtE
However, agents can perform numerous actions including

e - L . ® List answers grouped by Location
notifying the user and/or developer of mismatches, reporting C Summarize answars groupad by Location

system state and/or event history for debugging purposes, C summarize all Locations

providing guidance or suggestions to the user, or collecting
feedback directly from the user [13].

Applet started.

3.3 Usage Scenario

Our prototype expectation-driven event monitoring system

(EDEM) provides developers with tools for defining agents, This is an example of an interface that might be used
dynamic displays for visualizing the components and events ofrepeatedly by a number of users in completing their work. It is
the interface being monitored as well as agent activity, and anmportant that interfaces supporting frequently performed
agent runtime system that allows agents to be downloaded tdasks (such as steps in a business process or workflow) are
monitor user interactions on user computers, while reportingwell-suited to users’ tasks, and that users are aware of how to
data back to centralized or federated groups of developemost efficiently use them, since inefficiencies and mistakes
computers. can add up over time.

Figure 2. A prototype cargo query interface.

To see how EDEM can be used by developers to collectAfter involving users in design, constructing use cases,

valuable usage information, consider the following usage performing task analyses, doing cognitive walkthroughs, and

scenario, which is adapted from a demonstration performed byemploying other user-centered design techniques, a prototype
Lockheed Martin C2 Integration Systems within the context of implementation of the form is ready for deployment. Figure 2

a large-scale, governmental logistics and transportationshows the prototype interface.

information system. . . . . . . :
Y The engineers in this scenario were particularly interested in

A group of engineers are tasked with designing a web-basedrerifying the expectation that users would not frequently
user interface to allow end users access to a large store afhange their “mode of travel” selection in the first section of
transportation-related information. The interface in this the form (e.g. “Air", “Ocean”, etc.) after having made
scenario is modeled after an existing interface (originally subsequent selections, since the “mode of travel” selection
written in HTML and JavaScript) that allows users to request affects the choices that are available in subsequent sections.
information regarding Department of Defense cargo in transitOperating under the expectation that this would not be a
between points of embarkation and debarkation. For examplecommon source of problems, the engineers made the design
an officer might use the interface to determine the currentdecision to simply reset all selections to their default values
location of munitions that he ordered for his troops in Bosnia. whenever the “mode of travel” selection is reselected.
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It is tempting to think that this example has a clear design flaw
that, if corrected, would clearly obviate the need for an agent.
Namely, the application should automatically detect which
selections must be reselected and direct the user to reselect
only those values. To illustrate how this objection misses the
mark, let us assume that one of the users actually responds to
the agent with exactly this suggestion. After reviewing the
agent-collected feedback, the engineers consider the
suggestion, but unsure of whether to implement it (due to its
impact on the current design, implementation, and test plans),
decide to review the log of expectation violations. The log,
which documents over a month of use with over 100 users,
indicates that this problem has only occurred 5 times, and
always with the same user. As a result, the developers decide
to put the change request on hold.

The ability to base development and management decisions on
empirical data in this way is one of the key contributions of
this approach. Another important contribution is the explicit
treatment of usage expectations in the development process.
Treating usage expectations explicitly helps developers think
more clearly about the implications of design decisions.
Because expectations can be expressed in terms of user
interactions, they can be monitored automatically, thereby
allowing information to be gathered on a potentially large
scale. Finally, expectations provide a principled way of
focusing data collection so that data is only collected
surrounding “critical incidents” in which usability problems

True — I

have actually been detected.

4 EVENT MONITORING FRAMEWORK

In this section, we develop a general framework for comparing
monitoring systems to help distinguish our approach from
) ] ) ) existing techniques. Our framework is related in some ways to
Figure 3 depicts a simple agent editor that developers can Usginer frameworks that have been proposed for event-based

to author agents without writing code. In Figure 3, (top) the ¢y are integration [3] and internet-scale event observation
developer expresses interest in detecting when the user selecis

the “Air” button in the “mode of travel” section and adds this and notification [22]. However, our framework differs in its

event to an agent (bottom) that “fires” whenever the user editd@CUS on monitoring and data collection issues as opposed to
any of the buttons in that section. This agent is then used if00! integration and wide-area messaging issues. Further
conjunction with other agents to detect when the user changegiscussion of how our framework compares to previous

the mode of travel after having made subsequent selectionsframeworks is presented in the “Related Work” section.

These agents are then downloaded to users’ computers -

(automatically upon application start-up) where they monitor 4-1 Activity Space v. Event Space

user interactions and report data back to developers wherFirst of all, we distinguish between the phenomena occurring

expectations are violated by actual usage. within the system being monitored and the phenomena that is

In this case, the engineers configured the agent to indicate tghade visible to the outside world by the monitoring system.
users that it had detected a violation. Users were then givenfhese may or may not be identical. For example, event
the option (using EDEM facilities) to request more monitoring systems frequently emit higher level events based
information describing why the agent had fired, and to on computations involving lower level activities occurring
respond via email with comments if they desired. The agentwithin the system being monitored. In some cases, the word
then reported a log of all violations unobtrusively via email “event” is used to refer to both the low level, transient system
each time the applet was exited. Collected data and usegtjyities being monitored (e.g. user interface events), and the

:g\sli%c\)/\r;esg Sb;v esrtjappeon:taileen(?girtlcée?s haer|1% g?\?grevéh?r:teo tgegh;vneé%igher level, persistent information subsequently made visible
- : o the outside world. To avoid confusion, we distinguish
request tracking system. With the help of other systems, th etween objects and activities which reside in “agtivity

engineers were able to assist the help desk in providing a ne h > ' SO )
release of the applet to the user community based on the usag@ace”, and entities and events which reside in “event space

information collected from the field. (Figure 4).

Add | Delete Delete All

Figure 3. A simple agent editor.



Probes capture information about transitory objects and
activities in activity space and translate it into more persistent

Event Space

Consumers Processing & information about entities and events for use in event space.
Entities & Actions Distributors are responsible for distributing collected
Events i information to consumers Probes therefore bridge the gap
Y

between activity and event spaces, while distributors and

Distributor Notification consumers operate mainly in event-space.
SHIBUIOMS = | (Processing) 4.3 Monitoring Activities
A Probes, distributors, and consumers typically engage in the
(_‘74w following major activities (Figure 4):
Ob ti .
Probes (Prgﬁg\g:ﬁg) * Observation

Activity Space * Processing

» Notification
* Actions

Observation involves collecting basic information about
objects and activities in activity space. Observation can be
Figure 4. Probes translate information about objects and achieved throug_h automatic s_ynchrono_us d_etection techniques
activities in “activity space” into information about entities and or through polling. Observation is primarily performed by
events for use by distributors and consumers in “event space”. probes for the purpose of making information available to
distributors and consumers.

Activity space is comprised of the objects and activities of Processingnvolves performing computations based on basic
interest in the system being monitored. Objects may come ininformation about objects and activities or entities and events.
“active” forms (e.g. whole systems, subsystems, softwareProcessing may involve pattern-matching, filtering, or
agents, software components, programming |anguageaggregat|on, potent|all_y fo_r the purpose of generating higher
modules, and so forth) or “passive” forms (e.g. operating Vel events. Processing is frequently performed by probes
system files and directories, database tables and rows, and qud/ or d|str|pqtors for the purpose of filtering notifications as
forth). Activities of interest are typically manifested in terms well as prowdlng event abstraction. Consqmgrs also engage in
of observable state changes, message passing methdocessing, and may ask probes and/or distributors to perform

invocations, procedure calls, events, and so forth. Objects andocessing on their behalf.

activities of interest are typically transitory and often identified Notification involves letting other interested parties know
by non-persistent, implementation-dependent identifiers inabout observations or results of processing, frequently leading
activity space. to further observation, processing, notification, and actions.

) ] » Notification is primarily performed by distributors.
Event space is characterized by events and entities that

correspond to objects and activities in activity space. EntitiesActionsare sometimes performed in response to observations,
and events, however, have persistent names for use in evenrocessing, —and notifications. Actions may involve
space. The mappings between objects in activity space an(gn_ampulatmg the system (e.g. to reconfigure it), interacting

entities in event space are sometimes invertible so that object¥/ith other systems (e.g. to store data), manipulating probes or

can be queried or otherwise manipulated from event space_d'smbm.OrS ((_a.g. to register or capcel Interest in e\(ejnts),
nteracting with humans (e.g. to inform them of critical

The mappings between activities in activity space and eventd onditions). Actions are primarily performed by consumers.

?n event space are frequently not_in\(ertible _since events may bgConsumers may also ask probes and/or distributors to perform
inferred or computed by compilation of information about certain actions on their behalf

activities (with information loss).

J.
§

Objects &

Activities System

i

4.4 Summary

4.2 Monitoring Roles o .
, i i ) In summary, monitoring can be understood in terms of three
There are three major roles that are typically fulfilled in any major roles and four activities. The roles include: probes,

sophisticated monitoring approach (Figure 4): distributors, and consumers. The activities include:
- Probes to capture data about the system being monitored OPservation, processing, notification, and actions. Approaches
istrib f dd to monitoring differ in terms of how they instantiate these
* Distributors of captured data roles and activities, and to what extend activities can be
« Consumers of data distributed amongst components fulfilling these roles in an

These roles are logical in that the mechanisms instantiatingPverall ~monitoring architecture. This has important

them may be loosely coupled, tightly coupled, or entirely implications on reusability of monitoring assets, scalability of
integrated. ’ ’ the monitoring effort, and ultimately the types of evaluation

that can be performed.



4.5 Applying the Framework

In terms of the concepts developed in this framework, Development Computer
traditional application usage monitoring can be characterized
in the following way. The objects of interest are user interface / _ _ \
components (such as text fields, buttons, and selection lists). Java Virtual Machine

The activities of interest are user interface events (such as key EDEM
presses, mouse button presses, and list selections). Active Agents
Observation is typically achieved by inserting probes directly
into application code or by tapping into the windowing
system’s event queue. Probes also act as distributors by
writing collected data directly to a file or other stream for later
consumption. Processing is typically performed by usability
analysts, who are the consumers, after all data have been k
collected. This may ultimately result in actions involving
changes to the system being studied.

Top Level Windo
& Ul Events

Application
Ul Components

Agent Specs
The main problems with traditional approaches are that probes saved w/ URL
are intertwined with application code and processing is

deferred until after distribution. Our approach separates probe
code from application code and allows processing to occur
within probes so that filtering can be performed prior to

distribution.

Collected
5 IMPLEMENTATION Data

Agent
Specifications

5.1 Agent Architecture
EDEM agents are currently represented as instances of a

simple Java" template class with parameters corresponding
to triggers, guards, and actions. Triggers are specified in terms
of user interface event patterns that are continually checked as

users interact with the application. Guards are specified in
terms of predicates involving user interface component state Agent Reports| Agent Specs
variables that are only checked once an agent trigger has beeQent via E-mail loaded via URL
activated. Actions may include arbitrary code, but usually
involve pre-supplied actions such as generating higher level User Computer M
events for further hierarchical event processing, interacting
with users to provide suggestions and/or collect feedback, and
finally reporting data back to developers. /Java Virtual Machine

EDEM
Active Agents

Top Level Windo
& Ul Events

Application
Ul Components

Once agents have been defined, they are serialized and stored
in ASCII format in a file that is associated with a Universal
Resource Locator (URL) on a server macHirkhe URL is
passed as a command-line argument to the application of
interest. When the application of interest is run, the URL is
automatically downloaded and agents are instantiated on the
user's computer. A standard HTTP server is used to field
requests for agent specifications and a standard email protocol k
is used to send agent reports back to development computers.
An EDEM server is used to compile and store agent collected |
data for later analysis. Agents may therefore be modified, . .
added, and deleted incrementally without affecting Figure S. The EDEM architecture.
deployment of the application that is being monitored. Figure

5 depicts a high-level view of the EDEM architecture. investment in data collection is incremental, and the number

This architecture provides a general solution for allowing ©f @gents can be kept down by focusing on only a limited
monitoring code to evolve flexibly in a large-scale, distributed NUMber of usability questions at any given time.

system, without requiring the systems being monitored to bes 2 |ntegrating with EDEM

modified when monitoring needs change. Because our
approach allows agents to be deployed incrementally,

In our prototype Jav¥ implementation, the top level ID of

each application window to be monitored as well as each user
interface event is passed to EDEM for processing. This is
1.See [14] (forthcoming) for an example of a serialized agent. accomplished through the use of two simple API calls. The




first call is made only once when a new application window is constructed in which higher level, abstract events are specified
created. The second call is made each time the applicationn terms of combinations of lower level events. Only a selected
processes a user interface event. Typically, this only requiresubset of these events is ultimately reported via email upon
two lines of source code to be insertetihere are subtleties application completion. A multi-level event model for
involved in automatically mapping the transient, usability data collection has been implemented using this
implementation-dependent IDs of user interface componentsapproach and is described in [13].

to persistent names for use in monitoring. We overcome this

by allowing the developer to provide a name, in code, for each.The main contributions of these aspects of our approach

component that is expected to be prominent in monit&ring. include the following. First, by pushing event abstraction

Once s has been accompished. the componen erarchy dFECTATSTe 1l Mot v closer o he soute, svert st
the interface is detected automatically, and agents are define P 9 : '

in terms of user interface components and events. y allowing higher level events to be specified in terms of
lower level events, data can be collected and analyzed at

Once this has been accomplished, the component hierarchy ahultiple levels of abstraction.

the interface is detected automatically, and agents are define

in terms of user interface components and events. EDEM isg _E\_/ALUATION

implemented on top of an industry standard model for It is important to evaluate to what extent the data collected by
components [26] that standardizes how arbitrary software@gents is subsequently useful in design improvements. It is
components makeventsproperties andmethodsavailable to also important to verify that the benefits of collecting usability
one another. Agent triggers are specified in terms of patterns oflata outweigh the costs of authoring and maintaining agents.
component events; agent guards are specified in terms of© date our approach has been applied as part of a research
predicates involving component properties; agent actions maydémonstration project conducted by Lockheed Martin C2

involve invocation of component methods. Integration Systems in the context of a large-scale logistics
o _ and transportation information system based on the Global
5.3 Filtering and Abstraction Transportation Network (GTN).Please refer to the “Usage

While separating probes from application code is important in Scenario” section for a description.

allowing monitoring code and applications to evolve o, jnitial experience with the Lockheed demonstration

independently, we do not enforce a separation between they.,.qct suggests that the effort and expertise required to author
collection of data — typically preformed by probes — and g4ents is not extensive, and that significant data can
filtering and abstraction — typically performed by usability ponetheless be captured. The most difficult part was indicating
analysts after data have been collected. This is because if, the demonstration development team how EDEM might be
order to do Internet-scale collection, data needs to be filtered,seq in this context. There were also some initial difficulties in

not affect application deployment because our architecturethese initial obstacles were overcome, the documentation was
allows event processing to be modified incrementally as newreported to have been “very helpful” and the user interface for
data needs arise without impacting application code, asauthoring agents “simple to use”. EDEM was quickly

described above (Figure 5). integrated by Lockheed personal into the demonstration with

Filtering is accomplished by allowing event abstraction to only minor code insertions, and agents were easily authored

occur within probes. Instead of reporting every event that&"d extended (by Lockheed personnel) to perform actions

occurs, agents detect significant patterns of lower level evem%?‘volvmg_t_c?ordm;’;\tlon with other resiartchh syste;mst: Wh'.lteh
and generate higher level events for use in further processing. ese nitial resu’ts are encouraging, further evaiuation wi

Agents themselves conform to the component standard”
described above and can therefore monitor one another in thg CHALLENGES

same way they monitor user interface components. It iSwe are also addressing a number of other challenges that must
therefore possible to compose agents hierarchically to detechg oyercome before the potential of Internet-scale usability

patterns of events at increasing levels of abstraction. When apj5t5 collection can be realized. These challenges range from
agent detects a pre-specified pattern of lower level events, gchnical to social, including: agent representation, authoring,
higher level event is automatlcal_ly generated. Other agents Cang maintenance: data storage and analysis; integration of
then detect patterns of these higher level agent events just 88pectations into the development process; privacy; and

they can detect patterns of lower level user interface i1y non-disruptive techniques for requesting user feedback
component events. This allows a multi-level event model to be;, augment automatically collected data.

uantifiable results is planned for the future.

1.This is not necessary on platforms where user interface components an@.Related work in distributed system monitoring and debugging is discussed
events can be observed as welljasriedfrom a separate process connected to  below.

the windowing system. Most windowing systems do not support this function- 4 The GTN is a system that gathers, integrates, and distributes transportation-
ality, however. related information and acts as the central clearinghouse of transportation in-
2.A non-robust mapping can be generated automatically. Requiring the develformation for the Department of Defense. The system will eventually become
oper to provide aliases for components is the most robust and maintainable waghe U.S. Transportation Command’s primary command and control system and
to accomplish this mapping. The details as to why this is the case are beyona fully integrated component of the Department of Defense’s command and
the scope of this paper. control infrastructure.



With respect to agent representation and authoring, we aré&some experimenters have already begun to explore remote
investigating existing tools and techniques for constructing usability evaluation using the Internet [12]. However, data
state-based [30], rule-based [10], and mode-transition-basediltering and reporting is only partially automated in that users
[1] specifications. With regard to agent maintenance, we havemust be trained to identify “critical incidents” themselves, and
identified mitigating factors that minimize the impact of then press a “report” button which sends data about events

maintenance issues [13]. With regard to data storage andMmediately preceding and following the user-identified
analysis, we are investigating existing techniques for incidents back to experimenters. This is useful and is included

managing and processing temporal and sequential data [8][9]2S & feature of EDEM, however, users are typically unaware of
. . _ _ . when their actions violate developers’ expectations. EDEM’s

With regard to integrating expectations into the developmentautomatic mismatch detection is thus extremely important in

process, we are investigating relationships betweencollecting data under general circumstances.

expectations and usability requirements, cognitive .

walkthroughs, use cases, and other artifacts that already exis:%'2 Software Process Event 'V'O’T'to””g )

in the development process. With regard to privacy, usersNumerous researchers have investigated techniques for

should always be notified prior to use that monitoring will C&Pturing software process event data for the purpose of:

take place. Since we do not collect arbitrary low-level data for n@lyzing and improving the software process [29], validating

unspecified purposes, but rather, higher level information forthe process with respect to a formal model [7], generating a

specified purposes, it is easier to justify collection, and usersformal madel based on process events [7], or applying metrics

can be given discretionary control over what is reported. Forto help guide the process (e.g., to automatically apply analysis

- . . tools when changes to code increase the likelihood of
example, upon exiting, users may be given the option to

- . interface or control faults based on software metrics and
review a description of the data that has been collected, al istorical data) [23].

explanation of the purposes for collection, as well as the

collected data itself before allowing data to be reported. UsersWhile differing substantially in intent, EDEM bears some
may also be given an option to deactivate monitoring Similarity to systems such as Amadeus [23] and YEAST [17]
altogether if privacy or security concerns are significant. In that detect process events and take pre-specified actions in
beta test situations, however, consent to allow data collectiorf€Sponse. However, many critical process events are difficult
may be included as one of the terms of the license agreemenf®  detect — automatically, including — communication,
Finally, with regard to non-disruptive collection of user coordination, and deqsmn making events [29]. As a result,.
feedback, we have investigated various scheduling and controP0C€SS event data is somewhat less amenable to automatic

mechanisms to limit agent execution and filter agent requestigc\?;\}gn btgagség ;Sse; fg(t)?r?grt'oc%||3§tﬁ' ErDolcz:('\aAss?r(()alIJ;?éd
for user attention [21]. ' agnp

events in so far as those events can be specified in terms of
It should be noted that developers cannot anticipate all areagiser interaction events occurring within software tools
where usability may break down, thus automatic detection ofsupporting the process in question.

expgctati_on violat.ions is only part of a comple_te usability £ ture work may involve the use of EDEM to do pattern
engineering solution. Our system has been designed so thajjscovery in addition to pattern validation [7]. This involves
users can determine for themselves when undetecteqyenerating models to characterize patterns in event data as
breakdowns have occurred, and use the same reportingpposed to simply detecting when particular patterns have
mechanisms to send information back to developers includingbeen satisfied or violated. This, however, would require either
program state, event history, as well as comments.more network band-width and server disk-space for data
Nonetheless, this approach is intended to be used inransmission and storage, or alternatively, more sophisticated
conjunction with existing usability engineering and evaluation processing within the agents (i.e. probes) themselves. In our
techniques. It is not intended as a replacement. prototype implementation, we have attempted to be sensitive

to utilization of network band-width, server disk-space, as
8 RELATED WORK well as the use of client processing resources. However, if
8.1 Application Usage Monitoring network band-width and server disk-space are not serious
issues in a given experimental situation, then pattern discovery
%ay be performed on servers with the help of separate
‘analysis tools once data have been collected.

As described above, current approaches to application usag
monitoring do not address issues of large-scale use
Monitoring code is typically intermingled with application
code and too much low-level information is collected. The 8.3 Distributed System Monitoring and Debugging

strengths of current approaches involve techniques forwork in the area of distributed system debugging has also led
synchronizing event data with video data and observers’ noteso approaches with characteristics similar to those found in
[15], and techniques for analyzing data once they have beefEDEM. Event-based behavioral abstraction (EBBA) is an
collected [9][11][15]. While EDEM is primarily intended for approach to distributed system debugging in which models of
use in situations where video equipment and human observerexpected program behaviors are created and compared to
are not present, integration with existing video actual behaviors exhibited by the program [4]. TAOS is a

synchronization techniques and post-facto analysis tools isspecification-based testing system that applies a similar
planned as future work. approach [20]. EDEM can be viewed as a “debugging” or



“testing” tool for user interface designs that compares modelsmonitoring to evolve flexibly and independently of
of expected use to actual use. However, because thesapplications being monitored. Finally, by embedding event
debugging and testing tools are primarily designed for use inabstraction mechanisms within our probes, we allow events to
development situations as opposed to ongoing use on clienbe filtered in a scalable way, reducing network band-width
machines after deployment, they are significantly heavier-requirements, and allowing testing to address events at
weight than EDEM in terms of memory, storage, and multiple levels of abstraction.
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