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Computer systems research

Finding the “right way” to build systems
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e Systems programming
o Programming (i.e., hacking) the OS kernel,
hypervisor, core system services, drivers, etc.
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e Countless hours
o Often a bug can take days or weeks to fix
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Then why should you do it?

e Acquire valuable expertise
e EXxperience the satisfaction of fixing a bug,

and even better, make a difficult system

work
e The Turtles Project from OSDI'10

o The authors did it simply because someone told

them it can’t be done
o Now their code is integrated in Linux kernel
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e Zongheng Ma
o First author on our HotMobile’17 paper
o Second author on our recent ASPLOS’'18 paper
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e Zhihao (Zephyr) Yao
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Sugar: secure GPU acceleration for
web browsers

- WebGL allows web apps to perform
hardware accelerated 3D rendering using
the power GPU

- Unfortunately, WebGL raises a lot of security
concerns
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An attack through WebGL

€ c

[ WebGL WEBGL_dr X

® 127.0.0.1

e nqLbryy
e AfLbrpy|
e rfLbrpL|

aribrpy) oz
e pribgut e
e prLbryy e

T

o PLES

LS
ZpLSie
~ULREC
bLragfe
bLsrasfe
bLrasfe
bLragfe
f bLsragfe
ST 1pf2 o bLrasre

014

g

vofe"
vofe"
vofe"
vofe"
vofe"
voge"

This test verifies the functionality of the WEBGL _draw_buffers extension, if it is available.

On success, you will see a series of "PASS" messages, followed by "TEST COMPLETE".
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What is the problem?

Operating system + Apps
Browser
Graphics GPU process

Web app - Browser
process | Openg;L lib. | process
Window manager
| OpenGL lib. |
L Ry, ey
OSKEMEL ..ol oo ol
i Primary
(physical)
graphics

plane

display subsys.
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How we solved it

Operating system + Apps

GPU

Web app proc. Browser
Graphics GPU process
code
Compositor Compositor

| WebGL layer | backend frontend

| openGL lib. | _ B

| vGPU,driver | | Ope"?L lib_ | process
§g¥;g:;"és § Window manager
! plane | | OpenGL lib. |

\ GPU device driver y

§ * | Primary
i (physical)
§ graphics
; vDisplay plane

display subsys.
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How we solved it

Operating system + Apps

(

e

Web app proc. Browser
Graphics GPU process
code
$ Compositor Compositor
vackena [T irontend
| OpenGL lib. | : R
| vGPU, driver | | OpenGL lib. process
| Virtual § -
igégg?cs | Window manager
! plane | OpenGL lib. |
GPU 2 device

driver

RERSEY (S

vGPU

vDisplay |

(physical){
graphics
plane
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Sugar in practice!

Many Planets Deep - Chromium 1y m dx 10:16AM 3%

[ webGL Blobs X © Many Planets Deep X

C | ® webglsamples.org | & & C | & Secure | https;//www.khronos.org,

Framerate:322fps




Summary

e Systems research is difficult but awesome
e |[f you like the challenge and you think you
can do well at systems programming, send

me an email!
m ardalan@uci.edu
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