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Abstract of the Dissertation

Using Static Concurrency Analysis to Understand

the Dynamic Beha vior of Concurren t Programs

b y

John Thomas Self

Do ctor of Philosoph y in Information and Computer Science

Univ ersit y of California, Irvine, 1996

Professor Ric hard N. T a ylor, Chair

A v ariet y of approac hes for debugging non-deterministic concurren t soft-

w are ha v e b een prop osed. Most are based on either dynamic trace collection

or static analysis. W e argue that in tegration of static and dynamic analysis

tec hniques enables the user to b etter understand the state space of a fault y

concurren t program, and this will aid debugging. This dissertation presen ts our

w ork in dev eloping a debugging metho dology with t w o comp onen ts; a framew ork

for represen ting the state space of concurren t programs, and a set of static and

dynamic tec hniques for exploring this state space. Our fo cus is curren tly on Ada

programs, but the approac h is applicable to an y language using the rendezv ous

mo del of concurrency .

x



W e pro vide a visualization of the state space using the T ask In teraction

Concurrency Graph (TICG). The TICG is a data structure normally built dur-

ing static concurrency analysis. W e capture traces describing the concurrency

related ev en ts that o ccur during a particular execution, then build a TICG to

represen t this execution. The user can then explore this TICG, and expand it

further using static concurrency analysis to determine what other executions the

could ha v e o ccurred. W e also pro vide a means of limiting the p ortion of the

state space generated, and of limiti ng the analysis to a subset of the tasks that

comprise the system under test.

This synergistic com bination of static and dynamic tec hniques allo ws anal-

ysis of larger and more complex systems than is p ossible with con v en tional static

concurrency , y et retains man y of the b ene�ts of automation and guidance pro-

vided b y the formal mo dels used in static concurrency analysis.

xi



Chapter 1

In tro duction

Concurren t (m ultitasking), non-deterministic programs ha v e pro v en to b e

v ery di�cult to debug. It has b een suggested that the lac k of go o d debugging

to ols discourages programmers from using a v ailable concurren t programming

languages, b ecause they fear they ma y encoun ter faults whic h they ma y b e un-

able to eliminate [BLP91 ]. There are sev eral new c haracteristics of concurren t

programs that mak e them esp ecially di�cult to debug:

� m ultiple threads of con trol.

Concurrency implies that there is more than one thread of con trol, and this

adds incorrect in teractions b et w een tasks to the list of p oten tial sources of

errors. These t yp es of error simply cannot o ccur in programs with a single

thread of con trol, and most programmers are more familiar with sequen tial

programming and debugging.

� non-determinism

Non-determinism is inheren t in most mo dels of concurrency . It can b e

desirable, adding an opp ortunit y for optimization, but it can also b e the

1



2

source of man y problems when it is unin ten tional. It requires the pro-

grammer to think of all p oten tial executions that ma y result from the non-

determinism , rather than the more familiar single input-single execution

mo del of sequen tial programming.

� lac k of rep eatabilit y .

All debugging requires that one b e able to examine the state transitions

that a program mak es as it executes. The common sequen tial debugging

metho dology in v olv es re-running the program under the debugger using

the inputs whic h caused the failure. The program state is then carefully

examined as the program is rep eatedly executed in a con trolled en viron-

men t.

Non-determinism ma y mak e it imp ossible to replicate a failed execution.

P articularly frustrating are failures whic h o ccur infrequen tly during normal

execution, and p erhaps not at all when run under the debugger, due to

timing di�erences.

In this dissertation w e will fo cus on programs written in the Ada language

and use Ada terminology but the tec hniques are more widely applicable. An y

language with rendezv ous st yle sync hronization should b e easily mo deled, while

other languages for whic h reac habilit y graphs can b e generated could b e dealt

with b y mo difying the framew ork.

In designing a debugger for concurren t programs one of the most crucial

decisions is ho w to mo del program executions. Programmers use debuggers to

gather information ab out program executions and use this to lo cate program
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faults. Debuggers build mo dels of program executions, and use that to presen t

information to the user ab out the state of the program.

In con v en tional sequen tial programs the state of an executing program con-

sists of the v alues of all v ariables and the program coun ter whic h indicates what

statemen t is curren tly executing. Concurren t programs are more complicated

b ecause of the m ultiple threads of con trol within a single program. Eac h thread

of con trol ma y ha v e its o wn set of v ariables. More imp ortan tly , concurren t pro-

grams often ha v e ordering and timing prop erties that a�ect correct execution.

Sequen tial programs will generally pro duce correct results regardless of pro ces-

sor sp eed. V ariations in pro cessor sp eed can a�ect the correctness of concurren t

programs.

In this dissertation w e concen trate on debugging problems related to func-

tional correctness, rather than p erformance. W e will consider a program correct

if it pro duces the correct outputs, ev en if it runs v ery slo wly . When concurrency

is used in an e�ort to sp eed up execution determining the p erformance b ottle-

nec ks is crucial, but the tec hniques used often di�er signi�can tly from those for

functional correctness, so w e will defer that discussion.

1.1 T erminology

Because researc hers within the concurren t debugging comm unit y ha v e not

adopted a single set of terminology , and indeed often con
ict, w e will de�ne the

most imp ortan t terms here and use them consisten tly . Note that these ma y di�er

from the terms used within a particular pap er.
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� Thread or Pro cess { An indep enden t thread of con trol within a system

of co op erating pro cesses. Some use the term thread to refer only to the

case where eac h thread of con trol shares an address space, but w e use the

more general meaning here. W e will use b oth terms b ecause they are so

commonly used in terc hangeably .

� Non-determinism { A prop ert y of man y concurren t programs that re-

sults in a single program p oten tially ha ving di�eren t executions ev en when

giv en the same external input data. Non-determinism ma y b e strictly in ter-

nal, or it ma y b e external where running the program with the same input

results in di�eren t outputs. It ma y b e in ten tional (for reasons discussed

b elo w) or it ma y re
ect unin tended fault y or missing sync hronization.

� Concurrency { Concurren t programs are structured as systems of inde-

p enden t co op erating threads of con trol. These threads run indep enden tly

un til these is a need to in teract through sync hronization or comm unic a-

tion. These in teractions ma y tak e man y di�eren t forms, including shared

v ariables, message passing, rendezv ous, mailb o xes, semaphores, or mon-

itors. The relationship b et w een concurrency and parallel execution and

real-time systems is discussed b elo w. Concurren t programs often exhibit

non-determinism.

� Prob e E�ect { First coined b y Gait [Gai86] this term refers to the c hange

in execution of a non-deterministic program when it is run with monitoring

enabled. Because monitoring an execution in v olv es some o v erhead it can

c hange the relativ e execution sp eeds of the threads in the program under

test. This can result in failures disapp earing when the fault y program is run

under the debugger, or timing problems that w on't app ear in the normal
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en vironmen t. If either of these cases o ccurs it can ma y b e imp ossible to du-

plicate a failure under the debugger, meaning the facilities of the debugger

can't b e used to diagnose the failing execution. The Prob e E�ect has also

b een referred to as the \Heisen b erg Uncertain t y Principle for Soft w are,"

and the faults whic h displa y this c haracteristic as \Heisen bugs."

The next three de�nitions are adopted from Miller and Choi [MC88] who

b orro w ed them from the fault-toleran t computing comm unit y . These seem

to b e the de�nitions most often used b y those in the debugging w orld, but

some use the terms di�eren tly .

� F ailure { The �rst externally visible indication that a program is incorrect.

This is usually a wrong v alue prin ted out, or a message from the run-time

system indicating execution has gone astra y .

Program failures only mak e sense when w e compare them against some in-

tended b eha vior of the system, suc h as an explicit or implicit sp eci�cation.

� Error { An erroneous in ternal state whic h results in a failure. The error

could b e an incorrect v alue for a v ariable or the program coun ter executing

in the wrong place.

� F ault { The algorithmic initial cause of an error. This is the \bug" that

leads to the error.

� SCA (Static Concurrency Analysis) { A class of tec hniques for de-

tecting concurrency faults without executing the program. W e generally

use this term to refer sp eci�cally to those tec hniques based on constructing

a mo del of program concurrency state-space, and examining this mo del for

faults suc h as deadlo c k and race conditions.
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1.2 Relationship b et w een concurrency and

parallel execution

T able 1.1: Concurren t programming mo del vs. parallel arc hitectures

programming mo del

sequen tial concurren t

unipro cessor
con v en tional programs time-slici ng

m ultipro cessor automatic parallelization explicit parallelism

Concurrency and parallel execution are related, but orthogonal concerns.

Concurrency is a programming mo del, while parallel execution is an asp ect of

the mac hine on whic h our program runs. As table 1.1 sho ws it is p ossible to

com bine these t w o factors in an y of the four p ossible w a ys. Sequen tial programs

running on unipro cessor mac hines are the most common, and v ery suitable for

man y programs. It is often desirable to run sequen tial programs on a parallel,

m ultipro cessor mac hine to gain extra p erformance without ha ving to re-write

the co de, or deal with the problems of concurrency . P arallel mac hines often use

concurren t co de to gain additional large grain parallelism that a compiler ma y

b e unable to discern and use for optimization. Finally it ma y b e desirable to

write concurren t programs, ev en if w e ha v e only a single pro cessor, for reasons

of conceptual clarit y that will b e discussed b elo w. In this case parallelism can

b e sim ulated using a run-time system that in terlea v es the individual threads of

con trol.
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1.3 Relationship b et w een concurrency and

real-time reactiv e systems

It is imp ortan t to di�eren tiate b et w een real-time, reactiv e systems and con-

curren t programs. Reactiv e systems are those whic h in teract with, and con trol

ob jects whic h are external to the computer system. As discussed ab o v e a con-

curren t, non-deterministic programming st yle ma y b e useful in reactiv e systems,

but there are a few imp ortan t c haracteristics that are imp ortan t for real-time

systems, but not for all concurren t systems. As Gligor notes [GL83 ]

\In real-time programming the programmer m ust b e able to con trol pre-

cisely the sequencing of op erations and, p ossibly , of pro cesses. By con trast, in

concurren t programming the goal is to hide the precise sequencing of op erations

from the user. Similarly , in real-time programming the programmer m ust b e

a w are of the detailed timing and con trol c haracteristics of the external devices,

whereas in concurren t programming these c haracteristics are generally hidden

from him."

1.4 Problems with concurren t programs

While concurrency and non-determinism are p o w erful abstractions, with

this p o w er comes additional sources of errors, and further problems in detecting

and �xing these errors.
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Eac h thread in a concurren t program can con tain an y of the faults com-

monly found in a sequen tial program (e.g. referencing the wrong v ariable, arra y

indexing errors, incorrect branc h tests, v ariable out-of-range errors, etc.) If the

en tire fault is limited to a single thread the metho ds used for debugging sequen-

tial programs ma y su�ce, but ev en in this case the concurrency ma y hinder

our e�orts. F or example tracing causalit y using man ual program slicing [W ei82 ]

ma y b e more di�cult b ecause the programmer m ust determine whether an y

other threads could mo dify the v ariables w e are slicing on. In addition the error

ma y manifest itself as an incorrect v alue in a di�eren t thread than the one whic h

actually con tains the fault.

The Prob e E�ect limits the usefulness of the con v en tional debugging ap-

proac h of stopping program execution and examining program state. Ev en mo d-

ifying the program so that it outputs p ortions of its state as it runs ma y c hange

timing enough to mak e the Prob e E�ect a great hindrance.

Sync hronization faults are a category of problems whic h are not ev en p os-

sible in sequen tial programs. W e can divide this category in t w o classes: timing

errors (race conditions) and liv eness errors (liv elo c k and deadlo c k.)

Timing errors are p ossible b ecause individual threads pro ceed at indep en-

den t and v arying rates. This is normally a useful c haracteristic b ecause it can

allo w for implem en tation e�ciency . It can b e problematic if the programmer

do es not include prop er sync hronization, and program correctness dep ends on

sequencing that is not assured b y the design of the program. The most common

form of timing error is the race condition. This o ccurs when more than one

thread accesses a v ariable, and at least one of the uses is a write of the v ariable.
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If the write is not sync hronized with the reads it ma y b e the case that one of

the reads will return a di�eren t v alue dep ending on whether it o ccurs b efore or

after the write. This will cause di�eren t output v alues to b e computed, and this

ma y mak e the program results incorrect. This t yp e of error is an unin tended

source of non-determinism, and can b e v ery di�cult to debug b ecause it ma y

o ccur rarely (p erhaps related to in terrupts from outside sources) and the Prob e

E�ect ma y mak e it di�cult to replicate.

Liv eness errors suc h as deadlo c k and liv elo c k manifest themselv es not

in incorrect output, but in the computation failing to pro ceed to completion.

Deadlo c k o ccurs when all threads are blo c k ed w aiting for ev en ts whic h can nev er

o ccur. Global deadlo c k is a readily recognizable state of a concurren t system,

and can b e detected b y the run-time system. Absence of deadlo c k is normally

an implici t sp eci�cation of a concurren t program. Liv elo c k o ccurs when at least

some threads con tin ue to execute without blo c king, but no real progress is b e-

ing made. Liv elo c k is dep enden t on the sp eci�cation of the desired program

b eha vior.

Housh and Cun y [HC88 ] divide in terpro cess comm unic ation errors in mes-

sage passing programs in to three classes:

� Sequencing errors. Occur when the righ t pro cesses comm unic ate, but in

the wrong order.

� Missing comm uni cation errors. Occur when only some pro cesses comm u-

nicate that should.

� Extraneous comm unication errors. Occur when pro cesses should comm u-

nicate information, but fail to do so.
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Zernik and Rudolph [ZR91] group correctness bugs in shared memory pro-

grams in to the follo wing four categories:

� Using global v ariables instead of lo cal ones. This leads to improp er sharing.

� Av oiding the minimal required sync hronization.

� Lo c king complex ob jects. If t w o pro cesses P1 and P2 need to acquire b oth

lo c ks A and B, w e can encoun ter deadlo c k if P1 acquire A and P2 acquires

B, then they w ait to acquire the missing lo c k

� Not lo c king complex ob jects. If the user omits lo c king complex ob jects

inconsistency bugs ma y o ccur when t w o pro cesses up date parts of a data

structure in w a ys that con
ict.

Another w a y to lo ok at the t yp es of errors w e encoun ter is b y what t yp es

of queries the debugger user ma y w an t to mak e. F eldman [FB88] suggests an ex-

ample of a parallel program main taining a tree structure. If a cycle is in tro duced

in the tree, the programmer will w an t to ask \When did this tree �rst get an

illegal cycle." The di�cult parts of the question are: \when", \ this tree", \�rst

get", and \cycle". Answ ering \when" requires kno wledge ab out the temp oral

prop erties of the execution. Iden tifying \whic h tree" w e are referring to ma y

b e di�cult where address spaces o v erlap, and the names of a particular data

item ma y b e di�eren t in eac h thread. Answ ering when did the cycle \�rst arise"

is di�cult b ecause eac h thread has its o wn conception of when relativ e to its

progress. The concept of \cycle" requires that w e b e able to exactly iden tify

what is mean t b y a cycle. If there is lo cal state in eac h pro cess that con tributes

to this de�nition w e m ust co ordinate this information to determine if a cycle

exists.
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1.5 A h ybrid approac h

W e ha v e tak en a h ybrid approac h that com bines trace based debugging

with static concurrency analysis. In doing so it gains adv an tages from b oth

of these tec hniques. Our system, called sadcpu , implem en ts this synergistic

com bination. sadcpu is an acron ym for Static concurrency analysis Aiding

Dynamic Concurren t Program Understanding.

The T ask In teraction Concurrency Graph (TICG) is the cen tral mo del used

b y our system. W e presen t information to the analyst ab out b oth observ ed and

p oten tial executions b y visualizing the corresp onding p ortions of the TICG. W e

build this partial TICG using b oth static and dynamic tec hniques. The TICG

is a directed graph where eac h no de is referred to as a concurrency state, and

eac h edge represen ts a concurrency in teraction of the program under test. Eac h

concurrency state consists of the curren t state of eac h task in the system.

When the to ol is used to debug a fault y execution w e b egin b y constructing

a TICG that represen ts the failed execution. W e construct this initial TICG from

a trace that w as collected at run-time. W e collect the information ab out what

tasking related ev en ts o ccur during a particular execution b y instrumen ting the

source co de of the system under test.

The engineer examines the initial TICG generated from the trace using our

animation system. The animation system enables repla y of p ortions of the execu-

tion at a m uc h slo w er rate than the actual execution. This giv es the programmer

a graphical represen tation of the order states w ere visited. The engineer can then
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insp ect individual states to discern the details of the tasking related information

for eac h task, and the tasking transitions leading from that state.

Insp ecting the initial TICG giv es the programmer information ab out the

particular execution that w as traced, but do esn't pro vide insigh t in to other exe-

cutions that could ha v e o ccurred giv en either di�eren t input data, or ev en with

the same inputs but di�eren t non-deterministic c hoices made b y the Ada run-

time system sc heduler. Gaining kno wledge of related executions is quite v aluable,

b ecause there can b e more than one execution that leads to a particular failed �-

nal state, or there ma y b e another failed state that is closely related to the failure

state w e observ ed. W e allo w the programmer to use static concurrency analysis

to expand the graph in b oth the forw ard (successor) and bac kw ard (predecessor)

directions.

Con v en tional static concurrency analysis often has problems scaling to

larger problems due to its inheren tly exp onen tial nature. W e ameliorate this

problem b y limiting the p ortion of the graph as discussed ab o v e. Another w a y

of attac king this is to limit the n um b er of tasks analyzed to b e a subset of the

system under test. If some tasks are unin v olv ed in a particular failure, w e can

get accurate results with less w ork b y ignoring their in teractions.

Our primary fo cus is on deadlo c k errors, but w e also ha v e in tegrated in-

formation ab out data access in to the TICG mo del. W e record what state the

system is in when a particular v ariable is accessed. In this w a y w e can help the

engineer diagnose data race errors.
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Our main con tributions are as follo ws:

� Pro vide understanding of concurren t executions through visualization of

an execution mo del.

� Enable exploration of an execution b y using incremen tal static concurrency

analysis under user con trol.

� Enable debugging of data access anomalies b y in tegrating data access in-

formation in to the execution mo del.

� Extend the size of problems handled b ey ond those of con v en tional static

concurrency analysis b y pro viding incremen tal expansion and analysis of

p ortions of the system.

1.6 Organization

This dissertation describ es a metho dology for understanding concurren t

programs using a framew ork based on a concurrency state space mo del. W e

presen t a set of tec hniques for building, exploring, and annotating the mo del of

a concurren t program, and for understanding ho w a particular execution relates

to the o v erall structure and b eha vior of the program as a whole. Chapter 2

in tro duces the concept of execution state space mo del, and uses this to com-

pare our system against some others whic h attempt to address similar problems.

Chapter 3 describ es our approac h in detail, giv es information ab out ho w and

when particular features are lik ely to b e useful, and presen ts the algorithms

used to build and insp ect the execution mo del. Chapter 4 giv es some examples
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of ho w the tec hniques could b e used to debug particular failures. Chapter 5 de-

scrib es the implem e n tation of our system. Chapter 6 concludes with a summary

of what w e ha v e ac hiev ed, a discussion of the factors limiting applicabilit y of

the approac h, and some though ts on ho w the system could b e expanded in the

future.



Chapter 2

Related W ork

Debugging to ols do not automatically remo v e faults from programs, but

rather aid the programmer in disco v ering and diagnosing faults so that they ma y

b e man ually remo v ed. Debuggers enable this disco v ery pro cess b y allo wing pro-

grammers to examine the state of an executing program. T o do this debuggers

create execution mo dels and use them to presen t information to the program-

mer. Debuggers for concurren t programs m ust mo del the temp oral b eha vior of

programs in addition to the data and con trol 
o w that is mo deled b y debuggers

for sequen tial programs.

These temp oral prop erties of concurren t programs mak e the mo dels m uc h

more complex than those for sequen tial programs. The c hoices made in designing

the mo del decide the expressiv eness and e�ciency of a concurren t debugger. In

this c hapter w e examine the execution mo dels of man y existing debuggers for

concurren t programs. In doing this w e iden tify imp ortan t criteria that describ e

the essen tial features of a debugger execution mo del. This helps us ev aluate

the execution mo del w e ha v e c hosen for our system, and to understand ho w the

functionalit y of other systems could p oten tially b e in tegrated with our system.

T o enhance our understanding of ho w these other systems compare to ours, w e

15
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de�ne a reference mo del that is quite similar to our state space mo del, and relate

the execution mo dels used b y these other systems to this.

2.1 What is an execution state-space mo del?

The purp ose of a debugger is to pro vide a programmer with information

that enables him to iden tify the lo cation of program faults. T o do this debuggers

m ust mo del the state space of an executing program.

Mo dels can b e divided in to t w o t yp es: in ternal and external. In ternal

mo dels are those built b y the debugger for its o wn use. External mo dels are

those presen ted to the user. These ma y b e separate, or the same mo del ma y

serv e b oth purp oses. Often the external mo del is a higher lev el view extracted

from the in ternal mo del. Our system blurs the line b et w een in ternal and external

mo dels, b ecause it tak es what had b een an in ternal mo del for SCA and presen ts

it to the user as an external mo del.

F or a sequen tial program the execution state can b e de�ned b y the curren t

v alue of v ariables and the program coun ter. This is insu�cien t for concurren t

programs b ecause eac h thread con tains its o wn program coun ter, and p ossibly a

separate address space.

As a program executes the state c hanges man y times. The linear record

of all the instan taneous states a program w en t through is referred to as an

execution history . F or a concurren t program this includes state information

for all the threads.
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Useful programs tend to ha v e man y p oten tial executions whic h di�er based

on input v alues. Non-deterministic programs can ha v e di�eren t executions ev en

when presen ted with the same input. W e ma y wish to consider the set of all

p ossible execution histories of a giv en program, considering all p ossible inputs,

and all non-deterministic v arian ts for eac h input. W e call this set of p oten tial

execution histories the execution state space of the program.

The execution state space of ev en trivial programs is extremely large. F or

example a program that reads in t w o 32-bit in tegers and prin ts out their sum

w ould ha v e at least 2 � 2

32

, or o v er 8 billion p oten tial execution histories, giv en

that eac h input v ariable can tak e on 2

32

di�eren t v alues. Concurren t programs

ha v e ev en larger execution state spaces, b ecause not only do they ha v e m ultiple

program coun ters and address spaces, but the temp oral ordering of in ter-thread

comm unic ation and sync hronization m ust also b e mo deled.

F ortunately w e rarely need to mo del the en tire p ossible execution state

space of a concurren t program. But the c hoice of what p ortion w e do represen t,

and ho w w e mo del it, greatly in
uences b oth what t yp es of information w e can

pro vide, and ho w e�cien tly w e can pro vide it.

2.2 Imp ortan t c haracteristics of debugger

state-space mo dels

W e w ould lik e to collect as m uc h information ab out an execution as p ossi-

ble. In sequen tial programs the k ey attributes of a program state w ould b e the
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v alue of the v ariables, and the program coun ter (P .C.) One ob vious execution

state-space mo del w ould b e all com binations of P .C. and v ariable v alues that a

program could tak e on. With this mo del w e are guaran teed that w e can pro vide

complete information ab out an y execution. Unfortunately , as describ ed ab o v e,

this approac h is in tractable for ev en small sequen tial programs. Concurren t pro-

grams add temp oral prop erties further complicating and enlarging state-space

mo dels.

W e ma y only wish to mo del the execution history that o ccurred during a

particular failed execution. A simple metho d to collect the state information

describ ed in the previous paragraph w ould b e to cop y the v alues of all v ariables

to disk ev ery time the P .C. c hanged. This single execution history w ould b e

m uc h smaller than the complete state space, but ev en this ma y b e to o large to

b e practical, esp ecially for a long running program.

By recognizing that t ypically only a small p ortion of the state c hanges at

eac h step in an execution history , w e realize that a more e�cien t w a y to enco de

state histories is to record only the c hanges that o ccur b et w een states. These

records of what c hanged are called state deltas.

An ev en more e�cien t mo deling tec hnique that w orks for man y concurren t

programs is to record only high-lev el sync hronization ev en ts, and later recon-

struct the en tire state. Note that this ma y b e insu�cien t if the program is

not race free. If races o ccur then kno wing only the ordering of sync hroniza-

tion ev en ts w on't let us lo cate the start of the error, since it o ccurred b et w een

sync hronization states.
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Ev en mo deling all the ev en ts ma y b e v ery costly , if w e c ho ose to monitor at

a v ery lo w lev el. F or example P an and Lin ton [PL88 ] giv e the �gure of 1 megab yte

of data p er second for a slo w 1 MIP pro cessor lik e the V AX 11/780. In con trast

Bacon and Goldstein [BG91] rep orts 1.17 MB/second for a m ultipro cessor system

with 16 pro cessor of 12 MIPS eac h. If they had used the naiv e mo del of P an

and Lin ton they w ould ha v e exp ected 192 MB/second, clearly an unreasonably

n um b er.

2.3 Criteria for comparing execution mo dels

As w e ha v e seen, an execution mo del that included all p ossible informa-

tion ab out all facets of a concurren t program execution w ould b e immense, and

imp ossible to collect. Because of this w e are forced to limit our mo dels to a

subset of all the information. What p ortion of the o v erall complete state space

w e c ho ose to mo del con trols what t yp es of information w e can pro vide to the

user. Ho w w e represen t this information has a great impact on the e�ciency

and o v erall usabilit y of debugging to ols. T o aid in deciding what information

to include, and ev en more imp ortan tly what w e m ust lea v e out, here are some

criteria for ev aluating execution mo dels.

� Num b er of execution histories mo deled.

A fundamen tal consideration is whether a mo del is designed to represen t

only a single path through the execution state space, or can m ultiple his-

tories, up to the en tire execution state space, b e mo deled. As an example

of this consider t w o alternativ es for debugging an Ada program that has
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exhibited a deadlo c k. One p ossibilit y is to do a complete static concur-

rency analysis, whic h will mo del all p ossible executions of the program,

and p oin t out an y task in teractions sequences that lead to deadlo c k. With

this metho d w e could examine the output and �nd the sequences that end

in the deadlo c k ed state w e observ e. Another w a y to go ab out debugging

this program is for the Ada run time system to trace the task in teractions

of the running program, and prin t out this information when the system

deadlo c ks. The static analysis scenario giv es us information ab out man y

p ossible executions, while task in teraction tracing can giv e us more detail

ab out a particular execution.

sadcpu blends the t w o, building a simple mo del of a single traced exe-

cution, then expanding it statically to giv e us information ab out other,

related executions.

� Lev el of abstraction.

All these mo dels are abstractions of real executions, and lea v e out some

details while emphasizing others. While concurren t programming is a con-

ceptual mo del, an y particular program w e need to debug is written in a

sp eci�c programming language, and runs on a particular hardw are plat-

form.

In deciding on a lev el of abstraction for an execution mo del w e m ust decide

whether the mo del should b e closely tied to a particular language and/or

hardw are platform.

If w e tie the mo del closely to a particular language w e can gain b ene�ts in

sev eral areas:
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{ It will b e easy to map particular states bac k to the program source

co de. This is the lev el the programmer is used to dealing with.

{ W e gain e�ciency b y ha ving go o d enco dings for the constructs of this

language.

A problem w e encoun ter is that the mo del ma y not b e su�cien t if w e need

to debug a program consisting of threads written in di�eren t languages.

An ev en lo w er lev el of abstraction ties the execution mo del to a partic-

ular hardw are platform. W e ma y use our kno wledge of the n um b er of

pro cessors, and the mapping of threads to them, to limit the amoun t of

information w e need to collect. This often results in a more e�cien t im-

plemen tation. When debugging p erformance problems in m ultipro cessor

applications it is often imp ossible to �nd the source of b ottlenec ks with-

out considering the hardw are, esp ecially the n um b er of pro cessors and the

o v erhead of task switc hing.

A problem with the mac hine orien ted approac h is that w e ma y miss un-

derlying problems with the sync hronization structure b ecause they cannot

app ear when run on a mac hine with this particular con�guration. If w e

later run the program on a mac hine with a di�eren t con�guration it ma y en-

coun ter new failures that w e didn't diagnose previously b ecause our mo del

couldn't consider them.

A higher lev el, language indep enden t mo del maps ev en ts to those in the

design formalism, whic h a language based mo del maps to constructs in the

program source co de. A mac hine lev el mo del captures executions b y what

mac hine states w ere visited. As an example of this consider a system con-

sisting of m ultiple threads running on a m ulti-pro cessor mac hine, where the
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run time system dynamically switc hes threads b et w een pro cessors. Using a

language mo del w e w ould record ev en ts asso ciated with a particular thread,

whereas a mac hine orien ted mo del w ould record all ev en ts that o ccurred

on a particular pro cessor.

F or sadcpu w e ha v e c hosen the in termedi ate, language based approac h,

but using a formal mo del that is conduciv e to incorp orating other lan-

guages whose concurrency primitiv e s are similar. Our mo del relies on

the rendezv ous mo del of sync hronization, whic h w orks w ell for our pri-

mary fo cus on Ada, but w ould also b e easily adapted to CSP , Occam, or

Concurren t C++, all of whic h use this same concurrency mo del.

� Selectiv e fo cus.

As discussed ab o v e state-space mo dels, and ev en mo dels of a single execu-

tion history can b e v ery large. The abilit y to mo del a subset of a program's

threads can help limit the size of the mo del. There are t w o motiv ations for

the user to w an t to narro w the mo del to co v er only certain susp ect threads:

{ Generating the partial mo del tak es few er resources, making mo deling

tractable.

{ Remo ving extraneous information ab out threads not in v olv ed in the

curren t failure mak es it easier to concen trate on the relev an t informa-

tion.

sadcpu includes a feature called \task subsetting" that impleme n ts this

t yp e of selectiv e fo cus.



23

� Sc heduler non-determinism.

Programmers of concurren t systems frequen tly encoun ter sync hronization

errors. Non-determinism allo ws the run time sc heduler to c hose from man y

p ossible in terlea vings allo w ed b y the program's sync hronization structure.

Often the errors are the result of the programmer o v erlo oking one of these

ev en t in terlea vings. Therefore it is imp ortan t that the debugging system

mo del the actions of the run time sc heduler to mak e the cause of the error

apparen t.

sadcpu mo dels sc heduler non-determinism using an in terlea ving execution

mo del. The non-determinism is represen ted b y m ultiple-successor states.

� Mo deling of external ev en ts.

Concurren t programs often dep end on external ev en ts. This could b e as

simple as the series of v alues in an input �le, or it could b e in terrupts from

an external device in an em b edded system. If these external ev en ts can

c hange an execution it ma y b e necessary to mo del them for the debugger

to b e useful.

In sadcpu the e�ects of external ev en ts are visible in the partial trace

captured, but curren tly there is no explicit mo deling of external ev en ts.

This could b e added when a full debugger is in tegrated.

� V ariabilit y of lev el of detail.

There is a usually a tradeo� b et w een e�ciency and lev el of detail. If the

user can con trol this tradeo� it ma y result in a debugger that is capable

of handling complex program in teractions, but still pro viding the �ne lev el

of detail necessary to easily iden tify bugs. F or example one strategy migh t
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b e to start with a high lev el mo del, and use this to iden tify the p ortion

of the program that is most lik ely to con tain the problem. Then a more

detailed mo del could b e generated for just that p ortion.

sadcpu do esn't ha v e m ultiple lev els of detail, ho w ev er it is capable of

fo cusing on particular p ortions of the state space and ignoring others. In

this w a y the engineer can use a v ery �ne detail while k eeping the analysis

tractable.

� Uncertain t y in run-time data.

In systems that record execution histories w e ma y ha v e imp erfect or incom-

plete information ab out the execution. F or example w e ma y kno w that t w o

ev en ts o ccurred in close temp oral pro ximit y , but not the exact ordering.

In this case the programmer needs to kno w what parts of the mo del ma y

b e inaccurate, and a metho d of dealing with this needs to b e pro vided.

Building submo dels for eac h p ossible ordering is one w a y of doing this.

sadcpu has uncertain t y in its mo del for data accesses, and this is made

clear to the user. W e can also handle uncertain t y in the form of incomplete

trace data for tasking ev en ts b y determining whic h series of ev en ts could

ha v e o ccurred and whic h are clearly infeasible.

� Represen tation of temp oral prop erties.

Because sync hronization faults comprise man y of the problems in concur-

ren t programs, and these are manifested in the temp oral ordering prop er-

ties, ho w w e mo del temp oral prop erties is v ery imp ortan t. A w ell c hosen

mo del of these prop erties will help the programmer easily lo cate the fault,

while an accurate but p o orly c hosen mo del will hamp er user understand-

ing.
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As an example, t w o v astly di�ering approac hes for represen ting time in

concurren t programs are animation v ersus explicit time represen tation.

Animation presen ts states one after another, with the programmer remem-

b ering what c hanged. On the other hand there are man y other systems

whic h represen t m ultiple states within a graph structure, with time explic-

itly enco ded.

sadcpu com bines b oth of these mo dels. It uses an in terlea ving mo del

whic h represen ts time as paths through a graph, but w e also pro vide an

animation feature whic h highligh ts the path follo w ed b y a particular exe-

cution.

� Supp ort for man ual insp ection v ersus mo del compactness.

When c ho osing a mo del, there is often a con
ict b et w een readabilit y v ersus

compactness for mac hine in terpretation. Humans t ypically use redundan t

information when trying to understand what they are lo oking at while

automated to ols are often m uc h more e�cien t and the algorithms easier to

design when more compact data structures are used. If w e in tend to use

b oth h uman insp ection of the generated mo del, and automated to ols that

deriv e information from the mo del w e m ust decide whic h to optimize.

In the sadcpu system w e opted for a compact represen tation that requires

careful h uman insp ection. The individual states are more complex than

some other mo dels, but the reduction in n um b er of states generated, and

whic h therefore need to b e insp ected, seems to help o�set the additional

cognitiv e w orkload for eac h state.
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2.4 A framew ork for comparing concurren t

debugger execution mo dels

The mo dels w e are comparing come from concurren t debugging to ols that

di�er greatly in b oth the t yp es of programs they attempt to debug, and in

the st yle of debugging they pro vide. Because of this the mo dels also di�er

signi�can tly . T o aid in the comparison of these dissimilar mo dels w e will de�ne

a single state space mo del to use as a standard or reference mo del and use it as

the basis for the discussion. The extensions that are necessary to the reference

mo del to incorp orate the information found within a sp eci�c debugger execution

mo del represen t the additional expressiv eness found in that mo del.

Our reference framew ork is an adaptation of the Concurrency History

Graph (CHG) describ ed in [T a y83]. The CHG itself is a mo del of the p oten tial

execution histories of a concurren t program, but with all program details except

the concurrency related in teractions abstracted a w a y . W e can use this mo del

to compare debugging tec hniques if w e extend it to represen t other informa-

tion w e wish to consider b ey ond the concurrency states. By determining what

p ortion of this annotated CHG structure eac h tec hnique mak es a v ailable to us,

and with what costs and restrictions, w e ha v e a w a y to compare the merits and

shortcomings of eac h system pro�led.

This CHG mo del is quite similar to the TICG mo del used b y sadcpu .

It is less compact, but more readable. As will b e discussed later w e initially

in v estigated this mo del for use in sadcpu , rejecting it b ecause its seman tics are

less w ell de�ned. The ease of understanding mak es it v aluable for use as the
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reference mo del, and the imcompl ete seman tics only b ecome problematic when

v ery �ne detail is considered, whic h is unnecessary for the comparison giv en in

this section.

2.4.1 The Concurrency History Graph Mo del

In this section w e giv e an brief and informal review of the Concurrency

History graph mo del describ ed b y T a ylor in [T a y83 ].

T a ylor's approac h b egins b y represen ting tasking Ada programs as sets of

ro oted directed 
o wgraphs. These annotated 
o wgraphs are similar to those used

in compilers for data
o w analysis, but they are reduced b y remo ving information

not related to tasking activities.

Eac h state no de of a 
o wgraph corresp onds to a tasking related statemen t

(en try call, accept, select, select-else, dela y , ab ort, task b egin, task end, and

subprogram b egin, subprogram end, subprogram call, blo c k b egin and blo c k

end) but only where the subprogram or blo c k ma y directly or indirectly p erform

a sync hronization activit y . The no des in these 
o wgraphs are connected b y edges

represen ting con trol 
o w.

A concurrency state is a ordered n-tuple, where eac h elemen t is a state

no de from one of the n 
o wgraphs represen ting this program.

A successor function is de�ned on eac h concurrency state whic h gener-

ates all p ossible concurrency states that could follo w this one, giv en the seman tics

of the Ada tasking mo del.
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A concurrency history is a sequence of of concurrency states starting

with the initial start state, and where eac h state in the sequence is a successor

state according to the function giv en ab o v e.

A prop er concurrency history is a concurrency history with no lo ops.

A complete concurrency history is the set of all p ossible prop er con-

currency histories for a giv en program.

A concurrency history graph (CHG) is a graphical represen tation

of the complete concurrency history for a program. Using this represen tation

eliminates the need for full storage of iden tical states whic h app ear in more than

one history . T a ylor's algorithm builds this data structure and uses it in analyzing

the sync hronization prop erties of Ada programs.

W e will use the concurrency history graph (CHG) as the basis of a

mo del for represen ting the execution state space of a concurren t program. W e

will extend this state-space mo del to represen t di�eren t t yp es of information

that migh t b e collected or generated during the debugging pro cess, and use this

resulting mo del to compare the execution mo dels of existing debuggers.

2.5 Comparing execution mo dels

In this section w e presen t a comparison of the execution mo dels of existing

debugging to ols. Our comparison will b e t w o-fold; �rst w e will explain the t yp e of

information pro vided b y the to ol and the execution mo del used b y the tec hnique

to deriv e it, and then w e will discuss the extensions to our CHG-based mo del
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that w ould b e necessary to represen t this t yp e of information. W e also ev aluate

the execution mo del the criteria discussed in section 2.3.

T o organize the comparison w e divide the debugging tec hniques w e are

considering in to categories based on the t yp e of information they are trying to

presen t to the programmer. This is the most appropriate criteria for partition-

ing the systems b ecause the t yp e of information to b e displa y ed con trols what

information w e need to mo del.

Other c hoices w e could ha v e made for partitioning the systems include:

� When mo del is built When is the tec hnique activ e, and when is the

mo del built? In this case w e w ould partition the systems in to compile time

static analysis, run-time monitoring, and p ost-mortem examination. Run-

time monitoring presen ts particularly di�cult constrain ts on ho w m uc h

resources w e can consume building the mo del. W e c hose not to use this as

the main criteria b ecause sev eral of the tec hniques build their mo dels in

m ultiple stages, spanning these divisions.

� T yp e of programming mo del There are often di�erences in mo dels

based on the t yp e of programming mo del it supp orts (message passing,

shared memory , massiv ely parallel v ersus smaller n um b ers of pro cesses.)

� In tended usage Dep ending on the t yp e of fault w e are trying to lo cate,

di�eren t information ma y b e needed for diagnosis.
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Our partitioning of debugging systems b y t yp e of information represen ted

yields the follo wing divisions:

� Deterministi c Re-execution

T o ols within this category allo w the user to recreate a failed execution, with

the assurance that non-deterministic c hoices will b e resolv ed the same w a y

as the original execution.

� Predicate based debugging

These systems build a mo del of exp ected program b eha vior b y de�ning

predicates describing in tended and unin tended b eha viors of the system

under test. Actual program executions are compared to the mo del and

information ab out in teresting o ccurrences is pro vided to the user.

� Causalit y/P artial Order presen tation to ols

P artial orders pro vide a con v enien t w a y of c haracterizing the causalit y of

program ev en ts. In a single execution an y t w o ev en ts, a and b will ha v e

a particular observ ed total ordering, either a precedes b or b precedes a .

It ma y b e the case that either of these ordering is p ossible in di�eren t

executions. P artial orders capture the causalit y relationship that exists

if the program sync hronization structure constrains the ordering of t w o

ev en ts. F or example if a is a message send and b is the receipt of that

message, then a m ust alw a ys o ccur b efore b . This relationship is captured

b y Lamp ort's [Lam78] \happ ened b efore" relationship, denoted a ! b .

P artial orders are a p o w erful abstraction for understanding the concurrency

structure of a program, and man y to ols exist to pro vide this information.
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� Data based debugging

In man y failed programs the fault �rst manifests itself as an error in a

data v alue. This leads naturally to debugging b y examining the v alues of

v ariables in an execution, and the program ev en ts and states that a�ected

the curren t v alue of that v ariable.

� Sp ecialized p ortra y als

This category encompasses sev eral sp ecialized p ortra y als of the concur-

rency attributes of a program execution. These are often v aluable as an

adjunct to the tec hniques ab o v e, pro viding a di�eren t view of the same

basic information, but sp ecialized for one execution en vironmen t or t yp e

of bug.

2.5.1 Determ i ni sti c Re-execution

The systems in this category collect information at run-time to enable the

user to recreate a failed execution p ost-mortem. The mo dels describ e a single

execution in su�cien t detail to ensure that non-deterministic c hoices are made

the same w a y , and that the repla y ed execution is a faithful mo del of the failed

execution.

Instan t Repla y st yle debuggers

Instan t Repla y [LMC87] st yle debuggers sa v e the relativ e order of signi�-

can t ev en ts during execution, but not the data. By constraining the re-execution
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suc h that the sync hronization ev en ts o ccur in the same order as during the orig-

inal execution, it is guaran teed that the data v alues are the same, pro vided

the external en vironmen t is equiv alen t. This means w e get equiv alen t repla ys

without ha ving to sa v e the v alues of the v ariables at eac h p oin t.

LeBlanc's original Instan t Repla y mo dels an execution as a series of reads

and writes to shared memory v ariables. The shared ob jects are lo c k ed b y

semaphores, and eac h has an asso ciated v ersion n um b er. Eac h thread has a

\pro cess history tap e" that records the v ersion n um b er of the ob ject b efore the

read. When a shared ob ject is written the v ersion n um b er asso ciated with an

ob ject is incremen te d.

During repla y , the run time system holds up a pro cess attempting to do

a write un til all pro cesses that sa w the curren t v ersion of the shared ob ject

ha v e completed their reads. An imp ortan t requiremen t on this system is that

the individual accesses to ob ject m ust b e race free. This means that races o ccur

when coarse grain ob jects are accessed in di�eren t orders, but that the individual

shared memory accesses that mak e up a single coarse grain access are alw a ys

correctly lo c k ed.

Netzer [Net93 ] describ es an enhancemen t to LeBlanc's Instan t Repla y that

allo ws it to w ork on programs where with �ner grain shared accesses. This

w ork eliminates LeBlanc's requiremen t of race free coarse grain op erations, and

also results in a 2-4 order of magnitude impro v em en t in reducing the n um b er

of ev en ts that m ust b e traced. Netzer's mo del views program execution as a

triple P = < E ; T ; D > where E is a �nite set of ev en ts, T is a temp oral ordering
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relation that sho w the relativ e order in whic h ev en ts execute, and D is a shared-

data dep endence relation that sho ws when one ev en t can causally a�ect another.

T o main tain this mo del the optimal tracing algorithm main tains sev eral

data structures con taining information ab out an execution.

An ac c ess history for eac h shared v ariable S is a list of ev en ts, one p er

pro cess, that most recen tly accessed S.

Eac h ev en t is iden ti�ed b y < pr ocess # ; ser ial # > pairs, and eac h pro cess

main tains a lo cal coun ter with whic h it assigns serial n um b ers to its ev en ts.

Eac h access history consists of the writer, sho wing the last ev en t whic h

wrote S, and the r e adSet , sho wing the last ev en t in eac h pro cess that read S.

Eac h pro cess also main tains a v ector timestamp of ev en t serial n um b ers,

similar to that of Fidge [Fid91].

These data structures are used b y a race detection algorithm to determine

whic h accesses can p ossibly o ccur in a non-deterministic order. These are exactly

the accesses that need to b e traced, since all other accesses will o ccur in the same

order during repla y without an y sp ecial in terv en tion required.

Choi and Stone [CS91] describ e an incremen tal tracing strategy , whic h col-

lects coarse traces, called logs, during execution and generates detailed trace at

repla y time using the coarse traces generated at run time. This allo ws a trade-

o� b et w een o v erhead sp en t collecting traces during run time, and the resources

required p ost-mortem to generate detailed information.
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Their execution mo del is based on the pr elo g and p ostlo g information col-

lected b y Miller[CMN91 ], whic h is discussed b elo w. Prelogs collect information

at the start of a region ab out the v alues of v ariables that migh t b e read accessed

in that in terv al. P ostlogs record what v ariables c hanged within that region.

During repla y the system regenerates needed MOD and USE information

when it is needed b y the user. The longer the in terv al b et w een prelog and

p ostlog, the longer repla y will tak e.

Bacon and Goldstein [BG91] describ e a repla y system that implem en ts

tracing b y using the cac he-coherency hardw are found in shared-memory m ulti-

pro cessor systems. Because they assume a RISC arc hitecture they are guaran-

teed that eac h data reference corresp onds to exactly one instruction, and eac h

instruction corresp onds to at most one data reference. Their execution mo del

consists of those memory writes that cause in terpro cessor dep endencies. These

are exactly those accesses that can cause non-determinism. They can capture

these writes b ecause the cac he-coherency hardw are will detect that a shared

cac he line is b eing written to, and will broadcast an INV ALID A TE transaction

on the bus. When this o ccurs the tracing system logs the CPU n um b er and the

instruction coun ter. The resulting log has a sequen tial record of all signi�can t

bus transactions. During repla y w e can use this log to create a sequen tial repla y

that will accurately recreate the logged execution. Because this m ust b e run

sequen tially it will run m uc h slo w er ( O ( N ), where N is the n um b er of pro cessors

the logged execution w as run on.) They claim this is often acceptable if w e use

c hec kp oin ting. They also presen t another sc heme using partial orders that allo ws

parallel repla y , but requires additional hardw are.



35

Elsho� [Els88] has implem en te d a debugger for the Amo eba op erating sys-

tem. The debugger has an ev en t-based execution mo del. Most of the ev en ts

relate to the message passing that is the ma jor form of in terpro cess comm unic a-

tion in Amo eba. Ho w ev er, Amo eba also has an async hronous signaling primitiv e

that mak es it imp ossible to use Instan t Repla y st yle tracing to implem en t a com-

prehensiv e repla y facilit y . When signaling is used the user ma y not b e able to

repla y the exact execution. Instead the debugger informs the user of this, and

instead pro vides man ual con trol of the sc heduler, so the user can try di�eren t

scenarios to see whic h one is most lik ely .

The abilit y to con trol the sc heduler is also used if c hec kp oin ts are tak en.

The Amo eba debugger can restore state to a c hec kp oin t, then allo w the user to

explore a di�eren t execution sequence from the one that w as observ ed.

In tegrating this information in to reference mo del.

T o enable this kind of repla y of shared memory programs our CHG-based

reference mo del w ould need to ha v e eac h concurrency state annotated with data

reference ev en ts. A trace w ould then b e a single path through the CHG. Amo eba

st yle repla y with uncertain t y w ould b e mo deled b y indicating b y branc hing in

the CHG, whic h w ould indicate that more than one successor state is p ossible.

Chec kp oin ting and Rollbac k

Another strategy for enabling repla y is c hec kp oin t/rollbac k. Instead of

recording a con tin uous stream of information ab out ev en ts that ha v e o ccurred
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in an execution, c hec kp oin t/rollbac k systems tak e frequen t snapshots of an exe-

cution.

P an and Lin ton describ e the Recap [PL88 ] system whic h implem en ts re-

v erse execution using a c hec kp oin t/rollbac k approac h. Rev erse execution allo ws

the programmer to \scroll" forw ard and bac kw ard through an execution history .

A t eac h p oin t the programmer can examine the state. P an and Lin ton mak e the

p oin t that pure repla y systems are impractical for v ery long running programs.

If a failed execution has run for sev eral da ys, ev en if the repla y system adds

no o v erhead the user w on't w an t to w ait for the re-execution to reac h the state

where the error o ccurred. Their system logs reads of shared memory , including

the v alue read, in tro ducing a large o v erhead. This also pro duces a v ery large

amoun t of log data, and only the most recen t c hec kp oin ts are k ept. This limits

rev erse execution to recen t ev en ts.

F eldman has implem en te d the IGOR [FB88] system for c hec kp oin ting of

sequen tial programs, and argues that it can also b e used for parallel ones. This

system relies on the virtual memory system of a mo di�ed UNIX system. This

k ernel supplies a function that can b e called p erio dically to write \dirt y" memory

pages to disk. IGOR also includes mec hanism s for restoring the external state

that existed in the original execution.

The Distributed State Restore (DSR) [GGLS91 ] mec hanism uses c hec k-

p oin ting, with in tegrated repla y tracing and causalit y trac king, to allo w the user

to restore a program to a consisten t state. In fact, this state need not b e exactly

one that w as encoun tered during the execution recorded, the only requiremen t is

that it b e consisten t with the partial order observ ed during the execution. The
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progress when execution is con tin ued from the restored state ma y b e con trolled

b y the user suc h that it is no longer consisten t with the original execution, if the

programmer w an ts to in v estigate alternate executions.

DSR mo dels executions as sequences of global states. Eac h global state

consists a lo cal state in terv al for eac h pro cess. A state in terv al is the series of

lo cal ev en ts that o ccurs b et w een non-deterministic ev en ts. A consisten t global

state is one in whic h the state in terv als for eac h pro cess could ha v e o ccurred

concurren tly giv en the recorded partial order. The partial orders are recorded

using Fidge v ectors clo c ks [Fid91 ].

The user ma y also c ho ose to fo cus on only a subset of the pro cesses and

the debugger will automatically deal with the missing information.

In tegrating this information in to reference mo del.

Our reference mo del w ould need to ha v e the c hec kp oin t data as an an-

notation to the concurrency state. The sync hronization ev en ts that cause a

new concurrency state to b e generated seem esp ecially appropriate p oin ts to do

c hec kp oin ting. W e migh t also w an t to include information ab out the external

en vironmen t that existed during the original execution.

2.5.2 Predicate Based Debugging

Predicate based debugging system rely on ha ving the user build a mo del

that describ e exp ected program b eha viors. The actual executions are then

c hec k ed against this mo del and in teresting ev en ts are rep orted to the user.
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Bates [Bat88 ] describ es the Ev en t Based Beha vioral Abstraction (EBBA)

system. EBBA is a framew ork that enables the user to build top-do wn mo dels

that describ e user kno wledge of in tended system b eha vior. These mo dels are then

compared to actual system b eha vior and information ab out di�erences is made

a v ailable to the user. EBBA starts with lo w-lev el program ev en ts, but allo ws the

user to com bine this using clustering and �ltering to describ e higher lev el ev en ts

re
ecting user kno wledge ab out the programs in tended structure. Because these

higher lev el ev en ts can b e design lev el concepts, EBBA can supp ort debugging

on heterogeneous programs.

The EBBA execution mo del is the ev en t stream, whic h is built up in to

higher lev el constructs using the user pro vided mo dels.

Co op er and Marzullo [CM91] describ e an approac h for detecting global

predicates in a distributed system. They are concerned with �nding out whether

a particular predicate relating state in di�eren t pro cesses ev er b ecomes true, for

example if eac h pro cess has an in teger-v alued v ariable x , w e ma y w an t to kno w

if the median v alue of x is greater than 10. They de�ne three in terpretations of

this predicate and algorithms for detecting them.

Possibly means that there exists an execution consisten t with the observ ed

b eha vior suc h that the predicate w as true at some p oin t in the execution.

De�nitely means that for all executions consisten t with the observ ed b e-

ha vior the predicate w as true at some p oin t in the execution.

Curr ently indicates that the predicate holds in the curren t state.
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Their approac h is in tended to debug distributed message passing systems.

One consequence of the distributed nature is that at an y instan t some messages

are in transit, and this mak es it di�cult to mak e queries ab out global predicates.

In suc h a system it is simple to reco v er the lo cal state information that yields a

partial order, while collecting a total order will in v olv e stopping some pro cesses

to collect information at run time. Stopping some pro cesses is necessary to deriv e

the de�nitely relationship.

Eac h partial order encompasses man y p ossible total orders. This means

that when they monitor they cannot b e certain exactly whic h of the p oten tial

total orders w as generated. It ma y b e that some total orders satisfy the predicate

while others don't. If this is true then the p ossibly predicate holds. If all p oten tial

total orders consisten t with the giv en partial order result in the the predicate

b eing true, then the de�nitely relation holds.

T o represen t the m ultiple total orders asso ciated with a detected partial

order they use a lattice of global states as their execution mo del. The lattice

represen ts all p ossible computations consisten t with the observ ed partial order,

and an y path through the lattice is a p oten tial total order.

In tegrating this information in to reference mo del.

T o supp ort this st yle of debugging w e need to include information ab out

when predicates b ecame true. This ma y not map cleanly to particular CHG

concurrency state b ecause the predicate ma y b ecome true at times other than

when sync hronization o ccurs.
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2.5.3 Causalit y/P artial Order presen tation to ols

As w e ha v e seen in the systems presen ted to this p oin t the partial order

relationship that de�nes causalit y is a v ery imp ortan t piece of information ab out

a concurren t program execution. Man y systems utilize partial order information

to deriv e other views of an execution, but the partial order information alone

can b e a v aluable aid for a programmer debugging sync hronization related errors.

The to ols in this section generate and displa y information ab out partial orders

to the user.

Kimelm an and Zernik [KZ93] presen t an optimal tec hnique for displa ying

causalit y in message passing systems b y using an on-the-
y top ological sort.

Their execution mo del is a graph of ev en ts consisting of the message sends and

receiv es with lo cal timestamps . The di�cult y in determining causalit y arises

b ecause the distributed nature of the executions they monitor do esn't ensure

that ev en t records from di�eren t pro cessors will arriv e at the cen tral monitoring

p oin t in the same order they actually o ccurred. T o main tain their graph they rely

on b eing able to distinguish from the con ten ts of all ev en t records collected up

to this p oin t ho w man y predecessors and successors are exp ected. A predecessor

is an ev en t whic h m ust precede another ev en t, for example the send of a message

m ust precede the receipt of that message.

Stone [Sto88] has created a graphical represen tation of partial orders called

a concurrency map. Stone's execution mo del consists of the lo cal histories of

eac h pro cess in a concurren t execution, plus the time dep endencies that describ e

our kno wledge of whic h ev en ts m ust ha v e preceded others. Ob viously all ev en ts

within a single pro cess ha v e a kno wn total order, but w e ma y not ha v e kno wledge
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of the relativ e ordering of ev en ts in di�eren t pro cesses. T o represen t the kno wn

total ordering within a pro cess the concurrency map displa ys a column listing

the lo cal history of that pro cess. This column is divided in to blo c ks b egun and

ended b y sync hronization ev en ts. The concurrency map has arro ws b et w een

blo c ks represen ting kno wn time-ordered dep endencies b et w een blo c ks. If there

is not a transitiv e path b et w een one blo c k and another, then they are p oten tially

concurren t.

Stone describ es ho w the concurrency map could b e used in a sp eculativ e

repla y system. If w e are guaran teed accurate repla y to a certain p oin t in the

program the debugger could stop where p oten tial inaccuracy exists due to in-

complete information, and displa y the concurrency map to the user. Since the

concurrency map displa ys all p oten tial concurrency ordering consisten t with the

information a v ailable, the user could utilize this information to decide what path

to follo w.

In tegrating this information in to reference mo del.

Information ab out what p ortions of co de ma y ha v e executed concurren tly

could b e in tegrated with the CHG-based mo del b y adding a table that sho ws for

all the concurrency states generated whic h pairs of state no des o ccurred together.

2.5.4 Data based debugging

The systems discussed so far largely concen trated on the ev en ts taking

place in a concurren t execution rather than the data. Because the errors detected
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during a failed execution are often in the data v alues, the debugging to ols in this

section pro vide an alternate view that ma y often b e useful.

Choi, Miller and Netzer [CMN91] describ e a metho d for doing 
o wbac k

analysis in concurren t programs. Flo wbac k analysis allo ws the user to determine

what program ev en ts a�ected the curren t v alue of a v ariable. Their mo del use

prelogs at the start of a blo c k of co de to describ e whic h v ariables ma y b e written

or read, and p ostlogs to list the v alues of v ariables that w ere written during the

blo c k. They use these to generate a dynamic program dep endence graph whic h

describ es what ev en ts a�ected the curren t v alue of a program v ariable. Actually ,

when the user b egins debugging only the p ortion of this graph represen ting the

most recen t ev en ts is a v ailable, and the rest is built incremen tally up on user

request.

Dinning and Sc hon b erg [DS91 ] presen t another data orien ted approac h

designed to deal explicitly with race condition errors. Their metho d is an e�cien t

on-the-
y tec hnique for detecting when race conditions o ccur in programs with

critical sections.

Their metho d uses a data structure called the Partial Or der Exe cution

Gr aph (POEG) that captures the partial ordering relationship imp osed on ev en ts

b y the concurrency structure of the program. Their POEG includes lo c k co v ers

to reduce the n um b er of infeasible races that are rep orted, b y incorp orating the

kno wledge that an y t w o accesses that ha v e the same lo c k in common cannot

ha v e a race b et w een them. This annotated POEG is their execution mo del with

p ortions of it created as need to c hec k data accesses for races at run time.
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Pro vided eac h thread executes deterministicall y (called in ternal determin-

ism) their race detecting algorithm has a useful prop ert y called single input,

single exe cution (SISE). If this prop ert y holds, then if the program is run with a

particular input and no races are detected, then there will b e no races in an y ex-

ecution with that input. There ma y still b e non-determinism b et w een pro cesses,

but it can nev er result in a data race. Dinning and Sc hon b erg describ e a static

analysis algorithm for detecting when this is true.

Hseush and Kaiser [HK88 ] describ e an approac h based on the history of a

giv en v ariable, rather than a giv en pro cess. Their execution mo del consists of the

histories of all v ariables in the execution. Their debugger uses this mo del to map

the observ ed data path expressions (DPEs) bac k to the con trol 
o w that caused

them. The user describ es in teresting DPEs, and the debugger tak es actions (e.g.

in v oking a breakp oin t, forcing execution along a particular path or outputting

information ab out the program state) when they are observ ed.

In tegrating this information in to reference mo del.

In tegrating information from data path debugging could b e done b y creat-

ing a map for eac h v ariable sho wing whic h concurrency states con tained accesses

to that v ariable.

2.5.5 Sp ecialize d p ortra y als of concurrency structure.

This section discusses sev eral in teresting depictions of information ab out

the structure and b eha vior of concurren t programs that are di�eren t from the

more common groupings listed ab o v e.
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P ancak e [P an93a ] describ es a user-de�ned, graphical represen tation of par-

allel program structure called the pr o gr am phase tr e e (PPT). The PPT is deriv ed

from the call tree established b y the source program. The PPT is motiv ated b y

observ ations of programmers attempting to debug parallel programs. They often

hand-generated sk etc hes of the dynamic call graph of the program as they w ere

attempting to understand the execution. P ancak e's debugger use the PPT as

its mo del of execution, and automatically deriv es this information and presen ts

it to the user. The user can customize the p ortra y al b y c ho osing to eliminate

some no des from the displa y , or grouping no des in to comp osite no des.

F o wler, LeBlanc and Mellor-Crumme y [FLMC88 ] describ e a visualization

referred to as a time-sp ac e diagr am. The time-space diagram is a t w o-dimensional

graph. One axis represen ts the temp oral dimension, with long in terv als of time

app earing as long arcs or no des. The other axis is used for the spatial dimension,

whic h is used to distinguish b et w een pro cesses or ob jects dep ending on the fo cus

of in terest.

T o build this represen tation they collect information at run time. The exe-

cution mo del is a directed acyclic graph, where no des corresp ond to monitored

ev en ts, and arcs indicate temp oral relationships.

Hough and Cun y [HC88] describ e Belv edere, an animation based debugger.

Belv edere uses an execution mo del based on the sequences of GET and PUT

message op erations and CREA TE and DELETE op erations on pro cesses and

c hannels. It stores this information in a relational database. Standard database

queries are then used to describ e \in teresting" patterns of comm unic ation whic h

are retriev ed and animated.
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In tegrating this information in to reference mo del.

The call graph information needed b y PPT could b e annotated to eac h

concurrency state. Generation of time-space diagrams and animation could b e

done on the CHG mo del, the ric hness is in the st yle of presen tation, not the

underlying data.



Chapter 3

A Hybrid Approac h

W e wish to pro vide the user with an organized view of program b eha vior

lik e that pro vided b y SCA, while gaining the abilit y of dynamic tracing to deal

with large, complex programs. W e do this b y pro viding a formal mo del of the

state space of a concurren t program deriv ed from that used b y SCA. W e a v oid

the tractabilit y problems that arise from the h uge n um b er of states generated

b y SCA b ecause instead of p erforming an exhaustiv e analysis of the complete

state space, w e generate only a p ortion of the state space under user con trol.

The basis of our approac h is to dev elop a partial mo del of the state space

of a concurren t program, allo wing the programmer to insp ect the mo del to gain

insigh t in to the program. The programmer ma y then incremen tal ly expand the

p ortion of the mo del that seems in teresting, and a v oid generating unin teresting

parts.

Our formal mo del is based on the TICG prop osed for SCA b y Long and

Clark e [LC89 ]. W e c hose this mo del b oth b ecause it has a w ell understo o d

seman tics [PTY95] , and b ecause of considerable familiarit y with it from w ork

with the ca ts [YTL

+

95 ] system. W e also ha v e a set of to ols for generating the

underlying mo del from source co de whic h w e w ere able to reuse.

46
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Initially w e had in v estigated using the Concurrency History Graph (CHG)

mo del prop osed in [T a y83], whic h w as discussed in Chapter 2. The CHG con tains

equiv alen t information to the TICG, but in a less compact represen tation. The

CHG mo del uses reduced 
o w graphs (RF Gs) to represen t individual tasks, and

these are based on con trol 
o w. The TICG uses TIGs whic h are based strictly on

task in teractions. The result of this is that a single TICG state can encapsulate

the information presen t in sev eral separate CHG states. This enco ding reduces

the n um b er of states required to represen t a giv en program state space, without

loss of analysis accuracy . The tradeo� in our w ork is that the individual TICG

states are more di�cult for the user to map bac k to the original program state.

W e had originally c hosen the CHG as our mo del to increase understandabilit y ,

but later switc hed to the TICG b ecause the formal seman tics of the TICG mo del

are more clearly de�ned. W e could still replace the TICG with the CHG mo del,

but to do so w e w ould ha v e to de�ne a complete set of seman tics for the CHG.

The TICG is a mo del of the concurrency structure of a program. Eac h

thread of con trol (in our case an Ada task) is represen ted b y a T ask In teraction

Graph (TIG.) A TIG abstracts all a w a y information not related to tasking activ-

it y . Eac h no de in a TIG represen ts a region of a task, and eac h edge represen ts

a task in teraction indicating a transition from one region to another. The set of

edges leading from a no de indicate what tasking actions are p ossible from that

no de. A TICG is a mo del of the b eha vior of an en tire concurren t program, and

is constructed from the TIGs of the tasks that mak e up the program. Here eac h

no de is referred to as a state, and is a tuple made up of one no de from eac h

TIG. The edges of a TICG represen t tasking actions of the program as a whole

(b eginning or ending of a rendezv ous in the case of Ada.) Eac h edge in v olv es
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as few tasks as p ossible, no edge represen ts t w o indep enden t ev en ts o ccurring

sim ultaneously . One w a y to view a state of a TICG is as a description of the

next p ossible concurrency activit y of eac h task.

W e utilize a mo di�cation of the basic TIG mo del that relaxes the require-

men t that eac h TIG no de b egin with the same sync hronization action. This

mo di�cation, describ ed in [YTL

+

95] reduces the size of the TIGs, and therefore

the TICG, b y eliminating duplication of no des whic h con tain the same co de and

exit edges. The algorithm for detecting and remo ving these duplicate no des is

incorp orated in to the pro cedure for con v erting TIGs from the form pro duced b y

the Language Pro cessing T o olset fron t end in to a more compact and e�cien t

in ternal represen tation. The co de for this pro cedure is sho wn in Section A.2.

Although b oth the TIG and TICG mo dels are directed graphs, they rep-

resen t di�eren t t yp es of en tities. A TIG is a represen tation of the static concur-

rency 
o w of con trol of a single task. Understanding a TIG means y ou grasp

the 
o w of con trol within a single task, whic h is relativ ely easy to discern. A

TICG on the other hand represen ts the dynamic b eha vior of an en tire program,

and comprehending it means y ou are a w are of the concurrency actions that tak e

place in an y p oten tial execution of the program. This understanding is m uc h

more di�cult to ac hiev e, but also m uc h more p o w erful in aiding the program

understanding and debugging pro cess.

An illustration of the di�erence b et w een these can b e found in Figure 3.1

This program sho ws t w o v arian ts of the familiar dining philosophers example.

The v ersion on the left can deadlo c k if Phil1 pic ks up F ork1 and Phil2 pic ks up

F ork2. The v ersion is the same, except that the order of pic king up the forks.
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pro cedure t w o phil is

task b o dy F ork1 is

b egin

lo op

accept UP;

accept DO WN;

end lo op ;

end F ork1;

task b o dy F ork2 is 10

b egin

lo op

accept UP;

accept DO WN;

end lo op ;

end F ork2;

task b o dy Phil1 is

b egin

lo op 20

F ork1.UP;

F ork2.UP;

F ork1.DO WN;

F ork2.DO WN;

end lo op ;

end Phil1;

task b o dy Phil2 is

b egin

lo op 30

F ork2.UP;

F ork1.UP;

F ork2.DO WN;

F ork1.DO WN;

end lo op ;

end Phil2;

b egin

n ull ;

end t w o phil; 40

10

20

task b o dy Phil2 is

b egin

lo op 30

F ork1.UP; �� picks up

F ork2.UP; �� fork 1 �rst

F ork1.DO WN;

F ork2.DO WN;

end lo op ;

end Phil2;

40

Figure 3.1: Tw o v ersions of Dining Philosophers. The order of pic king up forks

is di�eren t in Philosopher 2. The v ersion on the left deadlo c ks, the v ersion on

the righ t do esn't.
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Deadlo c king v ersion

Non-deadlo c king v ersion

Figure 3.2: TICGs built for go o d and bad v ersions of t w o dining philosophers.
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The TIGs for the t w o v ersions are exactly the same except for Phil2, whic h

has the t w o forks pic k ed up in a di�eren t order. The TICG built for the second,

deadlo c k free, v ersion is m uc h di�eren t, as seen in Figure 3.2. This is an example

of the p o w er of the TICG as a visualization, b ecause it giv es a view in to the

o v erall structure of a program, where most debuggers pro vide only information

ab out ev en ts o ccurring within a task.

Gaining this understanding is m uc h more di�cult, but pro vides us with a

p o w erful mo del to understand the program. Th us the TICG pro vides a mo del

that relates the dynamic b eha vior of a program to the concurrency structure that

shap es it. W e argue that this is the missing formal mo del the programmer needs

to understand and debug concurren t programs, and that a graphical visualization

of this e�ectiv ely comm unicates m uc h information ab out the program under test.

3.1 Exploring the state space.

The concurrency related failures w e address are deadlo c ks and data anoma-

lies. In a deadlo c k all threads are blo c k ed suc h that they are unable to progress,

and the program is not in an acceptable �nal state. F reedom from deadlo c k is

usually tak en as an implici t sp eci�cation on all concurren t programs. Concurrency

related data access anomalies suc h as race conditions do not result in struc-

tural problems as deadlo c k do es, instead they manifest themselv es as incorrect

program results. Whether a giv en result is incorrect dep ends on the program

sp eci�cation, and w e rely on the programmer for this information.
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If a program con tains faults that can lead to either of these t yp es of failures

then the failed states will b e represen ted in the TICG. In the TICG w e can also

iden tify the the states whic h m ust precede the failed state, and an y path from

the initial start state to the failed state represen ts a p oten tial execution whic h

can fail. Th us insp ecting the TICG giv es us information ab out executions that

can lead to failures.

As describ ed ab o v e, a TICG state is made up of one no de from eac h TIG.

Eac h TIG no de represen ts a piece of co de from that task. The edges out of a

TICG state represen t all concurrency in teractions p ossible from that state. The

causes of concurrency failures can b e divided in to t w o classes; existing erroneous

in teractions, and missing but necessary in teractions. The in teractions are rep-

resen ted b y the edges of the TICG, but they are con trolled b y the co de for the

task, whic h is represen ted b y the TIG no des comprising that state. Th us, when

using our system to understand and debug an error it is necessary to insp ect

b oth states and edges of the generated TICG. The failure o ccurs in a particular

state, whic h is reac hed b y one or more edges. The co de whic h is fault y , and

whic h requires correction, is represen ted b y a state whose edges ultimately lead

to the failed state.

Con v en tional reac habilit y based SCA generates all states whic h can b e

reac hed from the start state, then examines eac h generated state to see whether

it is a failure state. The usual metho d of generating a TICG for SCA is to create

an initial state represen ting the state of the program during elab oration, then

generating successor states b y trying to adv ance eac h task that is attempting to

mak e an en try call b y c hec king if the called task is in a region where it can accept

the call. If so, a new state is generated represen ting the state of the program
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after the rendezv ous has o ccurred, and this successor generation algorithm is

rep eated on eac h new state that is generated. Normally the successor generation

is con tin ued un til there no new states can b e generated. This results in a state

for ev ery p ossible concurrency state the program could visit.

Because the full TICG represen ts all p ossible executions, it is p ossible to

detect all p oten tial failures. Unfortunately , as w e noted previously , building the

en tire TICG is often infeasible. In place of generating the full TICG represen t-

ing the complete state space of a concurren t program, w e suggest incremen tall y

generating p ortions of the state space under user con trol. W e will no w demon-

strate ho w these additional states can b e generated and ho w this can assist in

debugging.

3.2 Building a TICG to represen t a traced ex-

ecution

As men tioned earlier the problem of repro ducing infrequen tly o ccurring

problems in concurren t systems led to the dev elopmen t of trace based debugging.

T races describing imp ortan t concurrency b eha vior are collected during eac h ex-

ecution. The trace itself is a sequen tial list of the concurrency in teractions that

to ok place as the program executed. When an execution fails the trace has cap-

tured enough information to allo w a p ost-mortem in v estigation of the program

states visited. A simple examination of the list of ev en ts whic h o ccurred ma y

giv e the programmer su�cien t information to discern what w en t wrong, and ho w
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to correct this. This t yp e of information is presen ted b y man y prior debugging

researc h protot yp es, and in some adv anced pro duction debuggers.

Our use of the trace is somewhat di�eren t. When an execution fails w e use

the trace information to construct a partial TICG whic h represen ts the failed

execution w e observ ed. W e presen t the user with a graphical represen tation of the

states observ ed during execution. If eac h state is visited only once then the TICG

will b e a linear list, but more commonly it is a graph con taining cycles if the

program visited the same concurrency state more than once. This is a signi�can t

adv ance o v er to ols whic h can only giv e a sequen tial list of task in teractions that

o ccurred, b ecause it can giv e insigh t in to the dynamic structure of program

b eha vior with resp ect to rep eated pro cessing steps. While the dynamic b eha vior

is con trolled b y the static structure of the individual tasks, the lo ops in this TICG

can represen t something more fundamen tal ab out an execution. One preliminary

w a y the user ma y pro�tably use this initial TICG is to attempt to matc h up the

observ ed b eha vior in terms of lo ops to that whic h w as in tended. The causes of

failure ma y b e discernible where the system has paths that don't fall in to the

exp ected and in tended pro cessing paths.

T o aid this pro cess of disco v ery w e ha v e implem en ted a simple trace ani-

mation facilit y . After the initial TICG has b een displa y ed the user can view an

animation that sequen tially highligh ts the no des visited in an execution. The

rate at whic h the animation pro ceeds is user selectable.

Collecting the trace is what allo ws us to do this p ost-mortem insp ection.

In our protot yp e w e collect information b y mo difying the source co de with ad-

ditional statemen ts to record concurrency state c hanges, whic h are logged to a
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trace �le. Our instrumen tation to ol is a mo di�cation of the ar temis to ol written

b y Ow en O'Malley at the Univ ersit y of California, Irvine. The pro cess of col-

lecting the trace can p erturb the program execution, resulting in the w ell kno wn

\Prob e E�ect" [Gai86 ] where failures disapp ear when the program is run with

tracing enabled. Minimizi ng the instrusiv eness of program tracing has b een the

sub ject of m uc h researc h in recen t y ears [Bru91, Gor91 ]. Collecting traces b y in-

strumen ting source co de has b een su�cien t for our initial protot yp e, b ecause our

primary concen tration is in terpreting the collected data and using it to construct

the desired abstraction. Adopting a more e�cien t trace collection metho d will

b e imp ortan t to minimi ze b oth p erformance degradation and \Prob e E�ects."

One fundamen tal concept in our tracing w ork is that eac h running task

has t w o iden ti�ers, a static task ID (STID) and a dynamic task ID (DTID). The

STID iden ti�es whic h TIG describ es the concurrency structure of this task. The

DTID is used to distinguish instan tiations of a task t yp e. In the case of a single

task the STID uniquely iden ti�es it, but in the case of a task t yp e with m ultiple

instan tiations w e m ust use the DTID.The DTID's are collected from the Ada

run time system.

Our instrumen tation to ol mo di�es the parameter list of eac h accept state-

men t to add a parameter for the DTID of the caller. Eac h en try call is similarly

mo di�ed to pass in its DTID. In addition another parameter is inserted that

iden ti�es the particular statemen t that is making the en try call. This is neces-

sary b ecause the same en try can b e called b y man y di�eren t statemen ts within

a single task.
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Within the b o dy of eac h accept statemen t w e insert co de whic h records

the DTID and statemen t ID for b oth the calling and accepting task. In this

w a y w e can map eac h traced rendezv ous to the corresp onding TICG transition

edge. When a new task instan tiation is started the STID describing this task is

recorded so that this information can b e used later.

The select statemen t is the source of most non-determinism in Ada pro-

grams. Recording whic h accept alternativ es are tak en in a selectiv e w ait giv es

us most of the information w e need, but in addition to trac king the normal ren-

dezv ous w e m ust record when sev eral other tasking in teractions of in terest o ccur,

including when:

� dela y alternativ es are tak en in selectiv e w aits or timed en try calls

� else parts are tak en in selectiv e w aits or conditional en try calls

� termina te alternativ es are tak en in selectiv e w aits

W e add co de to record these tasking actions, and mo del these as a t yp e of

pseudo rendezv ous (this is an extension to the basic TICG mo del.) While this

additional mo deling is not necessary for accurate static concurrency analysis, it

adds a great deal of clarit y to the mo del when it is insp ected b y the programmer.

Co de added b y instrumen tation system.

� start task A t the start of eac h task b o dy the follo wing instrumen tation

co de is inserted

STMT ID is an in teger that is the statemen t ID that corresp onds to the

b o dy of this task.
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b egin

declare

Artemis Child: Artemis.Dynamic T ask ID T yp e;

b egin

Artemis.Start T ask( STMT ID , Artemis Child);

Figure 3.3: instrumen tation co de inserted at start of eac h task

The run time p ortion of the monitoring system tak es the follo wing actions:

{ It generates a new DTID, and calls the V erdix Ada run time system

to store this ID within the T ask Con trol Blo c k for the curren t task,

so that w e can retriev e it later.

{ W rites a Start T ask ev en t in to the log, recording the STID and DTID,

th us allo wing us to later establish the mapping b et w een a giv en DTID

and the corresp onding STID.

{ Sets the out parameter corresp onding to Artemis Child so that the

task will b e a w are what its DTID is.

� accept statemen t

accept ENTR Y NAME ( Artemis T ask ID : in Artemis.Dynamic T ask ID T yp e;

Call Stm t ID : Artemis.Statemen t ID T yp e ;

OR GINAL P ARAMETERS ) do

Artemis.Rendezv ous En try(Artemis T ask ID, STMT ID , Call Stm t ID);

ORIG CODE ;

Artemis.End Rendezv ous(Artemis T ask ID, STMT ID , Call Stm t ID);

end ENTR Y NAME ;

Figure 3.4: instrumen tation co de inserted at eac h accept
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� en try call

T ASKNAME.ENTR Y NAME ( Artemis.Curren t T ask, STMT ID , ORIG P ARAMETERS )

Figure 3.5: instrumen tation co de inserted at eac h en try call

� end of task

Artemis.Finish T ask( STMT ID );

exception

when others = >

Artemis.Exception Exit T ask( STMT ID );

end T ASK NAME ;

Figure 3.6: instrumen tation co de inserted at the end of eac h task

STMT ID is the same one giv en in Start T ask. The exception co de is so

that w e are noti�ed if a task is ab orted on an exception.

� Non-rendezv ous tasking related in teractions

{ 'dela y' alternativ es in selectiv e w aits and timed en try calls

{ 'else' parts tak en in selectiv e w aits/conditional en try calls

{ termina te alternativ es are tak en in selectiv e w aits

Artemis.Start Subprogram( F AKE SUBPR OG ID );

Figure 3.7: instrumen tation co de inserted for non-rendezv ous tasking in terac-

tions.

Eac h of these is recorded b y generating a Start Subprogram ev en t with an

ID that is generated for this statemen t.
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� Data access When the user indicates that accesses to a particular v ariable

should b e traced w e generate the follo wing statemen ts:

Artemis.Execute Statemen t( PRE STMT ID) ;

ORIGINAL ASSIGNMENT ;

Artemis.Execute Statemen t( POST STMT ID) ;

Figure 3.8: instrumen tation co de inserted to trace v ariable accesses.

W e generate a separate PRE and POST STMT ID for eac h accesss to the

v ariable.

When building the TICG from a collected trace w e follo w the algorithm

giv en in Figure A.1.

3.3 Using SCA to expand the initial TICG

Our system also allo ws the user to incremen tally expand the TICG to in-

clude other states whic h the program's structure w ould allo w, but whic h w eren't

observ ed in this execution.

One motiv ation for exploring p ortions of the state space whic h represen t

executions other than the failed one is to prev en t related faults from causing

more failures in the future. These additional failures can o ccur in sev eral w a ys.

One common mistak e made in debugging concurren t programs is \�xing" the

symptom (a failure), while missing the underlying fault. As seen in Figure 3.9

there are t w o manifestations of this problem, b oth of whic h can b e seen when

the TICG is examined. The �rst case o ccurs when there are m ultiple paths to
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deadlocked state

Similar deadlock states

as children of one state

Two paths to same

Figure 3.9: Similar concurrency paths leading to deadlo c k

a particular failed state. In this case eliminating the path that w as tak en on

the failed execution will not stop the problem from o ccurring. This condition

can o ccur based on the ordering of task transitions in threads whic h ha v e no

enforced partial order relationship. Another case is when there is a similar state

whic h is deadlo c k ed, and whic h di�ers from the original failed state b y a small

amoun t, p erhaps only a few task transitions. This can happ en when tasks not

directly in v olv ed in the deadlo c k a�ect the b eha vior of the deadlo c k ed tasks.

These kinds of faults are seen when using the Concurrency Analysis T o ol

Suite (CA TS.) CA TS [YTL

+

95 ] builds and do es deadlo c k analysis of complete

TICGs. When CA TS detects a p oten tial deadlo c k state it rep orts the error b oth

in terms of the �nal state of eac h task, as w ell as a description of the states that

led to this deadlo c k. If there is more than one sequence of concurrency states
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that leads to the same failed state w e will see m ultiple rep orts with the same

�nal state. W e also often see di�eren t deadlo c k states where m uc h of the con text

leading to the failed state is similar, but the �nal failed states di�er in exactly

whic h tasks are deadlo c k ed.

3.4 Incremen tal F orw ard Generation of States

Using incremen tal state generation to a v oid infeasible states The states

generated during con v en tional SCA are a sup erset of all states that could b e vis-

ited in an y execution of the program. It is a sup erset b ecause it usually con tains

man y infeasible states that could not o ccur in an y real execution. These are

generated b ecause after the data and non-tasking con trol 
o w information are

abstracted a w a y it ma y b e imp ossible to tell whether the program logic pre-

v en ts certain rendezv ous from o ccurring. In this case SCA mak es the p essimistic

assumption that the tasking action is p ossible, to a v oid missing an y p oten tial

errors.

Abstracting a w a y the data and con trol 
o w w as necessary to minim iz e

the n um b er of states, but it in tro duced inaccuracies. If w e do our successor

generation under user con trol, the user can cut o� exploration of paths that he

kno ws to b e unexecutable. By a v oiding follo wing paths that con tain infeasible

states, w e limit the n um b er of states generated, and this allo ws us to in v estigate

a larger p ortion of the feasible states.
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Using incremen tal analysis to c hec k corrections or enhancemen ts As

men tioned previously concurrency faults o ccur b ecause sync hronization co de

(represen ted b y a state) is incorrect, leading to incorrect task in teractions (rep-

resen ted b y edges,) whic h ultimately lead to failures (represen ted b y a state.)

T o correct the program, w e m ust iden tify and mo dify the fault y state, to either

eliminate a fault y transition or to add a missing transition.

It ma y b e that w e incorrectly p ostulate the initial cause. In this case w e

w ould mo dify the co de for a state w e b eliev e to b e fault y , but there ma y b e other

paths to the failed case w e observ ed, whic h do not pass through our h yp othesized

fault y state.

T o help detect this t yp e of incorrect diagnosis w e w ould b egin our analysis

with a state that existed on the failed path, but prior to the one w e ha v e iden-

ti�ed. W e then build forw ard from this state. W e should end up generating the

h yp othesized fault y state and the observ ed failure state, but w e ma y also gen-

erate other failure states along paths that don't pass through our h yp othesized

fault y state. In this case these additional paths represen t other executions that

could fail.

W e ma y also wish to do partial SCA when w e ha v e made enhancemen ts

to a previously correctly functioning concurren t program, to ensure that our

c hanges ha v e not in tro duced new faults.
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3.5 Bac kw ard Generation of States

Additional states and paths through the TICG can b e generated b y running

a v arian t of the SCA algorithm in rev erse, generating p oten tial predecessor states

rather than successors.

There are sev eral cases where this could b e useful.

� If w e ha v e c hanged our program in a w a y that w e b eliev e eliminates the

p ossibilit y of reac hing the deadlo c k state observ ed in a failed execution,

w e ma y wish to do analysis on the revised program to mak e sure that the

failure state w e observ ed is indeed no longer reac hable.

� W e observ e a failure where w e don't ha v e enough trace information to

de�nitely determine what exact state the program failed in, or ho w it got

there. This o ccurs when w e m ust collect traces of programs that run for

v ery long p erio ds of time, b ecause w e will b e unable to retain the en tire

trace. Instead w e utilize a �xed size circular bu�er that discards the oldest

information. W e could also use this metho d if w e did not enable the tracing

facilit y on the execution whic h failed.

In this case w e ma y b e able to h yp othesize a failed state that is consisten t

with our observ ation of the execution, and no w w e use bac kw ard analysis

to determine ho w that state could b e reac hed. This t yp e of analysis where

w e h yp othesize a particular failed state and then searc h bac kw ards lo oking

for paths where this could happ en b ears some similarit y to safet y analysis

using F ault T ree Analysis. In b oth cases an y path from the start state

to an undesired state indicates problems with the program that m ust b e

in v estigated.
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Infeasible states generated during bac kw ards state generation. When

building bac kw ards w e generate additional unreac hable states, in addition to

those whic h are generated when building forw ard. These states nev er lead bac k

to the program start state. These infeasible states are infeasible b ecause reac hing

them w ould require other tasks to tak e m utually exclusiv e paths.

Figure 3.10: TICG with infeasible states generated b y bac kw ards generation.

TICG for t w o deadlo c king v ersion of dining philosophers example with infeasible

states generated b y bac kw ards generation. Compare this to the v ersion without

additional infeasible states sho wn in Figure 3.2 on page 50.



65

t w o phil.phil1 S+(t w o phil.fork2.do wn)

t w o phil.fork1 E-(do wn)

t w o phil

t w o phil.fork2 S-(do wn)

t w o phil.phil2 E+(t w o phil.fork1.do wn)

State 20

t w o phil.phil1 E+(t w o phil.fork2.do wn)

t w o phil.fork1 E-(do wn)

t w o phil

t w o phil.fork2 E-(do wn)

t w o phil.phil2 E+(t w o phil.fork1.do wn)

State 21

t w o phil.phil1 E+(t w o phil.fork2.do wn)

t w o phil.fork1 S-(do wn)

t w o phil

t w o phil.fork2 E-(do wn)

t w o phil.phil2 S+(t w o phil.fork1.do wn)

State 22

t w o phil.phil1 S+(t w o phil.fork2.do wn)

t w o phil.fork1 S-(do wn)

t w o phil

t w o phil.fork2 S-(do wn)

t w o phil.phil2 S+(t w o phil.fork1.do wn)

State 23

Figure 3.11: Infeasible states generated b y bac kw ards state generation in t w o

dining philosophers example.
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An example of this is presen t in the dining philosophers example giv en in

Figure 3.1 If w e generate the TICG for the deadlo c king v ersion with t w o diners

w e get some additional TICG states b ey ond those generated b y the forw ard

example. This new TICG is sho wn in Figure 3.10 The state information for the

new, infeasible states (n um b er 20, 21, 22 and 23) is sho wn in Figure 3.11 All of

these states are quite similar, so w e will illustrate state 21 as an example.

3

4

5

6

7

8

2

1

3

4

2

1

3

4

2

5

6

7

8

3

4

2

1

E+(F1.UP)

S+(F1.UP)

S+(F2.UP)

E+(F2.UP)

S+(F1.DOWN)

E+(F1.DOWN)

S+(F2.DOWN)

S-(UP)

E-(UP)

S-(DOWN)

S-(UP)

E-(UP)

S-(DOWN)

S+(F2.UP)

E+(F1.UP)

S+(F2.DOWN)

E+(F2.DOWN)

S+(F1.DOWN)

E+(F2.DOWN)

S+(F2.UP)

E+(F2.UP)

E+(F1.DOWN)

Phil1  TIG
Fork2 TIG

Fork1 TIG

Phil2  TIG

1

Key: State 19 (feasible)

State 21(infeasible)

E-(DOWN)

E-(DOWN)

Figure 3.12: TIGs for a fork and philosopher. W e generate states in the bac kw ard

direction b y follo wing the edge represen ting an en try call and the corresp onding

accept from the edge targets to the source.
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t w o phil.phil1 S+(t w o phil.fork1.up)

t w o phil.fork1 E-(do wn)

t w o phil

t w o phil.fork2 S-(up)

t w o phil.phil2 E+(t w o phil.fork1.do wn)

State 19

(feasible)

t w o phil.phil1 E+(t w o phil.fork2.do wn)

t w o phil.fork1 E-(do wn)

t w o phil

t w o phil.fork2 E-(do wn)

t w o phil.phil2 E+(t w o phil.fork1.do wn)

State 21

(infeasible)

Figure 3.13: A feasible state and the infeasible state generated as its predecessor

State 21 w as created b y bac kw ards generation from state 19, and the state

information for these states is sho wn in Figure 3.13. Bac kw ards state generation

pro ceeds b y trying to determine a rendezv ous that could ha v e o ccurred to put the

system in to the curren t state. F rom examining the TIG states for the individual

tasks, in state 19 it app ears that Phil1 ma y b e just �nished putting do wn F ork2.

This state is sho wn in terms of the source co de in Figure 3.14 This state is

infeasible b ecause in order for Phil1 to put do wn F ork2, it m ust ha v e held F ork2

at that time. But it is imp ossible for Phil1 to hold F ork2 while Phil1 holds

F ork1, whic h is indicated b y the curren t state of Phil2.

Generation of these additional infeasible states is not limited to this ex-

ample. T o obtain an initial appro ximation of ho w man y of these additional

infeasible states are generated, w e did complete SCA of sev eral small examples,

then generated all predecessor states using our bac kw ard generation algorithm,

and rep eated the generation un til no new predecessor states w ere generated. The

results of this exercise are sho wn in T able 3.1
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task b o dy F ork1 is

b egin

lo op

accept UP;

) accept DO WN;

end lo op ;

end F ork1;

task b o dy F ork2 is

b egin 10

lo op

accept UP;

) accept DO WN;

end lo op ;

end F ork2;

task b o dy Phil1 is

b egin

lo op 20

F ork1.UP;

F ork2.UP;

F ork1.DO WN;

) F ork2.DO WN;

end lo op ;

end Phil1;

task b o dy Phil2 is

b egin

lo op 30

F ork2.UP;

F ork1.UP;

F ork2.DO WN;

) F ork1.DO WN;

end lo op ;

end Phil2;

Figure 3.14: State 21 is infeasible, but bac kw ards SCA generates it b ecause it

only considers actions one pair at a time.
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T able 3.1: Results of exp erimen ts to determine n um b er of infeasible states gen-

erated for sev eral p opular examples.

program

forw ard

feasible

states

total

including

infeasible

p ercen t

infeasible

one elev ator 1235 1636 25

t w o elev ator 6676 10459 36

t w o philosophers 19 23 17

four philosophers 511 527 3

gas station 649 969 33

remote temp erature sensor 651 755 14

The results in this table demonstrate that the n um b er of infeasible states

generated v aries widely . There is not ev en a correlation with increasing the size

of eac h example, b ecause with the elev ator example the p ercen tage of infeasible

states w en t do wn with increasing problem size, while the p ercen tage of infeasible

states increased as the elev ator example w as made larger. This di�cult y in pre-

dicting the n um b er of states generated mirrors that found for forw ard generation

in [Lev93].

These additional infeasible states di�er from the infeasible states generated

in the forw ard direction in that they are not artifacts of ha ving remo v ed data-
o w

information, but instead they result from not considering ho w the concurrency

structure constrains when certain tasking actions can o ccur. Th us the problem is

not that the information is una v ailable, but rather that w e ha v en't fully exploited

it.

Man y of these states can b e pruned b y a user a w are that they can b e

generated. The user ma y also write �lters that recognize patterns describing

sequences of rendezv ous that can't o ccur. Finally it ma y b e p ossible to write an



70

algorithm that will allo w us to a v oid generating some of these infeasible states,

but there are man y subtleties to this calculation, esp ecially in the case where a

task has more than one accept for the same en try . This noticeably limits the

applicabilit y of suc h an approac h, and reduces the n um b er of infeasible states

that can b e a v oided.
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3.6 Limiting the TICG p ortion generated or

displa y ed

W e ha v e previously men tioned that it is necessary to limit the n um b er of

states generated, and w e allo w the user to con trol whic h states are generated. It

is usually necessary to further limit the n um b er of states displa y ed to b e few er

than those generated b ecause of the limited amoun t of screen area a v ailable for

displa y . It is p ossible to displa y a few h undred states on a 20 inc h monitor in a

readable size, while SCA can pro duce a graph of sev eral thousand states in less

than a min ute. The la y out algorithm w e use to dra w the graphical depiction of

the TICG can place a few h undred no des in a few seconds, and attempting to

displa y man y more no des (sa y 1000) can result in a long dela y w aiting for the

la y out to b e calculated.

One simple approac h w ould b e to just generate no des in the order than

SCA w ould normally generate them, and stop the generation when a set n um b er

of no des has b een generated, but w e tak e a di�eren t approac h. Rather than just

generating a �xed n um b er of no des when the user requests that more no des b e

generated or displa y ed, w e instead generate a certain n um b er of lev els of no des.

W e call this n um b er of lev els the \displa y depth." With a displa y depth of three,

w e w ould generate all the c hildren of the selected no de, all the c hildren of those

no des (grandc hildren of the original no de) and �nally all the c hildren of this

second
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lev el of no des (great-grandc hildren of the original no de.) The algorithm for

calculating what no des to include in a displa y for lev el N is giv en in �gure A.5.

3.7 T ask Subsetting

When doing the forw ard or bac kw ard state generation w e can c ho ose to

analyze a subset of the tasks in the program. T o ensure the accuracy of analysis

con v en tional SCA alw a ys considers the p oten tial mo v eme n ts of all tasks from an y

giv en state. It ma y b e the case that the programmer b eliev es that some tasks are

not resp onsible for the failure b eing diagnosed. In this case it ma y b e p ossible to

limit the size of the generated TICG b y ignoring the in teractions of those tasks

that are considered \unin teresting." This ma y result in inaccurate mo deling,

and missing fault y states, but this tec hnique can b e v ery useful b ecause it mak es

p ossible the generation of more of the states in v olving the in teresting tasks.

When doing task subsetting our metho d is to mo dify the TIG represen-

tation to a v oid in teractions in v olving unin teresting tasks. It w ould seem that

simply eliminating the TIGs that describ e unin teresting tasks w ould b e su�-

cien t, but there are a few in tricacies that m ust b e tak en in to accoun t. If w e

remo v e an unin teresting task that mak es an en try call on an in teresting task,

the in teresting task can blo c k inde�nitely w aiting to accept an en try call from

a task that has b een remo v ed. If this en try of the in teresting task is only called

b y unin teresting tasks then w e ma y safely remo v e b oth the unin teresting task

and the en try from the in teresting task. If this en try is also called b y in teresting

tasks w e can not remo v e the en try , and instead w e m ust retain the task whic h is
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otherwise unin teresting. T o determine whic h en tries can b e remo v ed, and whic h

tasks sp eci�ed b y the user m ust b e retained b ecause they call in teresting task

en tries w e utilize the algorithm sho wn in Figure A.3.

T ask subsetting is similar to parceling [Y ou89]. Both require a kno wl-

edgable user, and incorrect c hoices can lead to inaccurate mo deling. In all cases

where there is an am biguit y of whether a no de can b e safely remo v ed w e giv e

the user con trol, and rely on his kno wledge of the program.

3.8 Data T racing

Concurrency data anomalies o ccur when the results of a program v ary

based on the relativ e sp eeds of the tasks. If one task pro duces a v alue that

another reads w e m ust ha v e sync hronization to ensure that the pro ducer task

has �nished writing the v alue b efore the reader tries to access it. If this lo c king is

missing or incorrect then the reading task will get an incorrect v alue. If w e ha v e

collected information ab out the concurrency states that exist when a particular

v ariable is accessed that can help us diagnose missing or fault y sync hronization.

Race conditions are susp ected when the program sometimes yields incor-

rect results for a giv en input. There should b e a w ell de�ned set of program

concurrency states in whic h the engineer exp ects the v ariable to b e accessed.

A correct lo c king strategy results in data b eing accessed only in these correct

states. Th us if w e can determine in whic h states data is accessed, w e can help

the engineer diagnose these problems. W e pro vide this information b y adding

instrumen tation to record the concurrency state that exists when a v ariable is
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accessed (either read or written.) In general, only the tasks that read and write

the v ariable in question m ust b e examined, and the states of other tasks can b e

safely ignored.

T o pro vide information ab out the concurrency state that exists when a

v ariable is accessed, w e add the tracing statemen ts sho wn in Figure 3.8. This

information is read bac k when the initial TICG is constructed from the trace of a

failed execution, and w e annotate the TICG with this data access information. It

is a p ossible for one v ariable access to b e asso ciated with more than one TICG

state. There can't b e an y other tasking actions of the task that con tains the

v ariable b eing accessed, but other tasks can rendezv ous while the data is b eing

accessed. In this case w e annotate all the states. This is p oten tially extremely

useful information in the case of shared v ariables b ecause if the user sees t w o

separate v ariable accesses with o v erlapping concurrency states this is strongly

indicativ e of a data race.

3.9 Correctness of mo di�cations made to

TICG mo del

In this section w e address the correctness of our mo di�ed TICG mo del.

W e start with t w o assumptions:

1. The basic TICG mo del is correct

The TIG/TICG mo del of concurrency has receiv ed considerable study

[PTY95] [YTL

+

95], and w e c hose it b ecause it has a w ell do cumen ted
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seman tics. W e will assume that the basic mo del accurately represen ts the

Ada program for whic h is w as generated. Giv en this assumption, it re-

mains fair to ask whether the mo di�cations w e ha v e made to the mo del

ha v e in tro duced inaccuracy .

2. W e are concerned only with the accuracy of deadlo c k detection and w e

will not consider the implem en tation and c hec king of T emp oral Logic

Assertions. W e ma y wish to add these features in the future, but they

are b ey ond the scop e of our curren t researc h.

3. W e assume the correctness of the deadlo c k c hec king algorithm used with

the TIG/TICG mo del, whic h is describ ed in [YTL

+

95 ].

The deadlo c k c hec king algorithm treats deadlo c k as a lo cal rather than a

global prop ert y . This means deadlo c k is c hec k ed at eac h state indep enden tly ,

and a system is declared deadlo c k free if and only if all the states in its complete

TICG are deadlo c k free.

Giv en that w e are assuming the accuracy of b oth the basic TICG mo del

and deadlo c k c hec king algorithm for a particular state, this reduces the problem

of deciding whether our mo deling is accurate to the question of whether w e

pro duce the same states as standard SCA w ould. If so, our mo deling is also

accurate. The t w o forms that suc h inaccuracy could tak e are:

� Missing states - States presen t in the TICG generated b y SCA, but not

b y our approac h. An y missing states could con tain deadlo c ks, and if they

aren't generated the deadlo c k c hec k er w on't b e able to detect and rep ort

the p oten tial deadlo c ks.
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� Extra states - States presen t in our mo del that aren't presen t in the TICG

generated b y SCA. If w e assume that SCA generates a safe o v erestimate of

the real state space of a program, then these additional states m ust infea-

sible. Therefore they can't con tain an y real deadlo c ks, but could generate

spurious deadlo c k rep orts. Since basic SCA already often pro duces spuri-

ous deadlo c k rep orts, these additional ones can b e a problem in causing the

analyst more w ork to sho w that they are infeasible. This is a less serious

problem than missing a real deadlo c k, but still something w e w ould hop e

to minim iz e.

W e a v oid one p oten tially large source of inaccuracy b y using the same

algorithm for generating the successors of an individual state in the forw ard

direction as describ ed in the basic mo del. W e will no w describ e the e�ects of

our mo di�cations of the basic TICG mo del, and ho w these a�ect the accuracy

of deadlo c k detection.

What follo ws is a list of our mo di�cations to the basic TICG mo del, whic h

are the p oten tial sources of inaccuracy in our mo di�ed approac h.

1. Incomplete expansion of graphs

This c hange from basic SCA could cause real deadlo c ks to b e missed, if a

state that is not generated con tains a deadlo c k. This is una v oidable, since

w e are explicitly trading the completeness of analysis for the abilit y to deal

with larger systems. Giv en this limitation, there are t w o questions that

arise:

� Do w e correctly generate deadlo c k rep orts for the states that w e do

pro duce?
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Eac h of the states in the partial graph w as generated using the SCA

algorithm, and is c hec k ed using the SCA deadlo c k c hec king algorithm,

so y es, our mo del will giv e accurate results with resp ect to the p ortion

generated.

� If w e decide to do complete expansion, w e get complete results.

Again, w e do our successor generation using the algorithm from SCA,

and w e k eep trac k of whic h states ha v e b een fully expanded. If w e

fully expand all states w e end up with the graph that w ould ha v e b een

pro duced b y pure SCA.

2. Pseudo-rendezv ous.

� Do es adding for pseudo-rendezv ous for dela y-expire co v er up dead-

lo c ks?

No. The places where w e add these are zero-edge groups, whic h CA TS

ignores for purp oses of deadlo c k detection. It assumes that there

will alw a ys b e a timeout that o ccurs, and do esn't c hec k this task for

deadlo c k.

� Do es it in tro duce new spurious deadlo c k rep orts.

No. These pseudo-task edges call en tries that are alw a ys ready to

accept, b ecause they ha v e no w a y to blo c k.

3. T ask subsetting.

� Can task subsetting cause deadlo c ks to go unrep orted?

Y es, it can cause us to miss existing deadlo c k if and only if w e ex-

clude a task that is in v olv ed in a deadlo c k from the \in teresting" set.
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Imagine a task T that just do es \accept E" with no caller for the en try

E. This program will deadlo c k when all other tasks ha v e terminated

and T is still blo c k ed. If w e remo v e T w e will not get this deadlo c k

rep ort.

Th us accuracy of deadlo c k detection is dep enden t on the user c ho osing

the correct set of in teresting tasks.

� Do es subsetting in tro duce new infeasible deadlo c ks?

Y es, it can, if w e o v erride the subsetting algorithm whic h attempts to

a v oid the remo v al of tasks that call en tries of in teresting tasks.

4. Bac kw ards state generation

� Can bac kw ards state generation cause missed deadlo c ks?

No. Because bac kw ards state generation can only add states to the

graph.

� Can it add infeasible deadlo c ks?

Y es. The states w e generate going bac kw ards can't b e deadlo c k states

b ecause they ha v e the states they w ere generated from as successors.

But, the states that are generated b y going forw ard from these states

ma y b e infeasible, and can ha v e deadlo c ks rep orted for them.



Chapter 4

Examples

In this c hapter w e presen t examples that demonstrate ho w our metho dology

can b e applied to debugging b oth deadlo c k and data-race faults. While these

examples are necessarily small to allo w explanation in this short pap er, the

deadlo c k example has su�cien t complexit y that it could not b e analyzed b y the

CA TS system.

4.1 Using the TICG to Understand an

Execution

Our �rst example is a simple sim ulation of an elev ator system. This exam-

ple illustrates sev eral imp ortan t concepts and features of our system:

1. Use of the TICG as a mo del to understand a particular execution.

2. The reduction state space size obtained from task subsetting.

3. Handling arra ys of task t yp es.

The elev ator sim ulator example has b een used man y sev eral times in for-

mal sp eci�cation and testing pap ers. The fault that w e will demonstrate w as not

79
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seeded for this discussion, but rather w as acciden tally in tro duced in the original

v ersion of this program when it w as implem en te d b y a programmer quite exp e-

rienced with writing concurren t Ada soft w are. The bug manifested itself only

when the program w as run on a mac hine with a v ery high load a v erage. A t all

other times it ran correctly . The failure results from race condition in v olving a

guard condition that represen ts a c hange in elev ator state.

In Figures 4.1 and 4.2 the b o xed statemen ts in eac h task sho w whic h

statemen ts w ere activ e when the deadlo c k o ccurred. The elev ator sim task for

an elev ator has an 'or dela y' alternativ e that it uses to mo v e mo v e the elev a-

tor from one 
o or to another while that elev ator should b e mo ving (con trolled

b y the v ariable Cur Dir.) Ev ery time the elev ator reac hes a new 
o or it calls

Con troller Pkg.Con troller.A t Flo or to notify the con troller that it has reac hed

a new 
o or. The con troller c hec ks to see if this 
o or is the goal 
o or, and if

so sets the Cur Dir for this elev ator to Idle, causing the elev ator to stop mo v-

ing. Ho w ev er under conditions of hea vy load it is p ossible for Elev Sim T ask to

call A t Flo or, complete the rendezv ous, and ha v e its dela y b et w een 
o ors expire

again b efore Con troller can set this elev ator's direction to idle.

Con v en tional SCA using CA TS w as attempted on this example, but CA TS

w as unable to complete the analysis b ecause it generated to o man y states (w ell

o v er 50,000) and building the full TICG consumed all a v ailable storage. CA TS

could only successfully handle a single elev ator, although in this case it w as

su�cien t to disco v er the fault. CA TS also required that the arra y of tasks b e

con v erted in to static tasks. While this exact set of limitations are particular to

the CA TS system, it serv es as an example of ho w the exp onen tial nature of SCA

limits its use on what seems to b e a fairly simple example.
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Elev Sim : arra y (1..3) of Elev Sim T ask;

task b o dy Con troller is

Goal Flo or: b o olean;

b egin

lo op

select

accept A t Flo or(Elev: Elev ator Id;

Flo or: Flo or Id) do

Goal Flo or := Is Goal Flo or(Elev, Flo or); 10

end ;

�� Is this 
o or a go al?

if Goal Flo or then

�� Op en and close the do ors and then

�� r estart the elevator

Elev ator Pkg.Set Dir(Elev,Idle);

Elev ator Pkg.Handle Do or(Elev);

end if ;

or

�� ac c ept's for R e ady T o Move, R e quest Button, 20

�� Cal l Button and Shut Down

end select ;

end lo op ;

end Con troller;

task b o dy Elev ator is

b egin

lo op

select

accept Set Dir(Elev:Elev ator ID; 30

Dir:Direction) do

Tmp Elev := Elev;

Tmp Dir := Dir;

end ;

Elev Sim(Tmp Elev).Set Direction(Tmp Dir);

or

accept Handle Do or(Elev:Elev ator ID) do

Tmp Elev := Elev;

end ;

Elev Sim(Tmp Elev).Handle Do or; 40

or

�� ac c epts for Cle ar R e quest Button,

�� Cle ar Cal l Button and Shut Down;

end select ;

end lo op ;

end Elev ator;

Figure 4.1: Co de for Elev ator Con troller and Elev ator P ac k age



82

task b o dy Elev ator Sim T ask is

lo op

select

accept Set Direction(Dir:Direction) do

Cur Dir := Dir;

end ;

or

accept Handle Do or;

Do or Pkg.Op en Do or(My Id);

Do ors Op en := true; 10

or when Do ors Op en = >

dela y Op en Do or Dela y;

Do or Pkg.Close Do or(My Id);

Con troller Pkg.Ready T o Mo v e(My Id);

Do ors Op en := false;

or when Cur Dir = = Idle and not Do ors Op en = >

dela y Secs P er Flo or;

if Cur Dir = Up then

Cur Flo or := Cur Flo or + 1;

else 20

Cur Flo or := Cur Flo or � 1;

end if ;

Con troller Pkg.A t Flo or(My ID,Cur Flo or,Reac hed Goal);

if Reac hed Goal then

Cur Dir := idle;

end if ;

end select ;

end lo op ;

end Elev ator Sim T ask;

30

pro cedure Elev Driv er is

b egin

while not done lo op

text io.get(comma nd);

case command is

when 'r' = >

con troller.request button(Elev,Flo or);

when 'c' = >

con troller.call button(Flo or,Dir);

when 'q' = > 40

done := true;

end lo op ;

con troller pkg.con troller.sh ut do wn;

end Elev Driv er;

Figure 4.2: Co de for Elev ator Sim ulator T ask and Main Program
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Figure 4.3: System output for failed execution of elev ator. The graph at top

sho ws a p ortion of the TICG built from the trace. The text b o x imm ediatel y

b elo w giv es a description of the highligh ted task transition whic h led to failure.

The b ottom sho ws the task state windo w whic h con tains the state from whic h

the failed transition o ccurred.
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In the original v ersion of the elev ator the program output a statemen t ev ery

time an ev en t o ccurs (e.g. a call button is pressed, the elev ator reac hes a new


o or, the do ors op en or close etc.) T o ensure that eac h message is prin ted to the

console without the danger of t w o messages app earing with p ortions in tersp ersed,

there is a CONSOLE task whic h assures exclusiv e access to the console. The

calls to CONSOLE.PRINT MESSA GE ha v e b een remo v ed from the co de sho wn

in listing, due to the limited space a v ailable, but they w ere presen t in the co de

whic h w as analyzed. With these statemen ts in the co de the follo wing statistics

w ere generated:

T able 4.1: Elev ator TICG size with and without subsetting

elev ators states edges

1 1235 2608

2 6676 16305

3

T o o man y states to complete TICG

construction ( > 50 000)

3/no console 5242 15613

Using the task subsetting feature to remo v e the calls to the CONSOLE

task eliminated a large p ortion of the state space, reducing it to appro ximately

the size of the full t w o elev ator example.

W e collected a trace and built the initial TICG. The observ ed execution had

the elev ators running normally for sev eral requests b efore the failure o ccurred.

Animating the TICG sho w ed that the program executed along the same paths

through the TICG sev eral times, then follo w ed a di�eren t path and deadlo c k ed.

This �nal failed state w as n um b er 43, and it and state 42 w ere only visited when

the execution failed, whereas normally state 34 led bac k to state 31, represen ting

the elev ator sim task 
o or b eing reac hed that is not a goal 
o or, but in this case
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the con troller attempts to ha v e the elev ator stopp ed after the in ter-
o or dela y

has expired.

Explanation of sadcpu displa y The task state windo w whic h app ears at

the b ottom of Figure 4.3 in used to examine TICG states. F or eac h task it lists

the p oten tial next actions of that task. The left half of the windo w giv e the name

of the task, while the righ t half indicates what next action or actions comprise

the transitions from this state. In the task names p ortion task with names

su�xed with a tic k mark and a n um b er (e.g. elev ator pkg.elev ator sim task'7)

are instan tiations of task t yp es, and the n um b er is the DTID for this task. This

do es not necessarily correlate to the arra y index if this is an arra y of task t yp es,

and it is up to the user to determine the mapping bac k to these anon ymous tasks.

In the future it w ould b e useful to allo w the user to assign meaningful names to

these tasks. 'S' and 'E' in the righ t half of the displa y indicate the start and end

of a task in teraction, while '+' and ' � ' represen t en try calls and accept statemen t

resp ectiv ely . The double v ertical bars ' jj ' separate m ultiple next actions. More

than one next action o ccurs for b oth tasking non-determinism (e.g. the select

statemen t or timed en try calls) and conditional con trol 
o w (if-then or lo oping.)

This demonstrates a common use of the system, whic h is to in teractiv ely

explore the state space. The engineer examines states in turn, matc hing the

b eha vior describ ed b y the trace to that exp ected from the program design. In

this example it is ob vious that the other elev ator sim tasks could follo w paths

to similar deadlo c ks, but if the programmer w an ted to v erify this it could easily

b e c hec k ed b y generating the appropriate additional p ortions of the TICG.
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4.2 Com binin g Execution T racing with SCA

In the previous example the engineer man ually insp ected the TICG to

diagnose the fault. In this example w e demonstrate a di�eren t w a y of using the

system, in v olving more automated analysis. In this case w e partially expand the

TICG using the common SCA tec hniques, and then p erform automatic deadlo c k

detection.

This scenario demonstrates the follo wing features of our system:

1. Using SCA under user con trol to expand a partial TICG built from an

execution trace

2. Doing automatic deadlo c k c hec king on a partial TICG

3. Using SCA to c hec k a prop osed correctiv e c hange

The program w e will use to demonstrate these tec hniques is a sim ulation of

an automated gas station, deriv ed from that giv en in [HL85]. The design en tities

are gasoline pumps, customers who wish to purc hase gas, and an automated

op erator who collects pa ymen ts from the customers and con trols the pumps.

The initial v ersion of the program is sho wn in Figures 4.4 and 4.5. This

v ersion deadlo c ks, with the failure state sho wn in our system output for the

failed state sho wn in Figure 4.6. As can b e seen in the system output, task

OPERA TOR is trying to call en try CHANGE of task CUSTOMERS,

CUSTOMERS is calling en try FINISH PUMPING of task PUMPS, and task

PUMPS is calling en try CHAR GE of task OPERA TOR.
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with COMPUTER, RANDOM;

pro cedure GAS ST A TION is

t yp e CUST ARRA Y is arra y ( in teger range <> ) of CUSTOMER;

t yp e CUST ARRA Y PTR is access CUST ARRA Y;

CUSTOMERS : CUST ARRA Y PTR;

PUMPS : arra y (1..3) of PUMP;

task b o dy OPERA TOR is 10

AMOUNT P AID, CUSTOMER NUMBER : INTEGER;

CHANGE AMOUNT, IDLE PUMP : INTEGER;

b egin

lo op

select

accept PRE P A Y(AMOUNT : in INTEGER;

PUMP ID: in INTEGER;

CUSTOMER ID: in INTEGER) do

�� if no pr evious customer is waiting, activate this pump

if COMPUTER.EMPTY QUEUE(PUMP ID) then 20

PUMPS(PUMP ID).A CTIV A TE(AMOUNT);

end if ;

�� enter a r e c or d of pr ep ayment; r e c or ds for e ach pump ar e

�� servic e d in FIF O or der

COMPUTER.ENTER(PUMP ID, AMOUNT, CUSTOMER ID);

end PRE P A Y;

or

accept CHAR GE(AMOUNT : in INTEGER; PUMP ID: in INTEGER) do

�� r etrieve curr ent r e c or d for this pump, i.e., the c al ler

COMPUTER.RETRIEVE(PUMP ID, AMOUNT P AID, CUSTOMER NUMBER); 30

�� give change to the customer

CUSTOMERS(CUSTOMER NUMBER).CHANGE(AMOUNT P AID � AMOUNT);

�� if another customer is waiting for this pump, activate it

if not COMPUTER.EMPTY QUEUE(IDLE PUMP) then

PUMPS(IDLE PUMP).A CTIV A TE(COMPUTER.TOP AMOUNT(IDLE PUMP));

end if ;

end CHAR GE;

end select ;

end lo op ;

end OPERA TOR; 40

Figure 4.4: Op erator task for Initial V ersion of Gas Station
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task b o dy PUMP is

MY NUMBER : INTEGER;

CURRENT CHAR GES, AMOUNT LIMIT : INTEGER;

b egin

accept GET ID(ID : INTEGER) do

MY NUMBER := ID;

end GET ID;

lo op

accept A CTIV A TE(LIMIT : in INTEGER) do 10

AMOUNT LIMIT := LIMIT;

end A CTIV A TE;

accept ST AR T PUMPING;

accept FINISH PUMPING(AMOUNT CHAR GED : out INTEGER) do

CURRENT CHAR GES := RANDOM.GET CHAR GES(AMOUNT LIMIT);

AMOUNT CHAR GED := CURRENT CHAR GES;

OPERA TOR.CHAR GE(CURRENT CHAR GES, MY NUMBER);

end FINISH PUMPING;

end lo op ;

end PUMP; 20

task b o dy CUSTOMER is

MY NUMBER : INTEGER;

MY MONEY, PUMP NUMBER, AMOUNT PUMPED : INTEGER;

b egin

accept GET ID(ID : INTEGER) do

MY NUMBER := ID;

end GET ID;

lo op 30

RANDOM.DRIVE IN(MY MONEY, PUMP NUMBER);

OPERA TOR.PRE P A Y(MY MONEY, PUMP NUMBER, MY NUMBER);

PUMPS(PUMP NUMBER).ST AR T PUMPING;

PUMPS(PUMP NUMBER).FINISH PUMPING(AMOUNT PUMPED);

accept CHANGE(AMOUNT : in INTEGER);

end lo op ;

end CUSTOMER;

b egin

COMPUTER.GET NUMBER OF CUSTOMERS;

CUSTOMERS := new CUST ARRA Y(1..COMPUTER.CURRENT CUSTOMERS); 40

for K in 1..COMPUTER.NUMBER OF PUMPS lo op

PUMPS(K).GET ID(K);

end lo op ;

for K in 1..COMPUTER.CURRENT CUSTOMERS lo op

�� assign CUSTOMER ids

CUSTOMERS(K).GET ID(K);

end lo op ;

end GAS ST A TION;

Figure 4.5: Pump and Customer T asks for Initial V ersion of Gas Station
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Figure 4.6: System output for initial gas station deadlo c k.

In [HL85 ] Helm b old and McDo w ell suggest the follo wing series of c hanges

the programmer migh t mak e in an attempt to remo v e the deadlo c ks from this

program.

1. Mo ving the en try call to the customer out of the accept b o dy of CHAR GE.

This eliminates this failure, but rerunning the program leads to a di�eren t

deadlo c k state.

2. Changing the order of en try calls in task OPERA TOR so that the PUMP is

activ ated for the next CUSTOMER b efore the �rst CUSTOMER is giv en

his c hange. Again this �xes the detected deadlo c k, but leads to a new

deadlo c k state.

The program with these patc hes applied is sho wn in App endix B
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The incorrect diagnoses suggested b y Helm b old and McDo w ell are reason-

able, ev en giv en the output of our system. The underlying fault in this system

is that the OPERA TOR main tains records of whic h CUSTOMER task should

receiv e c hange in FIF O order according to the order of pa ymen t, but sev eral

CUSTOMER tasks ma y PRE P A Y, and then arriv e at the pumps in a di�eren t

order than they arriv ed at the OPERA TOR. This is an example of �xing the

symptom (a deadlo c k) rather than the cause (the fault in v olving an incorrect

assumption ab out FIF O order.)

Our suggestion for detecting when a suggested \�x" is incorrect is to utilize

the partial SCA facilities pro vided in our to ol to c hec k corrections. The user

w ould mak e corrections to the soft w are, then build the p ortion of the TICG that

represen ts the state space around the original failure. In this w a y w e can detect

some p oten tial failures that o ccur whic h are related to the original failure.

In this case w e c hose to start building forw ard b eginning at a state that

equiv alen t to the one that w as w as ten states bac k from the original failed state.

F rom this state w e built forw ard for six lev els, building 471 no des. W e then

ran the deadlo c k c hec k er on this partial TICG. It rep orted a new deadlo c k no de,

giving its no de n um b er. W e then used the No de State Windo w to �nd the details

of this state. W e see that indeed this is a feasible deadlo c k state, so ev en after

all our attempted �xes, w e ha v e missed something. The system output is sho wn

in Figure 4.7.

This rep ort of a feasible deadlo c k state is extremely v aluable, b ecause the

failures that o ccur after the initial set of incorrect �xes are quite infrequen t,
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Figure 4.7: System output sho wn partial TICG built b y SCA for patc hed gas

station.
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so testing ma y giv e us a false con�dence that our c hanges ha v e eliminated the

problem.

This sho ws ho w partial SCA can b e com bined with debugging. W e couldn't

ha v e use complete SCA b ecause of the follo wing c haracteristics of this example:

� T asks are dynamically created. It is imp ossible to statically determine ho w

man y tasks (in this case CUSTOMERS will b e created un til the program

is run.) Con v en tional SCA relies on b eing able to determine this statically .

� The full state space of this program has far to o man y states to build the

complete TICG. Here w e limit exploration, not b y task subsetting, but b y

man ually c ho osing to explore only a p ortion of the execution.

Limitations of curren t impleme n tation Our curren t implem en tation re-

quires additional user in terv en tion to handle the scenario discussed ab o v e. When

y ou c hange a program y ou m ust regenerate the TIGs. This pro cess c hanges

b oth the Statemen t IDs and TIG no de n um b ers. This means that b oth the par-

tial TICG w e built no longer ha v e an accurate mapping bac k to the TIGs and

source co de. Curren tly to up date this mapping the engineer m ust rebuild the

TICG man ually using incremen tal generation of states un til the partial TICG

is reconstructed. There is no theoretical reason wh y the mappings couldn't b e

automatically up dated, but this is not supp orted b y our curren t implem e n tation.
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4.3 Debugging Data Races

The next example illustrates a data race problem similar to those observ ed

in running scien ti�c sim ulations on m ultipro cessors. A common application de-

sign approac h is divide and conquer. Di�eren t parts of the application problem

are mapp ed on to di�eren t pro cessing elemen t s (in this case tasks rather than

ph ysical pro cessors). Eac h task do es some calculation to deriv e its v alue. The

calculations tak e v arying amoun ts of time, and as a task �nishes it compares

its v alue with the b est v alue calculated so far. If its v alue is the b est so far it

sa v es it as the b est v alue, then go es on to do other w ork. Once all subparts are

complete, the b est v alue is returned.

Here w e ha v e an improp er lo c king strategy . The individual reads and writes

are correctly lo c k ed, but in the in terv al b et w een when one task decides it has

the b est v alue, and commits it, it is p ossible for another task to sa v e a b etter

v alue, whic h is then o v erwritten.

The failure is rev ealed when the v alue of the max v ariable is prin ted out.

In this case w e ha v e the tracing system instrumen t b oth read and write accesses

to the max v ariable, whic h o ccur in the accept statemen ts for r e ad max and

write max . The tracing system then records the concurrency state eac h time the

v ariable is read or written.

When the user encoun ters an execution that fails (an incorrect v alue is

prin ted out for max) sadcpu is started with the trace �le generated b y the failed

execution. A TICG constructed from the trace of a failed execution is sho wn in

Figure 4.9. The states where the v ariable w as read or written are highligh ted
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pro cedure p is

NUM T ASKS : constan t in teger := 3;

w ork ers : arra y (1..NUM T ASKS) of w ork er;

task b o dy shared protect is

max : in teger :=0;

n um done : in teger := 0;

b egin

lo op

select

accept read max( i : out in teger) do 10

i := max;

end read max;

or

accept write max( i : in in teger) do

max := i;

end write max;

or

accept done do

n um done := n um done + 1;

end done; 20

end select ;

exit when n um done = NUM T ASKS;

end lo op ;

text io.put line( "best overall " & in teger 'image( max));

end Shared Protect;

task b o dy W ork er is

Best So F ar, My V alue : in teger;

b egin

My V alue := Calc Lo cal V alue; 30

shared protect.read max( Best So F ar );

if (My V alue > Best So F ar) then

shared protect.write max(My V alue);

end if ;

Shared Protect.Done;

end W ork er;

b egin �� p

n ull ;

end p; 40

Figure 4.8: Co de for Data Race Example
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Figure 4.9: System output for failed execution of shared data access example.



96

(they ha v e wider b orders than other states.) Clic king on these states sho ws t w o

pieces of information:

� a statemen t ID. This tells us whic h statemen t made the access, and whic h

v ariable is in v olv ed. There is a separate ID for the PRE and POST access

ev en t (see the discussion in section 3.2.)

� a time stamp. The time stamp is a monotonically increasing record of the

time an ev en t o ccurred. It is needed b ecause the same TICG can b e visited

more than once in an execution. Indeed, as w e sa w in the elev ator example

this is often the case.

In the system output sho wing in Figure 4.9 w e ha v e clic k ed on states 10 and

16, but not state 8. In this case w e could ha v e sho wn the data access information

for all states on the screen at once, but often this is not p ossible b ecause the list

of data accesses for a particular state can cause it to o v erlap a large p ortion of

the graph. In the output sho wn the TICG is linear, whic h remo v es this problem.

Remem b er from the discussion in section 3.2 that a particular v ariable

access ma y b e asso ciated with more than one TICG state. In this example the

PRE and POST ev en t for eac h access o ccurred in the same TICG state, whic h

is the most common case.

Examining this TICG rev eals a path with the follo wing sequence:

w ork er'1 ) shared protect.read max

w ork er'3 ) shared protect.read max

w ork er'3 ) shared protect.write max

w ork er'1 ) shared protect.write max

This ordering is the source of our incorrect result. W ork er'1 read the

curren t v alue, and decided his new v alue w as b est. W ork er'3 made a similar



97

decision ab out his new v alue. W ork er'3 wrote bac k his v alue, whic h w as really

the b est v alue, and w ork er'1 then o v erwrote this with his v alue.

In this case it w ould ha v e b een helpful to ha v e the v alue that w as read

or written stored as part of the access information. This isn't curren tly part

of our system, but w ould b e a v aluable addition. One problem to o v ercome

is the di�cult y of recording the v alue of v ariables of t yp es more complex than

in tegers. F or example, a data structure con taining p oin ters w ould b e di�cult to

trace. In tegration with a full debugger could mak e this more meaningful.
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System Arc hitecture

Instrumentation
System

Runtime Trace
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TIG Builder
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User Interface

TICG Builder
User Requests to
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Ada Internal FormLanguage Processing
Toolset

TIGs

Graph to visualize and

 node/edge info

Instrumented Ada

Traces

Figure 5.1: System Arc hitecture

W e curren tly ha v e a protot yp e implem en tation that supp orts the st yle of

debugging b y TICG examination that w e describ ed ab o v e. The system runs on

Sun SparcStations, and is written in a com bination of Ada and C.

Preparation phase Before the program under test is executed sev eral actions

m ust b e tak en to instrumen t the program and build necessary artifacts. All of

these to ols are written in Ada.

98
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The language pro cessing to olset transforms Ada program co de in to an in-

ternal represen tation. This seman tically analyzed in ternal form is used b y as a

common in termediate form b y the other comp onen ts of the system. The TIG

Builder uses this seman tically analyzed represen tation to construct the TIGs.

The in ternal form is also used b y the instrumen tation system to iden tify

where tasking in teractions o ccur. A t statemen ts where a task in teraction o c-

curs statemen ts calling the monitoring system are added b y prett y-prin ting the

in termediate form bac k in to Ada co de, whic h is then compiled.

The run time trace collection system has t w o parts: the calls to the moni-

toring system added b y the instrumen tation system, and the monitoring system

whic h is implem en ted as an Ada pac k age. It collects \ev en ts" whic h ha v e sev-

eral comp onen ts, the ev en t t yp e (ST AR T T ASK, RENDEZV OUS ENTR Y, etc.)

the DTID, and a Statemen t ID. This Statemen t ID is deriv ed from the in ternal

form, and this use of a common in ternal form mak es it easy to map from the

collected traces bac k to the TIG no des they represen t. All of this information

is logged to a trace �le. Eac h of these IDs are mapp ed bac k to small in tegers,

making the traces fairly small, on the order of 10 b ytes p er ev en t. This allo ws

us to record 100 000 ev en ts in a one megab yte trace. Because w e are tracing

task in teractions, whic h o ccur fairly infrequen tly in most Ada programs, w e can

completely trace man y long running examples. The limited size and n um b er of

ev en ts ma y also allo w it to b e adapted to debugging in a host-target en viron-

men t. The target execution monitor could either pass the ev en ts bac k to the host

in real time, or retain a circular bu�er of the most recen t ev en ts in a p ortion of

system memory , to b e unloaded to the host dev elopmen t system after an error

o ccurs.
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P ost-execution program understanding After an execution has failed the

engineer uses the other t w o comp onen ts of our system, the TICG builder and

the Visualization User In terface, to examine the execution and attempt to un-

derstand the execution of the failed program under test.

The TICG builder is the core comp onen t of the en tire system. It is resp on-

sible for generating the states of the TICG. It do es this b oth b y translating the

trace information in to the corresp onding TICG states, and b y creating additional

states under user con trol using the normal SCA concurrency state generation al-

gorithm describ ed ab o v e. The TICG builder is also written in Ada.

The Visualization User In terface is written in C, and depicts the TICG

graphically on an X Windo ws System displa y . The user in terface and TICG

builder comp onen ts exist in separate Unix pro cesses, and comm unic ate using the

Q [MHO96 ] m ultilanguage in terpro cess comm unication system to manage dis-

tribution and in terlanguage data t yping issues. The Visualization User In terface

w as built b y mo difying the V CG to ol [San94]. Building up on this to ol accrues

sev eral b ene�ts, most notably a v ery e�cien t la y out of the TICG, with sev eral

h undred no des plotted in a few seconds, the abilit y to switc h to alternate views

of the graph (suc h as a �shey e view) and the abilit y to scale the graph displa y .

The examples from the dissertation and the source co de for sadcpu are

a v ailable via the W orld Wide W eb at http://www .i cs. uci .ed u/ ~se lf/ sa dcp u
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Conclusion

This pap er has presen ted a debugging metho dology designed around a

framew ork for represen ting concurren t program b eha vior, and a set of tec hniques

for exploring the state space it represen ts. The adv an tages of our approac h

include

� The use of the TICG to pro vide a formal mo del of concurrency state space

that the engineer can use to understand program b eha vior

� Pro viding useful information ev en in cases where complete SCA is infeasible

due to the large state space.

� It is capable of handling dynamic features frequen tly not mo deled b y SCA

including dynamic task creation, dela y statemen ts, conditional and timed

en try calls.

� The in tegration of trace based debugging with SCA, using SCA to further

explore an execution.

� Exploring the state space b y \bac kw ards" state generation.

� An algorithm for task subsetting, enabling the mo deling of a p ortion of a

concurren t system.

101
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� Incorp orating data access information in to the TICG, allo wing diagnosis

of missing sync hronization whic h causes data races.

W e ha v e sho wn b y example that our metho dology can pro vide useful in-

formation in man y cases, but there are sev eral limitations whic h restrict the

usefulness of our system:

� High en try barrier E�ectiv e use of the system requires a signi�can t

familiarit y with static concurrency analysis. Studies of the users of par-

allel debugging to ols ha v e sho wn that programmers are v ery reluctan t to

b egin using to ols whic h require learning man y new concepts b efore they

pro duce results.[P an93b] Because our metho dology is based on a formal

mo del, and understanding that mo del is crucial to in terpreting the to ol

output, completely remo ving this barrier seems imp ossible. One approac h

w e ma y pursue in v olv es hiding the graphical TICG represen tation from

the no vice user, and instead presen ting the p oten tial paths as sequences of

co de statemen ts.

� Scalabilit y The curren t user in terface is capable of presen ting a p ortion

of the graph of up to sev eral h undred no des to the user. The user can then

scroll to see more no des as needed. This is usually su�cien t to visualize the

p ortion of the TICG that is of in terest, b ecause the user ma y c ho ose what

p ortions of the TICG are displa y ed at an y time. Ho w ev er, as the n um b er of

tasks gro ws v ery large using the metho dology will b ecome di�cult. If the

program consists of sev eral h undred tasks the size of eac h state will b ecome

to o large to understand. T ask subsetting can aid greatly in reducing this

problem, but some systems will exceed the capabilities of our system. Our

system expands the p ortion of the state space that can b e explored w ell
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b ey ond the capacit y of an unaided programmer, and the TICG pro vides

the engineer a mo del to in tegrate pieces of information gathered during

debugging.

� Susceptibilit y to user error Our tec hnique relies hea vily on a skilled

user's kno wledge of the system under test. There are sev eral cases where

our system relies on the user to supply information ab out the program

under test that it can't indep enden tly v erify:

{ iden ti�cation of \in teresting" tasks

{ pruning infeasible paths

{ deciding whic h p ortions of the graph to explore further

If the user mak es incorrect c hoices for these items then the TICG ma y not

con tain the states and paths that describ e a fault. This can b e problematic

as w e ha v e argued that faults exist b ecause the user has an incomplete

or incorrect men tal mo del of program b eha vior. Ho w ev er, this seems a

necessary limitation since generating the full graph is infeasible. If the

user �nds that the fault y state do esn't app ear then it is alw a ys p ossible to

go bac k and generate the missing states.

F uture Enhancemen ts There are sev eral enhancemen ts that will mak e our

system more useful:

� in tegration with a full debugger Inst ant Repla y [LMC87 ] st yle de-

bugging supp ort w ould allo w the user to more fully examine faults whic h

aren't en tirely due to concurrency structure.
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� extensions for testing A t this time the system allo ws for dynamic cre-

ation of states only during program tracing. The TICG mo del could also

b e used for concurren t program testing b y ha ving the user iden tify in ter-

esting p ortions of the TICG, then con trolling the Ada sc heduler so that

an y non-deterministic c hoices w ould b e forced along these paths.

� program slicing The data race understanding p ossible with our curren t

system is fairly limited b ecause the user m ust iden tify whic h v ariable to

trace. A signi�can t aid w ould b e to use dynamic program slicing [ADS91]

whic h w ould allo w us to iden tify whic h statemen ts in the program a�ect

the v alue of an output v ariable.
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App endix A

Algorithms used in constructing

TICGs

A.1 Con v erting a trace to an equiv alen t TICG

Algorithmic Complexit y: O(n) where n is the n um b er of trace ev en ts.

function Build TICG F rom T race ( T race Name : in string )

return task in teraction concurrency graph is

b egin

�� cr e ate a TICG that has only the initial state

T race TICG := New TICG(T race TICG, Generic TIG);

Initial State := Create Initial State(T race TICG);

�� Find Or Cr e ate State che cks to se e if this state

�� alr e ady exists. If so, it sets New State to false

�� Par ent Key is the state numb er of either the cr e ate d 10

�� state or pr eviously existing state.

Find Or Create State(T race TICG, Initial State,

P aren t Key , New State);

AR.ev en t io.op en(log, AR.ev en t io.in �le, T race Name);

P aren t := Initial State;

�� now lo op thr ough the tr ac e �le, adding states to r epr esent 20

�� the task inter actions se en in the tr ac e.

while not AR.ev en t io.end of �le(log) lo op

AR.ev en t io.read(log, ev en t);

112
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case Ev en t.ev en t is

when AR.Start T ask = >

�� Establish the mapping b etwe en the DTID and STID

AR T IRIS.Lo okup T ask Name( Ev en t.T ask Bo dy ,

Ev en t.Curren t T ask,

T race TICG.Mo del Info. all ); 30

when AR.Rendezv ous En try = >

�� this is the start of a r endezvous

�� The new child state is a c opy of the p ar ent state

Child.States := Kernel(P aren t);

�� and has no e dges le aving it (yet.)

Child.Edges := Empt y Edges;

�� �gur e out which tasks wer e involve d 40

�� c al ling task may b e the main pr o gr am, which A da assigns the

�� semantics of a task. The main task is always given DTID

�� numb er 1

if in teger(Ev en t.Other T ask ID) = 1 then �� 1 is main task dynamic ID

Calling T ask Key := tif.tig k ey(P arameters.Main T ask Tig Key);

else

Calling T ask Key :=

AR T IRIS.T ask ID to Tig Key(Ev en t.Other T ask ID); 50

end if ;

�� we don 't have to do the che ck her e b e c ause the main task

�� isn 't al lowe d to have 'ac c ept' statments

Accept T ask Key := AR T IRIS.T ask ID to Tig Key(Ev en t.Curren t T ask);

�� �nd out what TIG e dges wer e involve d by lo oking in a table

�� that maps Statement IDs to e dges. This asso ciation was

�� establishe d when we built our TIG internal form.

60

Calling Edge Key := Lo okup Edge Key(Ev en t.En try Stm t,

T race TICG.Mo del Info. all ,

Calling T ask Key);

Accept Edge Key := Lo okup Edge Key(Ev en t.Acpt,

T race TICG.Mo del Info. all ,

Accept T ask Key);

�� now we ne e d to �nd out what TIG no des ar e at the end of

�� these e dges. In the Child state these no des wil l b e r eplac e

�� the no des that wer e in the p ar ent. We stor e d this information 70

�� when we built the TIGs internal form

Calling Head No de := TIF.TIF edge to origin table(Calling Edge Key);

Accept Head No de := TIF.TIF edge to origin table(Accept Edge Key);
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Child.States(tig k ey(Calling T ask Key)) :=

tig state k ey(Calling Head No de);

Child.States(tig k ey(Accept T ask Key)) :=

tig state k ey(Accept Head No de);

Child.Edges(tig k ey(Calling T ask Key)) := 80

tig edge k ey(Calling Edge Key);

Child.Edges(tig k ey(Accept T ask Key)) :=

tig edge k ey(Accept Edge Key);

�� as mentione d b efor e, it this state alr e ady exists, then

�� Find Or Cr e ate State wil l avoid cr e ating a duplic ate. It

�� do es this by maintaining a hash table of states.

Find Or Create State(T race TICG, Child, Child Key , New State);

90

�� Insert into table of tr ac e d states. This is use d when we

�� animate the tr ac e, so we know which TICG e dge c orr esp onds to

�� a p articular step of the tr ac e.

trace step to adg table(curr trace step) := Child Key;

curr trace step := curr trace step + 1;

�� Cr e ate the link b etwe en the Par ent and Child TICG states.

�� This state may alr e ady exist if the tr ac e visite d this state

�� pr eviously, and ende d up taking the same tr ansition out.

�� This c ouldn 't happ en when doing static exp ansion, b e c ause 100

�� in that c ase we build al l out e dges in one step, and never

�� r evisit an existing state to do further exp ansion.

if not New State then

�� if it isn 't we ne e d to se e the e dge to child state alr e ady exists

Find Or Create Link(T race TICG, P aren t Key , Child Key , Child);

else

Create Edge(T race TICG, P aren t Key , Child Key , Child);

end if ;

110

P aren t := Child; �� new Par ent is our old Child

P aren t Key := Child Key;

when AR.End Rendezv ous = >

�� This is the end of a r endezvous, we alr e ady saw the start.

�� The c o de is the same as for AR.R endezvous Entry

when AR.Start Subprog = >

�� this is the 'or delay' statement expiring, or an 'or else' p art

�� of a c onditional entry c al l.

Adv ance P ast Other T asking(Ev en t.Subpgm); 120

when AR.Execute Statemen t = >

�� This is a variable ac c ess (r e ad or write) of a variable

�� we ar e tr acing. Assign A c c ess Event asso ciates this ac c ess

�� event with the curr ent Par ent state.

��

�� We actual ly se e two of these events for e ach tr ac e d variable
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�� ac c ess. Most of the time they wil l end up b eing anno atations

�� of the same TICG state, but this won 't b e the c ase if other

�� tasks have inter actions b etwe en the pr e � and p ost � of this

�� variable ac c ess. 130

Assign Access Ev en t(P aren t, Ev en t.Statemen t);

when AR.Exception T ask = >

�� a task just ab orte d. We don 't hand le this very wel l right

�� now. We just make the task as terminate d, and whenever we

�� try to do static gener ation of states b eyond this we

�� ignor e trying to advanc e the terminate d task.

when others = >

n ull ;

end case ;

end lo op ; 140

�� when we save the TICG we output in a format suitable for the

�� visualization fr ont end

sa v e ticg(T race TICG);

AR.ev en t io.close(log);

return T race TICG;

end Build TICG F rom T race;
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A.2 Building in ternal represen tation for TIGs

Algorithmic Complexit y: The complexit y of con v erting eac h TIG is

O( N � E G � E P G � ( E G

2

� E P T )) where

� N is the n um b er of no des in the TIG

� EG is the n um b er of edge groups in the TIG

� EPG is the a v erage n um b er of edges p er edge group

� EPT is the a v erage n um b er of edges p er TIG

Pro cedure Retriev e TIGs(In ternal Structure: OUT In ternal Tig Structure) is

�� The TIG gr aph structur e is r epr esente d internal ly as two arr ays.

�� The no de arr ay c ontains an inte ger that is the index of the �rst

�� child e dge of that no de. Each child e dge has an index to the next

�� child e dge of its p ar ent.

��

�� Ther e is one no de arr ay and one e dge arr ay p er pr o gr am, r ather one

�� p er TIG. We sep ar ately ke ep tr ack of which no des ar e the r o ots of

�� a TIG. 10

�� The size of the arr ays is �xe d, to al low r apid ac c ess. We assume

�� that ther e wil l b e an aver age of no mor e than 50 no des p er TIG. A n

�� individual TIG c an have mor e than 50 no des, but the aver age numb er of

�� no des p er TIG must b e less than this, or we must bump up this c onstant

�� and r e c ompile. Similarly the aver age numb er of e dges is limite d to

�� 100 e dges p er TIG. In pr actic e we have never se en these limits

�� exc e e de d.

Max No des: CONST ANT adgs.adg no de k ey := adgs.adg no de k ey(50 * Num Tigs); 20

Max Edges: CONST ANT adgs.adg edge k ey := adgs.adg edge k ey(100 * Num Tigs);

t yp e tig no de record is record

real tig no de : TIG.TIG No de; �� external r epr esentation of this no de

real tig k ey : TIG Key; �� index that is the internal r ep

hash v al : in teger; �� hashing value use d for quick c omp arisons

�� what no des do the e dges of this no de le ad to?

link exists : link exists arra y := ( others = > false);

end record ; 30

t yp e Unique TIG No de T able is arra y ( tig k ey range <> ) of tig no de record;

t yp e Unique TIG No de Map PTR is access Unique TIG No de T able;

t yp e Unique TIG No de Maps is arra y (First Tig Key ..Last Tig Key ) of

Unique TIG No de Map PTR;

Unique TIG No de Map : Unique TIG No de Maps;
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b egin

PTR:= new Tig Structure Bo dy(Max No des, Max Edges, Max En tries, 40

Max Groups);

adgs.Init (PTR.Graph, Min No de = > 1, Max No de = > PTR.Max No des,

Min Edge = > 1, Max Edge = > PTR.Max Edges);

In ternal Structure := PTR;

�� Plac e the �rst no de in e ach TIG on stack of no des to

�� b e pr o c esse d, while building map fr om TIG names to TIG keys

Ro ots: declare

�� use d to c omp ar e TIG e dge lists in no de op er ation 50

�� Calc TIG No de Hashval builds a hash value r e
e cting the numb er

�� of Edge Gr oups and the total numb er of out e dges

�� this isn 't unique, but is quick and e asy to c alculate, and

�� wil l rule out a lot of no des

function Calc TIG No de Hash v al( TN : TIG.TIG No de ) return in teger is

EG : TIG.TIG Edge Group;

EG Set : TIG.TIG Edge Group List;

EG Edge Set : TIG.TIG Edge List;

Eg Set Size, 60

EG Edge Set Size : Natural;

T otal Edges : Natural;

b egin

EG Set Size := Num b er of exiting edge groups;

T otal Edges := 0;

for eac h Edge Group EG lo op

EG Edge Set Size := Num b er of Edges in EG;

T otal Edges := T otal Edges + EG Edge Set Size;

end lo op ; 70

return T otal Edges * 100 + EG Set Size;

end Calc TIG No de Hash v al;

pro cedure Hash TIG No de( TN : in out TIG.TIG No de ) is

b egin

Unique TIG No de Map(i)(tig k ey(TIG.No de Num b er(TN))).hash v al :=

Calc TIG No de Hash v al(TN);

Unique TIG No de Map(i)(tig k ey(

TIG.No de Num b er(TN))).real tig no de := TN;

80

end Hash TIG No de;

pro cedure Build TIG No de Hash(Graph : in out TIG.TIG Graph) is

b egin

for eac h no de N in Graph lo op

Hash TIG No de(N);

end lo op ;

end Build TIG No de Hash;
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90

�� Two e dge gr oups ar e e qual if they have the same e dges.

��

�� This che ck is made mor e di�cult b e c ause the e dges within

�� an e dge gr oup won 't ne c essarily app e ar in the same or der.

�� Thus we have to use two neste d lo ops to che ck to se e

�� if every e dge and e dge gr oup in EG1 is pr esent in EG2.

function equal edge group(EG1, EG2 : TIG.TIG Edge Group)

return b o olean is

N1 EL, N2 EL : TIG.TIG Edge List; 100

N1 Edge, N2 Edge : TIG.TIG Edge;

N1 E Set Size, N2 E Set Size,

N1 EL size, N2 EL size : in teger;

found matc hing edge: b o olean;

N1 Lab el, N2 Lab el : DynamicStrings.Dynam icString;

b egin

N1 EL := TIG.Edges(EG1);

N1 EL size := TIG.Length(N1 EL);

N2 EL := TIG.Edges(EG2);

N2 EL size := TIG.Length(N2 EL); 110

for j in 1..N1 EL size lo op

N1 Edge := TIG.Retriev e(N1 EL, j);

N1 Lab el := TIG.Get Lab el(N1 Edge);

found matc hing edge := false;

for k in 1..N2 EL size lo op

N2 Edge := TIG.Retriev e(N2 EL, k);

N2 Lab el := TIG.Get Lab el(N2 Edge);

if (TIG.No de Num b er(TIG.T ail(N1 Edge)) =

TIG.No de Num b er(TIG.T ail(N2 Edge))) then 120

found matc hing edge := true;

exit ;

end if ;

end lo op ;

if not found matc hing edge then

return false;

end if ;

end lo op ;

return true; �� if we fal l thr ough to her e then we matche d e ach e dge 130

end equal edge group;

�� Two no des ar e e qual if ther e e dge gr oups ar e e qual.

��

�� Just like che cking individual e dge gr oups for e quivalenc e,

�� This che ck is made mor e di�cult b e c ause the e dges gr oups

�� won 't ne c essarily app e ar in the same or der in b oth no des.

�� Thus we have to use two neste d lo ops to che ck to se e

�� if every e dge and e dge gr oup in EG1 is pr esent in EG2.

�� 140
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�� This me ans che cking two no des for e quivalenc e is an or der

�� O(G^2*E^2) op er ation wher e G is then numb er of e dge Gr oup and

�� E is the numb er of Edges. This is why we build the hash table

�� to avoid doing this c alculation for no des that ar e obviously

�� di�er ent

function equal no des(N1, N2: TIG.TIG No de) return b o olean is

N1 EG, N2 EG : TIG.TIG Edge Group;

N1 EG Set, N2 EG Set : TIG.TIG Edge Group List;

N1 EG Edge Set, N2 EG Edge Set : TIG.TIG Edge List; 150

N1 EG Set Size, N2 EG Set Size,

N1 EG Edge Set Size, N2 EG Edge Set Size : Natural;

found matc hing edge group : b o olean;

b egin

N1 EG set := TIG.Exits(N1);

if (N1 EG set = = TIG.Null TIG Edge Group List) then

N1 EG set size := TIG.Length(N1 EG Set);

else

N1 EG set size := 0;

end if ; 160

N2 EG set := TIG.Exits(N2);

if (N2 EG set = = TIG.Null TIG Edge Group List) then

N2 EG set size := TIG.Length(N2 EG Set);

else

N2 EG set size := 0;

end if ;

for j in 1..N1 EG Set Size lo op

N1 EG := TIG.Retriev e(N1 EG Set, j); 170

found matc hing edge group := false;

for k in 1..N1 EG Set Size lo op

N2 EG := TIG.Retriev e(N2 EG Set, k);

if (equal edge group(N1 EG, N2 EG)) then

found matc hing edge group := true;

exit ;

end if ;

end lo op ;

if not found matc hing edge group then

return false; 180

end if ;

end lo op ;

return true; �� if we fal l thr ough to al l we matche d e ach EG

end equal no des;

pro cedure TIG no de presen t( N : TIG.TIG No de;

is new no de: out b o olean;

old no de n um : out tig k ey) is

curr hash v al : in teger;

b egin 190

is new no de := true;
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curr hash v al := Calc TIG No de Hash v al(N);

for curr hash no de in Lo w est TIG Index V alue..

tig k ey(TIG.Get No de Coun t(Instance Graph)) lo op

if (Unique TIG No de Map(i)(curr hash no de).hash v al =

curr hash v al) then

if (equal no des(N,

Unique TIG No de Map(i)(curr hash no de).real tig no de)) then

is new no de := false;

old no de n um := curr hash no de; 200

exit ; �� want to r eturn index of FIRST match

end if ;

end if ;

end lo op ;

end TIG no de presen t;

pro cedure Insert Unique TIG No des ( N : in out TIG.TIG No de ) is

is new no de : b o olean;

b egin

TIG no de presen t( N, is new no de, old no de n um ); 210

if is new no de then

Unique TIG No de Map(i)(tig k ey(TIG.No de Num b er(N))).real tig k ey :=

tig k ey(TIG.No de Num b er(N));

else

Unique TIG No de Map(i) (tig k ey(TIG.No de Num b er(N))).real tig k ey :=

old no de n um;

end if ;

end Insert Unique TIG No des;

pro cedure Build Unique TIG No de T able is new 220

TIG.Iterate Ov er TIG No des( Insert Unique TIG No des );

pro cedure Prin t Unique TIG No de T able(Instance Graph :TIG.TIG Graph;

tname : string;

index : tig k ey) is

b egin

text io.put line( "uniq table for TIG " & tname);

for k in Unique TIG No de Map(index). all 'range lo op

text io.put line(tig k ey 'image( k) &

tig k ey 'image( Unique TIG No de Map(index)(k).real tig k ey)); 230

end lo op ;

end Prin t Unique TIG No de T able;

b egin

i := First Tig Key;

while natural(i) < = P arameters.Num T asks lo op

Instance Graph := P arameters.Dynamic T ask Map(in teger(i));

Tig Name := P arameters.Rep os TIGS Info T able( 240

P arameters.Dynamic T ask T o Static TIG Map(in teger(i))).Tig T ask Name;
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�� We'r e using the optimize d r epr esentation of TIGs discusse d in

�� the CA TS TOSEM R ationale p ap er. This r elaxes the "single entr anc e"

�� pr op erty of the original TIG de�nition, and makes gr aphs smal ler.

��

�� T o do this we must determine which no des ar e identic al ac c or ding

�� to this de�tion.

��

�� Iter ate over TIG lo oking for duplic ate no des (ones wher e the 250

�� exits ar e the same, although the entr anc es ar e di�er ent.)

�� We build up the Unique TIG No de T able this way. Entries ther e

�� ar e the no de itself for the �rst one, the original one for

�� any duplic ates.

�� gener ate hash values for al l no des in this gr aph.

Build TIG No de Hash(Instance graph);

�� now �gur e out which no des ar e unique.

Build Unique TIG No de T able( Instance Graph ); 260

PTR.T ask Map(i) := Instance Graph;

PTR.T ask Names(i) := Tig Name;

Tig Initial No de := TIG.Start(PTR.T ask Map(i));

adgs.Create No de (PTR.Graph, Tig Initial No de Key);

Graphite T o TIG No de Keys.Insert(TIG.No de Num b er(Tig Initial No de),

Tig Initial No de Key , No de T able(i));

PTR.No de Map(Tig Initial No de Key) := Tig Initial No de;

PTR.No de ID (Tig Initial No de Key) := TIG Initial No de Key; 270

No de Stac ks.Push(T o Be Pro cessed, (TIG Initial No de Key , i));

i := TIG Key 'SUCC( i);

end lo op ;

end Ro ots;

�� A t this p oint, states First Tig Key..L ast Tig Key in the

�� attributable dir e cte d gr aph structur e ar e the initial no des of al l

�� the TIGs, i.e., they to gether form the initial state of the task

�� inter action c oncurr ency gr aph.

280

�� The algorithm is to start with the initial no de of the TIG, push

�� al l its childr en onto the T o Be Pr o c esse d No de Stack.

�� We then p op the top entry o� the stack, and push al l its childr en

�� onto the stack. We c ontinue this pr o c ess of pushing childr en on

�� the stack until the stack is empty (me aning that al l no des have b e en

�� pr o c esse d

while not No de Stac ks.Is Empt y(T o Be Pro cessed) lo op

No de Stac ks.P op(T o Be Pro cessed, No de Info);

T ask Num b er := No de Info.T ask Num b er; 290

P aren t Key := No de Info.No de Num b er;

P aren t No de := PTR.No de Map(P aren t Key);

EG Set := TIG.Exits(P aren t No de);
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�� lo op over e ach exit gr oup

for The Edge Group in 1..TIG.Length(EG Set) lo op

EG := TIG.Retriev e(EG Set, The Edge Group);

EG T ail Set := TIG.T ails(EG);

300

�� lo op over e ach exit no de for the e dge gr oup

for i in 1..TIG.Length(EG T ail Set) lo op

Child No de := TIG.Retriev e(EG T ail Set, i);

The Edge := TIG.Retriev e(TIG.En ter(Child No de),1);

�� if the p ar ent and child ar e alr e ady linke d, don 't make

�� another link just like it.

if not Link Exists b et w een P aren t No de and Child No de

If Child No de already exists then

Child Key := Key of Existing Cop y of Child No de; 310

elsif this No de is a duplicate except for en ter edges then

Child Key := Key of No de them Child No de duplicates

end if ;

else

�� we ne e d to cr e ate this no de

Create The No de;

end if ; �� not link exists

end lo op ; �� e ach e dge

Edge Group := group k ey 'succ( Edge Group);

end lo op ; �� e ach e dge gr oup 320

end lo op ; �� no de stacks empty

�� T o al low us to do "b ackwar ds" gener ation of c oncurr ency state

�� pr e de c essors we have to build a gr aph that is the e quivalent of

�� this TIG, but the e dges ar e in the opp osite dir e ction.

adgs.rev erse graph(PTR.Graph, PTR.Rev Graph);

end Retriev e TIGs;

end Tigs In ternal F orm; 330
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A.3 Algorithm for task subsetting

Algorithmic Complexit y: O( T

2

� E ) where T is the n um b er of tasks and E

is the total n um b er of en tries in the tasks.

In teresting T asks := User Supplied In teresting;

UnIn teresting T asks := AllT asks � User Supplied In teresting;

Curren tly Unin teresting En tries := All En tries of In teresting T asks;

Pro cedure Calc In teresting is

Pro cedure Up date In teresting En tries is

8 UE 2 Curren tly Unin teresting En tries lo op

8 CALLER 2 CALLERS(UE) lo op

if CALLER 2 In teresting T asks then

In teresting En tries := In teresting En tries [ UE 10

end if;

end Up date In teresting En tries;

Pro cedure Up date In teresting T asks is

In teresting T asks Is Stable := T rue;

8 UT 2 UnIn teresting T asks lo op

8 E 2 en tries called b y U lo op

if E 2 In teresting En tries then

In teresting T asks := In teresting T asks [ UT;

Curren tly Unin teresting En tries := 20

Curren tly Unin teresting En tries [ ENTRIES(UT);

In teresting T asks Is Stable := F alse;

end Up date In teresting T asks;

b egin �� Calc In teresting

lo op

Up date In teresting En tries;

Up date In teresting T asks;

exit when In teresting T asks Is Stable;

end lo op; 30

end Calc In teresting;

Pro cedure Up date TIGs is

b egin

8 INTTIG 2 In teresting T asks lo op

8 NODE 2 NODES(INTTIG) lo op

if NODE is ENTR Y CALL and

T AR GET T ASK 2 UnIn teresting T asks then

remo v e no de(NODE);

elsif NODE is A CCEPT ST A TEMENT and 40

ENTR Y =2 In teresting En tries then

remo v e no de(NODE);

end if;

end Up date TIGs.
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A.4 Generating the predecessors of a state

Algorithmic Complexit y: Generating the predecessors of a state is O( T

3

)

where T is the n um b er of tasks in the system.

�� Pr e de c essor gener ation

�� We r eturn the child of this no de on the stack Childr en.

�� Suc c essor gener ation is the same only we use the forwar d e dges inste ad

�� of the b ack e dges.

pro cedure Gen Pred (P aren t : op en state t yp e;

Children: in out op en state stac ks.stac k;

TICG : task in teraction concurrency graph) is

In t F orm: tif.in ternal tig structure:= TICG.Mo del Info. all ; 10

Child : op en state t yp e;

Finger1, Finger2 : tif.tig bac k edge �nger;

Edge T yp e1, Edge T yp e2 : TIG Descriptors.Edge Kind;

En try Id1, En try Id2 : tif.en try k ey;

P artner1, P artner2 : tif.tig k ey;

Next No de1, Next No de2 : tif.tig no de k ey;

Edge Key1, Edge Key2 : tif.tig edge k ey;

No de Key1, No de Key2 : tig state k ey;

20

b egin

F or eac h T ask This T ask in Program lo op

This No de := TIG No de for This T ask in curren t state

While there are more bac k edges from This No de lo op

This Edge := Next bac k edge from This No de;

If This Edge.Edge T yp e = Start En try Call or

This Edge.Edge T yp e = End En try Call then

P artner T ask := T ask called b y This T ask;

P artner No de := TIG No de for P artner T ask in curren t state;

30

While there are more bac k edges from P artner No de lo op

P artner Edge := Next bac k edge from This No de;

If (This Edge.Edge T yp e = Start En try Call and

P artner Edge.Edge T yp e = Start Accept and

These edges reference the same en try ) or

(This Edge.Edge T yp e = End En try Call and

P artner Edge.Edge T yp e = End Accept and

These edges reference the same en try ) then 40

�� cr e ate the new child (pr e de c essor) state

�� the new state is the same as the old state
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Child.States := Kernel(P aren t);

�� exc ept that the no des for the tasks that

�� have just �nishe d a task inter action ar e b acke d

�� up to their pr e de c essors.

Child.States(This T ask):= Predecessor(This No de) 50

Child.States(P artner T ask) := Predecessor(P artn er No de)

�� the e dges ar e empty, exc ept for the ones

�� that r epr esent the tasking action that

�� just o c curr e d.

Child.Edges := Empt y Edges;

Child.Edges(This T ask) := bac k edge from This No de

Child.Edges(P artner T ask) := bac k edge from P artner No de

�� push this state onto the stack of new states 60

�� we wil l r eturn to the c al ler.

Push(Children, Child);

end if ;

end lo op ;

end if ;

end lo op ;

end lo op ;

end Gen Pred; 70
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A.5 Calculating no des to lev el N

Algorithmic Complexit y: O(

m

d +1

� 1

m � 1

)

pro cedure mark to N lev els(ADG: attributable directed graph;

Start No de Key : adg no de k ey;

m arra y : mark arra y ptr;

N lev els : in teger) is

t yp e adg no de record is record

k ey : adg no de k ey;

depth : in teger := 0;

end record ;

pac k age n stac k is new Bounded Stac ks(adg no de record); 10

T o Be Pro cessed : n stac k.stac k(Num No des(ADG)) :=

n stac k.create(Num No des(ADG));

This No de : adg no de record;

Finger : Edge Finger;

Already Expanded : b o olean;

Curren t Depth : in teger;

Pro cedure Add No de T o List(K : adg no de k ey; is expanded : out b o olean) is

b egin 20

m arra y(K).visited := true;

if ( not m arra y(K).expanded) then

is expanded := false;

else

is expanded := true;

end if ;

end Add No de T o List;

b egin

This No de.k ey := Start No de Key; 30

Add No de T o List(This No de.k ey , Already Expanded);

If Already Expanded then

return ;

end if ; �� alr e ady visite d this one

This No de.depth := 1;

Mark Arra y(Start No de Key).expanded := true;

n stac k.push(T o Be Pro cessed, This No de);

while not n stac k.is empt y(T o Be Pro cessed) lo op

n stac k.p op(T o Be Pro cessed, This No de); 40

Curren t Depth := This No de.depth;

Mark Arra y(This No de.Key).expanded := true;

Finger := Edges(This No de.k ey , ADG);

While not Empt y(Finger, ADG) lo op

This No de.k ey := Head(Finger, ADG);
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This No de.depth := Curren t Depth + 1;

Add No de T o List(This No de.k ey , Already Expanded);

if not Already Expanded and This No de.depth < = N Lev els then

n stac k.push(T o Be Pro cessed, This No de);

end if ; 50

Finger := T ail(Finger, ADG);

end lo op ;

end lo op ;

end mark to N lev els;



App endix B

Gas station example after

attempted corrections

with COMPUTER, RANDOM;

pro cedure GAS ST A TION is

t yp e CUST ARRA Y is arra y ( in teger range <> ) of CUSTOMER;

t yp e CUST ARRA Y PTR is access CUST ARRA Y;

CUSTOMERS : CUST ARRA Y PTR;

PUMPS : arra y (1..3) of PUMP;

task b o dy OPERA TOR is

AMOUNT P AID, CUSTOMER NUMBER : INTEGER; 10

CHANGE AMOUNT, IDLE PUMP : INTEGER;

b egin

lo op

select

accept PRE P A Y(AMOUNT : in INTEGER;

PUMP ID: in INTEGER;

CUSTOMER ID: in INTEGER) do

�� if no pr evious customer is waiting, activate this pump

if COMPUTER.EMPTY QUEUE(PUMP ID) then

PUMPS(PUMP ID).A CTIV A TE(AMOUNT); 20

end if ;

�� enter a r e c or d of pr ep ayment; r e c or ds for e ach pump ar e

�� servic e d in FIF O or der

COMPUTER.ENTER(PUMP ID, AMOUNT, CUSTOMER ID);

end PRE P A Y;

or

accept CHAR GE(AMOUNT : in INTEGER; PUMP ID: in INTEGER) do

�� r etrieve curr ent r e c or d for this pump, i.e., the c al ler

COMPUTER.RETRIEVE(PUMP ID, AMOUNT P AID, CUSTOMER NUMBER);

�� use new lo c al variables de clar e d in the op er ator b o dy 30

CHANGE AMOUNT := AMOUNT P AID � AMOUNT;

IDLE PUMP := PUMP ID;

end CHAR GE;

�� if another customer is waiting for this pump, activate it

if not COMPUTER.EMPTY QUEUE(IDLE PUMP) then

128
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PUMPS(IDLE PUMP).A CTIV A TE(COMPUTER.TOP AMOUNT(IDLE PUMP));

end if ;

�� give change to the customer

CUSTOMERS(CUSTOMER NUMBER).CHANGE(CHANGE AMOUNT);

end select ; 40

end lo op ;

end OPERA TOR;

task b o dy PUMP is

MY NUMBER : INTEGER;

CURRENT CHAR GES, AMOUNT LIMIT : INTEGER;

b egin

accept GET ID(ID : INTEGER) do

MY NUMBER := ID;

end GET ID; 50

lo op

accept A CTIV A TE(LIMIT : in INTEGER) do

AMOUNT LIMIT := LIMIT;

end A CTIV A TE;

accept ST AR T PUMPING;

accept FINISH PUMPING(AMOUNT CHAR GED : out INTEGER) do

�� c ompute actual char ge as a r andom numb er less than the limit

CURRENT CHAR GES := RANDOM.GET CHAR GES(AMOUNT LIMIT);

AMOUNT CHAR GED := CURRENT CHAR GES; 60

OPERA TOR.CHAR GE(CURRENT CHAR GES, MY NUMBER);

end FINISH PUMPING;

end lo op ;

end PUMP;

task b o dy CUSTOMER is

MY NUMBER : INTEGER;

MY MONEY, PUMP NUMBER, AMOUNT PUMPED : INTEGER;

b egin

accept GET ID(ID : INTEGER) do 70

MY NUMBER := ID;

end GET ID;

lo op

�� r andomly de cide amount of gas ne e de d and choic e of pump

RANDOM.DRIVE IN(MY MONEY, PUMP NUMBER);

OPERA TOR.PRE P A Y(MY MONEY, PUMP NUMBER, MY NUMBER);

PUMPS(PUMP NUMBER).ST AR T PUMPING;

PUMPS(PUMP NUMBER).FINISH PUMPING(AMOUNT PUMPED);

accept CHANGE(AMOUNT : in INTEGER) do 80

�� che ck to se e if we r e c eive d the right amount of money

end CHANGE;

end lo op ;

end CUSTOMER;

b egin
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COMPUTER.GET NUMBER OF CUSTOMERS;

CUSTOMERS := new CUST ARRA Y(1..COMPUTER.CURRENT CUSTOMERS);

for K in 1..COMPUTER.NUMBER OF PUMPS lo op 90

�� assign PUMP ids

PUMPS(K).GET ID(K);

end lo op ;

for K in 1..COMPUTER.CURRENT CUSTOMERS lo op

�� assign CUSTOMER ids

CUSTOMERS(K).GET ID(K);

end lo op ;

end GAS ST A TION;


