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ABSTRACT

Despite extensive research on cryptography, secure and efficient
query processing over outsourced data remains an open challenge.
This tutorial focuses on secret-sharing-based techniques that allow
data outsourcing and provides a review of recent secret-sharing-
based techniques based on the security they offer (revealing or
hiding access-patterns). Then, we discuss database systems de-
veloped using such techniques and, particularly, discuss a recent
secret-sharing based system, namely Obscure.
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OVERVIEW OF THE TUTORIAL

Over the last two decades, several cryptographic techniques (e.g., [2,
11, 12, 14–16]) have been developed for outsourcing the data to
untrusted servers. These techniques may be broadly classified based
on cryptographic security into two categories:
Computationally secure techniques that assume the adversary
lacks adequate computational capabilities to break the underlying
cryptographic mechanism in polynomial (practical amount of) time.
Example of such techniques are non-deterministic encryption [12],
homomorphic encryption [11], order-preserving encryption [2],
and searchable-encryption [16].
Information-theoretically secure techniques that are uncon-
ditionally secure and independent of the adversary’s computational
capabilities. Shamir’s secret-sharing (SSS) [15] is a well-known
information-theoretically secure protocol. In SSS, multiple (secure)
shares of a dataset are kept at mutually suspicious servers, such
that a single server cannot learn anything about the data. Secret-
sharing-based techniques are secure under the assumption that a
majority of the servers (equal to the threshold of the secret-sharing
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mechanism) do not collude. Secret-sharing mechanisms also have
applications in other areas such as Byzantine agreement, secure
multiparty computations (MPC), and threshold cryptography, as
discussed in [5].

While much of secure data outsourcing techniques have been
built around computationally secure cryptographic mechanisms,
recent works, both in academia and industries/startups have be-
gun to explore information-theoretically secure techniques. In this
tutorial, we classify the secret-sharing-based techniques/systems,
based on the security they provide in terms of hiding or revealing
access-patterns (i.e., the identity of the tuples that satisfy the query),
as follows:

• Access-pattern revealing systems: are those that reveal the iden-
tity of the tuples that satisfy the query. These systems require the
database owner to significantly involve in executing a query. In par-
ticular, for answering a query, the database owner needs to always
retain all the polynomials that were used at the time of database
outsourcing. When a query arrives at the database owner, they use
the same polynomial for the query keyword that was used when
outsourcing the data. Systems such as [9, 10, 17] follow this tech-
nique. However, such techniques suffer from several drawbacks,
e.g., weak security guarantees such as leakage of access patterns,
a significant overhead of maintaining polynomials for generating
shares at the database owner, no support for third-party query
execution on the secret-shared outsourced database.

• Access-pattern hiding systems: are those that completely hide
the identity of the qualifying tuples that satisfy a query. Re-
cently, [7] proposed an access-pattern hiding technique when
searching over the secret-shared data, while also not overburdening
the database owner by retaining all polynomials that were used
to outsource the database. Such a technique is used to develop
secret-sharing-based systems, such as Obscure [13] for supporting
verifiable aggregation queries on secret-shared data, [8] for sup-
porting selection and join queries on secret-shared data, and [4]
for searching and count queries.
Secret-sharing-based techniques have not only been used by
academia to develop secure systems, but several industries/startups
are also focusing on secret-sharing-based database systems. Exam-
ples of such industries/startups are Jana [3] by Galois, Pulsar [1] by
Stealth Software, Sharemind [6] by Cybernetica, Unbound Tech.,
Partisia, Secret Double Octopus, SecretSkyDB Ltd. We will discuss
these industry-based systems.

OBSCURE

Obscure [13] is a secret-sharing based system and provides
communication-efficient and information-theoretically secure al-
gorithms for aggregation queries. Obscure comes with several
advantages, as follows:
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Figure 1: Obscure performance on 6M rows.

(1) Deals with honest but curious, as well as, malicious adversaries
(which could deviate from the algorithm and delete tuples from the
relation).

(2) Does not overburden the database owner by storing enough data
related to polynomials and fully participating in query execution.

(3) Does not reveal access-patterns, while supporting selection predi-
cate search over secret-shared data.

(4) Uses minimal communication rounds between the user and each
server, (when having enough shares). Specifically, count, sum, av-
erage, and their verification algorithms require at most two rounds
between each server and the user. However, maximum/minimum
finding algorithms require at most four communication rounds.
Also, Obscure achieves the minimum communication cost for ag-
gregate queries, especially, for count, sum, and average queries, by
aggregating data locally at each server.

(5) Neither involves the database owner to verify the results nor re-
quires a trusted-third-party verifier.

The experimental results of Obscure show its practicality
over a moderate-sized dataset. Particularly, several aggregation
queries (such as count, sum, unconditional and conditional max-
imum, and group-by queries) using Obscure were evaluated
on four columns (Orderkey, Partkey, Linenumber, and Supp-
key) of 6M rows of LineItem table of TPC-H benchmark, with
the help of AWS servers of 144GB RAM, 3.0GHz Intel Xeon
CPU with 72 cores. The evaluation result of Obscure is shown
in Figure 1 for one-dimensional (1D) count/sum, two/three-
dimensional conjunctive-equality (2CE/3CE) count/sum, and
two/three-dimensional disjunctive-equality (2DE/3DE) count/sum,
unconditional maximum, and group-by queries.
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