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Lecture 11

L e ctur er: Y evgeniy Do dis Scrib e: Y evgeniy T ovshteyn

This lecture w e will b e dedicated to the problem of message authentic ation . First, w e

de�ne the problem of message authen tication and sho w ho w it is di�eren t from the problem

of encryption. Then w e de�ne the notion of message authen tication sc hemes, and the sub-

case of those | message authen tication co des ( MA C ). W e will examine goals and capabilities

of the in truder and will de�ne the strongest securit y notion for MA C s. Then w e will see ho w

MA C can b e implemen ted using PRF (and the other w a y around). Then w e will examine

the problem with long messages and t w o approac hes solving it. The second approac h will

lead us to the de�nition of a sp ecial family of universal hash functions, and the usage of

suc h family to enhance the e�ciency of PRF and MA C for long inputs. A t the end w e will

see examples of univ ersal hashing functions.

1 Intr oduction to A uthentica tion

While Encryption is a topic of cryptograph y that deals with priv acy , Authen tication is a

topic of cryptograph y that deals with trust. When a sender sends a message to a receiv er,

ho w do es a receiv er kno w if it comes from appropriate sender? What if the in truder tries

to imitate a sender, or tamp ers with the real messages b eing sen t, etc.? Is there a w a y for

the recipien t to b e \sure" that the message indeed came from the supp osed sender, and w as

not mo di�ed in the transit?

Similar to the encryption scenario, there are t w o approac hes to solving this problem:

the se cr et-key and the public-key . In this lecture w e start with the secret-k ey setting. In

this scenario, the sender and the recipien t share a secret k ey s (not kno wn to the attac k er).

This k ey helps the sender to \tag" the message, so that the recipien t (only) can v erify the

v alidit y of the \tag", but nob o dy can \forge" a v alid tag. Th us, the goal is to establish

authen ticated comm unication b et w een a dedicated sender/receiv er pair.

T o summarize, w e are trying to design the follo wing \ s -functionalit y". Let's sa y sender

is to send message m (in the clear, w e are not solving encryption problem at the momen t).

So, it calls up his s -functionalit y that put the message m in to the \en v elop e" T . Then it

go es through op en comm unication, accessible to in truders, so b y the time it gets to the

receiv er it could c hange from T to some T

0

. Receiv er receiv es this en v elop e T

0

. He calls up

his s -functionalit y that v alidates whether en v elop e T

0

w as stu�ed b y s -functionalit y on the

sender's side. If it do es, w e can b e \sure" that T

0

= T , receiv er can extract m

0

from T

0

as a

v alid authen ticated message, and in fact m

0

= m . Otherwise receiv er rejects T

0

as in v alid.

Th us, the securit y of Authen tication w ould imply inabilit y b y the in truder to pro duce a

v alid T

0

(in other w ords to send to the receiv er something it w ould accept), not pro duced

b y the sender. The ab o v e is v ery close to a formal de�nition of a message authentic ation

scheme .
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1.1 Message Authen tication Sc hemes

The ab o v e discussion leads to the follo wing general de�nition (b elo w w e only de�ne the

syn tax, and not the se curity ). Belo w M is the corresp onding message space, e.g. M =

f 0 ; 1 g

`

.

De�nition 1 (Message Authen tication Sc heme) Message A uthentic ation Scheme is a

triple ( Gen , Auth , Rec ) of PPT algorithms:

a) The key gener ating algorithm Gen outputs the shar e d se cr et key: s  Gen (1

k

) .

b) The message authentic ation algorithm Auth is use d to pr o duc e a value (\envelop")

T  Auth

s

( m ) , for any m 2 M . It c ould b e deterministic, as we wil l se e.

c) The deterministic message r e c overy algorithm Rec r e c overs the message fr om the en-

velop e T : Rec

s

( T ) = ~m 2 M [ f?g , wher e ? me ans that the message was impr op erly

authentic ate d.

The c orr e ctness pr op erty states that ~m = m , i.e. 8 s; m; Rec

s

( Auth

s

( m )) = m .

Lets for no w assume our message authen tication sc hemes are stateless. Later w e can examine

stateful message authen tication sc hemes as w ell.

Before mo ving an y further (in particular, de�ne the securit y of message authen tication

sc hemes), let us compare (secret-k ey) encryption and authen tication.

1.2 Authen tication vs. Encryption

Just to see ho w di�eren t the problem of Authen tication is from the problem of Encryption,

let's see that Encryption is not solving (and is not intende d to solve ) authen ticit y at all.

Ev en the b est encryption sc hema, one time pad for one message, w as not addressing the

issue. Lets sa y in truder E kno ws format of the message where the sender sa ys \please credit

100 dollars to E ", and sa y the one-time pad is used o v er ASCI I alphab et. He can easily

\
ip" the 1 for a 9 for example, b y simply 
ipping sev eral bits of the encrypted message

(in fact, the encryption will rev eal the one-time pad, and E can encrypt an ything he w an ts

with it no w). Similar attac ks will apply to other encryption sc hemes w e studied so far (e.g.,

coun ter sc heme will ha v e the same attac k).

T o summarize, encryption sc hemes are designed so that E cannot understand the con-

ten ts of the encryption, but migh t allo w E to tamp er with it, or insert b ogus messages.

F or example, in man y encryption sc hemes every string is a legal encryption is some v alid

message. In this case, E can send an y \garbage" string, and the recipien t will decrypt it

in to a v alid (alb eit probably \useless") message. This should not b e p ossible in a \secure"

message authen tication sc heme.

Con v ersely , authen tication b e itself do es not solv e priv acy . In fact, nothing prev en ts the

en v elop to ha v e the message m in the cle ar .

1

T o emphasize this p oin t ev en further, for the

rest of this lecture w e will talk ab out a sp ecial class of message authen tication sc hemes,

1

Later w e will study the problem of authentic ate d encryption , whic h sim ultaneously pro vides priv acy and

authen ticit y .
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called message authentic ation c o des ( MA C s), whic h always con tain the message in the clear.

As w e will see, dealing with this sp ecial case is more in tuitiv e, since it clearly illustrates our

goal of message authen tication.

2 Messa ge A uthentica tion Codes ( MA C )

2.1 De�nition

As w e said, MA C is a sp ecial case of message authen tication sc hemes. It implies sending

message m in the clear along with a tag t . Namely , en v elop e T = ( m; t ), and the message

reco v ery only c hec ks if the tag t is \v alid". Th us, the receiv er's goal is to v alidate message

m b y v erifying whether she/he can trust that tag t is a v alid tag for m . In case of successful

v alidation receiv er outputs \accept", otherwise \reject".

De�nition 2 (Message Authen tication Co de) Message A uthentic ation Co de, MA C , is

a triple ( Gen , T ag , V er ) of PPT algorithms:

a) The key gener ating algorithm Gen outputs the shar e d se cr et key: s  Gen (1

k

) .

b) The tagging algorithm T ag is pr o duc es a tag t  T ag

s

( m ) , for any m 2 M . It c ould

b e deterministic, as we wil l se e.

c) The deterministic veri�c ation algorithm V er pr o duc es a value V er

s

( m; t ) 2 f accept; r ej ect g

indic ating if t is a valid tag for m .

The c orr e ctness pr op erty states that ~m = m , i.e. 8 s; m; V er

s

( m; T ag

s

( m )) = accept .

2.2 Securit y

The securit y as usual is measured b y the probabilit y of unauthorized PPT adv ersary A to

succeed. But what is the goal of A ? The most am bitious goal is to reco v er secret k ey s .

Similar to the encryption scenario, this is to o am bitious (e.g., part of s can b e nev er used,

so it is not a big deal to prev en t A from reco v ering s ). A more reasonable goal is to come

up with the message-tag pair ( m; t ) suc h that V er

s

( m; t ) = \ accept ". Ha ving that pair, A

can masquerade as a v alid sender of m b y simply sending ( m; t ) to the receiv er. This attac k

is called a for gery . There are t w o kinds of forgery: univ ersal and existen tial. Univ ersal

forgery implies that A can come up with trusted tag t for an y message m that A w an ts.

Existen tial forgery implies that A can pro duce at least a single pair ( m; t ) that triggers V er

to \accept", ev en if the message m is \useless". Existen tial forgery is the least am bitious

of these goals, so the strongest securit y de�nition w ould imply that no A can ac hiev e ev en

this, easiest of the goals. Moreo v er, in man y applications suc h (strong) securit y is indeed

needed.

Next, what can A do to try to ac hiev e its goal? There are sev eral options.

- The w eak est attac k mo de to to giv e A no sp ecial capabilities. I.e., A cannot in trude

in to comm unication b et w een sender and receiv er and has no oracle access to an y of

MA C algorithms.
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- A more reasonable assumption is that A has some access to comm unication b et w een

sender and receiv er, and can try to analyze v alid message-tag pairs ( m; t ) that it

observ es. Of course, once w e allo w this, w e ha v e to restrict A from outputting a

\forgery" ( m; t ) for the message m that it already observ ed.

2

T ak en to the extreme,

w e can allo w A observ e v alid tags for any message m that A w an ts. Namely , w e can

giv e A or acle ac c ess to the tagging function T ag

s

( � ). This is called (adaptiv e) chosen

message attack ( CMA ).

- Finally , w e can assume A has oracle access to the receiv er, so that it can learn whether

an y message-tag pair ( m; t ) is v alid. Alternativ ely , w e ma y think that A k eeps sending

\fak e" message/tag pairs, and wins the momen t the recipien t accepts suc h a pair.

Lo oking at the ab o v e, w e no w mak e the strongest de�nition of securit y , suc h that prev en t A

from its easiest goal, existen tial forgery , but lets A use b oth the tagging and the v eri�cation

oracle.

De�nition 3 ( MA C 's Securit y) A MA C = ( Gen ; T ag ; V er ) is \se cur e", i.e. existential ly

unfor ge able against CMA , if 8 PPT A , who outputs a \for gery" ( m; t ) such that m has never

b e en querie d to or acle T ag

s

( � ) ,

Pr ( V er

s

( m; t ) = accept j s  Gen (1

k

) ; ( m; t )  A

T ag

s

( � ) ; V er

s

( � )

(1

k

)) � negl ( k )

F or completeness, w e also giv e the corresp onding (more general de�nition) for an y mes-

sage authen tication sc heme (ev en though w e will mainly w ork with MA C s).

De�nition 4 (Securit y of Message Authen tication Sc heme) A message authentic a-

tion scheme ( Gen ; Auth ; Rec ) is \se cur e", i.e. existential ly unfor ge able against CMA , if

8 PPT A , who outputs a \for gery" T such that Rec

s

( T ) has never b e en querie d to or a-

cle Auth

s

( � ) ,

Pr ( Rec

s

( T ) 6= ? j s  Gen (1

k

) ; T  A

Auth

s

( � ) ; Rec

s

( � )

(1

k

)) � negl ( k )

Remark 5

a) Usual ly, Gen just outputs a r andom string as a key. We wil l se e examples of this later.

b) When T ag is deterministic, or acle ac c ess to V er

s

( � ) is not ne e de d. Inste ad of c al ling

V er

s

( m

0

; t

0

) A c an c al l T ag

s

( m

0

) and c omp ar e its output with t

0

. In fact, fr om the

asymptotic p ersp e ctive, similar c onclusion c an b e made ab out a gener al message au-

thentic ation scheme: if Auth is deterministic, or acle ac c ess to Rec ( � ) is not ne e de d

(why?), even though we lo ose a lar ge p olynomial factor in the se curity.

2

A marginally stronger de�nition forbids A to output a p air ( m; t ) that it already observ ed. In other

w ords, A is allo w ed to forge a \new" tag t

0

for the message m whose tag t 6= t

0

it already observ ed. Ho w ev er,

this strengthening is not that crucial for sev eral reasons. First, most MA C 's are deterministic, in whic h case

there is no di�erence b et w een the t w o notions. Second, if m w as legally sen t and the receiv er is \allo w ed"

to accept m again, it will do it with the \old" tag t as w ell, so there is no v alue to ev en c hange t to t

0

6= t .

Finally , in man y applications suc h \duplication" is an yw a y forbidden and is enforced b y other means lik e

time-stamps, etc.
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2.3 MA C s, Unpredictable F unctions and PRF s

In this section w e will build a secure MA C . In fact, w e restrict our atten tion to deterministic

(stateless) MA C 's, whose k eys (\seeds") are random strings of some length. Hence and

without loss of generalit y , the v eri�cation algorithm V er

s

( m; t ) simply c hec ks if t = T ag

s

( m ),

so w e do not need to explicitly sp ecify it. Moreo v er, T ag

s

( m ) is no w a deterministic function

indexed b y the seed s . Th us, w e can view suc h a MA C as a family of functions F =

f f

s

f 0 ; 1 g

`

! f 0 ; 1 g

j tag j

; s  Gen (1

j s j

) g , where f

s

= T ag

s

. F or simplicit y , let us assume

j s j = k . The c hosen message attac k (with no unnecessary oracle to V er

s

) corresp onds to

oracle access to f

s

( � ), for a random (unkno wn) s . The success corresp onds to outputting

a correct pair ( x; f

s

( x )), where x w as not submitted to the f

s

( � ) oracle, i.e. pr e dicting the

v alue f

s

( x ) for a \new" x . Not surprisingly , suc h, in some sense \canonical", MA C is called

an unpr e dictable function . More formally , the family F is called an unpr e dictable family of

for an y PPT A ,

Pr ( f

s

( x ) = y j s  f 0 ; 1 g

k

; ( x; y )  A

f

s

( � )

(1

k

)) � negl ( k )

where x is not allo w ed to b e queried to the oracle f

s

( � ). Hence, to construct our �rst secure

MA C it su�ces to construct an unpredictable fumction family . Not suprisingly , a PRF family

is an unpredictable family , pro vided its output length b is \non-trivial" (i.e., ! (log k ), so

that 2

� b

= negl ( k )).

Theorem 6 ( PRF ) MA C ) If F is a PRF family with non-trivial output length, then F is

unpr e dictable, and thus de�nes a se cur e deterministic MA C .

Pro of: By the random function mo del, w e can replace f

s

with a truly random function f

with output length b . Since b is \non-trivial" and x has to b e \new", an y adv ersary has a

negligible probabilit y to predict f ( x ), completing the pro of.

Hence, \pseudorandomness implies unpredictabilit y". But do es the con v erse hold? It

turns out the answer is \yes" , but the construction is quite tric ky . Giv en unpredictable

F , w e construct the follo wing family G with output length 1 bit (from the prop erties of

PRF 's, suc h \short" output is not a problem and can b e easily stretc hed), v ery similar to

the Goldrecih-Levin construction.

Theorem 7 (Naor-Reingold, Goldreic h-Levin) L et F = f f

s

: f 0 ; 1 g

`

! f 0 ; 1 g

b

j s 2

f 0 ; 1 g

k

g b e an unpr e dictable family. De�ne G = f g

s;r

: f 0 ; 1 g

`

! f 0 ; 1 g j s 2 f 0 ; 1 g

k

; r 2

f 0 ; 1 g

b

g as fol lows: g

s;r

( x ) = f

s

( x ) � r mo d 2 , wher e � � � denotes the inner pr o duct mo dulo

2 , for �; � 2 f 0 ; 1 g

b

. Then G is a PRF family.

Notice, w e no w kno w that O WF ) PRF ) MA C ) O WF , i.e. all these primitiv es are

equiv alen t!

2.4 Dealing with Long Messages

In practice, concrete PRF ha v e short �xed input length ` (for example, when implemen ted

using a blo c k cipher). One the other hand, in practice w e w an t to b e able to sign messages

of length L � ` (e.g., one w an ts to sign a b o ok using 128-bit blo c k cipher mo delled as a

PRF ). There are t w o approac hes to deal with this problem.
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1. Split m in to n blo c ks m

1

: : : m

n

of length ` eac h (let's not w orry ab out messages

whose len th is not a m ultiple of ` ). Someho w separately tag eac h blo c k using f

s

. The

simplest approac h w ould b e to just output f

s

( m

1

) � : : : � f

s

( m

n

) as a tag. Ho w ev er,

one can easily see that this is insecure (wh y?). Using more adv anced suggestion, one

can try f

s

(1 � m

1

) � : : : � f

s

( n � m

n

). Again, there is a problem (whic h?). Ho w ev er, a

few more \�xes" can mak e this approac h w ork. Ho w ev er, the length of the tag no w

is quite large (prop ortional to nb = Lb=` , whic h could b e large). Can w e mak e it

smaller? This is what the second approac h b elo w do es.

2. The second approac h in v olv es a general e�cien t construction of a PRF family on L

bit inputs from the one on l � L bit inputs. Moreo v er, the output of the resulting

PRF is as short as that of the original PRF (implying that tags as still v ery short!).

Notice, this is more general than building a \long-input" MA C out of a \short-input"

PRF : w e actually build a \long-input" PRF !

The idea is to design a sp ecial shrinking (hash) function h : f 0 ; 1 g

L

! f 0 ; 1 g

`

and

use f

s

( h ( m )) as the tag. Notice, ho w ev er, since there are 2

L � `

times more p ossible

messages than there are p ossible hash v alue, there are man y pairs of messages ( m

1

; m

2

)

whic h \collide" under h : h ( m

1

) = h ( m

2

). Unfortunately , the kno wledge of an y t w o

suc h messages m

1

and m

2

allo w the adv ersary to pro duce break the resulting \pseudo-

PRF "; in fact, to pro duce a forgery of the resulting \pseudo- MA C ". Indeed, since

f

s

( h ( m

1

)) = f

s

( h ( m

2

)), A can ask for the tag � = f

s

( h ( m

1

)) of m

1

and output

( m

2

; � ) as the forgery of a \new" message m

2

. Luc kily , this negativ e news only mean

that one public h is not enough, similar to the fact that one public function cannot

b e a PRF : w e need a family of hash functions h :

H = f h

t

: f 0 ; 1 g

L

! f 0 ; 1 g

`

; t 2 K g

where K is the correspinding k ey space for t . No w, w e pic k t w o indep enden t k eys

for our resulting family F ( H ): the k ey s for f

s

, and the k ey t for h

t

, i.e. F ( H ) =

f f

s

( h

t

( � )) g . The main question is:

What pr op erties of H make F ( H ) is a PRF family when F is such?

W e answ er this question in the next section.

3 PRF and Universal Hashing

As the �rst observ ation, notice that for no t w o messages m

1

6= m

2

can w e ha v e Pr

t

( h

t

( m

1

) =

h

t

( m

2

)) � " , where " is non-negligible. Namely , no t w o elemen ts are lik ely to collide. Indeed,

otherwise the adv ersary who learns � = f

s

( h

t

( m

1

)) has probabilit y " that f

s

( h

t

( m

2

)) = � ,

whic h breaks the securit y of the PRF . It turns out that this necessary condition is also

su�cient !

De�nition 8 ( " -univ ersal family of hash functions) H is c al le d " -univ ersal if

8 x; x

0

2 f 0 ; 1 g

L

; s.t. x 6= x

0

= ) Pr

t

( h

t

( x ) = h

t

( x

0

)) � "

H is c al le d (w eakly) univ ersal if " = negl ( j t j ) .
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Theorem 9 F ( H ) = f f

s

( h

t

( � )) g is a PRF (and thus de�nes a MA C ) if F is a PRF family

and H is (we akly) universal.

Pro of: W e ha v e to sho w that 8 PPT A , A

f

s

( h

t

( � ))

� A

Z ( � )

, where Z is random function

from f 0 ; 1 g

L

to f 0 ; 1 g

b

. W e will use t w o-step h ybrid argumen t:

A

f

s

( h

t

( � ))

� A

R ( h

t

( � ))

� A

Z ( � )

where R is random function from f 0 ; 1 g

`

to f 0 ; 1 g

b

. The �rst step immediately follo ws from

the de�nition of PRF . Hence, it su�ces to sho w that A

R ( h

t

( � ))

� A

Z ( � )

.

Let m

1

: : : m

q

b e (wlog, distinct) queries A mak es to its oracle (whatev er it is). When

giv en oracle access to Z ( � ), A gets q totally random and indep enden t v alues. In tuitiv ely ,

since R is a radnom function, as long as no t w o v alues h

t

( m

i

) collide, A also gets q totally

random and indep enden t v alue. Th us, it su�ces to sho w that the probabilit y h

t

( m

)

=

h

t

( m

j

) for some i and j is negl ( k ). Since H is " -un v ersal, where " = negl ( k ), and there are

at most q

2

� p oly ( k ) pairs of i and j , the in tuitiv e claim ab o v e follo ws, since q

2

" = negl ( k ).

The ab o v e in tuition is almost formal, ev en though making it formal is sligh tly tric ky .

Let X b e the ev en t that during A 's run with R ( h

t

)-oracle, a collision happ ened among

h

t

( m

1

) : : : h

t

( m

q

). First, if X do es not happ en, the v alues R ( h

t

( m

1

)) : : : R ( h

t

( m

q

)) are all

random and indep enden t from eac h other, exactly as the Z -oracle w ould return. Hence,

the probabilit y that A can tell apart the \ Z -w orld" and the \ R ( h

t

)-w orld" is at most the

probabilit y of X (de�ned in the \ R ( h

t

)-w orld"). Ho w ev er, and this is the tric ky p oin t, once

a collision happ ens in \ R ( h

t

)-w orld", it do es not matter ho w w e answ er the oracle queries

of A , since X has already happ ened!

Sp eci�cally , w e can imagine the mo di�ed \ R ( h

t

)-w orld", where al l the queries of A are

answ ered completely at random and indep enden tly from eac h other, irresp ectiv e of whether

of not X happ ened. W e claim that this do es not alter the probabilit y of X . Indeed, up to the

p oin t a collision happ ened (if it ev er happ ens), all the queries are supp osed to b e answ ered

at random, since R is a random function. What happ ens after X happ ens is irrelev an t. But

no w w e run A in a manner indep endent fr om t . Indeed, all the queries are simply answ ered

at random. Th us, w e can imagine that w e �rst ran A to completion, and only then selected

t and c hec k ed if X (i.e., a collision among h

t

( m

1

) : : : h

t

( m

q

)) happ ened! But this means

that m

1

: : : m

q

are de�ned b efor e (and indep enden tly from) t . By the " -univ ersalit y of H ,

and since there are at most q

2

pairs of indices i < j , w e get that Pr( X ) � q

2

" = negl ( k ),

since q is p olynomial and " is negligible.

This argumen t completes the pro of.

W e no w giv e a v ariet y of (w eakly) univ ersal families H . As will will see, this primitiv e is

quite easy to construct, b oth information-theoretically and computationally .

3.1 Information-Theoretic Examples

Matrix-Construction. Let A b e a random L � ` zero-one matrix. A can serv e as a k ey

to the family of hash functions as de�ned b elo w:

h

A

( x ) = Ax

L11-7



where x 2 f 0 ; 1 g

L

is view ed as a zero-one v ector, and Ax denotes the matrix-v ector pro duct

o v er Z

2

.

Let's examine the probabilit y of collision. 8 x

1

6= x

2

, acollision means that Ax

1

=

Ax

2

( ) A ( x

1

� x

2

) = 0 or Az = 0, where z = x

1

� x

2

6=

~

0. Since A is random, and z 6=

~

0 ,

eac h of ` en tries of Az is a random bit, and hence the probabilit y of collision is:

Pr

A

( Az = 0) =

1

2

`

This is negligible, so this family of hashing functions is (w eakly) univ ersal. The biggest

problem of this family is that k ey is quite enormously long (alb eit still p olynomially), ev en

though the probabilit y of collision is the b est w e can hop e for: 1 = 2

`

(in particular, it is

indep enden t of L ). W e w ould lik e the k ey to b e O ( ` ), indep enden t of the size of the

message.

P olynomial Construction. Let F b e a �nite �eld of size roughly 2

l

. Z

p

, where p is ` -bit

long, is an example of suc h a �nite �eld, but it is more con v enien t to use GF [2

`

] | a �nite

�eld of size 2

`

, since it tak es exactly ` bits to represen t an elemen t in this �eld. No w, view

m = m

1

; : : : ; m

n

(i.e., j m j = L � n` ), where eac h m

i

2 F , as n co e�cien ts of a degree

( n � 1) p olynomial o v er F (see b elo w). Sp eci�cally , select a random p oin t x 2 F as the k ey

to a function h

x

in the hash family , de�ned as

h

x

( m

1

; : : : ; m

n

) = q

m

( x ) =

n

X

i =1

m

i

� x

i � 1

where all the op erations are done in F . Let's examine the probabilit y of a collision b et w een

t w o distinct \p olynomials" m and u . A collision here means

h

x

( m ) = h

x

( v ) ( ) q

m

( x ) = q

u

( x ) ( ) q

m � u

( x ) = 0 ( )

n

X

i =1

( m

i

� u

i

) � x

i � 1

= 0

where at least one m

i

� u

i

6= 0, i.e. q

m � u

( � ) is a non-zer o p olynomial of degree at most

( n � 1). It is a w ell kno wn fact that an y p olynomial of degree d can ha v e at most d ro ots

in F . Since the p oin t (our k ey) x 2 F w as c hosen at random, the probabilit y that x is one

of these at most ( n � 1) ro ots of q

m � u

( � ) is at most

n � 1

j F j

. This is negligible since j F j � 2

`

.

Notice, the k ey size is indeed only ` bits, indep enden t of the message length L = n`

(instead, the error dep ends on L ).

3.2 Computational Examples and the CBC-MA C

The next sev eral examples use a PRF family F = f f

s

: f 0 ; 1 g

`

! f 0 ; 1 g

`

g . Notice, w e are

not \c heating" here. W e are using \short-input" PRF f

t

to build \long-input" (w eakly)

univ ersal H = f h

t

g . In principle, to build of our \long-input" PRF , w e will ha v e to com bine

it with another indep enden tly selected PRF f

s

, via f

s

( h

t

( � )). As w e will see, ho w ev er, a

simple general tric k allo ws us to a v oid making s and t indep enden t. Namely , sacri�ze 1 bit

in ` , and alw a ys apply f

s

(1 ; � ) when constructing the hash function h

s

( � ), and use f

s

(0 ; h

s

( � ))

on the outer la y er. Using the \random function paradigm", f

s

(0 ; � ) and f

s

(1 ; � ) indeed lo ok
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lik e t w o indep enden t random function. In fact, in sp eci�c case will not ev en ha v e to do

that (see b elo w), ev en though it is a v ery inexp ensiv e \loss" an yw a y . Belo w, w e describ e

the hash function without the \tric k" ab o v e.

T o summarize, the adv an tage of using a PRF in bulding H is sa ving on the k ey size +

making the construction p ossibly v ery e�cien t (since \practical" PRF 's are v ery c heap). As

a do wnside, the error probabilities will b e w orse, and will dep end on the \computational

closeness" of our PRF to a truly random function. Namely , to pro v e the univ ersalit y of the

hash function, w e �rst assume that f

t

is a truly random function (b y the \random function

paradigm"), and then pro v e the information-theoretic securit y as b efore.

3

In all the example

b elo w, w e assume that: m = m

1

: : : m

n

, where all j m

i

j = `

0

, L = `

0

n , `

0

� ` (see b elo w for

details), the numb er of blo cks n is �xe d ,

4

, and t is a random k ey for our \base" PRF .

Using X OR Mo de. De�ne

h

t

( m

1

: : : m

n

) = f

t

( m

1

; 1) � f

t

( m

2

; 2) � � � � � f

t

( m

n

; n )

(so that the input to the PRF is sligh tly longer | ` = `

0

+ log n bits long). Assuming f

is no w a truly random function from ` to ` bits, and if ( u

1

; : : : ; u

n

) 6= ( m

1

; : : : ; m

n

), sa y

m

i

6= u

i

w e get that

Pr

f

[ f ( m

1

; 1) � � � � � f ( m

n

; n ) = f ( u

1

; 1) � � � � � f ( u

n

; n )] = Pr

f

[ f ( m

i

; i ) � f ( u

i

; i ) = � ]

=

1

2

`

where � is some string indep enden t

5

of f ( m

i

; i ) � f ( u

i

; i ), whic h in turn is random since

u

i

6= m

i

. As w e indicated, to build a PRF out of it, w e actually use

f

s

(0 ; f

s

(1 ; m

1

; 1) � � � � � f

s

(1 ; m

n

; n ))

Using CBC Mo de (CBC-MA C). W e can view this construction as simply applying

the CBC mo de of op eration with IV b eing 0

`

(a string of ` zeros) and outputting the last

blo ck only (remem b er, w e do not need to \decrypt", only to \tag"):

h

t

( m

1

: : : m

n

) = m

n

� f

t

( m

n � 1

� f

t

( : : : f

t

( m

2

� f

t

( m

1

)) : : : ))

The pro of of univ ersalit y of this H is a bit tric ky , so w e omit it. The main ideas are similar

to what w e ha v e done earlier with CBC-encryption: in tuitiv ely , if m 6= u , sa y m

i

6= u

i

, and

f is a truly random function, the v alues h

t

( m ) and h

t

( u ) \div erge once and for all" w.h.p.,

starting at the i -th application of the f .

Theoretically , it seems lik e w e need to apply the tric k with prep ending 0 and 1, when

making it in to a PRF , but a careful direct analysis sho ws that this is not ne e de d (w e omit

the pro of ). Therefore, here is the �nal PRF , also kno wn as the CBC-MA C (with s = t ):

f

s

( h

s

( m

1

: : : m

n

)) = f

s

( m

n

� f

s

( m

n � 1

� f

s

( : : : f

s

( m

2

� f

s

( m

1

)) : : : )))

3

Of course, the construction will b e ine�cien t with a truly random function, but this do es not concern

us: the e�cien t PRF construction is what w e are using, only the pr o of uses a random function.

4

It is p ossible to extend the construction for v ariable n um b er of blo c ks, but w e will not do it for simplicit y .

5

That is wh y w e used the blo c k n um b er inside f .
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CBC-MA C is extremely p opular, and is used a lot in practice. Notice, w e do not actually

need F b e a PRP family here (unlik e for the encryption where w e need to reco v er the

message), but it should b e a length-preserving PRF family .

4 X OR-MA C

W e conclude the treatmen t of MA C 's b y men tioning another p opular MA C construction

using PRF 's and the X OR op eration. Namely , let F b e the PRF family and H b e a hash

family from L to ` bits, whose prop erties will b e giv en in a second. Rather than making the

MA C output f

s

( h

t

( m )), w e no w let it output ( nonce; f

s

( nonce ) � h

t

( m )). The v eri�cation

of ( nonce; v ) c hec ks that v = f

s

( nonce ) � h

t

( m ). Here nonce is the v alue that w.h.p. nev er

rep eats again, lik e a random string, or a coun ter (notice the similarit y with encryption). In

particular, this metho d is t ypically either randomized (nonce is random), or stateful (nonce

is a coun ter), unlik e our previous metho d. Also, one has to either kno w or transmit the

nonce. Finally , it is used only to mak e a MA C , and not a (more general) \long-input" PRF .

Still, what are the prop erties of H that mak e this metho d go through? As a simple

attac k, giv en a v alid tag ( nonce; v ) of m and a v alue a , the adv ersary can try to output a

\forgery" ( nonce; v � a ) for some m

0

6= m . It is easy to see that this will b e successful if

and only if h

t

( m ) � h

t

( m

0

) = a . Since a; m; m

0

are arbitrary , at the v ery least w e m ust ha v e

that for an y m 6= m

0

, and an y a 2 f 0 ; 1 g

`

, w e ha v e

Pr

t

( h

t

( m ) � h

t

( m

0

) = a ) � "

(where " is negligible). Suc h families are called (w eakly) " -xor-universal . Notice, regular

univ ersalit y corresp onds to a = 0 since h

t

( m ) = h

t

( m

0

) i� h

t

( m ) � h

t

( m

0

) = 0. Th us, a

further disadv an tage of this metho d is that it uses more restrictiv e classes of hash functions!

Ho w ev er, the latter criticism is t ypically not a big deal, since man y univ ersal families are

actually xor-univ ersal. It turns out that xor-univ ersalit y is su�cien t:

Theorem 10 f

s

( nonce ) � h

t

( � ) de�nes a se cur e MA C whenever al l the nonc es ar e unique

w.h.p., F is a PRF family and H is (we akly) xor-universal.

The most used xor-univ ersal family comes from the X OR mo de of the previous section

(and uses PRF to build h

t

):

h

t

( m

1

: : : m

n

) = f

t

( m

1

; 1) � f

t

( m

2

; 2) � � � � � f

t

( m

n

; n )

It is easy to see that our pro of from the previous section in fact sho w ed that H is (w eakly)

xor-univ ersal (c hec k it). As in the previous section, w e ha v e to use the tric k with prep ending

0 and 1 to mak e the �nal MA C construction and use the same k ey:

T ag

s

( m ) = ( nonce; f

s

(0 ; nonce ) � f

s

(1 ; m

1

; 1) � � � � � f

s

(1 ; m

n

; n ))

This is called the X OR-MA C. Naturally , it has a randomized or coun ter 
a v or dep ending

on whether the nonce is random, or is a coun ter (in the later case the nonce need not b e

explicitly sen t o v er).
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