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th

, 2001

Lecture 12

L e ctur er: Y evgeniy Do dis Scrib e: R ob erto Oliveir a

This lecture is on public-key signatur e schemes ( PKS ) , whic h are the public-k ey coun-

terparts of the message authentic ation c o des ( MA C ) that w e studied in our previous lecture.

After a high-lev el discussion on signatures and some basic de�nitions, w e try to argue

through somewhat natural examples (trap do or signatures) that ev en though it is rather

easy to devise somewhat secure signature sc hemes, the degree of securit y that w e exp ect to

ac hiev e is not that easy to attain. That task is hard enough to mak e the "signature para-

do x" w e discuss seem b eliev able, but as it turns out, it is false. With our hop e renew ed, w e

then lo ok at a "one-time secure" signature sc heme, and sho w ho w to amplify it (and other

one-time secure sc hemes) to arbitrary length secure signatures, based on a natural idea that

do esn't quite w ork but that can b e �xed b y a new kind of hash function that w e in tro duce

in the last section.

1 Intr oduction

1.1 Motiv ation and in tuition

The use of signatures as a form of authen tication in the "real w orld" is v ery old and

widespread. It is based on the assumption that it is v ery hard to em ulate one's handwriting

w ell enough or to mo dify a do cumen t so that di�erences cannot b e detected. If one accepts

that, signing is then a v ery e�cien t w a y of ensuring that a giv en public do cumen t b ears

one's appro v al.

"Ph ysical" signatures m ust b e repro ducible b y the signer (that is, ev ery p erson m ust

ha v e a de�nite pro cedure for signing as often as needed) and recognizable b y others (also b y

means of some de�nite pro cedure) . Their usefulness comes from the fact that lots of en tities

(e.g. the go v ernmen t, banks, credit card companies, family and friends) can recognize what

one's signature lo oks lik e (i.e. one's signature is kno wn b y the public ) and y et they cannot

forge it.

In this class w e discuss the computational coun terpart of "ph ysical" signatures, whic h

are called digital signatur es . Those are in tended to pro vide the sender with the means to

authen ticate his/her messages (here understo o d to b e an y information he/she in tends to

mak e a v ailable to the w orld) in a w a y that c an b e che cke d by anyone but that c annot b e

c opie d by others .

The message authen tication co des ( MA C ) that w e studied last class do not quite �t in to

the nic he of digital signatures. F or they are se cr et-key authentic ation schemes and implicit

in that concept is that all parties that share the secret information (whic h is necessary

for authen ticit y v eri�cation) m ust b e trust w orth y if one do es not w an t to lose all hop e for

securit y . It is then clear that an ything that deserv es the name digital signatur e should b e

a public-key authentic ation scheme : ev en p eople in whic h one do es not trust completely

should b e able to c hec k the authen ticit y of one's signature. That is, one do es not w an t
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to imp ose an y restrictions on the parties that ma y w an t to v erify the authen ticit y of one's

signature. Of course, the signing algorithm m ust use secret information (that is, a se cr et

key ), whic h roughly corresp onds to one's unique w a y of signing.

In the follo wing subsection w e de�ne digital signatures and their securit y taking all those

previous considerations in to accoun t. Subsequen tly , w e shall attempt to build something

that satis�es these de�nitions. This second task will not b e easy , and w e will �nd it necessary

to settle for v arious in termediary ob jects on our w a y to se cur e public-key signatur e schemes .

1.2 Basic De�nitions

In this subsection w e de�ne the notion of a public-key signatur e scheme as a public-k ey

analog of MA C and then presen t a de�nition of securit y for it. M is the message space (e.g.

M = f 0 ; 1 g

k

or M = f 0 ; 1 g

�

).

De�nition 1 (Public-Key Signature Sc heme) A Public-Key Signature Sc heme ( PKS )

is a triple ( Gen , Sign , V er ) of PPT algorithms:

a) The key gener ating algorithm Gen outputs the se cr et (private) and veri�c ation (public)

keys: ( S K ; V K )  Gen (1

k

) .

b) The message signing algorithm Sign is use d to pr o duc e a signatur e for a given message:

�  Sign

S K

( m ) , for any m 2 M .

c) The signatur e veri�c ation algorithm che cks the c orr e ctness of the signatur e: V er

V K

( m; � ) 2

f accept; r ej ect g

The c orr e ctness pr op erty must hold: 8 m; V er

V K

( Sign

S K

( m )) = ac c ept .

Remark 2 One c an also c onsider stateful PKS ; we shal l enc ounter those towar ds the end

of the le ctur e.

Remark 3 We shal l adopt the c onvention that V K is a substring app ende d at the end of

S K (i.e. S K c ontains in V K ) whenever this is useful. Of c ourse, this entails no loss of

gener ality.

As in the case of a MA C , w e can consider the notions of existen tial or univ ersal unforge-

abilit y against V K -only , random-message or c hosen-message attac ks. T o assume that an

adv ersary migh t b e able to query the receiv er of the messages to c hec k the v alidit y of giv en

pairs ( m; � ) mak es no di�erence in the presen t case, as long as the adv ersary has the public

k ey , he can test that b y himself. Therefore, the natural coun terpart of the standard notion

of securit y for MA C in the presen t con text is:

De�nition 4 (Standard notion of securit y for PKS ) A PKS ( Gen ; Sign ; V er ) is said to

b e se cur e, that is, existential ly unfor ge able against chosen-message attack ( CMA ) if for al l

PPT A we have that

Pr( V er ( m; � ) = accept j ( S K ; V K )  Gen (1

k

) ; ( m; � )  A

Sign

S K

( V K )) � negl ( k )

wher e A c annot query the or acle Sign

S K

on the message string m it outputs.
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2 Examples and problems

The purp ose of this section is t w ofold. First, w e sho w ho w signature sc hemes that are

somewhat secure can b e designed using trap do or p erm utations. Second, b y sho wing that

these sc hemes fail to meet the securit y standards w e set for signatures, w e giv e evidence

that designing secure signatures is hard, if p ossible at all. W e also presen t a con vincing but

thankfully fallacious "pro of" of the non-existence of secure signature sc hemes.

2.1 Examples: trap do or signature sc hemes

The sub ject of this section is a smart w a y of building signature sc hemes from trap do or

p erm utations.

RSA Signature. The idea b ehind this sc heme is the follo wing. W e use the inverse of

the RSA function to pro duce the signature � = RSA

� 1

( m ) from the message m , and those

in terested in c hec king it just compute RSA ( � ) and compare it with m . More precisely (using

the notation in the de�nition of PKS ):

a) S K = ( p; q ; d ) and V K = ( n; e ) where p; q are random k -bit primes, n = pq is the

RSA mo dulus, e 2 Z

�

' ( n )

is the RSA exp onen t and d = e

� 1

mo d ' ( n ).

b) Sign

S K

( m ) = m

d

mo d n (where m 2 Z

�

n

).

c) V er

V K

( � ) = [ �

e

= m mo d n ] (where � 2 Z

�

n

).

A V K -only attac k cannot result in univ ersal forgery with non-negligible probabilit y un-

der the RSA assumption though the follo wing reasoning. Because a successful univ ersal

forgery w ould enable one to �nd RSA

� 1

( m ) of an y (and, th us, of a random) m with proba-

bilit y " , con trary to the RSA assumption. This implies that under the RSA assumption this

sc heme is univ ersally unforgeable against V K -only attac k.

Rabin Signature. The idea used in the previous sc heme is again used, only substituting

the mo dular squaring function for RSA . That is,

a) S K = ( p; q ; g ; h ) and V K = n where p; q are random k -bit primes, g generates Z

p

, h

generates Z

q

and n = pq is the mo dulus.

b) Sign

S K

( m ) =

p

m 2 Z

�

n

(where m 2 Z

�

n

and an y of the four square ro ots will do).

c) V er

V K

( � ) = [ �

2

= m ] ( � 2 Z

�

n

).

The same argumen t giv en for RSA pro v es that this PKS is univ ersally unforgeable against

V K -only attac ks under the factoring assumption, and therefore ev en more b eliev able than

RSA .
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Signature based on an y T rap do or F unction. It turns out that the ab o v e construc-

tions can b e generalized for an arbitrary trap do or function f with trap do or information t

(tec hnically , a family of trap do or functions with an e�cien t generation algorithm for ( f ; t ))

a) S K = ( f ; t ) and V K = ( f ).

b) S ig n

S K

( m ) = f

� 1

( m ), computed using t .

c) V er

V K

( � ) = [ f ( � ) = m ].

The previous t w o examples can b e easily put in to that framew ork. W e no w presen t a

general theorem on the unforgeabilit y of trap do or signatures.

Theorem 5 ((In)Securit y of T rap do or Signatures against V K -only attac k) If f is

a tr ap do or family, then the c orr esp onding tr ap do or signatur e scheme is universal ly unfor ge-

able against V K -only attack, but existential ly for ge able against V K -only attack.

Pro of: W e pro v e the �rst assertion b y con tradiction. Supp ose that f is a trap do or but the

corresp onding signature sc heme do es not ha v e the desired prop ert y . That means that there

exists some PPT A suc h that with non-negligible probabilit y " = " ( k )

Pr( Sign

S K

( m ) = � j ( S K ; V K )  Gen (1

k

) ; m  M

k

; �  A ( m )) = "

Since Sign

S K

= f

� 1

and V er

V K

= f , w e can rewrite this as Pr ( m = f ( � ) j m  M

k

; �  

A ( m )) = " . Moreo v er, since f is a p erm utation, if x 2 M

k

is random then m = f ( x ) is

random, and therefore Pr ( f ( x ) = f ( � ) j x  M

k

; �  A ( f ( x ))) = " . Therefore, A in v erts f

with non-negligible probabilit y , whic h con tradicts the fact that f is a trap do or p erm utation.

F or the second assertion, notice that a PPT adv ersary B who on input V K outputs

( f ( � ) ; � ) (for some \signature" � he pic ks) alw a ys succeeds in his attac k (i.e., � is a signature

of \message" f ( � )).

Also, it turns out that in some sp ecial cases a trap do or signature ma y b e univ ersally

forgeable under the CMA . Consider, for example, trap do or families for whic h for all k , M

k

is a group and f : M

k

! M

k

is a group homomorphism. In that case, it is easy for an

adv ersary to �nd out � = Sign

S K

( m ) for an y m 2 M

k

without a direct oracle query for

Sign

S K

( m ). Indeed, for m = 1 (i.e. the iden tit y elemen t) w e ha v e that � = 1, and for m 6= 1

it su�ces to pic k an y m

1

2 M

k

that is not 1 or m , then compute m

2

=

m

m

1

(whic h also

di�eren t from the iden tit y and from m ). The adv ersary can �nd out �

1

= Sign

S K

( m

1

) and

�

2

= Sign

S K

( m

2

) b y oracle calls and compute � = �

1

�

2

. This sho ws that suc h trap do or

families, RSA and Rabin among them, are univ ersally forgeable against c hosen-message

attac ks.

It should b e clear b y no w that the design of "secure" signature sc hemes is a di�cult

problem and at this p oin t one migh t b e inclined to b eliev e that it has no solution.

2.2 A "Signature P arado x"

Those who subscrib e to the p essimism expressed in the �nal statemen t of the previous

subsection will not ha v e a hard time accepting the follo wing "theorem", whic h w ould b e

a far-reac hing generalization of the second statemen t of the theorem on unforgeabilit y of

trap do or signatures, w ere it only true.
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Theorem 6 (The fallacious "Signature P arado x") If SIG = ( Gen ; Sign ; V er ) is uni-

versal ly unfor ge able against V K -only attack, then it is existential ly for ge able against chosen

message attacks.

Corollary 7 ("No secure signatures") Ther e do not exist signatur e schemes that ar e

existential ly unfor ge able against CMA .

Pro of: The corollary follo ws form the "theorem" b ecause existen tial unforgeabilit y against

CMA implies univ ersal unforgeabilit y against V K -only attac k. Therefore, a sc heme cannot

satisfy the former prop ert y without also satisfying the latter, and the theorem sa ys that

univ ersal unforgeabilit y against V K -only attac k implies existen tial forgery against CMA .

As for the "theorem", its "pro of" go es as follo ws. The w a y one pro v es that some

SIG = ( Gen ; Sign ; V er ) is univ ersally unforgeable under V K -only attac k is to pro v e that

that prop ert y is equiv alen t to some "hardness" assumption on a problem X that w e b eliev e

to b e true. On one hand, one sho ws that the "hard" problem X is suc h that its solution

yields an algorithm to break SIG in p olynomial time (for instance, if one can factor n then

one can tak e mo dular square ro ots mo d n and break the Rabin signature sc heme with that

mo dulus). On the other hand, one assumes the existence of a PPT A that on input ( V K ; m )

pro vides a v alid signature � for an y m and sho ws (to get a con tradiction) that that w ould

imply that there exists a PPT (denoted b y B ) that w ould use A as a "blac k b o x" (i.e. as

an oracle) to break the hardness assumption and solv e that giv en instance of X (in the

Rabin case, if suc h an A exists, than one can tak e square ro ots, and using that square

ro ot algorithm as a blac k b o x one can factor the mo dulus). Th us, the existence of suc h

\univ ersal" B pro v es that the presumed A do es not exist. Notice, ho w ev er, that B b y itself

is w ell-de�ned: giv en a go o d A , B w ould break X .

But then, if the adv ersary can p erform CMA , he can use this B = B ( V K ), only that,

in place of using "blac k b o x calls" to A to get �

0

= A ( V K ; m ) (for a giv en m ), he uses

a CMA instead to get � = Sign

S K

( m ). Then B can solv e X in p olynomial time and use

that solution to break the signature sc heme SIG . Therefore, CMA allo ws the adv ersary to

substitute attac ks to the sender for calls to A . F or instance, in Rabin's case, that w ould

mean that with a CMA with some w ell-c hosen messages, one w ould ha v e enough information

to factor the mo dulus n and then break the signature sc heme.

What is wrong with that "pro of"? W ell, here is one mistak e in it. When B uses A as an

oracle in the pro of b y con tradiction of the univ ersal unforgeabilit y of SIG , B can mak e an y

query he w an ts to A . Among other things, he migh t mak e a query of the form A ( V K

0

; m ),

where V K

0

6= V K . That is, he migh t try di�eren t v eri�cation k eys, ma yb e b ecause if one

kno ws Sign

V K

0

( m ) for sev eral di�eren t V K

0

one can mak e a v ery go o d guess of what the

solution to X is (who kno ws?). On the other hand, when w e try to turn B in to a CMA

adv ersary , w e m ust then commit to a single v eri�cation k ey: the one that is randomly

c hosen b y the sender. That is, whenev er B launc hes a CMA on the sender, he (the sender)

alw a ys uses the V K that he himself has c hosen; equiv alen tly (in a more formal language),

all oracle calls that B can mak e to Sign

S K

m ust use the same S K that is in the output

of Gen , and it is quite improbable that a V K

0

6= V K will w ork with S K in the righ t w a y .

Therefore, the last paragraph of that "pro of" is wrong.
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3 One-time secure signature sc hemes

The falseho o d of the "signature parado x" in the last section lea v es us with some hop e that

it migh t b e p ossible to build secure signature sc hemes after all. But giv en all the di�culties

w e ha v e faced so far, w e'd b etter try to do it one step at a time. Our plan, whic h w e b egin

to put in to practice in this section, is: to build a rather simple sc heme that is secure as long

as the adv ersary can only mak e one CMA , and to sho w ho w to get a secure sc heme out of

it.

3.1 Lamp ort's sc heme for one bit

One-w a y functions ( O WF ) pro vide a nice w a y of signing one bit, whic h w e presen t b elo w.

De�nition 8 (Lamp ort's sc heme for 1 -bit messages) Using the notation fr om the def-

inition of PKS , and letting f : f 0 ; 1 g

�

! f 0 ; 1 g

�

b e a �xe d O WF , we de�ne L amp ort's scheme

for one-bit messages by:

a) S K = ( X

0

; X

1

) , wher e X

0

and X

1

ar e dr awn r andomly and indep endently fr om

f 0 ; 1 g

k

, and V K = ( Y

0

; Y

1

) = ( f ( X

0

) ; f ( X

1

)) .

b) Sign

S K

( m ) = X

m

(r ememb er, m 2 f 0 ; 1 g )

c) V er

V K

( � ; m ) = [ f ( � ) = Y

m

]

Lamp ort's sc heme is "one-time secure" in the sense that if the adv ersary w an ts to �nd

out what the signature for 1 (sa y) with only one oracle query , that query m ust ha v e the

form Sign

S K

(0) = X

0

, whic h is just a random string and do esn't help him at all in �nding

out what Sign

S K

(1) is. The in tuition can b e easily transformed in to a pro of.

Remark 9 In fact, L amp ort's scheme is \many-time" se cur e as wel l for the trivial r e ason

that ther e ar e only two messages. So the only non-trivial attack by the adversary is to for ge

a signatur e of b 2 f 0 ; 1 g given a signatur e of (1 � b ) , i.e. gener al se curity is the same as

one-time se curity.

W e next generalize this to man y bits.

3.2 Lamp ort's Sc heme for man y bits

The generalization for long (sa y , length n = p ( k )) messages of Lamp ort's sc heme is:

De�nition 10 (Lamp ort's sc heme for n -bit messages) Using the notation fr om the

de�nition of PKS , and letting f : f 0 ; 1 g

�

! f 0 ; 1 g

�

b e a �xe d O WF , we de�ne L amp ort's

scheme for f 0 ; 1 g

n

by:

a) L et S K = ( X

1

0

; X

1

1

; X

2

0

; X

2

1

; : : : ; X

n

0

; X

n

1

) , wher e the X

j

i

's ar e dr awn r andomly and

indep endently fr om f 0 ; 1 g

k

, and V K = ( Y

1

0

; Y

1

1

; Y

2

0

; Y

2

1

; : : : ; Y

n

0

; Y

n

1

) with Y

j

i

= f ( X

j

i

) .

b) � = Sign

S K

( m

1

: : : m

n

) = X

m

1

; : : : ; X

m

n

.

L12-6



c) V er

V K

( �

1

: : : �

n

; m

1

: : : m

n

) = [ 8 i 2 f 1 ; : : : ; n g ; f ( �

i

) = Y

m

i

] .

What Lamp ort's sc heme do es is it builds t w o tables, one for signing (in whic h en try

( i; j ) corresp onds to the blo c k that is used at the j

th

p osition of � if m

j

= i , that is X

j

i

)

and one for v eri�cation (in whic h en try ( i; j ) corresp onds to the blo c k that is used at the

j

th

p osition of � if m

j

= i , that is Y

j

i

= f ( X

j

i

)). See the illustration b elo w for n = 5.

bit/p osition 1 2 3 4 5

0 X

1

0

X

2

0

X

3

0

X

4

0

X

5

0

1 X

1

1

X

2

1

X

3

1

X

4

1

X

5

1

T able for Signing

bit/p osition 1 2 3 4 5

0 Y

1

0

Y

2

0

Y

3

0

Y

4

0

Y

5

0

1 Y

1

1

Y

2

1

Y

3

1

Y

4

1

Y

5

1

T able for V eri�cation

bit/p osition 1 2 3 4 5

0 X

1

0

X

2

0

X

3

0

X

4

0

X

5

0

1 X

1

1

X

2

1

X

3

1

X

4

1

X

5

1

The signature of 01001 is sho wn in b old.

W e notice that an adv ersary can break the sc heme with 2 queries, for if it gets Sign (0

n

) =

X

1

0

: : : X

n

0

and Sign (1

n

) = X

1

1

: : : X

n

1

, then it kno ws all X

j

i

and can forge a signature for an y

giv en message. Ho w ev er, the sc heme is one-time secure in the follo wing sense.

De�nition 11 (One-time securit y for PKS ) A PKS SIG = ( Gen ; Sign ; V er ) is said to b e

one-time se cur e, that is, existential ly unfor ge able against CMA with one chosen message

query only if for al l PPT A we have

Pr( V er ( m; � ) = accept j ( S K ; V K )  Gen (1

k

) ; ( m; � )  A

Sign

S K

( V K )) � negl ( k )

wher e A A can use the oracle for on at most one query q and c annot output for gery m = q .

Theorem 12 (One-time securit y of Lamp ort's sc heme)

L amp ort's scheme is one-time se cur e pr ovide d f is a O WF .

Pro of: By con tradiction. Supp ose that there exists a PPT adv ersary A that violates the

de�nition of one-time securit y for Lamp ort's sc heme with non-negligible probabilit y " . W e

can assume without loss of generalit y that A mak es exactly one oracle call, and that the

query and the forgery string b oth the (exp ected) length n .

W e consider the follo wing "exp erimen t" B . Giv en input y that B tries to in v ert, B

runs Gen (1

k

) to get S K and V K . It then mo di�es one of the blo c ks of the v eri�cation k ey:

instead of Y

j

i

w e no w ha v e Y

0 j

i

= y for some random pair ( i; j ), and all the other blo c ks sta y

the same. Let's call this new v eri�cation k ey V K

0

; note that V K and V K

0

ha v e the same

distribution. Also, B kno ws the secret k ey S K

0

corresp onding to V K

0

except for the v alue

x 2 f

� 1

( y ) that B tries to extract from A . The k ey observ ation (that is easy to c hec k)

L12-7



is the follo wing: If y = f ( x ) wher e x 2 f 0 ; 1 g

k

is r andom, V K and V K

0

have the same

distribution; mor e over, i and j ar e indep endent of V K

0

. The new v eri�cation table lo oks

lik e this (for i = 1, j = 3 and n = 5):

bit/p osition 1 2 3 4 5

0 Y

1

0

Y

2

0

Y

3

0

Y

4

0

Y

5

0

1 Y

1

1

Y

2

1

y Y

4

1

Y

5

1

Denote b y q = q

1

: : : q

n

the string whose signature A ( V K

0

) asks the signing oracle (sim-

ulated b y B ). If it happ ens that q

j

= i , then w e fail in our attempt to reco v er x . Ho w ev er,

since i is random and V K

0

is indep enden t of i , w e ha v e that q

j

6= i with probabilit y 1 = 2. In

this latter case, B can easily \sign" q for A since it do es not need x 2 f

� 1

( y ) for the signa-

ture. Th us, with probabilit y at least "= 2 w e get that A outputs a v alid message/signature

pair ( m; � ), where m 6= q , i.e. m

1

: : : m

n

6= q

1

: : : q

n

. Hence, there m ust b e at least one index

` suc h that m

`

6= q

`

. Since j is c hosen at random at the view of A so far w as indep enden t

from j , w e get that ` = j with probabilit y 1 =n . Th us, with o v erall non-negligible probabilit y

"= 2 n w e ha v e m

j

= i , and th us �

j

2 f

� 1

( y ). Therefore, with non-negligible probabilit y B

can output this �

j

and in v ert the O WF f .

4 F rom One-time to F ull-
edged Securit y

4.1 First A ttempt

Let OT-SIG = ( Gen ; Sign ; V er ) denote any one-time secure signature sc heme. Our question

no w is: is there a general w a y of building a secure PKS from OT-SIG ? It is not enough to

divide the message in to blo c ks and sign eac h blo c k separately: Lamp ort's sc heme did that

and y et didn't meet the securit y standards that w e set for ourselv es.

W e try a di�eren t idea here. The idea is to use "fresh information" for eac h message

sen t so as to circum v en t the "one-timeness" of OT-SIG . W e will then ha v e to k eep trac k of

past activit y; this means that our sc heme will b e stateful . It will also b e quite ine�cien t.

In particular, the length of the signature will gro w. But w e shall tak e care of these problems

later on.

What w e do is the follo wing. Supp ose one w an ts to sign the messages m

0

; m

1

: : : (of

appropriate length) in that giv en order. The sc heme SIG that w e prop ose pro ceeds as

follo ws.

a) First, it gets ( S K

0

; V K

0

)  Gen (1

k

). V K

0

is the (public) v eri�cation k ey of our new

sc heme SIG .

b) T o sign m

0

, SIG gets ( S K

1

; V K

1

)  Gen (1

k

), then computes �

1

= Sign

S K

0

( m

0

; V K

1

)

(namely , it signs a tuple [ m

0

; V K

1

], where ; is some sp ecial c haracter that do esn't sho w

up in other places so that w e can separate m

0

from V K

1

) and outputs ( �

1

; V K

1

; m

0

)

as the signature of m

0

(for notational con v enience, w e include the message inside the

signature). It also remem b ers ( �

1

; V K

1

; m

0

) for future use.
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c) T o c hec k whether ( �

1

; V K

1

) is a v alid signature for m

0

under SIG , the receiv er c hec ks

if V er

V K

0

([ m

0

; V K

1

] ; �

1

) = accept (i.e. whether �

1

is a v alid signature for [ m

0

; V K

1

]

in the OT-SIG sc heme.

d) Inductiv ely , to sign m

i

(for i � 2), SIG gets ( S K

i +1

; V K

i +1

)  Gen (1

k

), computes

�

i +1

= Sign

S K

i

( m

i

; V K

i +1

) and outputs ( �

i +1

; V K

i +1

; m

i

: : : ; �

1

; V K

1

; m

0

) (i.e. the

en tire history so far!) as the signature of m

i

.

e) Finally , to c hec k whether ( �

i +1

; V K

i +1

; m

i

: : : ; �

1

; V K

1

; m

0

) is a go o d signature of m

i

,

one successiv ely c hec ks all the signatures b y V er

V K

j

([ �

j +1

; V K

j +1

] ; m

j

), and accepts

only if the en tire c hain is v alid (0 � j � i ), where the last k ey V K

0

is tak en from the

public �le.

On an in tuitiv e lev el, this sc heme is secure b ecause no key is use d mor e than onc e , and

therefore the "one-timeness" of OT-SIG is enough. Indeed, if an adv ersary B attac ks the

sender with successiv e c hosen messages, eac h answ er it will get will corresp ond to a di�eren t

secret k ey and that will circum v en t the original limitations of OT-SIG .

There is a problem, ho w ev er, with this construction: at e ach c al l of Sign

S K

the input

is lar ger than what we know how to hand le with curr ent one0time signatur e schemes! F or

instance, for the construction of one-time secure PKS that w e sa w in the last section, if the

message length it can handle is n , the size of the v eri�cation k ey is n� � n (where � is

the size of the output of our O WF ). Th us, w e cannot \�t" the v eri�cation k ey inside the

signature.

Seems lik e ev erything w e tried w as in v ein. But not all is lost. Namely , if we c an

c onstruct a one-time signatur e scheme wher e j V K j c ould b e su�ciently less than the length

n of the messages it c an hand le , then the ab o v e construction can b e used to sign the

messages of ( n � j V K j ). In fact, if one �xed k ey could b e used to sign messages of arbitr ary

unb ounde d length , then w e can also sign messages of an y un b ounded length. This is stated

b elo w:

Theorem 13 Pr ovide d OT-SIG c an sign messages longer that the length of its veri�c a-

tion key, the ab ove (stateful and ine�cient) c onstruction is existential ly unfor ge able against

chosen message attack (for messages of c orr esp onding length as explaine d ab ove).

Pro of: The pro of is simple, but a bit tedious, so w e just sk etc h the idea (the sk etc h b elo w

can b e easily transofrmed in to a formal pro of ).

Sa y some A asks to sign messages m

0

: : : m

t

, gets a c hain ( �

t +1

; V K

t +1

; m

t

: : : ; �

1

; V K

1

; m

0

)

from the oracle, and forges the signature ( �

0

i +1

; V K

0

i +1

; m

0

i

: : : ; �

0

1

; V K

0

1

; m

0

0

) of some m

0

i

62

f m

1

: : : m

t

g . W e claim that there exists and index j � max( i; t ) suc h that \along the

w a y", A pro duced a forgery �

0

j

of a \new message" [ m

0

j

; V K

j +1

] under the k ey S K

j

, whic h

con tradicts one-time securit y of the j -th one-time sign ture. The pro of is a bit b oring:

1. If [ m

0

0

; V K

0

1

] 6= [ m

0

; V K

1

], then [ m

0

0

; V K

0

1

] is a new message w.r.t. V K

0

, and �

1

is

the forgery .

2. Otherwise (equalit y so far), if [ m

0

1

; V K

0

2

] 6= [ m

1

; V K

2

], then [ m

0

1

; V K

0

2

] is a new mes-

sage w.r.t. V K

1

= V K

0

1

, and �

2

is the forgery .
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3. Otherwise (equalit y so far), if [ m

0

2

; V K

0

3

] 6= [ m

2

; V K

3

], then [ m

0

2

; V K

0

3

] is a new mes-

sage w.r.t. V K

2

= V K

0

2

, and �

3

is the forgery .

4. And so on. The p oin t is that since w e ha v e m

0

i

62 f m

1

: : : m

t

g , at some p oin t j w e

must ha v e inequalit y: at the w orst case, if i > t , [ m

0

t +1

; V K

t +2

] is a new message w.r.t.

V K

t +1

, since no signatures w.r.t. V K

t +1

w ere giv en to A b y its oracle.

Of course, ho w do w e �nd this j , and ho w do w e sim ulate the run of A with this j . W ell,

w e pic k j at random from f 0 : : : T g (where T is the upp er b ound of A 's running time). W e

generate all the k eys on our o wn, except for the j -th k ey , where w e use the giv en v eri�cation

k ey V K whose one-time seurit y w e w an t to compromise. The formal pro of follo ws quite

easily from the ab o v e.

Remark 14 Notic e, however, that this c onstruction (known as the Naor-Y ung c onstruc-

tion) shows that our explanation of the 
aws of the "pr o of of the signatur e p ar adox" is not

at al l arti�cial. The scheme SIG ab ove uses Sign (fr om OT-SIG ) as a black b ox, but e ach

time it do es so the se cr et key is di�er ent.

No w, of course, the question is ho w to construct one-time signatures capable to sign long

messages? The answ er is similar to what w e did for the case of MA C 's: use an approproate

hash function family . Namely , rather than one-time signing a long m (whic h migh t not \�t"),

w e �rst hash it do wn to a short string h ( m ), and one-time sign h ( m ). What prop erties are

needed from h . In tuitiv ely , w e ha v e problems if it is easy to �nd m

1

and m

2

whic h collide:

h ( m

1

) = h ( m

2

), since the single one-time signature of h ( m

1

) = h ( m

2

) corresp onds to b oth

m

1

and m

2

no w. This motiv ates the next section | a detaour to \appropriate" hash

function families.

4.2 The \Fix": New Hash F amilies and the Hash-then-Sign P aradigm

As it turns out, in man y applications of signatures w e w ould lik e to b e able to "shrink" the

input so as to mak e our signares smaller as w ell. That is, w e apply a hash function to the

message and then sign the hashed v ersion. That is the (extremely useful) hash-and-sign

paradigm for whic h our problem is but an example. W e no w presen t the "righ t" de�nitions

that w e need for hash-and-sign , along with the older de�nition of w eakly univ ersal hash

families, so as to mak e the di�erences b et w een them stand out (w e giv e a bit general

de�nition b elo w where the seed, input and output lengths are all some p olynomials in the

securit y parameter k ).

De�nition 15 (Hash families) L et H = f h

s

: f 0 ; 1 g

L ( k )

! f 0 ; 1 g

` ( k )

g

s 2f 0 ; 1 g

p ( k )

b e a fam-

ily of functions that ar e e asy to evaluate (i.e. the joint map ( s; x ) ! h

s

( x ) c an b e c ompute d

in p olynomial time), with L ( k ) > ` ( k ) for al l k , to gether with a PPT algorithm I that out-

puts some s 2 f 0 ; 1 g

p ( k )

on input 1

k

. Below, we let p = p ( k ) , L = L ( k ) and ` = ` ( k ) wher e

k is the se curity p ar ameter. Such a family is c al le d:

a) W eakly univ ersal hash family if for al l distinct x

0

; x

1

2 f 0 ; 1 g

L

we have

Pr

s  I (1

k

)

( h

s

( x

0

) = h

s

( x

1

)) � negl ( k )
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b) Univ ersal one-w a y hash family ( UO WHF ) if for al l PPT adversaries A , and al l

x

0

2 f 0 ; 1 g

L

we have

Pr

s  I (1

k

)

( h

s

( x

0

) = h

s

( x

1

) j x

1

 A ( x

0

; s )) � negl ( k )

wher e A must output x

1

6= x

0

.

c) Collision-resistan t hash family ( CRHF ) if for al l PPT adversaries A we have

Pr

s  I (1

k

)

( h

s

( x

0

) = h

s

( x

1

) j ( x

0

; x

1

)  A ( s )) � negl ( k )

wher e A must output x

1

6= x

0

.

W e will often abbreviate h  H to indicate that s  I (1

k

) and h = h

s

.

Recall that w eakly univ ersal hash families w ere su�cien t for the \hash-then-mac" paradigm

in the secret-k ey authen tication. As w e will see b elo w, UO WHF 's and CRHF 's will pla y a

similar role in the public-k ey authen tication. W e will not pro v e the existence of UO WHF 's

and CRHF 's in this lecture, but the follo wing lemmas should mak e it clear that (1) UO WHF

and CRHF are the only missing elemen ts in our construction of secure signature sc hemes

and (2) the new | \hash-and-sign" metho d | really w orks with these functions. The lem-

mas b elo w w ork for b oth regular (\man y-time") and one-time signature sc heme: the former

case b eing extensiv ely used in practice, and the latter will b e used to �nish the Naor-Y ung

construction. W e pro v e b oth statemen ts for regular (m ulti-time) signature sc heme, the

one-time case will b e a sp ecial case.

Lemma 16 (Secure sc hemes with CRHF ) If H = f h

s

g is a CRHF and SIG

0

= ( Gen

0

; Sign

0

; V er

0

)

is a (one-time) se cur e signatur e scheme for ` -bit messages, then the signatur e scheme

SIG = ( Gen ; Sign ; V er ) de�ne d b elow is (one-time) se cur e for L -bit messages:

a) S K = S K

0

, V K = ( V K

0

; h ) , wher e ( S K

0

; V K

0

)  Gen

0

(1

k

) and h  H .

b) Sign

S K

( m ) = Sign

0

S K

0

( h ( m )) .

c) V er

V K

( m; � ) = V er

0

V K

0

( h ( m ) ; � ) .

Pro of: Assume that Lemma 16 is false for some SIG

0

, that is, there exists an adv ersary A

suc h that

Pr( V er

0

S K

0

( h ( m ) ; � ) = 1 j ( S K

0

; V K

0

)  G (1

k

) ; h  H ; ( m; � )  A

Sign

S K

0

( V K

0

; h )) = "

where A queried the oracle on messages m

1

: : : m

t

, and, when successful, outputs the sig-

nature � of m 62 f m

1

; : : : ; m

t

g . Then at least one of the follo wing ev en ts happ ens with

non-negligible probabilit y "= 2:

(a) h ( m ) 2 f h ( m

1

) ; : : : ; h ( m

t

) g .

(b) h ( m ) 62 f h ( m

1

) ; : : : ; h ( m

t

) g .
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In case (a), w e can break the collision-resistance prop ert y of H . Indeed, it implies that

for some i , h ( m ) = h ( m

i

), while b y assumption m 6= m

i

, so m and m

i

form a collision.

In case (b), w e break the securit y of our original signature SIG

0

. Indeed, h ( m ) is a \new

message" w.r.t. SIG

0

, since A only sa w Sign ( m

i

) = Sign

0

( h ( m

i

)), so A managed to forge a

new signature. T ranslating this in to a formal pro of (i.e., building the actual B breaking

SIG

0

) is straigh tforw ard. Indeed, B pic ks its o wn h  H , and sim ulates oracle calls to

Sign ( m

i

) b y oracle calls to Sign

0

( h ( m

i

)). When A forges ( m; � ), B outputs its o wn forgery

( h ( m ) ; � ).

Lemma 17 (Secure sc hemes with UO WHF ) If H = f h

s

g is a UO WHF and SIG

0

=

( Gen

0

; Sign

0

; V er

0

) is a (one-time) se cur e signatur e scheme for ( ` + p ) -bit messages, then

the signatur e scheme SIG = ( Gen ; Sign ; V er ) de�ne d b elow is (one-time) se cur e for L -bit

messages:

a) S K = S K

0

, V K = V K

0

, wher e ( S K

0

; V K

0

)  Gen

0

(1

k

) .

b) Sign

S K

( m ) = ( h; Sign

0

S K

0

( h � h ( m )) , wher e h  H and � is c onc atenation.

c) V er

V K

( m; ( h; � )) = V er

0

V K

0

( h � h ( m ) ; � ) .

Pro of: Assume that Lemma 17 is false for some SIG

0

, that is, there exists an adv ersary A

suc h that

Pr ( V er

0

S K

0

( h � h ( m ) ; � ) = 1 j ( S K

0

; V K

0

)  G (1

k

) ; ( m; ( h; � ))  A

Sign

S K

0

( V K

0

)) = "

where A queried the oracle on messages m

1

: : : m

t

, and, when successful, outputs the signa-

ture ( h; � ) of m 62 f m

1

; : : : ; m

t

g . Let also ( h

i

; �

i

) denotes the signature of m

i

returned b y

the oracle (i.e., eac h h

i

is truly random, ev en though h used in the forgery could b e c hosen

b y A arbitrarily). Then at least one of the follo wing ev en ts happ ens with non-negligible

probabilit y "= 2:

(a) h � h ( m ) 2 f h

1

� h

1

( m

1

) ; : : : ; h

t

� h

t

( m

t

) g .

(b) h � h ( m ) 62 f h

1

� h

1

( m

1

) ; : : : ; h

t

� h

t

( m

t

) g .

In case (a), w e can break the univ ersal one-w a yness prop ert y of H . Indeed, it implies that

for some i , h = h

i

and th us h

i

( m ) = h

i

( m

i

), while b y assumption m 6= m

i

. Th us, if w e set

x

0

= m

i

, w e get that h = h

i

w as c hosen at random after x

0

w as c hosen b y A , and w e can

set x

1

= m , th us creating a collision x

0

6= x

1

for this randomly selected h

i

. T ranslating this

in to a formal pro of is easy and is omitted.

In case (b), w e break the securit y of our original signature SIG

0

. Indeed, h � h ( m ) is a

\new message" w.r.t. SIG

0

, since A only sa w Sign

0

( h

i

� h

i

( m

i

)), so A managed to forge a new

signature. T ranslating this in to a formal pro of (i.e., building the actual B breaking SIG

0

) is

straigh tforw ard. Indeed, B sim ulates oracle calls to Sign ( m

i

) b y pic king a random h

i

 H

and, getting �

i

= Sign

0

( h

i

� h

i

( m

i

)) from its o wn oracle, and returning ( h

i

; �

i

). When A

forges ( m; ( h; � )), B outputs its o wn forgery ( h � h ( m ) ; � ).

W e conclude this lecture b y noticing that if \go o d" (i.e., w ell shrinking) CRHF 's or UO WHF 's

exist, the Naor-Y ung construction will b e complete (alb eit ine�cien t for no w).
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