
G22.3033-003 In tro duction to Cryptograph y 27 Septem b er 2001

Lecture 4

L e ctur er: Y evgeniy Do dis Scrib e: David C. Kandathil

This lecture will study the notion of har dc or e bit for a giv en O WF f . In tuitiv ely , suc h

a hardcore bit h ( x ) is easy to compute from x , but almost imp ossible to ev en guess w ell

from f ( x ). W e will see sp eci�c examples of hardcore bits for mo dular exp onen tiation, RSA

and Rabin's squaring function. Next w e will sho w a groundbreaking result of Goldreic h-

Levin, that (more or less) sho ws a general hardcore bit for any O WF . W e will then consider

t w o natural applications of hardcore bits to the problem of encryption. Firstly , w e will

sho w an in uitiv ely go o d public-k ey encryption for one bit, and then a \plausible" secret-k ey

encryption whic h encrypts k + 1 bits with k -bit k ey (th us b eating the Shannon information-

theoretic b ound). W e will then try to extend the hardcore bit construction to extracting

man y \pseudorandom bits", but analogy to the S/Key system. W e will notice that our

man y-bit construction seems to satisfy a v ery sp ecial notion of securit y , whic h w e call \next-

bit unpredictabilit y". W e then will mak e a formal de�nition of a pseudor andom gener ator ,

whic h seems to b e a more relev an t primitiv e for our encryption applications. W e stop b y

asking the question of whether our \next-bit secure" construction is indeed a pseudorandom

generator.

1 Hardcore Bits

Last lecture w e addressed some of the criticism o v er straigh tforw ard usages of O WF 's, O WP 's

and TDP 's. Sp eci�cally , our main criticism w as the fact that a O WF f ( x ) could rev eal a

lot of partial information ab out x (remem b er generic example f ( x

1

; x

2

) = ( f

0

( x

1

) ; x

2

) that

rev eals half of its input bits, or more realistic one of exp onen tiation f ( x ) = g

x

mo d p that

rev eals the LS B ( x ) = y

( p � 1) = 2

).

The ob vious solution seemed to try to c ompletely hide all information ab out x , giv en

f ( x ). ho w ev er, this leads to a vicious circle, since it is really equiv alen t to the problem of

secure encry otion that w e started from. Instead, w e explore the idea of c ompletely hiding

not al l , but only a sp e ci�c and c ar eful ly chosen p artial information ab out x , when giv en

f ( x ). The �rst preliminary step to w ards this goal is to determine ho w to completely hide

exactly just one bit of information ab out the plain text x . This leads us to the follo wing

de�nition:

De�nition 1 (Hardcore bit) A function h : f 0 ; 1 g

�

! f 0 ; 1 g is c al le d a har dc or e bit for

a function f if

� h ( x ) is p olynomial time c omputable (fr om x ):

( 9 p oly-time H )( 8 x )[ H ( x ) = h ( x )]

� No PPT algorithm that c an pr e dict h ( x ) given f ( x ) b etter than 
ipping a c oin:

( 8 PPT A ) Pr[ A ( f ( x )) = h ( x ) j x  

r

f 0 ; 1 g

k

] �

1

2

+ negl ( k )
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Remark 2 Notic e, we c omp ar e the suc c ess of A to a

1

2

+ negl ( k ) r ather than negl ( k ) , as

we did for O WF 's. The r e ason is that the output of h is now only one bit, so A c an always

guess if with pr ob ability

1

2

by 
ipping a c oin. Of c ourse, we c ould have said that h is di�cult

to c ompute by saying that A suc c e e ds with pr ob ability at most 1 � � , wher e � is non-ne gigible.

However, we r e al ly want to say much mor e (and that is why we starte d with h ( x ) b eing just

1 bit for now): not only is h har d to compute , it is even har d to predict .

Th us, a hardcore bit h ( x ) pinp oin ts an asp ect of x that is truly hidden giv en f ( x ).

Namely , the kno wledge of f ( x ) do es not allo w us to predict h ( x ) an y b etter than without it

(i.e., b y 
ipping a coin), so h ( x ) lo oks random giv en f ( x ). It is to b e noted that w e need

not require that h ( x ) b e a bit that is selected from the string x itself, but, in general, ma y

dep end on x in more complex (but e�cien tly computable) w a ys. This is not inconsisten t

with the idea that h ( x ) is supp osed to represen t some general information ab out x . W e

migh t w an t to attempt the construction in t w o w a ys:

1. T aking as h yp othesis that a c oncr ete function is O WF , exhibit a hardcore bit for that

function. (This is a useful, but not v ery general construction.)

2. T aking as h yp othesis that an arbitr ary function is O WF , exhibit a hardcore bit for

that function. (This is the strongest construction w e can hop e for.)

It is to b e noted that these approac hes are analogous to those w e adopted for constructing

what migh t, an ton ymously , b e called \softcore" bits.

2 Hardcore Bits f or Concrete O WF 's

The concrete function that w e consider is the exp onen tiation function mo d p , f ( x ) = y =

g

x

mo d p , where g is the generator of Z

�

p

. W e de�ne the most signi�can t bit of x , M S B , as

follo ws:

M S B ( x ) =

�

0 ; if x <

p � 1

2

1 ; if x �

p � 1

2

Remark 3 M S B ( x ) not de�ne d to b e simply x

1

in or der to make it unbiase d, sinc e the

prime p is not a p erfe ct p ower of 2 .

Theorem 4 If f ( x ) = ( g

x

mo d p ) is a O WF , then M S B ( x ) is a har dc or e bit for f .

Pro of: A rigorous pro of for the ab o v e theorem exists. It is our usual pro of b y con tradic-

tion, whic h tak es as h yp othesis that M S B is not an hardcore bit for f , and pro v es that f

is not O WF . The pro of is constructiv e, and explicitly transforms an y PPT that can com-

pute M S B ( x ) from f ( x ) with non-negligible adv an tage, in to a PPT that can compute the

Discrete Log with non-negligible probabilit y . This pro of is, ho w ev er, somewhat tec hnical,

so w e settled for a simpler, but quite represen tativ e result stated b elo w.

Lemma 5 If ther e exists a PPT that c an alw a ys c ompute M S B ( x ) fr om f ( x ) , then ther e

is a PPT that c an alw a ys invert f ( x ) (i.e., c ompute the discr ete lo g of y = f ( x ) ).
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Pro of: The idea of the algorithm is v ery simple. W e kno w that LS B ( x ) = x

k

is easy to

compute giv en y = g

x

mo d p . This w a y w e determine x

k

. No w w e can transform y in to

g

[ x

1

::: x

k � 1

0]

= ( g

[ x

1

::: x

k � 1

]

)

2

mo d p (b y dividing y b y g if x

k

= 1). W e also kno w ho w to

extract square ro ots mo dulo p . So it seems lik e w e can compute g

[ x

1

::: x

k � 1

]

, and k eep going

the same w a y (tak e LS B , extract square ro ot, etc.) un til w e get all the bits of x . Ho w ev er,

there is a problem. The problem is that g

[ x

1

::: x

k � 1

0]

has two square ro ots: y

0

= g

[ x

1

::: x

k � 1

]

(the one w e w an t) and y

1

= ( � g

[ x

1

::: x

k � 1

]

) = g

p � 1

2

+[ x

1

::: x

k � 1

]

(here w e used the fact that

� 1 = g

( p � 1) = 2

). So after w e compute the square ro ots y

0

and y

1

, ho w do w e kno w whic h

ro ot is really y

0

= g

[ x

1

::: x

k � 1

]

? W ell, this is exactly what the hardcore bit M S B tells us!

Namely , M S B ( D l og ( y

0

)) = 0 and M S B ( D l og ( y

1

)) = 1. The complete algorithm follo ws.

i = k ;

while ( y � 1) do /* y = f ( x ) */

b egin

output ( x

i

= LS B ( D l og ( y )) );

/* Assertion: x = [ x

1

x

2

: : : x

i

] */

if ( x

i

== 1 ) then y := y =g ;

/* Assertion: y = g

[ x

1

x

2

::: x

i � 1

0]

= ( g

[ x

1

x

2

::: x

i � 1

]

)

2

*/

Let y

0

and y

1

b e square ro ots of y ;

If ( M S B (( D l og ( y

1

)) == 0 )

then y := y

1

else y := y

2

i := i � 1;

end

T o summarize, the v alue of M S B pla ys a critical role in distinguishing whic h square ro ot

of y corresp onds to x= 2. This enables us to use the LS B iterativ ely , so that the pro cess is

con tin ued to extract all the bits of x .

It turns out that the other O WF 's w e study ha v e natural hardcore bits as w ell:

1. LS B and M S B are hardcore bits for Rabin's Squaring F unction.

2. All the bits of x are hardcore bits for R S A .

3 Constr uction of a hardcore bit f or arbitrar y O WF

Lo oking at the previous examples, w e w ould no w lik e to see if an y O WF f has some easy

and natural hardcore bits. Sp eci�cally , it w ould b e great if at least one the folo o wing t w o

statemen ts w as true:

1. An y O WF has some particular bit x

i

in x ( i dep ends on f ) whic h is hardcore for f .

2. A concrete b o olean function h (whic h is not necessarily an input bit) is a hardcore

bit for al l O WF 's f .

Unfortunately , b oth of these hop es are false in general.
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1. F rom arbitrary O WF f , it is p ossible to construct another O WF g , suc h that none of

the bits of x are hardcore for g . (cf. Handout).

2. F or an y b o olean function h and O WF f , if w e let g ( x ) = f ( x ) � h ( x ), then: (1) g is

also a O WF ; (2) h is not hardcore for g . P art (1) follo ws from the fact that an in v erter

A for g w ould imply the one for f . Indeed, giv en y = f ( x ), w e can ask the in v erter

A for g to in v ert b oth f ( x ) � 0 and f ( x ) � 1, and see if at least one of them succeeds.

P art (2) is ob vious. Th us, no \univ ersal" h exists.

Despite these negativ e news, it turns out that w e nev ertheless ha v e a v ery simple hard-

core bit for an arbitrary O WF . This is the celebrated Goldreic h Levin construction.

4 Goldreich Levin Constr uction

W e will b egin with a de�nition that generalizes the concept of selecting a sp eci�c bit from

a binary string.

De�nition 6 (P arit y) If x = x

1

x

2

: : : x

k

2 f 0 ; 1 g

k

, and r = r

1

r

2

: : : r

k

2 f 0 ; 1 g

k

, then

h ( x; r ) = r

1

x

1

� r

2

x

2

: : : � r

k

x

k

= ( r

1

x

1

+ r

2

x

2

+ : : : + r

k

x

k

mo d 2) is c al le d the p arity of x

with r esp e ct to r .

Notice, r can b e view ed as a selector for the bits of x to b e included in the computation

of parit y . F urther, the expression for the notation for the inner pro duct, � , can b e used

pro�tably , i.e., h ( x; r ) = ( r � x ) can b e view ed as the inner pro duct of binary v ectors x and

r mo dulo 2. The "basis strings" e

i

with exactly one bit r

i

= 1, giv e the usual sp eci�c bit

selection x

i

.

The Goldrecih-Levin theorem essen tially sa ys that \if f is a O WF , then most parit y

functions h ( x; r ) are hardcore bits for f ." T o mak e the ab o v e statemen t more precise, it is

con v enien t to in tro duce an auxiliary function g

f

( x; r ) = f ( x ) � r (the concatenation of f ( x )

and r ), where j x j = j r j . Notice, a random input for g

f

samples b oth r and x at random from

f 0 ; 1 g

k

, so h ( x; r ) = x � r indeed computes a \random parit y for (randomly selected) x ".

Notice also, that if f is a O WF / O WP / TDP , then so is g

f

(in particular, g

f

is a p erm utation

if f is). No w, the Goldrecih-Levin theorem states that

Theorem 7 (Goldreic h-Levin Bit) f is a O WF , then h ( x; r ) is a har dc or e bit for g

f

.

Mor e formal ly:

( 8 PPT A ) Pr[ A ( f ( x ) ; r ) = ( x � r ) j x; r  

r

f 0 ; 1 g

k

] <

1

2

+ negl ( k )

Remark 8 A har dc or e bit for g

f

is as useful as the one for f , sinc e f is r e al ly c ompu-

tational ly e quivalent to g

f

(sinc e r is p art of the output, inverting g

f

exactly r e duc es to

inverting f ). Thus, we wil l often obuse the terminolo gy and say \sinc e f is a O WF , let us

take its har dc or e bit h ( x ) ". But that we r e al ly me an that in c ase we ar e not awar e of some

simple har dc or e bit for a sp e ci�c f , we c an always take the Goldr eich-L evin bit for g

f

and

use it inste ad. Similar p arsing should b e given to statement of the form \every O WF has a

har dc or e bit". A gain, in the worst c ase always use the Goldr e cih-levin bit for g

f

. Final ly,

another p opular interpr etation of this r esult is that \most p arities of f ar e har dc or e".
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Pro of: A rigorous pro of for the ab o v e theorem exists. It is an indirect pro of b y con tradic-

tion, whic h tak es as h yp othesis that h ( x; r ) is not a hardcore bit for g

f

, and pro v es that f is

not a O WF . The pro of is constructiv e, and explicitly transforms an y PPT that can compute

h ( x; r ) with non negligible probabilit y for most v alues of r , giv en f ( x ) and r , in to a PPT

that can compute x with non negligible probabilit y , giv en f ( x ). Ho w ev er and despite the

simplicit y of theorem statemen t, the full pro of is extremely tec hnical. Therefore, w e will

again only giv e a go o d in tuition of wh y it w orks. F or simplicit y , w e will assume that f (and

th us g

f

) are p ermutations , so that ( x � r ) is uniquely de�ned giv en f ( x ) � r .

First, assume that w e are giv en a PPT A that always computes ( x � r ) giv en f ( r ) � r . W ell,

then ev erything is extremely simple. Giv en y = f ( x ) that w e need to in v ert, w e already

observ ed that x � e

i

= x

i

is the i -th bit of x , where e

i

is a v ector with 1 only at p oistion i .

Th us, asking A ( y ; e

i

) will giv e us x

i

, so w e can p erfectly learn x bit b y bit.

Unfortunately , our assumption on A is to o strong. In realit y w e do not kno w that it

suceeds for r andom r 's. In particular, ma yb e it alw a ys refuses to w ork for \basis" r = e

i

.

So let us b e more reasonable and assume that

Pr[ A ( f ( x ) ; r ) = ( x � r ) j x; r  

r

f 0 ; 1 g

k

] >

3

4

+ �

where � is non-negligible. Here w e use 3 = 4 instead of 1 = 2 for the reason to b e clear in a

second. Still w e cannot ask r = e

i

ev en in this case. The idea is to notice that for an y

r 2 f 0 ; 1 g

k

( x � r ) � ( x � ( r � e

i

)) =

0

@

X

j 6= i

r

j

x

j

+ r

i

x

i

mo d 2

1

A

�

0

@

X

j 6= i

r

j

x

j

+ (1 � r

i

) x

i

mo d 2

1

A

= x

i

Moreo v er b oth r and ( r � e

i

) are individual ly r andom when r is c hosen at random. Hence,

for an y �xed index i ,

Pr[ A ( y ; r ) 6= ( x � r ) j x; r  

r

f 0 ; 1 g

k

] <

1

4

� �

Pr[ A ( y ; r � e

i

) 6= ( x � ( r � e

i

)) j x; r  

r

f 0 ; 1 g

k

] <

1

4

� �

Th us, with probabilit y at least 1 � 2(

1

4

� � ) =

1

2

+ 2 � , A will b e correct in b oth cases, and

hence w e correctly reco v er x

i

with probabilit y

1

2

+ 2 � . W ell, this probabilit y is greater that

a half, so rep eating the same exp erimen t roughly t = O (log k =�

2

) times (eac h time pic king

a brand new r ; notice also that t is p olynomial in k b y assumption on � ) and taking the

ma jorit y of the answ ers, w e determine eac h x

i

correctly with probabilit y 1 � 1 =k

2

. W e no w

rep eat the whole pro cedure for all indices i . W e get that the probabilit y that at le ast one

x

i

is wr ong is at most k =k

2

= 1 =k , so w e reco v er the en tire x correctly with probabilit y

1 � 1 =k , whic h is certainly non-negligible, con tradicting the one-w a yness of f .

Still, our assumption ab out the success of A with probabilit y

3

4

+ � is to o m uc h. W e can

only assume

1

2

+ � . As w e said, a v ery careful c hoice of random r 's allo ws us to extend the

pro of ab o v e ev en to this case, but this is to o tec hnical.
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W e will no w lo ok at ho w to mak e use of what w e ha v e at hand. W e will not b e terri-

bly rigorous for the time b eing, and will pro ceed with the understanding that sp eculativ e

adv en tures are acceptable. This time w e will hand-w a v e a little, but will return to the

problematic sections in the next lecture.

5 Public Key Cr yptosystem f or One Bit

It seems in tuitiv e that, if w e ha v e a hardcore bit, w e should b e able to send one bit of

information with complete securit y in the Public Key setting. And w e sho w exactly that.

� Scenario

Bob( B ) w an ts to send a bit b to Alice( A ). Ev e( E ) tries to get b . Alice has a public

k ey P K and a secret k ey S K hidden from ev eryb o dy .

� Required Primitiv es

1. TDP f will b e the public k ey P K and its trap do or information t will b e Alice's

secret k ey S K .

2. Hardcore bit h for f . If needed, can apply Goldrecih-Levin to get it.

� Proto col

B selects a random x 2 f 0 ; 1 g

k

and sends A the ciphertext c = h f ( x ) ; h ( x ) � b i .

� Kno wledge of the Concerned P arties b efore Decryption

B : b; x; c; f ; h .

E : c; f ; h .

A : c; t; f ; h .

� Decryption b y A

x is obtained from f ( x ) using the trap do or t ;

h ( x ) is computed from x ;

b is obtained from ( h ( x ) � b ) using h ( x ).

� Securit y from E

In tuitiv ely , to learn an ything ab out b , E m ust learn something ab out h ( x ). But E

only kno ws f ( x ). Since h is hardcore, E cannot predict h ( x ) b etter than 
ipping a

coin, so b is completely hidden.

W e note that this sc heme is grossly ine�cien t. Ev en though it se ems lik e w e are using an

elephan t to kill an an t, lo ok what w e accoplished: w e constructed the �rst secure public-k ey

cryptosystem!

Ha ving said this, w e w ould still lik e to impro v e the e�ciency of this sc heme. Can w e

send arbitrary n um b er of bit b y using a single x ab o v e? More generally , can w e extract a

lot of random lo oking bits from a single x ?
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6 Public Key Cr yptosystem f or Arbitrar y Number of Bits

W e will try to generalize the system in a manner analogous to what w e did with the S/Key

system. Remem b er, there w e published the v alue y

0

= f

T

( x ), and k ept giving the serv er

the successiv e preimages of y

0

. So ma yb e w e can do the same thing here, except w e will

use har dc or e bits of suc c essive pr eimages to make them into a go o d one-time p ad! Notice

also that publishing f

t

( x ) will still allo w Alice to get bac k all the w a y to x since she has

the trap do or.

� Scenario

Bob( B ) w an ts to send a string m = m

1

: : : m

n

to Alice( A ). Ev e( E ) tries to get \some

information" ab out m . Alice has a public k ey P K and a secret k ey S K hidden from

ev eryb o dy .

� Required Primitiv es

1. As b efore, TDP f will b e the public k ey P K and its trap do or information t will

b e Alice's secret k ey S K .

2. Hardcore bit h for f . If needed, can apply Goldrecih-Levin to get it.

� Proto col

B selects a random x 2 f 0 ; 1 g

k

and sends A the ciphertext c = h f

n

( x ) ; G

0

( x ) � m i ,

where

G

0

( x ) = h ( f

n � 1

( x )) � h ( f

n � 2

( x )) � : : : � h ( x ) (1)

Notice, G

0

( x ) really serv es as a \computational one-time pad".

� Kno wledge of the Concerned P arties b efore Decryption

B : m; x; c; f ; h .

E : c; f ; h .

A : c; t; f ; h .

� Decryption b y A

x is obtained from f

n

( x ) using the trap do or t b y going \bac kw ards" n times;

G

0

( x ) is computed from x b y using h and f in the \forw ard" direction n times;

m is obtained from ( G

0

( x ) � m ) using G

0

( x ).

� Securit y from E

The in tuition ab out the securit y is no longer that straigh tforw ard. In tuitiv ely , if w e

let p

1

= h ( f

n � 1

( x )) ; : : : ; p

n

= h ( x ) b e the one-time pad bits, it seems lik e p

1

lo oks

random giv en f

n

( x ), so m

1

is secure for no w. On the other hand, p

2

= h ( f

n � 2

( x ))

lo oks secure ev en giv en f

n

( x ) and p

1

(since b oth can b e computed from f

n � 1

( x ) and

p

2

is secure ev en if f

n � 1

( x ) is completely kno wn. And so on. So w e get a v ery strange

kind of \securit y". Ev en if the adv ersary kno ws f

n

( x ) (whic h he do es as it is part
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of c ), and ev en if he someho w learns m

1

; : : : ; m

i � 1

, whic h w ould giv e it p

1

; : : : ; p

i � 1

,

he still cannot predict p

i

, and therefore, m

i

is still secure. So w e get this \next-bit

securit y": giv en �rst ( i � 1) bits, E cannot predict the i -th one. It is completely

unclear if

{ \Next-bit securit y" is what w e really w an t from a go o d encryption (w e certainly

w an t as least this securit y , but do es su�ce?) F or example, do es our system

satisfy analogously de�ned \previous-bit securit y"?

{ Our sc heme satis�es some more \reasonable" notion of securit y .

The answ ers to these questions will come so on.

A t this p oin t, w e turn our atten tion to Secret Key Cryptograph y based on symmetric k eys.

W e w ould lik e to con template whether w e could transcend Shannon's Theorem on k ey

lengths.

7 Secret Key Cr yptosystems

Recall, our main question in secret k ey encryption w as to break the Shannon b ound.

Namely , w e w ould lik e to encrypt a message of length n using a secret k ey of a m uc h

smaller size k , i.e. k < n (and hop efully , k � n ). W e righ t a w a y prop ose a p ossible solution

b y lo oking at the corresp onding public-k ey example for encrypting man y bits.

Recall, in the public k ey setting w e used G

0

( x ) (see Equation (1)) as a \computational

one-time pad" for m , where x w as c hosen at random b y Bob. W ell, no w w e can do the same

thing, but mak e x the shared secret! Notice also that no w w e no longer need the trap do or,

so making f O WP su�ces.

� Scenario

Bob( B ) w an ts to send a string m = m

1

: : : m

n

to Alice( A ). Ev e( E ) tries to get \some

information" ab out m . Alice and Bob share a random k -bit k ey x whic h is hidden

from Ev e.

� Required Primitiv es

1. O WP f whic h is kno wn to ev ery one.

2. Hardcore bit h for f . If needed, can apply Goldrecih-Levin to get it.

� Proto col

B sends A the ciphertext c = G

0

( x ) � m , where G

0

( x ) is same as in Equation (1).

G

0

( x ) = h ( f

n � 1

( x )) � h ( f

n � 2

( x )) � : : : � h ( x ) (2)

As b efore, G

0

( x ) really serv es as a \computational one-time pad".
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� Kno wledge of the Concerned P arties b efore Decryption

B : m; x; c; f ; h .

E : c; f ; h .

A : c; x; f ; h .

� Decryption b y A

G

0

( x ) is computed from secret k ey x b y using h and f in the \forw ard" direction n

times;

m is obtained from ( G

0

( x ) � m ) using G

0

( x ).

� Securit y from E

Again, the in tuition ab out the securit y is not straigh tforw ard. Similar to the public-

k ey example, it seems lik e w e get what w e called \next-bit securit y": giv en �rst ( i � 1)

bits of m (or of G

0

( x )), E cannot predict the i -th bit of m (or G

0

( x )). It is completely

unclear if

{ \Next-bit securit y" is what w e really w an t from a go o d encryption (w e certainly

w an t as least this securit y , but do es su�ce?) F or example, do es our system

satisfy analogously de�ned \previous-bit securit y"?

{ Our sc heme satis�es some more \reasonable" notion of securit y .

Again, the answ ers to these questions will come so on,

Before mo ving on, w e also mak e sev eral more observ ations. First, notice that w e could

mak e n v ery large (in particular, m uc h larger than k ). Also, w e can mak e the follo wing

optimization. Recall that in the public k ey scenario w e also send f

n

( x ) to Alice so that she

can reco v er x . No w, it seems lik e there is no natural w a y to use it, so w e really computed

it almost for nothing... But w ait, w e could use f

n

( x ) to mak e our one-time pad longer!

Namely , de�ne

G ( x ) = f

n

( x ) � G

0

( x ) = f

n

( x ) � h ( f

n � 1

( x )) � h ( f

n � 2

( x )) � : : : � h ( x ) (3)

No w w e can use G ( x ) as the one-time pad for messages of length n + k , whic h is always

greater than our k ey size k , ev en if n = 1! Indeed, w e claim that our in tuitiv ely de�ned

\next-bit securit y" holds for G ( x ) as w ell. Indeed, for i < k , f

n

( x ) is c ompletely r andom

(since x is random), so predicting the i -th bit based on the �rst ( i � 1) bits is hop eless.

While for i > k our informal argumen t an yw a y assumed that Ev e kno ws f

n

( x ) (it w as part

of the encryption). W e will discuss later if it really pa ys o� in the long run to use this

e�ciency impro v emen t (can y ou think of a reason wh y it migh t b e go o d to k eep the same

x for encrypting more than one message?)

Ho w ev er, using either G ( x ) or G

0

( x ) as our one-time pads still has its problems that w e

men tioned ab o v e. In tuitiv ely , what w e really w an t from a \computational one-time pad" is

that it really lo oks c ompletely r andom to Eve . W e no w formalize what it means, b y de�ning

an extremely imp ortan t concept of a pseudor andom numb er gener ator .
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8 Pseudo Random Genera tors

In tuitiv ely , a pseudor andom numb er gener ator ( PRG ) stretc hes a short random seed x 2

f 0 ; 1 g

k

in to a longer output G ( x ) of length p ( k ) > k whic h nev ertheless \lo oks" lik e a

random p ( k )-bit strings to an y computationally b ounded adv ersary . F or clear reasons, the

adv ersary here is called a distinguisher .

De�nition 9 (Pseudo Random Generator) A deterministic p olynomial-time c omputable

function G : f 0 ; 1 g

k

! f 0 ; 1 g

p ( k )

(de�ne d for al l k > 0 ) is c al le d a pseudorandom n um b er

generator ( PRG ) if

1. p ( k ) > k (it should b e str etching).

2. Ther e exists no PPT distinguishing algorithm D which c an tel l G ( x ) ap art fr om a truly

r andom string R 2 f 0 ; 1 g

p ( k )

. T o de�ne this formal ly, let 1 enc o de \pseudor andom"

and 0 enc o de \r andom". Now we say that for any PPT D

j Pr ( D ( G ( x )) = 1 j x  

r

f 0 ; 1 g

k

) � Pr ( D ( R ) = 1 j R  

r

f 0 ; 1 g

p ( k )

) j < negl ( k )

W e observ e that w e require the length of x b e less than the output length of G ( x ). This

is done since otherwise an indetit y function will b e a trivial (and useless) PRG . It should

not b e that easy! On the other hand, requiring p ( k ) > k mak es this cryptographic primitiv e

quite non-primitiv e to construct (no pun in tended).

Secondly , w e are not creating pseudorandomness from the thin air. W e are taking a truly

r andom se e d x , and stretc h it to \computationally random" output G ( x ). In other w ords,

G ( x ) is computationally indistinguishable from a random sequence (i.e., lo oks random),

only pro vided that (m uc h shorter seed) x is random.

9 Points to Ponder

W e w ould lik e to conclude with some questions whic h are fo o d for though t.

1. Is our public-k ey encryption really go o d?

2. What ab out the secret-k ey encryption?

3. Are G

0

( x ) and G ( x ) (see Equations (2) and (3)) pseudorandom generators?

4. Can w e output the bits of G

0

( x ) in \forw ard" order?

5. Is \next-bit securit y" enough to imply a true PRG ?
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