ICS 180: Introduction to Cryptography April 8, 2004

Lecture 2: Computational Notion of Security

Lecturer: Stanislaw Jarecki

1 LECTURESUMMARY

We introduce the notion ofomputationalsecurity, in contrast to thperfectsecurity of last lec-
ture, which was an information-theoretic, rather than cotatonal notion. We review the notions
of algorithm running time, assymptotic notation, and polyral time algorithms. We introduce
notions ofefficientalgorithms,negligible probabilities, andadversarial advantagén attacking a
cryptosystem. We exemplify these notions with an examptoofputational security definition for
(private-key) encryption, namely thedistinguishabilityof encryption.

2 Computational Notion of Secrecy for Encryption

In the last lecture we saw that tiperfect secrecylefinition for encryption can be satisfied only
by ciphers whose keys are as long as the messages they endfifhtthe computational notion
of secrecy we try to preserve the spirit of Shannon’s pedectecy notion, but we relax it in two
fundamental ways, which in the end allows us to actuallysgathis notion with some practical
algorithms.

Recall that we called a ciphgerfectly secreif for every pair of messages, m; € M and
ciphertextc we have

Prob|E = ¢ = Prob|E —
ProblEnc(k, mo) = | = Prob[Enc(k,m1) = c]

In other words, if encryptions ofy look exactly the samas encryptions of;.

The computational version of this definition will say that &wvery messages, m1, for every
efficient algorithmsA, the adversarial advantage dfin distinguishing encryptions af:y from
encryptions ofn; is negligibly smal]i.e.

| é’rqﬂb[A(mo,ml, ¢) =1]| ¢+ Enc(k,mg)] —]Ijr%b[A(mo,ml,c) =1|c« Enc(k,my)] | <e
for some negligibly smal.
What do we mean by “efficient algorithm” and “negligibly sifidactor? By “efficient algo-

rithm” we mearnprobabilistic polynomial timeThe next section reviews what probabilistic polyno-
mial time algorithms are, and recalls some associatediootat

3 Review of Algorithm Analysis

First somenotation (you can skip this now and only refer to it as needed):
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e By Z we denote the set of integers, Bythe naturals (i.e. positive integers plus zero), and by
R the set of real numbers. Note thatC 7Z C R.

e If D, R are sets, we denote functiorfsfrom domainD to rangeR asf : D — R. For
example,f : N — [0, 1] is a function from naturals to the interval betwekand1.

¢ We'll denote assignment of a random variable according teesdistribution with the— sign.
For example, by < {0,1} we denote the event of picking a random element in{8et }
and assigning its value to varialileln other words, in this cadeis a random bit.

e By Prob[A | B] we denote the conditional probability that evehhappens given that event
B happens. For exampl@&robb =1 | b« {0,1}] = 1/2, because that’s the probability that
a random bit is equal to one.

e By {a | cond(a)} we denote a set of all elemeniswhich meet conditiorcond(a). For
example{a | 3;cz a = 2i} is a set of all even numbers.

e By [a1,as9,...,a,] We'll denote a sequence of elemeants as, ..., a,. Especially ifa;'s are
binary strings or bits, sometimes we’'ll equate such sequevith the string which is a con-
catenation of these elements, denaiefds|...|a, Of [a1|az|...|ay].

e If ais a binary string, say of length, then bya;, fori € [1, .., n] we’'ll denote thei-th bit of
a. This way we can rewrite as[a; |az|...|a,]. By a forl <i < j <n,we’lldenote the
substring(a;|a;+1]...|a;] of a.

[i..4]

e If Ais aset, A" stands for set of sequences, eacblement long, of which every element is
a member of set,, i.e. A" = {[ay|az2|...|]an] | Vi a; € A}. For example{0,1}" is a set of all
binary strings of lengtim. We’'ll use similar notaton for sequences formed by repgaome
element, for examplé™ denotes a sequencembnes.

e By A* we denote the uniom* = U;ey A°. For example{0,1}* is a string of all binary
strings, including the empty string, sometimes deneted

e If sis a binary string then bys| we mean thdengthof s, e.9.|010| = 3. If S is a set then
by |S| we mean theardinality of S, i.e. the number of elements By e.g.|{010,011}| = 2.
Using this notation, note th&f0,1}"| = n and for everys € {0,1}" we have|s| = n.

Now somedefinitions:

Definition 1 [computing a function] An algorithm A computes a functiorf : {0,1}* — {0,1}*
if on any inputz € {0, 1}, it outputsf(x). (We assume that inputs and outputs are binary strings.)

Definition 2 [probabilistic algorithm] An algorithm isprobabilisticif it sometimes casts a random
coin and decides what to do next on the basis of it.

Definition 3 [algorithm running time] Algorithm A runs in timeTy : N — N if A runs for at
mostT4(n) steps when executed on any inpuif lengthn.

Definition 4 [big O notation] If f,¢ : N — R then we say tha upper-bounds’, and we denote
it f = 0O(g), if there exists constant> 0 s.t. f(n) < cg(n) for all n > 0.

L2-2



Definition 5 [big © notation] If f,¢ : N — R then we say thay lower-boundsf, and we denote
it f = 0(g), if there exists constant> 0 s.t. f(n) > cg(n) for all n > 0.

Definition 6 [polynomial time algorithm] We call algorithmA polynomial timeif there exists a
polynomialp(-) s.t. the running time functiofiy of A is upper bounded by, i.e. if T4 = O(p). In
other words, if there exists > 0 S.t.T4(n) < ¢ * p(n) for all n.

An equivalent definition is thatl is poly-time if there exists constadts.t. T4(n) = O(n).

Definition 7 [efficient algorithm] We'll call an algorithmefficientif it is probabilistic polynomial-
time, denoted “PPT".

4 Negligible Probability

Second, what do we mean by “negligible factor”, i.e. how srdalwe neede to be? We want
this probability be a fast decreasing function of the seégysarameter. The function should be
decreasing fast enough that if we wantetd be smaller than any particular very small amount we
want, for examplel /2%, we would like it to be true for some reasonable security patarsT
thate(r) < 1/2%9. A standard way of capturing such notionrebisonablesecurity parameter is
to require thak(7) is smaller than any inverse polynomial. For example, = 1/27 is such a
function, in which case(r) < 1/28 for + > 80. This gives rise to the following definition of a
negligible function:

Definition 8 [negligible function] We call a functioreN — [0, 1] negligibleif for everyconstantc
there exists some point, s.t. after that point, i.e. for alh > ng, we have

For example, functior(n) = 2% is negligiblebecause after some poing, everyn > ng satisfies
e > ¢, which implies thag™ > n°, and hence thaf- < L.

Where did1/27% come from? Because if a single experiment is succesful withability
p then you need to repeat it abopttimes to have reasonable probability, abay, of really
succeeding in the experiment. Therefore, if it's known thatbest reasonably fast algorithm suc-
ceeds with probability at mogt = 1/2%0 against some cryptosystem then you'd need to repeat it
1/p = 28 times to break the cryptosystem with probabliti2, and if you repeat it just a little more
(1/p*log(1/p), which in this case 8% x 80 ~ 289+6) then only then you will break the cryptosys-
tem with probability almost. (Try to work out the math for yourself!) And, finally, algtrims that
run for 28 steps indeed seem infeasible, given the current mips/paioe, for about the next ten
years.

5 Relation of Computational Secrecy to Perfect Secrecy

From now on, by a (private-key) encryption schedewe call a triple ofefficientalgorithms
(KGen, Enc, Dec) where
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e K Gen picks a key on input of theecurity parameter encoded in unary, i.e. onlong string
of 1's. (The reason we do that is to formally allow polynomial ¢ifn the security parameter
to pick the key.)

e The encryption and decryption algorithms are such thatlfot & KGen(17), for all m €
{0,1}*,if ¢ « Enc(k,m) thenm < Dec(k,c).

Note that unlike in the previous lecture, we don't define thessage space (also, the key space is
impilicitely defined as the outputs @& Gen). The reason is that we want the encryption to work on
all binary strings, i.e. from now oM = {0, 1}*.

Let's look at the definition operfectly secretipher again. It required that for every pair of
messagesy, m1 and ciphertext we have

Jzi%b[Enc(k, my) = c| = ]Ijﬁ(’)cb[Enc(k, my) = ¢

Another way to state it is that for every,, m1, the following two random distributions are the

same:
{C}k<—IC,c<—Enc(k,mo) = {C}k<—lC,c<—Enc(k,m1)

i.e. if the distibution of ciphertexts resulting from piokj a random key and encrypting, is the
same as the distribution of ciphertexts resulting from piglka random key and encrypting; .

Note that adding the messagesg, m, themselves to the view does not change anything. Also,
since instead of just picking keys at random from some 8igtion K the keys are generated by an
efficient algorithmi Gen(17), we rewrite the above requirement as

{(m0> my, C)}kHKGen(lT),a—Enc(k,mo) = {(m0> my, C)}kHKGen(lT),a—Enc(k,ml)

Now we can see that thigst computational relaxation of the above is that rather than requiring
that ciphertexts ofng and ciphertexts ofn; are distributeddenticially, we can only require that
no efficient algorithntan tell a difference between these two types of ciphertertshat for every
PPT A, the distributions obutputs ofA are the same in the two cases:

{A(m0> my, C)}k<—KG’en(1"'),c<—Enc(k,mo) = {A(m0> my, C)}k«—KGen(lT),a—Enc(k,ml)

Since we can assume that an attacker algorithoutputsl if it thinks that ciphertext is more
likely to be an encryption ofn; ando if it thinks that ¢ looks more like an encryption ofy, we
can rewrite the above requirement as follows:

Prob [A(mg,mi,¢c) =1 =  Prob [A(mg,mi,c)=1]
k—KGen(1T) k—KGen(1T)
c—Enc(k,mo) c—Enc(k,m1)

Note that the above equation compares the probability Ahadturns a “false posititive” judgment
by outputingl on encryption ofng, with the probability thatd returns a “true positive” judgment
by outputingl on encryption ofn,. If the two probabilities are the same then indet@ useless
as a test that is supposed to determine whetligean encryption ofng rather thann;!

Stating things in this way leads us to tbecond relaxation Namely, instead of requiring that
the false positives and true positives have sheeprobability, we can require that the difference
between these two probabilies isegligible functiomegl : N — [0, 1] of the security paramater.

This leads to the following definition:
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Definition 9 (indistinguishable encryption) We call an encryption scheme indistinguishablaf

for all PPT algorithmsA and all polynomialsp(-) there exists a negligible functio(-) s.t. for
all security parameters, for all message pairsng, m; s.t.|mg| = |m1| < p(7), theadversarial
advantageddv4 defined as follows is smaller tha(r):

Advy =| Prob [A(mg,mi,c)=1] —  Prob [A(mg,my,c)=1] | <e(7)
k—KGen(1T) k—KGen(1T)
c—Enc(k,mop) c—Enc(k,m1)

Some remarks:

(1) Why are we requiring that the two messages m, be of equal length? This means that we
give up on asking the encryption scheme to hide the messagthleln other words, we allow the
adversary to tell, given a ciphertext, how long the plaint@essage was. Therefore,|ifiy| and

|mq| were allowed to be different in this definition, the adveysaould trivially “break” reasonable
encryption schemes by easily distinguishing encryptidnsome very shoriny from encryptions

of some much longem;. And why do we not care to hide the message length? In fact some
applications might care, in which case you have to stremgthe security requirement and make
sure your encryption is message-length hiding. Howeverptity way to do that would be to create
large overheads for short messages. And since most of tleep@ople don'’t require this type of
security, they also don't want to pay the unnecessary pfitleecoverhead in ciphertext length.

(2) Why is the message length bounded by a polynomial? Beaathsrwise the definition wouldn't
make sense because the definition would then end up makingraasonable requirement that
encryption is secure against even adversaries running ne than polynomial time. To enforce
that A runs in time polynomial in the security parameter, we havlniit the size of A’s inputs
themselves to size polynomial in the security parametdretise, for example ifi’s inputs were
allowed to be of siz€", then A would be given also at leagt time to run, sinced is PPT, i.e. it
runs in in time polynomiain the length of its inputSince such amount of time would usually allow
A to break the cryptosystem by just finding the private key (imngncryptosystem the security
parameterr is simply the length of the private key), we cannot hope talfefi a distinguishing
attack A which is allowed to work for this amount of time.

Also, if messages are sent back and forth by realistic conmation components (computers,
PDAs, etc), then the total length of the messages they sest meuby definition, computable by
an efficient machine, and we assume that this is polynomidldérsecurity parameter, although this
polynomial might be pretty large.

6 Consequences of Indistinguishability

Notice that there often will exist some efficient algorithinwhich will have a negligible but non-
zero advantageldv 4 in distinguishing encryptions of.y, m;. For example, givetimg, m1,c), A
could just guess the keyoutput by K Gen(17) by picking a random ke¥’, running the decryption
algorithmm’ = Dec(K',c), and outputing “one” ifm = m4, and “zero” otherwise. Note that
since the key generation algorithm must be itself efficidm, keys it outputs can be no longer than
p(7) for some polynomiap(-). Therefore,A which just guessek at random will be succesful with
probability at least /27(7), in which casedduv 4 of definition 9 will be at least /27(7) too. However,
sincep(-) is a polynomial, this advantage is a negligible function-of
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However, what happens if one repeats some efficient attgckiddm A for polynomialy-many
times (sayp(7) times) and tries to accumulate the votes given by each rua @fote that each
time A is run, we can assume that it votes either “zero” or “one” diggision as to whetheris
more likely an encryption ofng or mq)? Let’s call this new attackl’. If A takes polynomial time
then so does{’, becausel'ime 4 = p(7) * Time. However, assuming thatdv4 is non-zero
but negligible, can the advantage 4f be more than negligible? In other words, can we boost the
negligibly successful attack intorgon-negligiblysuccessful one by mere repetition? The answer is
“no!”, but we'll skip the argument because it's too techihica

However, we can gain some insight into it by asking a relatggktion: If the advantage of is
not negligible but pretty small, we can show that this type okapd run ofd can boost this small
advantage into an overwhelming one. We’ll see that if on oltaad Adv 4 is negligible then this
boosting method fails.

Fact 10 If an attack A has a small but non negligible advantage in breaking indgatishability

of encryption, there is an attack’ which runsA polynomialy many times (and takes the majority
vote) which has awmverwhelmingadvantage in breaking the indistinguishability of the giution
scheme.

By “overwhelming”, we mean so great than- 277, i.e. “negligibly close” tol (because func-
tion 277 is negligible).

Proof: We'll use Chernoff bound to show this. The Chernoff boundstgbu that if you taken
independent samples of a random variadlevhose expected value jsthen the probability that
the average taken of theseguns, i.e.V/n whereV = Z?Zl Vi, is farther thare from p, is bounded
by inverse exponential ie? andn. In particular,

ProblV/n > pu+¢€ < 9—2<"n

Assume, for simplicity, that the probability thdtoutputs “one” on encryption ofi is1/2+§
while the probability that it outputs “one” on encryptionmf) is 1/2 — . SinceAdvs = (1/2 +
d) — (1/2 — &) = 20 is negligible, it must be that is a negligible function of-. DefineV; as the
output ofi'th run of A on encryption ofng. The value of eacly; is eitherl or 0, and its expected
value isy = 1/2 — 4.

The probability thatd’ outputs1 on encryption ofny is the probability that at least/2 of the
runs of A output1 on this encryption, i.e. the probability that V; > n/2, i.e. the probability that
V/n > 1/2 = u+ §. By the Chernoff bound, this probability is at mast2o°n,

In a similar way we can argue that the probability tHatoutputsO on encryption ofn; is less
than2-25", and hence the probability thaf outputsl on encryption ofn; is at leastl — 2-26%n,

Therefore the advantage df is at least

Advy > (1 —272°n) _9=28"n _ 1 _ 9l-28%n

And thereforeddvy > 1 — 277 if 26°n > 7 + 1, which holds ifn > ETJF;. If 6 is not negligible
thend(7) > 1/p(r) for some polynomiap and all large enough’s, in which case the equation

holds for all large enough’s as long as: > %(T + 1)p?(7), which is polynomial inr. ]

Note that the same argument fails wheis negligible in7, for exampled = 277. In this
case we'd have to make > 1 (7 + 1)227 which would be exponential in and thusA’ would be
inefficient.
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