ICS 180: Introduction to Cryptography April 13, 2004

Lecture 3: One-Way Encryption, RSA Example

Lecturer: Sanislaw Jarecki

1 LECTURESUMMARY

We look at a different security property one might requirenéryption, namelyne-way security.
The notion is natural and seems like a minimal requirememtroencryption scheme. It makes sense
for both symmetric and public-key encryption schemes. Tkanihe discussion more concrete, we
look at the so-called “textbook” variant of the RSA encrgptiand see how to pick keys in relation
to the security parameter so that the best algorithms thettiRSA are either inefficient or have
only negligible advantage. We will also see that while thextbook RSA’ can plausibly be one-
way secure, it is definitely not secure in the sense of indjsishabibility (this security property
of encryption schemes was defined in the last class). Thisshes that one-wayness is a weaker
notion than indistinguishability.

2 One-Way Security for Encryption

Inthe last lecture we developed the computational versiglaxation) of theperfect secrecy security
property for encryption schemes, which we calledistinguishability of encryption. This notion is
pretty strong, and today we'll look at a weaker notion of sigdor encryption, namehone-way
Ssecurity.

In essence, we say that an encryption scheme is one-wayesédurs infeasible to decrypt
ciphertexts of random plaintexts (i.e. randomly chosemfeobig-enough message space). Here is
the formal definition, first for the case of symmetric encigptschemes:

Definition 1 (one-way secure (symmetric) encryption)We call a (symmetric) encryption scheme
¥ = (KGen, Enc, Dec) one-way secure for (family of) message spaf#g,}.—;, . if for all
PPT algorithms A, the following holds:

Adva(T) = ProblA(c) =m | k — KGen(1");m «— Mr;c — Enc(k,m)] < negl(r)

And here is the corresponding definition for public-key eption schemes. The only real
difference is that here the adversary sees the public keytosencrypt messages:

Definition 2 (one-way secure (public key) encryption)We call a (public-key) encryption scheme
¥ = (KGen, Enc, Dec) one-way secure for (family of) message spaf#g,}.—;» . if for all
PPT algorithms A, the following holds:

Adva(T) = Prob[A(PK,c) =m|(SK,PK) «— KGen(1");m «— M;;c «— Enc(PK,m)] < negl(7)
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Discussion. The one-wayness of encryption seems to be a pretty minimgalrement needed of
an encryption scheme. Suppose, on the contrary, that agpgiocr scheme is not one-way. This
would mean that there exists an efficient algoritAnvhich has a non-negligible chance of success
in decrypting an encryption of a random message. Noticeithaty application of an encryption
scheme, the encryption/decryption keys are going to beegitly a (random) run of th& Gen(17)
algorithm, which is just like in the one-wayness game theeeshry plays with an encryption scheme
in the above definition(s). So il’'s advantage in this game is “sizable”, i.e. larger than igége
(larger thanl /p(7) for some polynomiap(-)), this could mean one of the following things, each of
them pretty bad for any application using such encryption:

e It could be that for every message € M and everye = Enc(k, m), there is about /p(T)
chance thatd decryptsc asm, where the probability is taken over the random coinsiof
This case is the worst, because in this case we couldiraver an over on the same inptt
and afterr « p(7) trials, the probability that in none of these trigdsends up decrypting is
only

Prob|A fails in all 7 % p(7) trials] = (1 — 1/p(7))™P() ~ (1/e)” < (1/2)" =277

Note also that the time taken by this new attack is p(7) * Time(7) which is poly(7)
becausdime 4 (7) is polynomial int.

So suchA leads to an efficient attack which decrypts every messagepéefar a negligible
probability 27,

e However, it could also be that the above is true only for soraesages: € M. For example,
it could be thatA decrypts with probability almost on any encryptions of all messages in
some subsett’ ¢ M which containgl /p(7) fraction of messages, i.eM'|/|M| = 1/p(7),
but on encryptions of messages¢ M’ it fails.

Why would such an attack be so bad? First of all, for many guiimg schemes, an attack
which succeeds well on some fraction of messages can be aiseddeed on all messages.
(We'll see that on the RSA example below!)

Second, even if there was no way of transforming such attatckdecrypting any message,
this is still not good because the application would have &xersure that messages.ir’
are avoided. Whatever message sp&té = M \ M’ an application needs to use, it needs
to know that the encryption scheme is at least one-way sdoutlBe message spadel”.

e The inverterA could work in yet another way. For example, maybdas a good chance of
inverting a particular class of ciphertexts, but fails tedrt if the ciphertext does not fall into
this class? This type of attack usually leads to an attacksigany ciphertext too (similarly
to the case above). An example of this in in problem 3 on homew&o You'll see there
that if there is an attaclkd which inverts EIGamal ciphertext only if they have some sdec
(although common-enough) form, you can usto construct an attack which actually inverts
any ElGamal ciphertext.

3 Example: RSA cryptosystem

To understand the RSA cryptosystem, for now all you need twkis thatZ,, = {0,...,n — 1}.
To understand it more more deeply, you should read the hamdoumodular arithmetics (first the
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handout on primes and then the one on composites). You'lleze whatZ! is, where didp(n) =
(p —1)(¢ — 1) come from, and why equation (2) below holds formalle Z} if ed = 1 mod ¢(n).
But at first you can just assume that= e~! mod ¢(n) is easy to compute and that equation (2)
does hold.

The scheme below is called a “textbook RSA’ cryptosystensahbee it uses the RSA setting in
the most basic way possible.

e KGen(17) generates two prime numbersg of length|p| = || ~ 557> wherec is a small

constant¢ ~ 8 (the actual formula for the good prime size is a little mormptex but this is
a good approximation, and we’ll see later today how thiséxoice is made!). ThelR Gen

computes a = p * ¢, picks some small prime number> 3 (in most applicationg = 3 is

used because the speed of encryption depends on the sizemthe smallest possibleis

picked), then computes numbée= e~! mod ¢(n) whereg(n) = (p—1)(¢—1) (computing
modular inverses is efficient via the Euclidean algorithamd outputsPK = (n,e) and
SK = (p,q,n,e,d).

e Enc(PK,m) for m € {0,1}* first dividesm into |m|/(|n| — 1) blocksm = [mM [m?)]..]
of |n| — 1 bits each (the last block can be padded with zeroes to méke-it1 bit long). This
way eachm(? is in Z,,, and in fact it is almost always an elementZjf too! Then for each
block 7@ (assumed %)), Enc computest = (m)° mod n. Then it collects the resulting
ciphertext blocks and outputs= [V [¢?)]...].

e The decryptionDec(SK, ¢) goes block-by-block as well, where the blogkof plaintext is
computed from the corresponding ciphertext blecsm = (¢)? mod n.

The reason that RSA encryption can work at all is the follawfieect, which holds for any:
VmeZ, m?™ =1 mod n @
From this equation it follows that for any d s.t.ed = 1 mod ¢(n) we have:
VmeZ, m®’=mmodn 2

It follows because iin?(™ = 1 mod n anded = ip(n) + 1 for some integeli (because:d =
1 mod ¢(n)), thenme? = m ¢+ = (M)« ml = 1% m = m mod n.

Equation (2) implies, taking: € Z; for notation simplicity, thatDec(SK, Enc(PK,m)) =
((m® mod n)¢ mod n) = (M9 mod n) = m.

3.1 The RSA Assumption: “Textbook RSA” is a One-Way Encryption

The so-calledrSA assumption is basically exactly what the definition (2) states where (K Gen, Enc, Dec)
is the above “textbook RSA’ scheme and the message spacechosen a&; (equivalently, one
can assume RSA one-wayness on message sgace {0, 1}73/03—1). In other words:

"We can treat any element in...,n — 1 as most likely an element &, because finding elements in Z,, \ Z7,
actually leads to factoring of. The reason is that if ¢ Z;, then it must be thagced(n, m) # 1, but sincen = pg and
m < n thenged(n, m) is eitherp or ¢, so you find a prime factor of if you find m ¢ Z;,. Therefore finding suchn
must be unlikely if the factoring problem is hard.
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Definition 3 (RSA Assumption) It is infeasible, for large enough 7, to compute m st. m¢ =
¢ mod n on inputs ((n, e), c), where (n, e) are RSA parameters chosen as above, ¢ = m* mod n,
and m is picked at randomin Z.

First, note that the above assumption indeed states exhatlthe “textbook RSA” is a one-way
secure encryption scheme on message spdce Z;.

But what rationale do we have to think that the RSA assumgtinids, or, equivalently, that
the “textbook RSA’ encryption is one-way secure? Let's latksome attemptsl to break the
one-wayness of the RSA encryption, and see that they akreitil to be polynomial time, e.g.
Timey(7) = 27, or they have only negligigible advantage in breaking the-aayness property,
e.g. Adva(r) =277,

Attempt1. How about a trivial algorithmd which on input((n, €), ¢) guesses factar € {0, 1}"1/2

of n, and if the guess is correct, it computes: n/p, ¢(n) = (p — 1)(g — 1), d = e~ ! mod ¢(n),

and then decrypts: = ¢ mod n. While Time, is good because all these operations are efficient,
the advantageldv4 of A, i.e. the probability thatd decryptsm succesfully is only negligible, be-
caused succeeds if and only if it guessgsorrectly, and the chances of that aré?l = 2-11/2 —
2-7*/¢ which is a negligible function of the security parameter

Attempt 2. Alternatively, A could search the whole space of possitite ThenA would succeed
for sure, but since there a2&'/2 = 27°/<* possiblep’s, A would be run in exponential time, which
is infeasible.

Attempt 3. The best known way to invert RSA encryption of random mességandeed to first
factor n and then proceed like the attackers above. However, thefdsting algorithm does it
much faster than by searching the space of poss$ibjje-bit factors ofn. The fastest algorithm
is called a number-field sieve [NSF], and it takes tifenensg = 0(20*‘”“/3). Therefore, since
In| = (7/c)® and hence x |n|'/? = 7, and the attack time is dominated by the time it takes to facto
n, we havelime4 (1) ~ Timensg = O(27). Thus again, the time it takes fe¥ to invert an RSA
encryption is exponential in.

This analysis explains why the length of the RSA composite chosen in then| = (7/¢)?
relation to the security parameterlt's so that an RSA cryptosystem chosen with security patam
7 indeed takes at least abdit operations to break.

3.2 “Textbook RSA’is Not an Indistinguishably Secure Encryption

It is easy to see that while RSA can be plausibly one-way se@are the failed attempts 1-3 above
to break this assumption), it i®t secure in the sense of indistinguishability of encryption.

Recall the definition of encryption scheme indistinguistigfrom lecture 2. To show that the
“textbook RSA’ encryption scheme fails this security pndgpewe only need to show two messages
mgy andmy, and an efficient adversary who distinguishes encryptidna@from encryptions of
m1. But that's easy: Take anyi, m’ € Z} s.t.im # m’', and makeng = [m, m| andm; = [m, m’].
This way Enc((n, e), mg) = [¢,¢| for somee while Enc((n,e), m;1) = [¢,¢] wheree # ¢. (This
holds because the RSA functign= RS A, .)(x) = m® mod n is apermutation in Z;,, and hence
if z # 2/ theny # ¢/.) Hence it is trivial to distinguish encryptions of, from encryptions ofn;.
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Why is this so bad? Because it means, for example, that in plicapon in which someone
sometimes send the same message twice, which might verpaaden with messages like “yes”, or
“no”, or “snafu”, the eavesdropper will be able to distingjui for any two communicated messages,
if they are ciphertexts of the same plaintext. This couldywsell be insecure and is for sure
undesirable.

Note that the above argument implies something more genwaiely that anyleterministic
encryption scheme cannot be secure in the sense of indighapility.

How is RSA used in practice to make it secure then? First pfatidomness is introduced so
that to make the encryption non-deterministic. Insteadoofigutinge = m¢ mod n for message
blockm € Z;;, the message is divided into smaller blomksabouti  |n|-bits each, the encryption

procedure picks a random strimge {0, 1}i|"‘, and thenpads the message: using randomness
r in quite an elaborate way, to create a preimage= pad(m;r). Encryption then outputs =
(m')¢ mod n, while decryption reverses this process, extractimgr) from m’ = ¢? mod n and
outputingm. We'll see later in classs how this padding is done and why.
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