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Lecture 6

L e ctur er: Y evgeniy Do dis Scrib e: L exing Ying

1 Public-Key Encr yption

Last lecture w e studied in great detail the notion of pseudorandom generators ( PRG ), a

deterministic functions that stretc h randomness b y an y p olynomial amount : from k to p ( k )

bits. As w e already indicated, PRG 's ha v e a lot of applications including constructions

of b oth public- and priv ate-k ey encryptions, and implemen tation of \ideal randomness"

in essen tially an y programming language. In this lecture w e will b egin examining these

application in more detail b y starting with the formal study of public-k ey encryption (PKE).

As w e explained b efore, the informal scenario is this:

� Before the Encryption. Alice publishes to the w orld her public k ey P K . Therefore,

b oth Bob and Ev e kno w what P K is. This public k ey is only used to encrypt messages,

and a separate k ey S K is used to decrypt messages. (This is unlik e the Secret-Key

sc heme where one k ey S is used to b oth encrypt and decrypt.) Only Alice kno ws what

S K is, and nob o dy else, not ev en Bob.

� Encryption. When Bob wishes to send Alice a plain text message M via the In ternet,

Bob encrypts M using Alice's public k ey P K to form a ciphertext C . (F ormally , w e

summarize encryption with P K as E

P K

and sa y that C = E

P K

( M ).) Bob then sends

C o v er the In ternet to Alice.

� Decryption. Up on receiving C , Alice uses her secret priv ate k ey S K to decrypt C ,

giving her M , the original plain text message. (F ormally , w e summarize decryption

with S K as D

S K

and sa y that D

S K

( C ) = D

S K

( E

P K

( M )) = M .)

� Ev e's Standp oin t Unlik e the Secret-Key sc heme, Ev e kno ws ev erything Bob kno ws

and can send the same messages Bob can. And, only Alice can decrypt. And, when

Bob sends his message, Ev e only sees C , and kno ws P K in adv ance. But, she has no

kno wledge of S K . And, if it is hard for Ev e to learn ab out S K or plain texts based

on ciphertexts and P K , then our system is secure.

2 Definition of Public-key Encr yption

W e start with the syn tax of a public-k ey encryptions sc heme, and only later talk ab out its

securit y .

De�nition 1 (Public-k ey encryption ( PKE )) A PKE is a triple of PPT algorithms E =

( G; E ; D ) wher e:
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1. G is the k ey-generation algorithm . G (1

k

) outputs ( P K ; S K ; M

k

) , wher e S K is the

se cr et key, P K is the public-key, and M

k

is the message sp ac e asso ciate d with the

P K =S K -p air. Her e k is an inte ger usual ly c al le d the securit y parameter , which de-

termines the se curity level we ar e se eking for (i.e., everyb o dy is p olynomial in k and

adversary's \advantage" should b e ne gligible in k ).

2. E is the encryption algorithm . F or any m 2 M

k

, E outputs c

r

 E ( m ; P K ) | the

encryption of m . c is c al le d the ciphertext . We sometimes also write E ( m ; P K ) as

E

P K

( m ) , or E ( m ; r ; P K ) and E

P K

( m ; r ) , when we want to emphasize the r andom-

ness r use d by E .

3. D is the de cryption algorithm. D ( c ; S K )

r

! ~m 2 f invalid g [ M is c al le d the de crypte d

message. We also sometimes denote D ( c ; S K ) as D

S K

( c ) , and r emark that usual ly

D is deterministic.

4. We r e quir e the correctness pr op erty: if everyb o dy b ehaves as assume d

8 m 2 M

k

; ~m = m; that is D

S K

( E

P K

( m )) = m

Example: RSA . Let us c hec k that RSA satis�es the ab o v e de�nition. Notice, b oth E and

D are deterministic.

1. G (1

k

) corresp onds to the follo wing algorithm: ( p; q ) are random primes of k bits,

n = pq ; e

r

 Z

�

' ( n )

; d = e

� 1

mo d ' ( n ) ; M

k

= Z

�

n

. Set P K = ( n; e ) ; S K = d .

2. c = E ( m ; ( n; e )) = m

e

mo d n .

3. ~m = D ( c ; ( d; n )) = c

d

mo d n .

More generally , w e could construct a PKE from an y TDP . Supp ose w e ha v e a TDP f

with trap-do or information t

k

and algorithm I for in v ersion. Here is the induced PKE :

1. G (1

k

)

r

! ( f ; t

k

; f 0 ; 1 g

k

), and f is the P K and the trap do or t

k

is the S K .

2. E ( m ; P K ) = f ( m ).

3. D ( m ; S K ) = I ( c; t

k

).

Con v en tions ab out message spaces M

k

. Without loss of generalit y w e will assume

that the message space M

k

can b e determined from the public k ey P K (so w e will not

explicitly output its desciption in G ). Also, in man y sc hemes the message space M

k

do es

not dep end on the particular public k ey P K and dep ends only on k , e.g. M

k

= f 0 ; 1 g

and M

k

= f 0 ; 1 g

k

. In the latter cases w e will sometimes sa y that E is an encryption for

a sequence of message spaces f M

k

g . Notice, ho w ev er, that sometimes (i.e., in the RSA

example ab o v e), M

k

could dep end on the P K .
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Problems. The problem of the ab o v e general construction is that it do es not meet our

requiremen t of securit y .

� First, it rev eals partial information. F or example, in the RSA case, f ( m ) preserv es

the Jacobi sym b ol of m . F urthermore, if f

0

is a TDP f ( a; b ) = ( a; f

0

( b )) is also a TDP

ho w ev er it rev eals half of the input message.

� Second, our de�nition of TDP is based on the assumption of uniform distribution of

the input. Here, it corresp onds to the uniformit y of the distribution on the message

space. Ho w ev er, in practice, suc h uniformit y is rarely satis�ed, and in some in teresting

cases, the message spaces is actually quite sparse, for example, the English text.

� Third, when the message space is sparse (i.e., sell/buy), this metho d is completely

insecure and can b e brok en b y a simple exhaustiv e searc h.

� Man y more problems exist. F or example, the adv ersary can tell whether the same

message is b eing sen t t wice or not.

F or completeness, w e w ould lik e to p oin t out the general construction do es satisfy a v ery

w eak securit y notion.

De�nition 2 (One-w a y secure encryption) A PKE E is c al le d one-w a y secure if it is

har d to completely de crypt a random message. F ormal ly, for any PPT A

Pr( A ( c ) = m j ( S K ; P K )

r

 G (1

k

) ; m

r

 M

k

; c

r

 E

P K

( m )) � negl ( k )

Here is a simple lemma directly from the de�nitions of TDP that sho ws

Lemma 3 If M

k

= f 0 ; 1 g

k

is the domain of a TDP f , then the PKE induc e d fr om f is

one-way se cur e.

Conclusions.

� Muc h stronger de�nition is needed in order not to rev eal partial information.

� Encryption sc heme cannot b e deterministic in order to solv e the problem of non-

uniform/sparse message space.

� Ev en starting with 1-bit encryption, M

k

= f 0 ; 1 g , is in teresting and non-trivial.

3 Secure encr yption of one bit

F rom the previous section, w e discussed the problems with one-w a y securit y and the straigh t-

forw ard usage of a TDP . In order to ha v e a stronger de�nition, let us �rst b egin from from

trying to encrypt one bit, i.e. M

k

= f 0 ; 1 g .

One of the conclusions w e had is that the encryption sc heme m ust b e probabilistic. F or

eac h bit from M

k

= f 0 ; 1 g , there is cloud of messages in the encrypted message space C

corresp onding to that bit. Informally , w e w an t the distribution of these t w o clouds to b e
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indistinguishable to the adv ersary though their supp orts are totally disjoin t (the disjoin tness

is from the fact that w e w an t to decrypt the message without am biguit y). W e write it as

E (0) � E (1), here E (0) and E (1) are t w o random v ariables denoting random encryption of

0 and 1 resp ectiv ely . Notice this is not p ossible in the Shannon theory , b ecause there the

adv ersary has in�nite p o w er and the only w a y for the distribution to b e indistinguishable is

that they are exactly the same, whic h is not the case since the supp orts of t w o distributions

are totally di�eren t. Ho w ev er, in our case it is doable b ecause w e assume the adv ersary is

only PPT . Here is the formal de�nition.

De�nition 4 A PKE for M

k

= f 0 ; 1 g is c al le d p olynomially indistinguishable if E (0) �

E (1) , me aning that 8 PPT A

�

�

�

Pr( A ( c; P K ) = 1 j ( S K ; P K )

r

 G (1

k

) ; c

r

 E

P K

(0)) �

Pr( A ( c; P K ) = 1 j ( S K ; P K )

r

 G (1

k

) ; c

r

 E

P K

(1))

�

�

�

� negl ( k )

Or e quivalently,

�

�

�

�

Pr ( A ( c; P K ) = b j ( S K ; P K )

r

 G (1

k

) ; b

r

 f 0 ; 1 g ; c

r

 E

P K

( b )) �

1

2

�

�

�

�

� negl ( k )

Pro of: Let us pro of the equiv alence claimed in the de�nition. In the follo wing form ulae,

w e omit the ( S K ; P K )

r

 G (1

k

) part from the conditions for brevit y . F or the same reason,

w e omit P K as the input to A . Set

�

0

= Pr ( A ( c ) = 1 j c

r

 E

P K

(0))

�

1

= Pr ( A ( c ) = 1 j c

r

 E

P K

(1))

Corresp ondingly ,

Pr( A ( c ) = 0 j c

r

 E

P K

(0)) = 1 � �

0

Pr( A ( c ) = 0 j c

r

 E

P K

(1)) = 1 � �

1

The �rst form ula in the de�nition sa ys that j �

0

� �

1

j � negl ( k ). Since

Pr( A ( c ) = b j b

r

 f 0 ; 1 g ; c

r

 E

P K

( b )) = Pr( A ( c ) = 0 j c

r

 E

P K

(0)) � Pr ( b = 0) +

Pr( A ( c ) = 1 j c

r

 E

P K

(1)) � Pr ( b = 1)

=

1

2

� �

1

+

1

2

� (1 � �

0

)

=

1

2

+

1

2

� ( �

1

� �

1

)

w e get

�

�

�

�

Pr( A ( c ) = b j b

r

 f 0 ; 1 g ; c

r

 E

P K

( b )) �

1

2

�

�

�

�

=

1

2

� j �

0

� �

1

j �

1

2

� negl ( k )

Clearly

1

2

do es mak e a di�erence to negl ( k ), hence these t w o form ulae are equiv alen t.
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T o restate, w e can view the de�nition of indistinguishabil it y as making the follo wing

men tal exp erimen t. W e c ho ose a random bit b and encrypt it. W e giv e the adv ersary

the resulting ciphertext (plus the public k ey) and ask it to guess b . The sc heme is secure

if adv ersary's c hances are essen tially 1 = 2. Namely , the b est it can do is to 
ip a coin

(indep enden t of c ). Put y et another w a y , the kno wledge of c do es not help!

Remark 5 We notic e that we wil l me et the ab ove mental exp eriment very often. Inde e d,

whenever we say X

0

� X

1

, we c an r estate the de�nition using the same mental game of A

having to guess r andom b b ase d on the sample fr om X

b

. So make sur e you r e al ly understand

the game.

Example. Supp ose f is a TDP with trap do or information t

k

and e�cien t algorithm I for

in v ersion, and h is a hardcore bit for f . Here is the PKE w e informally considered earlier:

1. G (1

k

)

r

! ( f ; t

k

).

2. E ( b ) ! h f ( x ) ; h ( x ) � b i = h y ; d i . ( x is random in f 0 ; 1 g

k

).

3. D ( h y ; d i ; t

k

) : x = I ( y ; t

k

) ; b = d � h ( x ).

Here is another, sligh tly more e�cien t suggestion:

1. G (1

k

)

r

! ( f ; t

k

).

2. E ( b ): sample x

r

 f 0 ; 1 g

k

un til h ( x ) = b , then set ciphertext y = f ( x ).

3. D ( y ): reco v er x

r

 I ( y ; t

k

), then decrypt

~

b = h ( x ).

Notice, E is e�cien t, since sampling the righ t x will terminate after appro ximately t w o

trials, since h m ust b e balanced b et w een 0 and 1. W e analyze these sc hemes formally later

(or in the homew ork).

4 Secure Encr yption of Many bits

No w, w e will consider the case M

k

= f 0 ; 1 g

p ( k )

, where p is some p olynomial in k . The

de�nition is an ob vious generalization of the \bit" v ersion.

De�nition 6 (P olynomial indistinguishabilit y) A PKE E for M

k

= f 0 ; 1 g

p ( k )

is c al le d

p olynomially indistinguishable (against P K -only attack) if for any m

0

; m

1

2 M

k

, we have

E ( m

0

) � E ( m

1

) . F ormal ly, 8 PPT A

�

�

�

�

Pr( A ( c; P K ) = b j ( S K ; P K )

r

 G (1

k

) ; b

r

 f 0 ; 1 g ; c

r

 E

P K

( m

b

)) �

1

2

�

�

�

�

� negl ( k )
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Commen ts.

� The de�nition includes the situation when m

0

and m

1

are the same. In this case, no

matter b = 0 or b = 1, E and A will kno w nothing ab out what b is, b ecause they only

see the message m

b

, whic h is the same, no matter b = 0 or b = 1.

� As will will see this de�nition is extremely robust and prev en ts a lot of attac ks. F or

example, it also excludes the p ossibilit y for the adv ersary to tell whether a message w as

b eing sen t t wice. Informally , if A could determine this, when giv en c , A can generate

c

0

 E ( m

0

), and see if c and c

0

corresp ond to the same message, th us determining if

b = 0.

Blum-Goldw asser construction. In the Blum-Goldw asser construction, as w e men-

tioned earlier, w e are giv en a TDP f with trap do or t

k

, in v ersion algorithm I , and a hardcore

bit h . Recall also that if w e let G ( x ) = G

0

( x ) � f

( n )

( x ), where G

0

( x ) = h ( x ) � h ( f

1

( x )) �

� � � � h ( f

( n � 1)

( x )), then b oth G and G

0

are PRG 's (sorry for reusing G same for b oth k ey

generation and our PRG ). W e de�ne:

1. P K = f and S K = t

k

.

2. E ( m ): get x

r

 f 0 ; 1 g

k

, send c = ( G

0

( x ) � m; f

( n )

( x )).

3. D ( c ): use t

k

to get f

( n � 1)

( x ) ; : : : ; f ( x ) ; x , and use them to calculate G

0

( x ) with hard-

core bit function h . After w e ha v e G

0

( x ), m is ob vious.

T o c hec k the correctness of Blum-Goldw asser construction, w e need to pro v e that 8 m

0

and m

1

,

E ( m

0

) � ( f

( n )

( x ) ; G

0

( x ) � m

0

) � ( f

( n )

( x ) ; G

0

( x ) � m

1

) � E ( m

1

) (1)

In order to pro v e this, w e will instead pro v e a more general lemma.

Lemma 7 (One-Time P ad Lemma) L et R denote the uniform distribution. Then for

al l distributions X ; Y (not ne c essarily indep endent!), if ( X ; Y ) � ( X ; R ) , then for al l m

0

and m

1

we have ( X ; Y � m

0

) � ( X ; Y � m

1

) .

Pro of: Assume not, then w e could �nd a PPT D suc h that for some � non-negligible,

Pr( D ( x; y � m

b

) = b j ( x; y )

r

 ( X ; Y ) ; b

r

 f 0 ; 1 g ) �

1

2

+ �

W e no w construct another PPT D

0

, whic h tak es input z and do es the follo wing:

c

r

 f 0 ; 1 g

c

0

r

 D ( x; z � m

c

)

if c = c

0

then output 1.

else output 0.

In tuitiv ely , D

0

c hec ks if D successfully guessed the righ t c hallenge c . If z  Y ,

Pr( D

0

( x; z ) = 1) = Pr ( D ( x; z � m

b

) = b j ( x; z )

r

 ( X ; Y ) ; b

r

 f 0 ; 1 g ) �

1

2

+ �
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On the other hand, if z  R , whether w e c ho ose m

0

or m

1

do es not mak e a di�erence,

since z is totally random, so z � m

c

is random (and indep enden t of c ) as w ell, so

Pr( D

0

( x; z ) = 1) = Pr ( D ( R � m

c

) = c ) =

1

2

Therefore D

0

can distinguish b et w een ( X ; Y ) and ( X ; R ), whic h is con tradictory to ( X ; Y ) �

( X ; R ).

W e see that Lemma 7 indeed implies the needed Equation (1). Indeed, consider X =

f

( n )

( x ), Y = G

0

( x ). A tempting incorrect argumen t is to sa y that since G

0

is a PRG , w e

ha v e G

0

( x ) � R

0

, so

( X ; Y ) � ( f

( n )

( x ) ; G

0

( x )) � ( f

( n )

( x ) ; R

0

) � ( X ; R

0

)

Ho w ev er, this reasoning is wrong! (T o see wh y , replace f

( n )

( x ) b y x , and see what go es

wrong.

1

) W e actually ha v e to use a stronger fact that G ( x ) = ( f

( n )

( x ) ; G

0

( x )) is a PRG . No w,

w e can sa y that ( X ; Y ) � ( f

( n )

( x ) ; G

0

( x )) = G ( x ) � R . Also, ( X ; R

0

) � ( f

( n )

( x ) ; R

0

) � R .

The latter follo ws from the fact that x is random and f is a p erm utation. Th us, w e get

Theorem 8 BG c onstruction ab ove de�nes a p olynomial ly indistinguishable encryption.

As a sp ecial case, w e also get the securit y of the one-bit v ersion of BG encryption that

w e considered in the previous section.

E�cien t example: squaring o v er Blum in tegers. Recall, the Blum-Blum-Sh ub con-

struction of G

0

uses the O WF S Q ( x ) = x

2

mo d n . This function is a TDP when n = pq with

p = 3 mo d 4 and q = 3 mo d 4. Sp eci�cally , it can b e pro v ed that it is a p erm utation on

S Q

n

, and the trap do or k ey is the factorization ( p; q ) of n = pq . The asso ciated hardcore bit

is the least signi�can t bit of x . No w w e see that this construction is quite e�cien t, b ecause

in order to encrypt p ( k ) bits, w e only need to do p ( k ) m ultiplications mo d n .

5 General transf orma tion fr om one bit to many bit

Blum-Goldw asser construction sho ws that giv en a TDP , w e could transfer man y bits, b y

e�cien tly generalizing the corresp onding original BG sc heme to encrypt one bit. Ho w ev er,

supp ose w e ha v e another PKE sc heme for one bit whic h p ossibly do es not dep end on an y

TDP . The only thing w e kno w ab out it is that it is indistinguishable one-bit encryption. Is

it p ossible for us to use this sc heme to encrypt man y bits without using an y other assump-

tions on this sc heme? A naiv e answ er is to regard eac h bit to b e a separate message and

encrypt it using the PKE sc heme for one bit. F ormally , let E = ( G; E ; D ) b e a p olynomial

indistinguishable PKE sc heme for one bit, w e could de�ne a PKE sc heme E

0

= ( G

0

; E

0

; D

0

)

for M

k

= f 0 ; 1 g

n

( n = p ( k ) for some p olynomial p ) as follo ws:

1

More generally , the fact that A � B do es not imply that ( A; C ) � ( B ; C ). Ev en though this holds if C

is indep endent from b oth A and B (pro v e this!).
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1. G

0

(1

k

) = G (1

k

) ! ( P K ; S K ), i.e. P K and S K are generated in the same w a y as

b efore G , except the message space no w is M

k

= f 0 ; 1 g

p ( k )

. No w, giv en m 2 M

k

=

f 0 ; 1 g

n

, w e denote m as m

1

m

2

� � � m

n

.

2. De�ne E

0

P K

( m

1

m

2

� � � m

n

) = ( E

P K

( m

1

) ; E

P K

( m

2

) ; � � � ; E

P K

( m

n

)) ! c

1

c

2

� � � c

n

= c .

3. De�ne ~m = D

0

S K

( c

1

c

2

� � � c

n

) = ( D

S K

( c

1

) ; D

S K

( c

2

) ; � � � ; D

S K

( c

n

))

It turns out that this bit-b y-bit encryption indeed w orks!

Theorem 9 If E is p olynomial ly indistinguishable for one bit, then E

0

is p olynomial indis-

tinguishable for n = p ( k ) bits.

Pro of: T ak e t w o messages m

0

and m

1

. W e �rst construct a sequence of in termediate

messages that slo wly go from m

0

to m

1

:

M

0

= m

1

0

m

2

0

: : : m

n � 1

0

m

n

0

M

1

= m

1

1

m

2

0

: : : m

n � 1

0

m

n

0

.

.

.

.

.

.

M

n � 1

= m

1

1

m

2

1

: : : m

n � 1

1

m

n

0

M

n

= m

1

1

m

2

1

: : : m

n � 1

1

m

n

1

Notice, M

0

= m

0

and M

n

= m

n

. Also, M

i � 1

and M

i

di�er in at most one bit | bit n um b er

i . W e no w de�ne a sequence of distributions

C

i

 E

0

( M

i

) = E ( m

1

1

) : : : E ( m

i

1

) E ( m

i +1

0

) : : : E ( m

n

0

)

Using the h ybrid argumen t, in order to pro v e that

E

0

( m

0

) = E

0

( m

1

0

m

2

0

� � � m

n

0

) � E

0

( m

1

1

m

2

1

� � � m

n

1

) = E

0

( m

1

)

i.e. C

0

� C

n

, w e only need to sho w that for an y i , w e ha v e C

i � 1

= E

0

( x

i � 1

) � E

0

( x

i

) = C

i

.

Graphically ,

C

i � 1

= E ( m

1

1

) : : : E ( m

i � 1

1

) E ( m

i

0

) E ( m

i +1

0

) : : : E ( m

n

0

)

C

i

= E ( m

1

1

) : : : E ( m

i � 1

1

) E ( m

i

1

) E ( m

i +1

0

) : : : E ( m

n

0

)

So assume that for some i w e ha v e E

0

( M

i � 1

) 6� E

0

( M

i

). This is only p ossible when m

i

0

|

the i -th bit of M

i � 1

, and m

i

1

| the i -th bit of M

i

are di�eren t, otherwise C

i � 1

and C

i

w ould

b e exactly the same. Without loss of generalit y , w e denote M

i � 1

and M

i

as t w o strings

s

0

= � 0 � and s

1

= � 1 � , where � is a string of ( i � 1) bits and � is a string of ( n � i ) bits.

Since E

0

( s

0

) 6� E

0

( s

1

), then there is a PPT A suc h that for some non-negligible � (w e omit

the generation of ( S K ; P K )  G (1

k

) for compactness)

�

�

�

�

Pr (

~

b = b j b

r

 f 0 ; 1 g ; c

r

 E

0

P K

( s

b

) ;

~

b

r

 A ( c; P K )) �

1

2

�

�

�

�

� �

or since s

b

= �b� ,

�

�

�

�

Pr (

~

b = b j b

r

 f 0 ; 1 g ; ~c

r

 E

P K

( b ) ;

~

b

r

 A ( E

0

P K

( � ) � ~c � E

0

P K

( � ) ; P K )) �

1

2

�

�

�

�

� �
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No w w e almost immediately see ho w to construct a PPT A

0

whic h tak es ~c , an encryption of

unkno wn message b 2 f 0 ; 1 g , and the public k ey P K as input, and tries to guess this b :

set c = ( E

0

P K

( � ) � ~c � E

0

P K

( � )).

output

~

b = A ( c; P K ).

It is no w clear that the adv an tage of A

0

is at least � . Here w e used the fact that A

0

can

compute E

0

( � ) and E

0

( � ) without an y kno wledge of b , b y simply using the public k ey P K .

Th us, w e con tradict the fact that E is p olynomially indistinguishable for bits.

T o recap the whole pro of, w e used the fact that if one can distinguish b et w een encryp-

tions of t w o long messages encrypted bit-b y-bit, there m ust b e some particular index i that

giv es the adv ersary this adv an tage, but this con tradicts the bit securit y of our base encryp-

tion sc heme. Also, notice that w e lo ose a p olynomial factor p ( k ) = n in securit y b y using

the h ybrid argumen t, but this is OK since n is p olynomial.

Remark 10 We notic e that the ab ove one-bit to many-bit r esult is false for private-key

encryption (which we did not c over formal ly yet). F or example, c onsider the one-time p ad

with se cr et bit s and E

s

( b ) = b � s . We know it is p erfe ctly se cur e. However, if we ar e to

encrypt two bits using s , c

1

= b

1

� s and c

2

= b

2

� s , then c

1

� c

2

= b

1

� b

2

, so we le ak

information. The key fe autur e of the public-key encryption that makes the r esult true is

the fact that anyone c an encrypt using the public key, which is false in the private-key c ase

(che ck that this is the plac e wher e the pr o of fails).
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