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Lecture 7

L e ctur er: Y evgeniy Do dis Scrib e: Nel ly F azio

Last time w e pro v ed that if there exists a secure PKE E to encrypt one bit, then there

also exists a secure PKE E

0

to encrypt as man y bits as w e w an t. In this lecture, w e will go

further in this direction, searc hing for the minimal assumption that implies the existence

of a indistinguishable ( IND ) PKE .

Afterw ards, w e will temp orarily lea v e the construction of our theoretical framew ork, and

w e will mo v e to analyzing e�cien t and practical encryption sc hemes, based on less general

assumptions. In particular, w e will presen t the ElGamal PKE , whose securit y can b e stated

in term of t w o di�eren t (but related) assumptions: the Computational Di�e-Hel lman ( CDH )

Assumption, and the De cisional Di�e-Hel lman ( DDH ) Assumption.

Finally , w e will criticize our de�nition of indistinguishable PKE , b oth from a syn tactic

and seman tic p oin t of view, and w e will �x those problems, th us obtaining the notion of

indistinguishable PKE against c hosen-plain text attac k ( CP A ).

1 Minimal Assumption F or Indistinguishable Encr yption

Up to no w, w e ha v e in tro duced a few mathematical en tities in our theoretical framew ork,

and a signi�can t part of our w ork has b een in realize their connections. F or the sak e of

clarit y , in �g. 1 w e sk etc h the cryptographic primitiv es w e ha v e encoun tered so far, and

ho w they are related to eac h other: an arro w from a primitiv e to another, means that the

existence of the �rst implies the existence of the second.
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Figure 1: Relations b et w een Cryptographic Primitiv es

It is w orth noticing that the arro w from One-W a y -Encryption to IND -Encryption do es

not mean that eac h PKE whic h is One-W a y secure is also PKE secure (whic h is not the

case!). Instead, it means that the existence of a One-W a y secure PKE implies the existence

of an IND PKE as pro v ed in the follo wing theorem.
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Theorem 1

If ther e exists a One-W a y se cur e PKE E = ( G; E ; D ) then ther e exists an IND PKE E

0

=

( G; E

0

; D

0

) .

Pro of: The pro of is an application of the One-Time P ad Lemma. By the h yp othesis, w e

ha v e that E is a One-W a y secure PKE , i.e. the encryption function E is a O WF . Using the

Goldreic h-Levin theorem, w e kno w that a random parit y of the input bits of x is a hardcore

predicate of E :

( E ( x ) ; r ; ( x � r mo d 2)) � ( E ( x ) ; r ; b ) ; where x; r  

r

M

k

; b  

r

f 0 ; 1 g ( y )

Let us de�ne a one-bit PKE E

0

= ( G; E

0

; D

0

), where to encrypt one bit b

0

using the

randomness ( x; r ), E

0

runs E as follo ws:

E

0

( b

0

; x; r ) = ( E ( x ) ; r ; (( x � r ) mo d 2) � b

0

)

The k ey-generation algorithm for E

0

is exactly the same as for E , while the decryption

algorithm D

0

is the straigh tforw ard in v erse of E

0

:

D

0

( y ; r ; c ) = ((( D ( y ) � r ) mo d 2) � c ) :

T o pro v e that E

0

is an IND PKE , w e apply the One-Time P ad Lemma, c ho osing the

distributions X = ( E ( x ) ; r ) and Y = ( x � r ) mo d 2. Therefore, the ( y ) can b e rewritten as

( X ; Y ) � ( X ; b ). Th us, b y the One-Time P ad Lemma, it holds that ( X ; Y � 0) � ( X ; Y � 1),

that is:

E

0

(0; x; r ) = ( E ( x ) ; r ; (( x � r ) mo d 2) � 0) � ( E ( x ) ; r ; (( x � r ) mo d 2) � 1) = E

0

(1; x; r ) :

2 Efficient Encr yption

So far, w e ha v e dealt with general constructions for PKE , based on the w eak est p ossible

assumptions; an yw a y , those constructions, although p olynomial, are still ine�cien t and

of no practical use. No w, w e study a sp eci�c, e�cien t example of PKE , the ElGamal

cryptosystem, based on the hardness of the Di�e-Hel lman Problem.

2.1 The Diffie-Hellman Pr oblem

In their seminal pap er on Public-Key Cryptograph y , W. Di�e and M. Hellman prop osed

the �rst Key-Exchange Scheme , i.e. a sc heme to enable t w o parties, Alice and Bob, to

exc hange a join tly-selected shared k ey k to b e used in a subsequen t, secure comm unication

(for example, as the shared k ey in a One-Time P ad cryptosystem). The sc heme can b e

sk etc hed as follo ws:

� Alice and Bob c ho ose a prime n um b er p , and a generator g of the cyclic group Z

�

p

;

� Alice c ho oses (and k eeps secret) an exp onen t a 2 Z

p � 1

, then computes � = g

a

mo d p ,

and �nally sends � to Bob;
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� Bob c ho oses (and k eeps secret) an exp onen t b 2 Z

p � 1

, then computes � = g

b

mo d p ,

and �nally sends � to Alice;

� as so on as Bob receiv es the message � from Alice, he computes k

B

= �

b

mo d p ;

� as so on as Alice receiv es the message � from Bob, she computes k

A

= �

a

mo d p .

Clearly , at the end of this proto col, Alice and Bob share the secret k ey k = g

ab

mo d p :

k

A

� �

a

� ( g

b

)

a

� ( g

a

)

b

� �

b

� k

B

(mo d p )

Notice that, while Alice can easily compute k (since she kno ws a ), and Bob can easily

compute k (since he kno ws b ), an ea v esdropp er Ev e has to face the m uc h more di�cult

problem of computing g

ab

giv en kno wledge ( p; g ; g

a

mo d p; g

b

mo d p ): w e will refer to this

problem as the Di�e-Hel lman Pr oblem ( DHP ).

INPUT: p; g generator of Z

�

p

; ( g

a

mo d p ) and ( g

b

mo d p )

OUTPUT: g

ab

mo d p

But ho w can Ev e succeed in her task? Of course, if Ev e w ere able to compute the discrete

logarithms in Z

�

p

, then she could compute g

ab

mo d p , b y �rst extracting a from g

a

mo d p ,

and then raising g

b

mo d p to the a

th

p o w er. It follo ws that Di�e-Hellman problem is at

most as di�cult as the more general Discrete Logarithm problem; an yw a y , this do es not

imply the equiv alence of the t w o problems: it could certainly b e the case that computing

discrete logarithms is hard, while solving the Di�e-Hellman problem is p ossible.

Problems.

It is w orth p oin ting out that the Di�e-Hellman Key-Exc hange Sc heme, as presen ted here,

su�ers from t w o problems:

� A �rst problem is that there is no w a y for Bob to kno w who is the sender of a message.

This fact allo ws Ev e to moun t the so called p erson-in-the-midd le attac k:

{ Alice c ho oses (and k eeps secret) an exp onen t a 2 Z

p � 1

, then computes g

a

mo d p ,

and sends it to Bob;

{ Ev e in tercepts g

a

mo d p (th us prev en ting Bob from getting it), and sends g

a

0

mo d

p to Bob, for a random a

0

of her c hoice;

{ Bob c ho oses (and k eeps secret) an exp onen t b 2 Z

p � 1

, then computes g

b

mo d p ,

and sends it to Alice;

{ Ev e in tercepts g

b

mo d p (th us prev en ting Alice from getting it), and sends g

b

0

mo d

p to Alice, for a random b

0

of her c hoice;

{ when Bob receiv es the message g

a

0

mo d p , he (erroneously) assumes that it comes

from Alice, and th us he sets k

B

= ( g

a

0

)

b

mo d p = g

a

0

b

mo d p ;

{ when Alice receiv es the message g

b

0

mo d p , she (erroneously) assumes that it

comes from Bob, and th us she sets k

A

= ( g

b

0

)

a

mo d p = g

ab

0

mo d p ;
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{ Ev e can easily compute b oth k

A

= ( g

a

)

b

0

mo d p = g

ab

0

mo d p and k

B

= ( g

b

)

a

0

mo d

p = g

a

0

b

mo d p .

As a consequence of the attac k, at the end of this run of the proto col, Alice and Bob

happily enjo y their \secure" connection, exc hanging their lo v e messages and sa ying

nast y things ab out Ev e, but . . . k

A

6= k

B

, and so actually they are talking trough Ev e,

who can not only learn ev erything, but also manipulate the comm unication.

T o a v oid this attac k, a k eep p oin t is to add A uthentic ation to the basic Key-Exc hange

Sc heme, i.e. pro vide some mec hanisms that enables the receipien t of a message to b e

sure ab out the iden tit y of the sender. This is t ypically ac hiev ed b y means of Digital

Signatur e , whic h will b e discussed later.

� Another problem is that Ev e can learn the quadratic c haracter

1

of g

ab

mo d p . Recall

that the Legendre's sym b ol of g

a

mo d p (whic h is e�cien tly computable), rev eals the

LSB of a ; similarly , the Legendre's sym b ol of g

b

mo d p tell us the LSB of b . F rom these

t w o pieces of information, Ev e can reco v er the LSB of ab , and th us she can determine

whether g

ab

is in QR

p

or not. In other w ords, the sc heme leaks some information

ab out the k ey .

It is common practice to �x this problem via an ad ho c solution, that consists in

imp osing a sp eci�c structure on p . Let us assume that p = 2 q + 1, with p and q b oth

primes (suc h a prime p is called str ong prime ). Then consider the subgroup G of Z

�

p

made up b y all the quadratic residues mo dulo p : in other w ords G

:

= QR

p

. It is kno wn

that the order of this subgroup is

p � 1

2

= q , i.e. QR

p

has prime order. Moreo v er, if h is a

generator of Z

�

p

, then g = h

2

mo d p is a generator of G . Finally , ( G; � ) is isomorphic to

( Z

q

; +), since g

a

� g

b

� g

( a + b ) mo d q

(mo d p ). Indeed, b y de�nition of gener ator and of

or der of a group, it holds that g

q

� 1 (mo d p ). No w, writing a + b = c � q + ( a + b ) mo d q

for some c , w e can mak e the follo wing considerations:

g

a

� g

b

� g

( a + b )

� g

c � q

� g

( a + b ) mo d q

�

�

g

q

�

c

� g

( a + b ) mo d q

� 1

c

� g

( a + b ) mo d q

(mo d p )

Finally:

g

a

� g

b

� g

( a + b ) mo d q

(mo d p ) :

W e can no w mo dify the Di�e-Hellman Key-Exc hange proto col, so that the random

v alues a and b c hosen b y Alice and Bob are dra wn from Z

q

(instead of Z

p � 1

), and the

whole computation is p erformed in G (instead of Z

�

p

).

The reason wh y these c hanges are e�ectiv e is that no w it is alw a ys the case that

g

a

mo d p , g

b

mo d p and g

ab

mo d p are quadratic residues, and so what Ev e can learn

trough the considerations ab o v e (namely , the quadratic c haracter of g

ab

mo d p ), is

already publicly kno w.

Ho w ev er, there is no guaran tee that this is enough in order to prev en t the leak age of

any partial information ab out g

ab

mo d p , although it is b eliev ed to b e true, and it

constitutes the core of the Decisional Di�e-Hellman Assumption.

1

The quadratic c haracter � ( a ) for an elemen t a 2 Z

�

p

is de�ned as: � ( a ) =

(

0 if a 2 QR

p

1 if a 62 QR

p
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3 The Diffie-Hellman Assumption

The DHP presen ted in the previous section is a clear, w ell-stated mathematical problem;

since the �rst time it w as p osed, there has b een a great e�ort in attempting to solv e this

problem, but, as of to da y , the b est kno wn w a y to solv e it is through a reduction to the

Discrete Logarithm Problem. F or this reason, it is b eliev ed to b e in tractable (when w orking

in a group G of prime order); this is formalized b y the follo wing assumption:

De�nition 2 (Computational Di�e-Hellman ( CDH ) Assumption)

8 PPT algorithm A

Pr [ A ( g

a

; g

b

) = g

ab

j p = 2 q + 1 ; j p j = k ; p; q primes ; a; b  

r

Z

q

; g gener ator of G ] = negl ( k )

(where it is omitted that A also kno ws the public mo dulo p and the generator g .)

In other w ords, the CDH assumption states that \it is hard to c ompletely compute

g

ab

mo d p ". But this is not enough: consider, for example, a scenario where Alice and Bob,

after engaging in the Key-Exc hange Proto col, need to use only a small part of the shared

k ey . Based on the CDH assumption, it w ouldn't b e `safe' to tak e just a p ortion of g

ab

, since

the p ossibilit y that Ev e is able to learn that p ortion of the shared k ey is not ruled out b y

the CDH assumption.

Therefore, it is often con v enien t to consider the m uc h stronger assumption b elo w:

De�nition 3 (Decisional Di�e-Hellman ( DDH ) Assumption)

8 PPT algorithm A

�

�

�

Pr [ A ( g

a

; g

b

; g

ab

) = 1 j p = 2 q + 1 ; j p j = k ; p; q primes ; a; b  

r

Z

q

; g gener ator of G ] �

Pr[ A ( g

a

; g

b

; g

c

) = 1 j p = 2 q + 1 ; j p j = k ; p; q primes ; a; b; c  

r

Z

q

; g gener ator of G ]

�

�

�

=

= negl ( k )

(where, again, it is omitted that A also kno ws the public mo dulo p and the generator g .)

The ab o v e de�nition is equiv alen t to the conjecture that \it is infeasible to distinguish

b et w een g

ab

and g

c

", i.e.

( g

a

; g

b

; g

ab

) � ( g

a

; g

b

; g

c

) ; where a; b; c  

r

Z

q

llk In terestingly , the relation b et w een the CDH and the DDH resem bles the relation

b et w een the notion of One-W a y Securit y and of P olynomial Indistinguishabili t y Securit y:

again, in one case it is hard to c ompletely compute \something", and in the other case

\something" is (p olynomially) indistinguishable from random. W e will see that this is more

than a coincidence when treating the securit y of the ElGamal Cryptosystem.

4 The ElGamal Cr yptosystem

No w, w e describ e the ElGamal Cryptosystem, whic h exploits the hardness of the DHP to

ac hiev e a reasonable lev el of securit y quite e�cien tly .
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1. On input 1

k

, the key-gener ation algorithm G c ho oses a strong prime p = 2 q + 1 along

with a generator h of Z

�

p

, and sets g = h

2

mo d p . Afterw ards, G tak es a random

elemen t x 2 Z

q

and sets y = g

x

mo d p . Finally , G outputs ( P K ; S K ; M

k

), where

P K = ( p; g ; y ), S K = x , and the message space is M

k

= G = QR

p

.

2. Giv en a message m 2 M

k

and some randomness r , the encryption algorithm E

P K

outputs the ciphertext ( s; t ) = ( g

r

; y

r

� m ), where P K = ( p; g ; y ).

2

Notice that, since

y = g

x

, the ciphertext is actually of the form ( g

r

; g

xr

� m ), although, of course, this

form is \hidden', and Ev e can only see ( s; t ).

3. In order to decrypt a ciphertext ( s; t ), giv en the priv ate k ey S K = x , the decryption

algorithm D �rst reco v ers the quan tit y s

x

= g

r x

= y

r

, and then `simpli�es' it out from

t , computing t � ( s

x

)

� 1

= t � ( y

r

)

� 1

= y

r

� m � ( y

r

)

� 1

= m .

4. In attac king the cryptosystem, the adv ersary Ev e kno ws the public k ey P K = ( p; g ; y =

g

x

) and a ciphertext ( s; t ) = ( g

r

; y

r

� m ), corresp onding to m : o v erall, Ev e's kno wledge

can b e represen ted as ( g

r

; g

x

; g

xr

� m ).

Commen ts.

� Both the encryption and the decryption algorithms of this sc heme are fairly e�cien t,

since, in eac h in v o cation, at most t w o mo dular exp onen tiations are required.

� Eac h ciphertext pro duced b y the encryption algorithm is long exactly t wice as m uc h

as the plain text. This space o v erhead is induced b y the presence of some randomness

in the encryption algorithm | whic h is una v oidable in an y PKE that `aims' to ful�l a

notion of securit y that is stronger than One-W a y securit y: as w e noticed in previous

lectures, a share of non-determinism is necessary to b e able to send more than once the

same message, in suc h a w a y that Ev e cannot recognize that t w o di�eren t ciphertexts

are related to eac h other.

� As it is de�ned, the ElGamal Sc heme allo ws us to encrypt only messages that are

elemen ts of the group G . Usually , the messages w e w an t to encrypt are not n um b ers,

although they can easily b e mapp ed on to n um b ers in some sp eci�c range: but ho w

can w e force suc h n um b ers to b e quadratic residues? W e need a tec hnique to em b ed

n um b ers in a certain range in to G . First notice that p b eing a strong prime implies

p � 3 (mo d 4). Recall that p = 2 q + 1 where q is prime: th us, q is o dd, i.e. q = 2 k + 1,

and substituting w e obtain p = 4 k + 3, or alternativ ely p � 3 (mo d 4). So, for an y

m 2 Z

�

p

, only one among m and � m is a quadratic residuos. No w, supp ose that the

range on to whic h messages are mapp ed is [0, . . . , q � 1]. Let us consider m and � m :

giv en that m < q =

p � 1

2

, it follo ws that � m �

p � 1

2

= q , so that no message is mapp ed

on to � m . Since one and only one among m and � m is a quadratic residuos, w e can

c ho ose that one, and use it for the encryption of the original message.

� One imp ortan t feature presen ted b y the ElGamal PKE is that it is \blindable", i.e.

giv en an encryption ( s; t ) = ( g

r

; y

r

� m ) for an unkno wn message m , it is p ossible to

2

Where omitted, the computation is assumed mo dulo p .
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obtain an encryption for the message m � u , for an y u 2 G . The w a y this is ac hiev ed

is b y pic king a random r

0

2 Z

q

and m ultiplying s b y g

r

0

and t b y y

r

0

� u . T o see wh y

it w orks, consider:

( s � g

r

0

; t � y

r

0

� u ) = ( g

r

� g

r

0

; y

r

� m � y

r

0

� u ) = ( g

r + r

0

; y

r + r

0

� ( m � u ))

This prop ert y , b y itself, its neither go o d nor bad: it dep ends up on the scenario at hand.

Consider, for example, the case of a cen tralized authorit y C that is able to decrypt

messages for others, but should not b e allo w ed to learn the con ten t of those messages.

A t �rst glance, this ma y seem hop eless, but the \blindable" prop ert y comes in help:

instead of submitting the actual ciphertext, one can c ho ose a random message u and

send to C a \blinded" ciphertext for m � u . When C decrypts, it cannot understand

the con ten t (since the randomness of u mak es it random!), but the other part y can

reco v er m b y simplifying out u .

On the other hand, in the setting of an auction, the \blindable" prop ert y w ould allo w

a participan t to \c heat" b y doubling the price o�ered b y another participan t, ev en

when the auction b ets are b eing encrypted with the ElGamal PKE .

� The w a y this sc heme w orks is someho w similar to the One-Time P ad sc heme: the

message m is \padded" with the mask y

r

, and this mask is \enco ded" in the ciphertext

in suc h a w a y that only the holder of the secret k ey x is able to reco v er it from the

�rst part of the ciphertext. Actually , the similarit y go es further, and in discussing the

securit y of the ElGamal Sc heme, w e will see that it is p ossible to use a generalized

v ersion of the One-Time P ad Lemma.

5 Security of the ElGamal Cr yptosystem

W e no w examine the securit y of the ElGamal Cryptosystem, pro ving the follo wing theorems.

Theorem 4 Under the CDH assumption, the ElGamal cryptosystem is a One-Way se cur e

PKE .

Pro of: F or the sak e of con tradiction, let us assume that the ElGamal cryptosystem is not

a One-W a y secure PKE :

9 PPT algorithm A suc h that:

Pr[ A ( g

x

; g

r

; g

xr

� m ) = m j p = 2 q + 1 ; j p j = k ; p; q primes ; x  

r

Z

q

; g generator of G ] = �

for some non-negligible � .

Using a reduction approac h, w e no w construct an algorithm A

0

whic h, giv en blac k-b o x

access to the algorithm A , can e�cien tly solv e the DHP with non-negligible probabilit y ,

con tradicting the h yp othesis. On input ( g

x

; g

r

), for random x and r in Z

q

, A

0

c ho oses

c  

r

Z

q

and runs A ( g

x

; g

r

; g

c

): with probabilit y � , A will decrypt the `ciphertext' g

c

and

th us will output ~m = g

c

� ( g

xr

)

� 1

. A t this p oin t, A

0

computes g

c

� ~m

� 1

as its guess for g

xr

.

Therefore, with probabilit y roughly � , A

0

will successfully solv e the Di�e-Hellman Problem.
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Before mo ving to the analysis of securit y under the DDH assumption, it is useful to

in tro duce the follo wing straigh tforw ard generalization of the One-Time P ad Lemma:

Lemma 5 (Generalized One-Time P ad Lemma) L et ( G; � ) b e a gr oup, and R denote

the uniform distribution over G . F or al l the distributions X ; Y (not ne c essarily indep endent)

over G , if ( X ; Y ) � ( X ; R ) , then for al l m

0

; m

1

2 G , we have ( X ; Y � m

0

) � ( X ; Y � m

1

) .

Pro of: Just substitute � for � in the pro of of the One-Time P ad Lemma (see Lecture 6).

Theorem 6 Under the DDH assumption, the ElGamal cryptosystem is an IND se cur e PKE .

Pro of: W e w an t to apply the Generalized One-Time P ad Lemma, c ho osing the distributions

X = ( g

r

; g

x

) and Y = g

xr

. F rom the DDH assumption, w e ha v e that ( g

r

; g

x

; g

r x

) �

( g

r

; g

x

; g

z

), whic h can b e restated as ( X ; Y ) � ( X ; R ), where R is the uniform distribution

o v er the group G = QR

p

. No w, b y the Generalized One-Time P ad Lemma, w e can conclude

that for all m

0

; m

1

in G , it holds that ( X ; Y � m

0

) � ( X ; Y � m

1

), i.e.:

( 8 m

0

; m

1

2 G ) ( g

r

; g

x

; g

xr

� m

0

) � ( g

r

; g

x

; g

xr

� m

1

)

Commen ts. Quite in terestingly , based on t w o di�eren t assumptions, it is p ossible to sho w

that the same construction ful�l t w o di�eren t notions of securit y . Moreo v er, the assumption

made and the securit y obtained are w ell-coupled: assuming that it is di�cult to completely

solv e the DHP leads to the di�cult y of completely breaking the ElGamal PKE ; assuming

that it is infeasible to learn an ything useful ab out the solution of the DHP leads to the

di�cult y of learning an ything useful ab out messages encrypted with the ElGamal PKE .

6 To w ards A Better Definitions Of Security

The notion of Indistinguishable Securit y w e ha v e used so far is not w ell stated: in fact, it

is sligh tly incorrect, since it su�ers from b oth a syn tactic criticism and a seman tic one.

Syn tactic Criticism A �rst issue with this de�nition of securit y is that it requires that,

for eac h pair of messages ( m

0

; m

1

), their encryptions are indistinguishable from eac h other:

( 8 m

0

; m

1

2 M

k

) , 8 PPT algorithm A

�

�

�

Pr [ A ( c; P K ) = b j ( S K ; P K ; M

k

)  

r

G (1

k

) ; b  

r

f 0 ; 1 g ; c  

r

E

P K

( m

b

)] �

1

2

�

�

�

� negl ( k )

In other w ords, w e are quan tifying on the message space M

k

, ev en b efore the random

c hoice of ( S K ; P K ; M

k

)! In the cases in whic h the message space M

k

is �xed, or just v aries

as a function of the securit y parameter k (e.g. when M

k

= f 0 ; 1 g or M

k

= f 0 ; 1 g

p ( k )

), this

can b e �xed simply \mo ving M

k

out" of the output of the k ey-generation algorithm G (1

k

).

But in other in teresting cases, lik e the RSA and the ElGamal PKE , the message space M

k
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is indeed someho w related to the public k ey b eing used, so that it do esn't y et mak e sense

to c ho ose a pair of messages b efore kno wing the actual public k ey P K b eing selected.

This is clearly just a syn tactic problem, so that it do esn't a�ect to o m uc h the o v erall

correctness of what w e ha v e pro v ed un til no w.

Seman tic Criticism A seman tic problem with the notion of indistinguishable securit y is

that it just states that an y PPT adv ersary m ust ha v e a negligible adv an tage in distinguishing

the encryptions of an y pair of messages ( m

0

; m

1

), when the public k ey is r andomly selected.

Therefore, it do es not cast a w a y the c hance that, giv en kno wledge of the public k ey , an

adv ersary ma y b e able to come up with a pair of messages suc h that it can indeed distinguish

the asso ciated ciphertexts.

T o o v ercome this problem, w e could b e tempted to mo dify the de�nition in suc h a w a y

that �rst w e �x the public k ey P K and the priv ate k ey S K , and then w e quan tify o v erall

the p ossible pair of messages. But in this case w e are asking to o m uc h, since the existence

of \bad" pairs of messages is una v oidable. T o see wh y , consider an adv ersary that, in

distinguishing b et w een the encryptions of ( m

0

; m

1

), alw a ys assume that the second message

is the priv ate k ey S K , and try to decrypt the encryption it has b eing giv en accordingly .

Clearly , the adv an tage of this adv ersary is negligible whenev er the second message is not

the secret k ey; ho w ev er, in the v ery sp eci�c, pathological case in whic h the pair is of the

form ( m

0

; S K ), its adv an tage will b e 1.

After all, what w e really w an ts from our de�nition of securit y is that, ev en if the adv er-

sary already kno ws P K , it should b e infeasible for it to �nd t w o messages for whic h it has

non negligible adv an tage.

7 Indistinguishable Security A gainst Chosen Plaintext

A tt a ck

Both the criticisms stated ab o v e stem from the the fact that the messages m

0

; m

1

are

quan ti�ed \outside" the probabilit y whic h constitutes the adv an tage of the adv ersary:

� from a syn tactic p oin t of view, this is bad since the message space M

k

is c hosen

\inside" the probabilit y;

� from a seman tic p oin t of view, this is bad since w e w an t to allo w the adv ersary to

c ho ose the pair of messages after seeing the P K , and th us the probabilit y should b e

tak en o v er all the pairs of messages that it can e�cien tly �nd.

W e can �x b oth this problems with the follo wing de�nition of:

De�nition 7 (Indistinguishable Securit y Against Chosen Plain text A ttac k)

A PKE E = ( G; E ; D ) is IND (against a chosen plaintext attack CP A ) if,

8 PPT algorithm A

�

�

�

Pr

h

b =

~

b

�

�

�

( P K ; S K ; M

k

)  

r

G (1

k

) ; ( m

0

; m

1

; � )  A ( P K ; M

k

; `�nd' )

b  

r

f 0 ; 1 g ; c  E

P K

( m

b

) ;

~

b  A ( c; �; `guess' )

i

�

1

2

�

�

�

= negl ( k )
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Let's tak e a closer lo ok at what is going on! This notion of securit y can b e view ed as

the follo wing game b et w een us and the adv ersary:

1. w e run the k ey-generation algorithm, obtaining ( P K ; S K ; M

k

);

2. w e giv e the public k ey P K and the message space M

k

to the adv ersary and ask it

to `�nd' a pair of messages in M

k

for whic h it b eliev es it can distinguish encryptions

under the k ey P K ;

3. the adv ersary outputs a pair of messages ( m

0

; m

1

) of its c hoice, along with its �nal

\state", i.e. some kind of summary of the considerations and computations that led

it to c ho ose this sp eci�c pair of messages;

4. w e c ho ose whic h one of t w o message w e w an t encrypt, and giv e it the corresp onding

ciphertext c ;

5. w e ask the adv ersary to tell whic h message w e encrypted, allo wing it to \remem b er"

the reasons for whic h it c hosen the pair ( m

0

; m

1

).

W e win the game (i.e. the considered PKE is IND secure against CP A ) if the adv ersary's

adv an tage (de�ned as usual as its probabilit y of success) is negligible.

Let us no w sho w that this new notion of securit y is strictly more general than the

PK -only securit y .

Theorem 8 ( CP A ) PK -only)

If a PKE E = ( G; E ; D ) is CP A se cur e, then E is also PK -only se cur e.

Pro of: Let us assume that E in not PK -only secure, i.e.

9 m

0

; m

1

, 9 a PPT algorithm A suc h that

Pr ( A ( c; P K ) = 1 j ( S K ; P K )  

r

G (1

k

) ; c  

r

E

P K

( c )) = �

where � is not-negligible.

No w, w e can construct an adv ersary A

0

that, using A as a blac k-b o x mo dule, breaks

the CP A securit y of E . Recall that, in the CP A notion of securit y , the adv ersary acts in t w o

rounds:

�nd Regardless of the public k ey P K at hand, A

0

alw a ys c ho oses the pair of message

( m

0

; m

1

) of the h yp othesis, and records in � the public k ey P K , m

0

and m

1

:

A

0

( P K ; M

k

; `�nd' ) ! ( m

0

; m

1

; � )

guess When c hallenged to determine whic h message w as encrypted, A

0

runs A ( c; P K ):

A

0

( c; �; `guess' ) ! A ( c; P K )

Clearly , this algorithm A

0

has the same (non-negligible) adv an tage as A , con tradicting the

h yp othesis that E w as CP A secure.
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Theorem 9 ( PK -only 6) CP A )

Ther e exists a PKE E = ( G; E ; D ) which is PK -only se cur e, but is not CP A se cur e.

Pro of: T o pro v e the theorem it su�ces to come up with a coun terexample, namely a

sp eci�c PKE E

0

whic h is PK -only secure but not CP A secure. T o this purp ose, consider an

arbitrary PKE E = ( G; E ; D ) whic h is PK -only secure and mo dify it as follo w:

Key-Generation Algorithm

set: ( P K ; S K ) = G (1

k

) ; r random

output: ( P K

0

; S K

0

) = (( P K ; r ) ; S K )

Encryption

E

0

( m ) =

(

(0 ; E ( P K

0

)) ; if m = P K

0

(1 ; E ( m )) ; otherwise

Decryption

(

D

0

(0 ; y ) = P K

0

D

0

(1 ; y ) = D ( y )

Clearly , E

0

is not CP A secure, since once the adv ersary kno ws the public k ey P K

0

, it can

ask to b e c hallenged on the pair of messages ( P K

0

; m

1

), and it will alw a ys succeed in

distinguishing an encryption of P K

0

(whic h starts with 0) from an encryption of an y other

message (whic h starts with 1).

Nev ertheless, E

0

is still a PK -only secure PKE , since, in this setting, it is no longer p ossi-

ble to e�cien tly �nd a pair of messages ( m

0

; m

1

) whose encryptions are easy-to-distinguish.

Indeed, due to the random r presen t in the public k ey P K

0

, the probabilit y that the ad-

v ersary could guess the public k ey P K

0

that will b e used, is alw a ys negligible (no matter

ho w short the public k ey P K for the PKE E could b e). Besides, it will b e di�cult for the

adv ersary to �nd a generic pair ( m

0

; m

1

) whic h mak es its task easy , since suc h a pair could

b e also used to tell apart encryptions for the PKE E , con tradicting the h yp othesis that E is

PK -only secure.

Remark 10 Despite the slight di�er enc es, and the non-e quivalenc e pr ove d in the ab ove

the or em, the two notions of se curity formalize d ar e quite close. In p articular, al l the r esults

state d so far (the gener alization of a one-bit se cur e PKE to a se cur e PKE for any numb er

of bits, the Blum-Goldwasser system, the analysis of se curity of the ElGamal cryptosystem)

hold as wel l when we c onsider the indistinguishable se curity against CP A .

This is b e c ause the sep ar ation b etwe en CP A and PK -only se curity is somewhat arti�cial,

and not of r e al c onc ern, but anyway, onc e you know, why not to use the right one?
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