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Solutions to homew ork 1

1 Substitution cipher [15 p oin ts]

Ha v e a lo ok at the substitution cipher in Lecture Notes 1 (section 3.2) and recall the

de�nition of p erfect secrecy . Pro v e that the substitution cipher is p erfectly secure for the

sp ecial case of ` = 1, and that it it is not p erfectly secure if ` � 2.

Solution: This cipher meet the p erfect secrecy requiremen t for l = 1, b ecause for ev ery

m; c 2 f A; :::; Z g exactly one out of ev ery 26 p erm utations k b et w een letters maps letter

m to letter c , and hence P r ob

k 2K

[ E nc ( k ; m ) = c ] = 1 = 26. Therefore it follo ws that for ev ery

m

1

; m

2

2 f A; :::; Z g w e ha v e

P r ob

k 2K

[ E nc ( k ; m

1

) = c ] = 1 = 26 = P r ob

k 2K

[ E nc ( k ; m

2

) = c ]

Ho w ev er, for l � 2 the p erfect secrecy requiremen t is not met. T ak e l = 2, m

1

= AA ,

m

2

= AB , and c = C C . Then

P r ob

k 2K

[ E nc ( k ; m

1

) = c ] = 1 = 26

b ecause one out of ev ery 26 p erm utations k b et w een letters maps A to C .

On the other hand,

P r ob

k 2K

[ E nc ( k ; m

2

) = c ] = 0

b ecause if some p erm utation k maps A to C then the same p erm utation cannot also map

B to C , and so for ev ery k ey k , E nc ( k ; m

2

) 6= c .

2 OTP cipher v ariations [30 p oin ts]

W e sho w ed that One-Time P ad encryption satis�es p erfect secrecy if M = K = f 0 ; 1 g

`

, for

an y ` . Consider some v ariations of the OTP cipher, where the messages and/or k eys are

binary strings as b efore but with some strings missing. Consider set S of three 2-bit strings,

S = f 00 ; 01 ; 10 g .

Consider the follo wing three v ariations on the OTP cipher. In all these v ariations the k ey

generation algorithm c ho oses k 2 K uniformly , and encryption and decryption w ork as in

OTP , i.e. E nc ( k ; m ) = k � m and D ec ( k ; c ) = k � c .

F or eac h of the OTP v ariations b elo w, sa y whether the resulting cipher is p erfectly secure

or not, and pro v e y our answ er . In eac h case, sa y what the space C of the ciphertexts

is, and note the sizes of the message space M and k ey space K . Do these sizes correlate

someho w with whether or not the cipher is secure? Can y ou explain wh y?
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1. Let M = S

`

and K = f 0 ; 1 g

2 `

, i.e. b oth the message and the k ey are (2 ` )-long bit

strings

1

Ho w ev er, not ev ery (2 ` )-bit string can b e a v alid message. F or example, for

` = 3, w e could ha v e m = [00 ; 01 ; 00] = 000100 but m = [11 ; 00 ; 11] = 110011 is not

in M b ecause 11 62 S .

Solution: Note that jMj = 3

l

and jK j = 4

l

so in this v ersion of the OTP cipher

w e ha v e actually more k eys then messages. Therefore this cipher could in principle

b e p erfectly secure. Note that C = f 0 ; 1 g

2 `

. Note also that for ev ery 2-bit message

fragmen t m

0

2 S of an y message m 2 M and ev ery 2-bit ciphertext fragmen t c

0

2

f 0 ; 1 g

2

of an y ciphertext c 2 f 0 ; 1 g

2 `

, there is a unique 2-bit fragmen t of the k ey

k

0

= c

0

� m

0

whic h maps m

0

in to c

0

. Therefore the same is true for the whole message

m and ciphertext c : F or all ( m; c ) 2 ( M ; C ) there is a unique k = m � c whic h maps

m in to c . Therefore probabilit y P r ob

k 2K

[ E nc ( m; k ) = c ] is the same for ev ery message

m , and hence p erfect secrecy follo ws.

2. Let M = f 0 ; 1 g

2 `

and K = S

`

Solution: Here jMj = 4

l

and jK j = 3

l

, so the fundemen tal theorem from the 1st

lecture, whic h sa ys that a cipher can b e p erfectly secure only if K � M implies

that this cipher c annot b e p erfectly secure. That w ould b e a go o d-enough answ er,

but w e can also con vince ourselv es of this on some sp eci�c example. Note �rst that

C = f 0 ; 1 g

2 `

. T ak e l = 1, m = 00, and c = 11. T o map m in to c w e'd need a one-w a y

pad k = m � c = 11, but 11 62 S , so P r ob

k 2K

[ E nc ( k ; 00) = 11] = 0, while, for example,

P r ob

k 2K

[ E nc ( k ; 11) = 11 = 1 = 3 b ecause k = 00 can b e used to map m in to c .

3. Let M = K = S

`

. [[Hint: This one is actual ly not p erfe ctly se cur e...]]

Solution: Here jMj = jK j = 3

l

, so the fundemen tal theorem from the 1st lecture

sa ys that this cipher in principle could b e p erfectly secure. That's wh y w e said that

this one is tric ky , b ecause nev ertheless this cipher actually fails to satisfy the p erfect

secrecy requiremen t.

The reason is that there are ciphertexts whic h can corresp ond only to some, but not

all, plain texts. And therefore the ciphertexts do carry information ab out the plain text.

T ak e l = 1, in whic h case C = f 0 ; 1 g

2

. T ak e for example c = 11, and note that it can

corresp ond to m

1

= 10 if k = 01. Ho w ev er c = 11 cannot corresp ond to m

2

= 00

b ecause then k = c � m w ould ha v e to b e 11, whic h is not a v alid k ey . Therefore triple

( m

1

; m

2

; c ) = (10 ; 00 ; 11) violates the p erfect secrecy requiremen t.

1

W e use notation A

n

to denote a set of n -long sequences [ A

1

; A

2

; :::; A

n

] where eac h A

i

is an elemen t of

A . Using this notation, f 0 ; 1 g

n

denotes a set of all n -long binary strings.
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