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We now turn to describe some of the related research that informs our proposed research study and
variables.
3. Research variables
Our proposed research effort is focused understanding how systems supporting decentralized virtual
activities and technologies (DVAS) are developed, used, and adapted in diverse settings. From this, we see
an array of variables that span a socio-technical landscape of alternative choices for action and system
design. These variables (or sets of related variables) range from (a) how to bring together diverse
stakeholders in immersive worlds in ways that enable mutual sense-making and dialectical evaluation of
new DVAS applications through alternative representations that span physical and virtual realities; (b) how
people who collaborate through DVAS create new policies and practices that engender or mitigate conflicts in the
resulting work practices, which in turn shape and guide their primary work activities; (c) how people engage
the work of creating, sustaining, and adapting relationships in DVAS environments that most effectively meet their
needs; (d) how can geographically dispersed people articulate development processes, work practices, and
project communities for DVAS; (e) how people can manage or control their privacy concerns as well as how such
concerns are exposed to others when interacting through artifacts or avatars; and (f) how to define and provide
technical foundations for security and trust in DVAS.

Each of these issues can be briefly described in turn as follows.

Representations and realities: A primary attraction of DVAS is the ability to blend real artifacts and people
with virtual ones to accomplish, for example, a design task.  An instance of this is seen in our background
work in the design of a rapid transit system: engineering specifications of the real artifacts are used in a
virtual environment to explore design choices.  Of course the real artifacts are not actually used;
representations of them are. The goal of this aspect of our research is to understand the issues and trade-offs
involved in designing representations of non-virtual entities for use in a DVAS, yielding principles for
guiding developers in creating new ones.

Research questions that arise from this goal include the following.  First, what are appropriate ways to
represent people, especially people playing specific roles?  For instance, in a decentralized software
development project, an individual may play a key role as the configuration manager.  Should the
representation focus solely on this role, or should characteristics perhaps not directly related to the official
role be included? How does the social web of developers in a project affect appropriate choices for
representation?  Second, when should representations be used?  With what fidelity? What kind of flexible
boundary can be used between the two? For instance, in the software development project, when is it more
effective to manipulate representations of the software artifacts as opposed to the artifacts themselves? Or
should all meetings have to take place in a virtual setting?  For all participants?  Third, when are
“representations” appropriate which do not have any natural counterpart in reality?  For instance,
composite or intangible entities, such as “this software project” could have an explicit representation in a
DVAS.

In short, we want to find out to what extent the different stakeholders of a complex infrastructure change
can come together in an immersive DVAS world like those enabled in Second Life, and whether such
common “live” representations can support mutual understanding of the system and its broader
consequences.

Conflicting policies and practices: Our goal is to study how a socio-technical approach can enable people
who are collaborating in a highly decentralized work structure to create new policies and practices that
relate to their new work practices, in order to achieve benefits for the decentralized team and organization.

The challenge for reconciling different practices is that there is no standard approach in a decentralized
setting, as there would be in a traditional hierarchical, centralized structure. People must find a way to
articulate differences and self-organize to set new standards and conventions of practice. To achieve this,
different perspectives must first be made explicit [88] [86] [54]. Focusing on the shared objects used in
decentralized work practices is a way to understand the relationship of work routines and practices, and
work products. Bergman et al., [12] discovered that these boundary objects can be successfully used as
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It is always a challenge to model the array of factors that affect real world decentralized work activities, e.g.
work pressures, career trajectories, local influences, routines, experience and expertise, etc. Adding another
layer of variability arises through a consideration of how such factors are mediated through interaction or
collaborative activities that take place in virtual settings. Therefore, we find the best methodology for
understanding the complex interplay of organizational, social, and technological factors involved in
reconciling alternative activity system configurations (whether decentralized, virtualized, or both together)
is through in situ studies. However, this alone cannot produce generalizable results unless effort is made to
structure and situate these studies across a set of diverse approaches to developing and using DVASs that
are found in a diverse set of organizational settings. Therefore, our field studies must also produce data,
activity patterns, work/play practices, development processes, and usage scenarios/experiences that can be
analytically coded and compared. It is through comparative analysis across cases arising in different
settings, with different DVAS configurations or usage scenarios, or with new concept demonstration or
prototyped DVAS mechanisms that we can articulate more generalizable results. Here’s how we make this
work.

First, each of our six analytical variables (described in Section 3) is associated with one project investigator
who is already vested in prior research, and therefore brings both prior research expertise as well as an
analytical eye with which to observe conditions and events that impinge on their variable under study.

Second, we have identified five research partners with who we will engage our field studies. However, each
of our partners presents a different set of research variables of interest. Table 1 represents our current
understanding as to which research variables are central to the DVAS development or use efforts underway
at each of our five research partners.

Table 1: Initial variable-partner matches

Aerospace
Corporation

Avaya Labs Discovery Science
Center

Northrop
Grumman

Unimodal Inc.

Representations and realities XXX XXX XXX
Conflicting policies and

practices
XXX XXX XXX

Relationship work XXX XXX XXX XXX

Processes and coordination XXX XXX XXX XXX XXX

Privacy and awareness XXX XXX
Security and trust XXX XXX XXX

This distribution of research variable-partner matches signifies that we have a sufficient diversity of
variable mixes across the five research partner sites. This provides us a basis for conducting comparative
analyses across (a) individual variable-partner matches (comparing results from studies of each cell in the
table), (b) range of variables found in each organization (comparing across a column), (c) range of
organizations articulating each variable (comparing across each row), and (d) all research variables across
all organizations (comparing across columns and rows together). This gives us a maximum comparative
analytical capability that can inform or suggest generalizations that account for data that articulate the
variables of our proposed study.

Last, our research method must insure a balanced study of socio-technical processes, practices, constraints,
opportunities, and affordances that help characterize how different DVASs are developed and used in their
particular multi-organizational setting. Accordingly, three of our research variables (security and trust,
privacy and awareness, and representations and realities in an immersive world) are associated with
experimental development and usage of new DVAS technologies--tool or functional mechanism prototypes
that may be incorporated into their respective research partner DVAS project effort. The other three research
variables (processes and coordination, relationship work, and conflict practices and policies) focus on
identifying, articulating, and modeling/codifying recurring social practices, activity patterns, and processes
that characterize the development and/or use of situated DVAS. Though we will begin focusing on one
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enterprise partner for each analytic variable, we will continue studying these variables with other partners
as well as shown in Table 1.

For our study of social practices and processes we will apply rigorous qualitative methodology as outlined
by [33] [102] [103] [28] [27].  Methods will consist of intensive observation of work activities, repeated semi-
structured interviews among participants (by telephone or in-person), and document analysis, when
documents are available. The use of these methods provides a rich corpus of data for understanding the
complex processes and relationships of interest to us.

Representations and realities: We will study prototyping of immersive models and simulations of personal
rapid transit (PRT) systems within a virtual world of Second Life. This will include ongoing work with our
research partner Unimodal Inc. and several county governments in Southern California, in order to expand
the scope and diversity of issues and public policy concerns that are being addressed through early use of
the current PRT simulation in Second Life. We will make the PRT simulation world open and publicly
available for experimental use and in-world evaluation by the diverse participants, and will engage with
the local community in having people experience the system.

Conflicting practices and policies: Ethnographic techniques will be employed with Northrup Grumman to
1) understand the array of different perspectives and practices that exist in DVAS found in and 2) to
investigate the impacts that new DVAS development and usage that emerge. Ethnographic methods have
been widely deployed in the study of collaborative distributed organizational settings yielding insightful
findings (e.g., [66] [80] [4] [65] [31] [31] [54] [61]). In some cases, it will be beneficial to isolate particular
variables of interest in a laboratory setting for usability testing or to test the effectiveness of particular
features of a system. For these investigations, experimental studies in a laboratory will be conducted.

Relationship work: Building on previous research on relationship work [60] [61] [62], we will examine
relationship work in decentralized activities that arise in the development and use of virtual worlds for
organizational knowledge management at Northrop Grumman. Qualitative work including field
observations, in-depth interviews, and document analysis will inform the design of focused surveys to gain
broader insights and identify quantitative patterns about how people create and sustain relationships in
decentralized activities. These insights will be used to articulate the requirements and design features of
DVAS technologies intended to support relationship work in decentralized settings.

Processes and coordination: The primary approach involves empirical study of DVAS development and
deployment projects via multi-modal ethnographic discovery and modeling of observed development
processes, work practices, and project community dynamics [84] found at our research partners, such as the
Discovery Science Center. Current research studies [85] employ this approach in the study of open source
software development projects focusing on the development of (a) Internet information infrastructure
systems; (b) networked computer games, (c) scientific research in astrophysics and bioinformatics, and (d)
administrative computing applications. In the proposed effort, we see DVAS development projects
underway or under consideration in each of our enterprise partners, including in the Discovery Science
Center in its efforts to continue its development and expansion of interactive, online science learning games
and collaborative problem-solving environments publicly accessible over the Web.

Privacy and awareness: We plan to conduct a field study of distributed collaborators at one of our industry
partners, Avaya Labs, to uncover attitudes and practices regarding impression management and how these
relate to privacy considerations. Data gathering will be performed through surveys, interviews, non-
participant observation, focus groups, and experiments. Multiple methodologies are needed partly to gain a
holistic understanding of impression management practices, and partly to offset the methodological
challenges in privacy research [73].

Results of the field study will be used to generate requirements for prototype implementations of new
impression management and privacy controls available at the user interface to Avaya Labs’ DVAS. To allow
early exploration, the initial prototype will be restricted to an electronic communication system in use at
Avaya Labs, such as an instant messaging system. Based on the results, we will extend it to provide a
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generic and extensible solution for other collaborative systems (e.g., shared calendars, source code
repositories, email, blogs). It is likely that such a solution will take the form of a middleware layer that
provides impression visibility and management as a “service” via an Application Programming Interface
(API). Alternatively, it may take the form of a suite of plug-ins for individual collaborative systems.

Security and trust: Our approach uses threat and risk models that apply to DVAS to identify/develop (a)
appropriate trust models to counter them, and (b) secure technologies that can be encapsulated within the
participant architectures to support the trust models and hence counter the threats. Our initial specific focus
will be to work with our partner at The Aerospace Corporation to investigate the threats, risks, and
requirements for trust that arise in the context of their effort to develop and project oversight environment
for managing system of systems development projects.

Identifying the threats and risks is our first task. Our previous work [95] has already identified a number of
critical threats of decentralized systems. But virtual worlds and interactions between them will surely
impose some additional constraints and risks that need to be understood. Therefore, we plan to pursue an
in-depth examination of the experiences and the findings of the virtual world research community, the
CSCW community [42] [97] [90] [7] and our own prior experience to pinpoint the dominant characteristics
and vulnerabilities of these systems.

Second, we will identify appropriate trust models. Numerous trust models exist in the research literature
[34] [106]. Depending upon the nature of the collaboration involved, a suitable trust model that can counter
the identified threats needs to be identified. For example, if the entities are mostly concerned with
regulating access to critical resources, credential and policy-based trust models [14] [15] [52] [101] may be
adopted. Or, if entities need to determine whether reported information can be trusted, reputation-based
trust models [105] [44] [38] [81] [99] [58] [92] may be adopted. Both kinds of models may be required in
some circumstances. We plan to develop techniques and tools to support the selection of appropriate trust
models. Towards this goal, we have already developed an initial suite of tools that help an application
developer to choose a suitable reputation-based trust model. These include the TREF framework [95] that
helps identify an initial set of reputation models and the SIFT simulator [96] that simulates this set of
reputation models under varying threat scenarios.

Third, we will identify design principles that will provide specific guidance on how to design secure
participants. For this, we will draw upon our prior experiences [91] [79] as well as leverage contemporary
literature on various types of trust and security frameworks [35] [17] [51] [18] [26] [36]. The final step in our
approach is to leverage our extensive experience with software architectural styles to choose an appropriate
architectural style to incorporate these design guidelines.
7. Assessment methods and metrics
In order to assess the impact of the technologies we develop, we will first conduct a baseline assessment of
the six variables of interest at each research site. This work can be conducted by graduate students guided
by the project faculty investigators and will involve interviewing and observing our research partners to
understand current practices and to understand what is important to them in terms of enhanced socio-
technical support. Thus our assessment measures will emerge from the research and our interactions with
our partners. This means that we will have a set of measures that include both measures common to all
partners as well as some that are specific. As our sites are carefully chosen to represent diverse DVAS, we
believe this approach will be fruitful in leading to scientific understanding of DVAS as a single class of
systems as well as understandings about specific kinds of DVAS. Once the baseline study has been
conducted we will be in a position to measure the impact of the technologies and practices we design on the
six variables, to ascertain how they change activities in DVAS. 

Beyond this, how will we or others come to know whether the proposed research undertaking has
produced meaningful and usable results from our study? To help determine this, we presented above a
representative set of research questions aligned with each of the six research variables that are the focus of
our study. The answers, explanations, interpretations, models, or metrics we provide in response to the
systematic observational data we collect, and the multi-layered comparative analysis we undertake,
ultimately determine whether we have realized our goals. As such, we now describe in greater detail how
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we plan to assess our research goals in each of the six research variable areas.

Representations and realities: Building on our efforts to date in prototyping an immersive virtual world
for evaluating a new PRT system with our research partner, Unimodal Inc., we will collect and interpret
data addressing the following detailed variables of interest. These include determining how many people
visit the SL site, what stakeholder communities they represent, and the degree to which the PRT immersive
simulation is used/referenced in stakeholders meetings. The particular questions of blending real and
virtual elements will focus on identifying the critical circumstances and attributes when melding the
elements is successful (such as when an element is itself virtual, such as control software).  Issues of
representation and reality will similarly be addressed in the context of our other partners.

Conflicting policies and practices: Following the approach used by Mark [54], we will focus on identifying
what new conventions of practice and policy have been formed, how they address decentralized work, and
importantly, whether they are followed by collaborating partners. Perspectives and practices, and policies are
dynamic, and constantly evolve and we will also track the extent to which these change over time to adapt
to new decentralized configurations. Ethnographic techniques will enable us to identify and evaluate the
relevance of new practices and policies to conditions.

Relationship work: The research will examine the entire ecology of tools and techniques for relationship
work used by participants, beginning at our research partner, Northrop Grumman. We will investigate how
their tools and techniques are used in conjunction with existing collaboration tools such as those for social
networking tools, email, instant messaging, video conferencing, and so on. We will identify ways in which
the tools enhance one another as well as remaining gaps that need to be filled for more effective relationship
work.  We will investigate how new mixes of tools emerge, some replacing, enhancing, or complementing
others. We will assess how work practices change, and in what ways, using the new tools, discovering how
work practices evolve to meet the demands of relationship work in decentralized activities.  Subsequent
studies will pursue these questions in the context of the other research partners, several of whom have
similar situations.

Processes and coordination: Our approach to the use of multi-modal ethnographic and modeling of DVAS
processes, practices, and project dynamics that we observe in our research partners is founded on principles
of grounded theory development via ongoing comparative analysis of multiple cases of situated practice.
Our data collection and analysis methods for process discovery are geared towards both formative and
summative assessments of what we can learn from our studies. Our formative assessments rely on a
transparent, reconstructable method for data collection, coding and cross-coding, and comparative analysis
of multiple cases (both similar and dissimilar). Our summative assessments result from our multi-modal
analysis and modeling of the data we collect, and the alternative interpretations we use to present such
summary findings and models [84] [85].

Privacy and awareness: We will employ several evaluation techniques throughout the prototype building
activities, specifically rapid prototyping and heuristic evaluation in the context of our study at Avaya Labs.
We will also conduct usability studies at intermediate stages to iteratively improve the prototype. We will
deploy the final prototype versions at UC Irvine as well as industry partners, and collect usage logs as well
as conduct interviews with users to understand how well the prototypes meet their goal of supporting
impression visibility and management (and in turn of improving privacy management). We will also gather
feedback for further improvements. Cross-site comparisons will be made to illuminate how the system
should adjust to different organizational and work contexts.

Security and trust: We will evaluate our approach in the context of our research partners, beginning with
The Aerospace Corporation’s system of systems project oversight and coordination situation. Specifically,
we will begin with study of their problem domain, identifying the threats and risks present.  We will then
use previously developed tools and techniques [93-95] as the basis for identifying a suitable trust model (for
those threats so amenable). Such trust models will then be integrated within each participant’s architecture
using an architectural style that leverages the past PACE work and incorporates connector-based security
policies [79] [78]. Next, the application comprising of these participant architectures will be subjected to a
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variety of threat scenarios and the behavior of each participant studied. These experiments will help us
evaluate whether and to what extent these participant architectures in concert with the trust model allow
DVAS participants to establish useful trust relationships with each other and control correctly the security
of information being exchanged. The threats relevant to this situation are primarily those of inappropriate
data access, rather than overtly malicious behavior.  Iteration on this process is expected, as shortcomings in
the prior work are identified relative to the new circumstances of DVAS, and as differences between our
different partner sites are discovered.
8. Intellectual merit and broader impacts
Our focus on DVASs provides the opportunity to study people's experiences with simulated versions of
new technological systems while these systems are being conceived and designed, prior to their eventual
deployment and use in a broader social setting.  We believe that research on DVASs will have a vital impact
on society. As development and use of DVASs becomes more common practice and as organizations
continue to become more decentralized, new methods and policies will need to be identified and tested to
enable people to collaborate successfully. We also believe that our study has economic value as it will help
organizations to carry out decentralized work effectively with smoother coordination, so that they can
better compete in the global market. DVASs will be resilient to environmental disruptions as collaboration
will be able to be conducted from anywhere, anytime, using representations of people, artifacts, and
activities. Our results will also have an important impact on higher education, as new people entering the
workforce will have to gain skills in developing systems, and in conducting work, in a decentralized
setting. Our management plan (below) provides more details on how our results will be integrated into
different education settings.

Understanding the unique challenges of relationship work in decentralized activities and designing DVAS
technologies to meet the challenges will have both theoretical and practical impact. Theoretically we want
to determine the contours of decentralized activity, allowing comparison to other social forms such as
traditional hierarchies, communities of practice [100] and the rational bureaucracies described by Max
Weber. We believe this theoretical work will be broadly useful in the fields of human-computer interaction,
computer-supported collaborative work, organizational studies, and design research and practice that
incorporate the wider social context in which technologies are developed and used. Practically, our DVAS
studies and prototype tools, techniques, and concepts will enable more effective relationship work in
decentralized activities. Through study of their use we will be able to understand future directions needed
for continued development of tools for decentralized activity.

Our effort to develop empirically grounded models and theories of decentralized virtual environment
development processes, work practices, and project community dynamics both builds on and complements
our current studies of open source software development projects. Our studies of the development and
deployment of DVASs with our enterprise partners will serve as reference models for how organizations
can learn practices, guidelines, models, and theories to follow. For example, our partnership with the
Discovery Science Center will provide valuable results to other similar learning centers when they seek to
develop and deploy online interactive exhibits and learning games that foster education practices. Similarly,
results of our studies with our other enterprise partners can be applied to similar organizations.

The long-term impact of our research on privacy and awareness in the development and use of DVAS is
likely to be substantial. Achieving our outcomes will lead privacy-sensitivity to become a standard design
requirement in the development of DVASs and similar collaborative systems, and mechanisms for the user
to manage their impression on others will become regular to-do items in software design specifications.
This is especially important in the light of the fact that most collaborative systems so far focus on the
awareness benefits since those are the primary purpose behind building the system, while privacy
management often gets secondary attention. We expect some impacts may even go beyond collaborative
systems and affect all systems that involve privacy and impression management by computer users.

Our proposed approach, techniques, and tools to the study of how best to provide effective security and
trust mechanisms when developing a DVAS will contribute towards the development of secure
collaborative open decentralized systems that will be acceptable to and usable by the target audiences.  The
importance of this should not be underestimated:  if appealing DVASs are created, and if they remain
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defenseless in the face of malicious activities, they will be unused.  Provision for security and trust is
essential, not an option.  Our approach, moreover, will not just identify abstract policies and practices to
follow, but provide specific techniques for incorporating security and trust technologies in DVAS software.
9. Results from Prior NSF Funded Research
Project investigators Scacchi, Kobsa, Lopes, Mark, Redmiles, and Taylor all have prior NSF support from at
least three different NSF funded research grants.

Award IIS-0205724, amount: $1,800,000, 7/2002-9/2008 (Completed). "ITR: An Integrated Social and
Technical Approach to the Development of Distributed, Inter-Organizational Applications." PI/Co-PIs:
Taylor, Richardson, Kobsa, Redmiles, Dourish, Mark, van der Hoek. Senior Personnel: Scacchi.  This project
was a broad empirical study examining the relationship between distributed, inter-organizational
management structure and the structure of software built by and for those inter-organizations. The
investigation included (a) examining decentralized software development projects, both open source and
more standard approaches, (b) examining the role of privacy in decentralized systems, (c) examining
security and trust concerns in decentralized systems, and (d) creating technologies to support decentralized
development. Over 130 publications resulted from this project, including books, journals, conference
papers, and workshops.  Over 20 Ph.D students were supported over the course of the project.

Issues of decentralization and consensus that occur in open-source communities were explored, where
diverse agencies with independent, often conflicting goals are yet able to come together to produce a high-
quality product.  Interactions between different teams at NASA were studied, whose communication and
interaction patterns exhibit characteristics of decentralization despite ostensibly being part of the same
agency. Investigators examined how workers negotiate and manage their membership in multiple
communities within a large-scale organization. Investigations delved into how people manage to negotiate
and switch their identity/membership among these multiple communities, and why people need these
different communities to function effectively in the organization.

To support awareness in distributed configuration management and to aid coordination and collaboration
activities among geographically distributed developers, several software tools and visualization techniques
were developed as part of this project. At the same time, this need of awareness is frequently at odds with
an individual's desire to keep private some of this information. Effectively balancing awareness and privacy
needs has proven to be a significant challenge for designers of awareness systems and related
infrastructures. Investigation also focused on identifying concerns arising out of decentralization that affect
security and trust management solutions for decentralized systems, addressing those concerns through the
development of a suitable architectural style, providing design guidelines towards constructing
decentralized systems, constructing actual systems using that style, evaluating these systems against threat
scenarios, and using experimental results to refine architectural style and design guidelines for future use.

Award no. IIS-0534771, Amount: $335,000, 11/01/05 to 10/31/08, Discovering the Processes, Practices,
Community Dynamics and Principles for Developing Open Source Software Systems, PI: Walt Scacchi. This
research seeks to account for prior results and recent research findings in the area of free/open source
software development processes, work practices, and project dynamics. This effort address topics such as
(a) the identification of software informalisms as different types of artifacts and communication media that
are used to facilitate and coordinate FOSS development projects, as well as serve as decentralized sources of
developer knowledge [29] [85], and (b) the role migration and socio-cultural mobilization of socio-technical
resources, mitigating conflict, and facilitating career/occupational development in FOSS projects [30] [41].

Award no. 0724806, Amount: $726,455, 09/01/07 to 08/31/10, SDCI Data New: Trust Management for Open
Collaborative Information Repositories: The CalSWIM Cyberinfrastructure, PI: Cristina Lopes. This project will
study and support the California Sustainable Watershed Information Manager. The work just started aims
at creating a publicly updatable, Wiki-based online encyclopedia of all things watershed that includes all
watersheds in California. The CalSWIM Wiki will only succeed if issues of trust are taken into consideration
in its design. Professor Lopes also has prior results from NSF supported projects including a CAREER
award, in which she continued her original innovative work on Aspect-Oriented Programming [46] with an
emphasis towards assessment of new approaches to software design and development.
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