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ABSTRACT
Understanding how network and application behavior patterns
impact client performance on mobile devices is a difficult yet
important problem to solve. Often, we are most interested in
the performance experienced by end users, but accurately and
effectively measuring performance on uncontrolled mobile devices
in the wild continues to be a challenging problem. In this
paper, we have developed a tool to allow us to more accurately
characterize RRC states using client-based measurements. To
do so, we have made use of and contributed to an open-source
framework called Mobilyzer, which facilitates collecting complex
network measurements on client devices without impacting the
user. We have deployed our tool on unmodified devices
in 23 countries worldwide to directly measure the impact of
RRC state machine configurations on individual packets and
network protocols. Demonstrating the value of client-based
measurements, our large-scale measurement study allowed us
to uncover previously unknown performance problems that can
increase network latency by several seconds and increase packet
losses by an order of magnitude.

Categories and Subject Descriptors
C.2.1 [Network Architecture and Design]: wireless communi-
cation; C.4 [Performance of Systems]: measurement techniques,
performance attributes

Keywords
4G LTE; 3G; smartphones; RRC state machine; cellular network
performance

1. INTRODUCTION
As described in previous work [7, 8, 10, 9, 13], Radio Resource

Control (RRC) states [4, 5] have a substantial impact on network
performance. To balance the need for high performance with the
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Figure 1: A: Overview of RRC state machine design. B-C:
possible 3G and 4G state machines.

need to conserve energy on resource-constrained mobile devices,
these devices transition between states with different performance
and energy characteristics. Generally, devices must be in a
high-power state to send data, and there is additional latency (a
promotion delay) to transition to these states. Devices remain in
these high power states for several seconds in case there is more
network traffic, before demoting to a lower power state. These
timers are set by carriers. Longer timers lead to better network
performance, at the cost of a shorter battery life. We summarize
the RRC state machine for two network technologies (3G and 4G
LTE) in Figure 1.

In this paper, we focus on describing our client-based
measurement approach and our findings from crowdsourcing
client-based measurements. In the full version of this paper [12],
we investigate fine-grained RRC dynamics and performance in
more depth, including through other measurement approaches.
Prior work has focused on measuring RRC state configurations in
a controlled setting or on specific device types which make RRC
transition event logs directly available to applications [8, 10, 9, 13].
Collecting measurements on unmodified client devices, however,
allows us to crowdsource the measurement of RRC state timers
and performance worldwide. We carry out measurements in 23
countries and on a wide range of device types, technologies and
carriers. Through these measurements, we uncovered previously
unknown performance problems that can significantly impact users.
Our application continues to measure RRC state performance
characteristics over time as networks evolve.

Collecting and crowdsourcing measurements on user mobile
devices has proven to be an effective technique for understanding
mobile networks [6, 2]. However, performing complex network
measurements accurately and effectively on unmodified devices,



in the presence of interfering traffic or noisy network conditions,
and without inconveniencing users, remains challenging. To
ensure that our RRC measurement techniques remain relevant
to the broader community, we have added them to an open-
source tool, MobiPerf [1], as well as the underlying Mobilyzer
library that MobiPerf uses [11]. Mobilyzer’s goals are to facilitate
and systematize the development of mobile measurement apps,
allowing researchers and other interested parties to easily measure
and monitor complex network phenomena while restricting energy
and data consumption to ensure these applications meet the needs
of users. In addition to describing the results of our RRC
measurement tool, we also describe some system challenges in
designing the tool, which are likely relevant to crowdsourcing
mobile application measurements more generally.

2. CLIENT RRC MEASUREMENTS
To measure RRC states, we start by sending a large UDP packet

to ensure the device is in a high power state. After waiting for a
period of time, ensuring that no traffic is sent on the device, another
UDP packet is sent to an echo server, and the round-trip time
is measured. If the demotion timer was shorter than the waiting
period, there will be an additional latency delay due to the RRC
state demotion. By varying the inter-packet interval and measuring
the resulting latency, it is possible to infer RRC state timers. This
basic technique was introduced in work by Feng et al [7].

To allow this technique to function in an uncontrolled
environment on user Android devices, we detect interfering traffic
on the device using the Linux /proc/net utility, which requires
no special privileges to see global packet counts. We discard
individual tests where there were more packets than expected.
Furthermore, performance on real networks often varies regardless
of RRC states. We filter out all devices with less than 5
complete sets of measurements, and then observe changes in the
distribution of latencies in our measurements as the time interval is
varied. Finally, we also use this technique to measure higher layer
protocols such as HTTP requests.

An example of the data collected from one device is shown in
Figure 2. For interpacket intervals below 2 seconds, the latency
is low for both large and small packets, and from about 4.5 to 9
second intervals, the round-trip time is higher for the larger packet,
a characteristic of the intermediate FACH state in 3G. After 10
seconds, the round-trip times for both packets are high. Note that
during RRC state demotions, especially for the demotion to FACH,
delays are very high. Our large-scale measurement study has
determined that a significant number of carriers worldwide exhibit
this previously unknown behavior, which we call a demotion
delay. Note also that the measured round-trip times vary greatly,
necessitating a large number of measurements to uncover the
underlying pattern.

2.1 Mobilyzer Support
In addition to the challenges in collecting accurate measurements

on client devices, there are also systems challenges in performing
these measurements efficiently on a large scale. We have added
the RRC measurement tool to MobiPerf, an open-source Android
app that allows users to measure their network performance and
track how performance metrics change over time. Data is collected
in aggregate and anonymized on a central server, stripping all user-
identifiable data.This tool runs on the Mobilyzer framework, which
we have modified as well.

Collecting RRC measurements is not a lightweight task.
Comprehensively measuring a large range of interpacket intervals
is time-consuming, and interfering traffic on the device causes
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Figure 2: Example of client-based RRC latency measurements
while transitioning through RRC states. Median, quartile and
5%/95% values shown.

individual measurements to be discarded and rescheduled. In
practice, a full set of tests takes roughly half an hour to complete.
Additionally, the number of requests made to test a full range
of inter-packet intervals and higher layer protocols can consume
hundreds of kilobytes per set of tests. Carefully monitoring
and budgeting data consumption over the course of a month is
therefore important. We run the RRC task every 36 hours, and
reduce the frequency if needed to meet data and power constraints
set by the user, dynamically keeping track of data consumption.
Measurements are run only when the battery level exceeds a
threshold set by the user.

Additionally, no other measurement tasks should send traffic at
the same time as the RRC test. We modified Mobilyzer to support
long-term scheduling of background tasks, with a schedule that
persists even if the application is forcibly closed. Furthermore,
Mobilyzer supports pausing the task (for instance, if a higher
priority measurement task is scheduled, or the device switches to
WiFi) to allow a test to be completed without losing data. Tasks are
scheduled using the global Mobilyzer scheduler, which coordinates
across different applications running the library so that different
research measurement apps do not interfere.

We also adjust the default schedule (subject to the user’s data
consumption constraints) from a central coordination server. In this
way, once we have collected an initial dataset of RRC performance
data, we can reduce the frequency of these measurements, allowing
us to continue to monitor changes over time with minimal impact
to the user. As data is collected by volunteers, it is essential that the
application remain unobtrusive and respect their battery and data
consumption limits.

3. RESULTS
We discovered that packets sent during a state demotion can

often experience round-trip times several times longer than normal,
or in LTE, experience significant packet losses. This appears to
be due to a variety of different state demotion implementation
problems in different carriers and technologies. Our full dataset
covers 44 carriers, but to briefly illustrate our findings, we discuss
three example carriers and illustrate the impact that RRC states and
RRC state demotion performance problems have on DNS lookups
and HTTP requests performed on these networks. These results
are shown in Figure 3. To assign each individual test to a RRC
state, we first identified the RRC states using the method discussed
above, as well as the transition period between each state. For these
three carriers, we confirmed these timers using QxDM [3], a tool
that allows us to directly read RRC state transitions.

For carrier C1, there are three distinct RRC states in 3G: DCH,
a high-power state; FACH, an intermediate state where only a
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Figure 3: Example of how RRC state transitions affect DNS
and HTTP performance for three sample carriers.

small amount of data can be sent; and PCH, a low-power state.
DNS requests are generally small enough they can be completed
in FACH without needing to promote to DCH, and so the average
delay in FACH is significantly less than in PCH. HTTP requests,
being larger, often require a transition to DCH to complete and
so do not benefit as much from FACH. However, in both cases,
packets sent during the transition from DCH to FACH (shown as a
solid purple box) can result in very high delays. This is especially
pronounced for the smaller DNS lookup requests.

In contrast, for carrier C2, there is no FACH state. Furthermore,
requests sent during state demotions do not have unexpected
delays. As we discuss in the full paper, this is due to
implementation differences between the two carriers.

Finally, for carrier C3, we examine LTE. LTE’s lower state
promotion overhead means that overhead of sending a packet in
IDLE is minimal. However, delays for packets sent during the
demotion process experience high delays and loss rates an order
of magnitude higher than normal. This demotion delay problem
occurs for fewer carriers for LTE than 3G, however. Furthermore,
the demotion period is shorter and so packets are less likely to
experience these delays.

3.1 Discussion and Future Work
In this paper, we have discussed the challenges and benefits of

using client measurements to better understand the impact of RRC
states on performance. In addition to the novel results we have
found (discussed in more depth in our full-length paper [12]) this
approach allows us to continue to maintain a database of cellular
network performance worldwide that reflects the evolving cellular
network. We have also contributed to the Mobilyzer project [11]
aimed at developing a large, comprehensive dataset of network
measurements worldwide from the client perspective.

Our previously undiscovered findings on RRC demotion delays
motivates the importance of client-based measurements. A
crowdsourcing approach allows for large-scale, global deploy-
ments, unconstrained by the geographic location of the researchers
involved. The resulting measurements can give a great deal
of insight into how complex network phenomena affect users
in the wild, ensuring that results are representative of real
user experiences, and allows a wide range of devices, carriers,
network types and network performance characteristics to be
investigated. Furthermore, we have demonstrated that a highly
complex measurement task that is sensitive to interference and

environmental conditions can be automated and run on unmodified,
actively-used mobile devices. In addition to improving our
understanding of the real-world impact of RRC states, we argue for
the value of future work in crowdsourcing measurements of cellular
networks worldwide.
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