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Abstract

Real-time event identi�cation is critical in complex distributed
infrastructures, e.g., water systems, where failures are di�cult to isolate. We present AquaEIS, an event-based middleware tailored to the problem of locating sources of failure
(e.g., contamination) in community water infrastructures.
The inherent complexity of underground hydraulic systems
combined with aging infrastructure presents unique challenges. AquaEIS combines online learning techniques, modeldriven simulators and data from limited sensing networks
to intelligently guide human participants (e.g., sta�) in identifying contaminant sources. The framework integrates the
necessary abstractions with event processing methods into
a work�ow that iteratively selects and re�nes the set of potential failure points for human-driven grab sampling. The
integrated platform utilizes Hidden Markov Model (HMM)
based representations along with �eld reports for event inference; reinforcement learning (RL) methods have also shown
promise for further re�ning event locations and reducing
the cost of human engagement. Our approach is evaluated
in real-world water systems under a range of distinct events.
The results show that AquaEIS can signi�cantly reduce the
number of sampling cycles, while ensuring localization accuracy (detected 100% of the failure events as compared to a
baseline that can only identify 38% of the events).
CCS Concepts • Information systems → Online analytical processing;
Keywords Event Identi�cation, Event Processing, In-situ
Sensing, Human Engagement, Complex System
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1

INTRODUCTION

With the surge in urban populations (68% projected by 2050)
and the rapid development of the global economy, communityscale infrastructures and services have become increasingly
complex and vulnerable to failures due to natural, technological and manmade events [1]. Quick and accurate identi�cation of failures are critical to avoid escalation of problems
(e.g., NYC blackout 2019, Beijing tra�c breakdown 2012
and Flint water crisis 2014), which ensure the health, safety
and well-being of citizens. Today, detection of anomalous
events in these infrastructures is time consuming and often
takes hours or days [31]. Dynamic behaviors arise due to
the non-linearity and non-normality of underlying physical models; in many cases observation is limited due to the
sparse number and resolution of sensing devices. In this
paper, we address the unique challenges in rapidly identifying fault sources in distributed urban infrastructures, using
community water systems as a driven use case.
Water distribution systems in communities today consist
of large and diverse networks with many di�erent components (pipes, junctions, pumps, valves, tanks and reservoirs).
These infrastructures have been deployed over long periods
(often decades, centuries); they encompass diverse geophysical regimes and are subject to extreme geologic conditions.
As a result, they are inherently vulnerable to a variety of
incidents [10]. Physical damage to water infrastructures (e.g.,
pipe breaks) can disrupt water service to communities; contamination events could result in economic and public health
consequences and long-lasting psychological impacts. In recent years, water utilities have had increasing concerns about
the possibility of harm due to accidental or intentional contamination of water systems [10]. Public awareness has also
increased dramatically due to media coverage since 9/11
[5, 17]. In such scenarios, it is important to quickly identify
contaminant sources to ensure the maximum e�ectiveness
of intervention strategies and the minimization of exposure
of populations at large to the contaminants.
Current status of water facilities and challenges: Today, cyber instrumenting of water systems is severely lacking
and sparse at best; this is due to the fact that such buried
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assets were deployed decades ago. Water meters are instrumented primarily for billing, SCADA systems, when available, are deployed at pump stations above ground, and water
quality monitoring is mainly present at water storage and
treatment plants. The network of hundreds or thousands of
pipes is not actively monitored since devices and networks
are expensive to install/deploy and maintain. Furthermore,
many cities do not yet have the much needed data (e.g., water
demand history, population distribution, and risk analysis) to
compute an optimal sensor placement [4, 9]. Current sensing
technologies also present limitations - while they can detect
di�erent types of chemical/microbial contaminants, they often yield binary (yes/no) indications of possible contaminant
presence [10]. Lab examinations are required to obtain detailed information - the realistic response times could vary
from 6 to 24 hours [23]. All of the above point to the need
for improved real-time event identi�cation frameworks for
managing failure-prone water infrastructures of the future.
A deeper inspection of water infrastructures points to
some inherent systemic complexities. Water systems are
large-scale complex networks, where �ow patterns are driven
by time-varying water demands and distribution systems
are looped, resulting in mixing and dilution of contaminants.
Mathematically, this source identi�cation problem is the
canonical “inverse problem”, where we aim to infer the root
cause from a set of observations. Inverse problems are often ill-posed, where multiple (near-)solutions may exist [32].
Since source injections can originate at any point throughout
the network at any time, the solution space can be very large
(roughly number of network nodes times number of historical time steps considered), making it intractable to solve the
problem uniquely. The choice of a solution is further complicated by the shortage of measurements as compared to
source parameters. A pragmatic approach proposed by civil
engineers argues that a unique solution is not needed, one
can identify a set of locations for which a contaminant injection is possible [28]. Manual samplings (grab samples) can
help further reduce the resulting set that is likely to be large
due to the low density of in-situ sensing - the human engagement however involves cost and time [36]. This highlights
the need for an integrated view of the state of cyber-physicalhuman systems (CPHS) to support cost-accuracy-time tradeo�s inherent in fault source identi�cation.
Contributions of this paper:
• Integrated platform for event identi�cation in CPHS:
We propose and develop AquaEIS, a platform that supports
a holistic approach to fault source identi�cation in complex
distributed settings. AquaEIS integrates multiple sensing
modalities (devices, human-as-a-sensor), computing (ML,
simulations) and domain knowledge to enable an observation, analysis and adaptation loop in the system. Though
inspired by water system resilience, the proposed end-to-end
solution can be applied to other “�ow/tra�c/current”-pathdependent systems. (Sec.2).
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• Event-driven pro�le generation: Our approach abstracts
the physical nature of phenomena spread (i.e., contaminant
transport) into apriori pro�les of anomalies represented using impact matrices, which are integrated with live readings
from multiple data sources for event processing (Sec.2).
• Online iterative event processing: AquaEIS is intended
to execute in an operational setting on-the-�y, where event
processing learns from executions and triggers needed actions to reduce human e�orts. At runtime, an iterative event
processing strategy is executed in two steps: location inference and location re�nement. For inference, we propose an
HMM model with a pruning technique to quickly eliminate
solutions that are inconsistent with physics (i.e., hydraulics)
and measurement information (Sec.3); the re�nement step
implements a RL based approach used to determine optimal
sampling locations such that it can help locate the source
within a small number of sampling cycles (Sec.4).
• Evaluation in real-world water systems: We evaluate
the AquaEIS approach using a complete ensemble of contamination events on two real-world water systems (Sec.5).

2

THE AQUAEIS APPROACH OVERVIEW

In this section, we �rst provide some background on fault
identi�cation in CPHS systems, and present our AquaEIS
event identi�cation system (EIS).
2.1

Background and Related Work

CPHS are becoming common in multiple domains (smartgrids, intelligent transportation, healthcare); however, gathering and processing data for operational purposes in such
settings have cross-layer concerns at multiple levels of the
system (devices, networks, data, compute etc.). This paper
focuses on data-driven methods to isolate faults as applied to
large scale distributed CPHS systems, e.g., water networks;
key topics include modeling the underlying systems and
their operations as well as enabling e�cient data gathering,
data analysis and event processing to support decision making. Integrating human agents in the sensing, analysis and
actuation tasks is a viable path to deployment.
In large city-scale infrastructures, e�ective modeling and
understanding of lifeline operations is key to enabling fast
fault identi�cation. Techniques for data and knowledge representations using graph-based techniques, ontologies and
semantic web approaches have been used to model community data. Work�ow processing systems (e.g., Ptolemy)
and simulation techniques have been utilized to capture
operational aspects and reason about the state of systems.
Examples include e�orts on transient signal processing for
state estimation in power grids [12] and ML techniques for
tra�c prediction [29] and pipe leak detection [16]. Recently,
approaches utilizing HMM [26], that captures the underlying
causal dynamics of cascading failures in physical systems,
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Figure 1. AquaEIS integrated event identi�cation system.
have been successfully applied in multiple domains, e.g., social media [38], transportation [24] and power grids [18].
The area of community scale sensor placement [3, 35] has
also gained traction in recent years for a range of fault localization [16, 36] and resilience in extreme conditions [15].
Human-interactive systems have leveraged human capabilities to complex systems to make intelligent decisions for a
while. For example, [39] uses crowd-sourced information for
timely data delivery and [20] models and analyzes customer
behavior for e�cient energy management. ML approaches
today are becoming available as generalized services and the
role of ML such as RL for rapid analysis of complex events is
invaluable. The basic idea of RL is to have a learning agent
interacting over time with its environment to achieve a goal
by capturing the most important aspects of the real problem
[33] - this has emerged as a powerful tool for solving sequential decision-making problems. It is well known for its great
success in online games - AlphaGo Zero [30], and recently
has been successfully applied in natural language processing
[11], software development [37], recommendation systems
[34] and ridesharing order dispatching [21].
2.2
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Enabling Event Identi�cation in Water Systems

AquaEIS (Fig.1) is designed as a sensor-simulation-data integration platform and operated as a real-time event processing service. It composes ML (RL), modeling (HMM), and
data collection methods (in-situ and grab-sampling) at different levels of granularity and latency for a comprehensive
system. This is required since limited sensing devices only
capture phenomena spread (e.g., contamination), not the
fault source, in the networked system. Sensor data has inaccuracies; techniques to process the data have uncertainties.
Additional sensing in the form of human operators can help
reduce these uncertainties by strategic sampling at selected

NET1 Water Network

Figure 2. Illustration of impact matrices of NET1
points in the network, which involves cost and time. The
�rst step to enable such a system is accurate modeling of
features of the physical system and its operations. Water
systems are usually described as a set of links and nodes,
where links represent pipes, valves and pumps, and nodes
represent reservoirs, tanks, joints and end-users (e.g., building). The contaminant spreads through the system based on
the network topology and its �ow patterns taking the system
from one con�guration (state) to another. We represent con�gurations of interest using an event-based architecture and
design abstractions that can capture the state of the system.
Event-driven pro�les generation - In this step, our
goal is to capture signatures/pro�les of how contamination
events manifest in the underlying network. Given a contaminant injected at a certain node (source), the associated time
delays and impact on other nodes depend on the transient
�ow paths and rates, which are made explicit and thus available for use [28]. To incorporate this knowledge, we generate
apriori pro�les of anomalies using a commercial-grade water quality model - EPANET [27]. Speci�cally, we simulate a
large ensemble of contamination events over a long enough
period such that the length of the simulation is as long as the
longest travel time from sources to other nodes. A contamination event is an injection of the contaminant at a particular
node beginning at a particular time of day and we consider
events that can occur at every node in the network starting
at any time of a day. It is worth noting that the contaminant
injected at same node but at a di�erent time can propagate
di�erently due to time-varying �ows. We assume one event
at a time, where the contaminant is injected continuously
over time. This ensemble of simulations generates pro�les of
anomalies which we represent using a collection of impact
matrices indexed by time The impact matrix is an explicit
event-to-impact mapping, which contains contamination
events as rows and all network nodes as columns. Entries
are given a value of 1 to indicate that the event can contaminate the given node, and a value of 0 otherwise. For example
in Fig.2, 9 events are simulated on NET1 water network (from
US EPA) by introducing a contaminant at a random node at
an arbitrary time. A matrix at 2PM captures contaminated
nodes (columns) caused by these 9 events (rows) at 2PM. As
time progresses, the matrix may or may not change depending on the �ows and events. This collection of matrices can
re�ect the �ow-path-dependent contaminant transport and
will be integrated with live readings from in-situ sensors and
human inputs for event identi�cation.
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Event monitoring and data acquisition - Often, a contamination event is witnessed and detected by in-situ sensing
platforms, and the initial identi�cation with sparse and limited measurements is likely to result in a fairly large set of
possible sources. Given the inherent complexity of instrumenting underground systems; utilities in practice obtain additional measurements in the form of grab samples through
human participants (e.g., �eld sta�, community manager,
customer), which can help in narrowing down the resulting
set. Humans-as-sensors are indispensable in settings where
sensing needs are uncertain and expensive. The advantage
of manual grab sampling is its �exibility to provide spatial
diversity at signi�cantly reduced cost when compared with
in-situ sensors, however, a grab sample at a certain location would only provide a single measurement in time as
opposed to continuous monitoring from a sensor. Due to
their characteristics, live sensor readings and human inputs
are leveraged di�erently during the event processing.
Online iterative event processing - To enable a timely
and reliable fault identi�cation, event processing occurs in
an iterative manner in two key steps: location inference and
location re�nement. When a contamination is detected, an
approximate set of source locations is inferred using current
available measurements. If the resulting set is large, optimal
sampling locations are determined and human participants
are invoked to gather additional information. The cycle of
collecting grab samples and inferring source locations is
continued until the true source of contamination is identi�ed.
Location Inference - In the presence of an unknown contamination event, water quality varies in time subject to constraints imposed by the �uid mechanics. Live sensor readings
capture quality changes over time, however, they are spatially sparse and only provide yes/no indications. To better
infer the fault source from limited observations, a methodology should incorporate the knowledge of spatio-temporal
variations of physical system dynamics. As such, this information allows to rule out the solutions that are inconsistent
with the physical laws. The aggregation of information over
time can help distinguish the events resulting in the same
instantaneous readings. We therefore propose to formulate
the problem of source identi�cation as an HMM inference
problem, i.e., inferring the unobserved/hidden water quality
status based on time series of sensor readings. Human inputs
as point measurements are used within a proposed pruning
technique. It allows an e�cient pruning of the search space
by imposing the physically based “structural regularization”
on the solution via the apriori generated pro�les.
Location Re�nement - Due to the limited measurements
available at the early stages, the identi�ed set of possible
sources may be large or small depending on the sensor con�guration and the contamination event. Additional e�orts
(using grab samples) may be required to reduce this uncertainty. Observe that, depending on the number of likely
sources and maximum number of samples that can be taken
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Figure 3. (a) Example of contaminant transport on NET1.
(b) Illustration of the HMM for contaminant transport.
at the same time, multiple sampling cycles may be required.
Obviously, it is desirable to reduce the resulting set to a
tractable number in as few cycles as possible. Therefore,
location re�nement is considered as a sequential decision
problem, where the current selection should learn from previous decisions and consider its “long-term” in�uence on
subsequent ones. However, it is non-trivial for an informed
decision making in such a stochastic environment due to the
dynamic �ows and unknown events. We therefore formulate
it using a RL framework, which o�ers an online mechanism
to learn an optimal policy that selects sampling locations
with more contributions in the “long run” [19, 33].

3

EVENT LOCATION INFERENCE

We now introduce the �rst step of event processing, i.e.,
location inference. Here we use measurements from both
in-situ platforms (Sec.3.1) as well as human participants
(Sec.3.2), along with pre-built pro�les, to estimate contaminant sources. An in-situ sensor or a human input would
yield a positive measurement (unsafe) if the contaminant
concentration is above a certain threshold and a negative
measurement (safe) otherwise.
3.1

Inferring using Live Sensor Readings

Due to the fact that a contaminant spreads through the water
network based on the time-varying �ows, the propagation
behavior is considered as a structured stochastic process. We
model it as an HMM and formulate the event identi�cation
as an HMM inference problem. We �rst apply the standard
forward-backward algorithm and propose an approximate
approach using particle �lter that o�ers a viable alternative
for improving the speed of estimation.
3.1.1

Modeling Contaminant Transport using HMM

We consider a water network consisting of V nodes denoted
by V = {1, ..., V } and use 2 V to index node . The
water quality status of a network is represented by a vector
c = (c 1 , ..., cV ) ✓ {0, 1}V , where c = 1 indicates that node
is contaminated. Let (c) = { 2 V : c = 1} denote a
set of contaminated nodes for quality status c, and ct and
t = (ct ) denote the status at time t. Since sensors can only
provide binary measurements, sensor reading at node at
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time t is denoted by L ,t 2 {0, 1}, where L ,t = 1 indicates
contamination. Let V o ✓ V denote the subset of nodes
where sensors are deployed. The objective is then to infer
about quality status t given observation L V o ,t over time.
To locate the source, we want initial status t =0 . It is worth
noting that due to the sparse sensor network, many events
may be noticed by same sensor at the early stages, adding
to the di�culty of inferring the source. At time t, we model
the water quality status t , which is not directly observed,
as the hidden state ht ⌘ t , and the sensor readings L V o ,t
as the observed state ot ⌘ L V o ,t . For example in Fig.3a, a
contamination event occurs at node N10 starting at 10AM on
NET1 water network. As the time progresses, nodes may be
contaminated (ht ) and sensors may detect the contamination
(ot ). In Fig.3b, the evolution of ht is formed as a Markov chain
with state transition probability P(ht |ht 1 ) and conditional
on ht , the observation is an independent process following
observation probability P(ot |ht ).
Given a water network, assuming there are N number of
hidden states and M number of observed states, an HMM
is characterized by the three elements: (a) state transition
probability matrix - A N ⇥N = {P(hj |hi )} for 1 6 i, j 6 N ;
(b) observation probability matrix - B N ⇥M = {P(ok |hj )} for
1 6 j 6 N and 1 6 k 6 M; (c) initial state distribution
vector - 0 , which are represented as = (A, B, 0 ). Matrices
A and B can be learnt from the apriori generated impact
matrices by the Expectation Maximization algorithm [26].
Here the detail is omitted due to the page limitation. Given
an observation sequence o 0:T = (o0 , o1 ..., oT ) and a model ,
our goal is to �nd a probability distribution t (h) to estimate
the hidden state ht , where t (h) ⌘ P(ht = h|o 0:T , ) for
0 6 t 6 T and T is the length of observation sequences.
We use P(ht = h|o 0:T ) for P(ht = h|o 0:T , ), since is �xed
once a model is learnt. In particular, to locate the source, we
want the state distribution at t = 0, i.e., t =0 . Following the
Bayes’ rule and the conditional independence of ot +1:T and
o 0:t given ht , P(ht = h|o 0:T ) can be written as
t (h) ⌘ P(ht = h|o 0:T ) = P(ht = h|o 0:t , o t +1:T )
(1)
/ P(ot +1:T |ht = h)P(ht = h|o 0:t )
3.1.2

The Forward-Backward Algorithm

To solve (1), a short elaboration of standard forward-backward
algorithm [25] is �rst given. This algorithm solves it by recursively computing a set of forward probabilities P(ht = h|o 0:t )
and a set of backward probabilities P(ot +1:T |ht = h). Given
model = (A N ⇥N , B N ⇥M , 0 ) and a sequence of observations
o 0:T , the forward messages FT ⇥N can be computed using:
Ft,⇤ = Ft

1,⇤

· A · diag(ot )

1 6t 6T

(2)

where diag(ot ) is a diagonal matrix of vector ot , and Ft,i /
P(ht = hi |o 1:t ) for 1 6 i 6 N with F 0,⇤ = 1/N . Similarly, the
backward messages RT ⇥N are computed using:
R t,⇤ = A · diag(ot ) · R t +1,⇤

0 6t 6T

1

(3)

where R t,i / P(ot +1:T |ht = hi ) for 1 6 i 6 N with RT ,⇤ = 1.
The algorithm runs in time O(N 2T ). However, we observe
that the transition probability matrix A is sparse (Remark 1).
This implies that substantial computation on zero entries can
be reduced. We thus propose a particle �lter based algorithm
that exploits this speci�c structure of our HMM model and
can reduce the computational complexity.
Remark 1 [Sparsity in transition matrix] A feature of contaminant transport is the sparsity of transition probabilities, in
the sense that only a small portion of nodes is contaminated in
initial stages and with high probability, the new contaminated
nodes t +1 \ t only occur on a small subset of nodes.
3.1.3

A Particle Filter Based Approach

We present a particle �lter based approximation, taking the
advantage of Remark 1, to estimate e�ciently the hidden water quality status. The basic idea is to represent P(ht |o 0:T ) by
a set of random particles with associated weights and to estimate t (h) in (1) based on them [2]. The number of particles
P determines the computational complexity, which allows
to control the running time by choosing an appropriate P.
P denote a set of particles that characterizes
Let {hi0:t , w ti }i=1
P(ht |o 0:T ) where {hi0:t , i = 1, ..., P } is a set of support points
with weights {w ti , i = 1, ..., P }, and h0:t = {h , = 0, ..., t }
is a set of all
Õ states up to time t. The weights are normalized
such that i w ti = 1. Then, t (h) can be approximated as
ˆ0:t (h) =

P
’
i=1

w ti (h0:t

hi0:t )

(4)

where (x x 0 ) is the Dirac delta function with the delta mass
at x 0 and ˆ0:t (h) = { ˆ (h) : = 0, ..., t }. Algorithm 1 outlines the proposed particle �lter based inference, where the
two main steps at each time instant are: (a) sampling particles
based on transition probabilities such that the probabilities
can be re�ected by the frequencies of particles, mathematically expressed as
hit s Ahit

1,⇤

= P(ht |hit 1 )

1 6 i 6 P,

(5)

and (b) updating weights based on the instantaneous observations such that particles can be weighted based on the
evidence, mathematically expressed as
w ti = w ti 1 B hit ,ot = w ti 1 P(ot |hit )

1 6 i 6 P.

(6)

In this manner, one can approximate ˆ0:t by augmenting existing particles that constitute an approximation to ˆ0:t 1
with new observations ot . As the algorithm runs, some
weights may become very small. To concentrate on those
with large weights, we follow the rule of thumb to resamP when the ratio
ple particles based on their weights {w ti }i=1
ÕP
i
2
1/ i=1 (w t ) falls below the threshold P/2 [13]. We use systematic resampling scheme, which takes O(P) linear time and
minimizes the potential variation [2]. The resampling will

Nodes

Sources
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Figure 4. Impact matrix to source-to-node bipartite graph.
generate a new set of particles {hi0:t , w ti }iP⇤ =1 and weights
⇤
are reset to w ti = 1/P since particles are i.i.d samples.
The proposed algorithm runs in O(PT ) time, where the
computational complexity scales linearly with the number
of particles. In addition, according to the law of large numbers theorem, the accuracy p
of the discrete approximation increases in the order of O(1/ P) [7]. By choosing the number
of particles, one could have a tradeo� between the computational cost and the estimation accuracy.
⇤

⇤

Algorithm 1 The particle �lter based inference
Input state transition matrix A, emission matrix B, initial state vector 0 , observations {ot : t = 0, 1, ...}
2: Output hidden state estimation ˆ (h) for 0 6 6 t
1:

3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:

3.2

Initialization at t = 0: draw particles {i, i = 1, ..., P }
from 0 : hi0 s 0 ; set weights w 0i = P 1
for t = 1, 2, ... do
for i = 1, 2, ..., P do
Sample particle hit ; update weight w ti via (5, 6)
end for
ÕP
if 1/ i=1
(w ti )2 < P/2 then
P , j 2 {1, ..., P } using {w i } P
Resample {i j = j}i=1
t i=1
⇤
j
⇤
i
i
i
Set h0:t = h0:t , w t = P 1 for i ⇤ = 1, ..., P
end if
end for
Compute ˆ0:t (h) using (4)
Inferring using Human Inputs

The fact that in-situ sensors are sparsely deployed and can
only provide binary measurements leads to the issue of event
detectability (Remark 2). Therefore, human involvement in
data capture is valuable. Human-driven grab samples as single measurements in time are used to prune away inconsistent solutions. As hinted above in Sec.2.2, the �ow-pathdependent hydraulics determines if response from a node is
positive (unsafe), contaminant sources will be its upstream
nodes, while if negative (safe), its upstream nodes can then
be excluded.
Remark 2 [Detectability of in-situ sensors] It is likely that
multiple contamination events manifest same sensor readings
over time, i.e., o 0:t (h) = o 0:t (h0) for h , h0, thus are not distinguishable using only in-situ sensors.
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To better illustrate the pruning process, we �rst build a
bipartite graph for each impact matrix (Fig.4). The bipartite
graph is a source-to-node map indicating whether or not a
network node can be contaminated by an event occurring at a
particular source node but starting at any historical time step.
A bipartite graph at time t is Gt = (X, Y, E), where X ✓ V
is a set of sources, Y ✓ V is a set of nodes and E ✓ X⇥Y is a
set of edges connecting source i 2 X and node j 2 Y, namely
an event occurring at i can have an impact on j at time t. We
refer an edge e 2 E as (i, j) where i 2 X and j 2 Y, and G as
Gt in general. Let U (j) de�ne the upstream reachability set
of nodes j 2 Y, that is U (j) = {i : (i, j) 2 E, i 2 X}. Then, we
can use the response from node j, which is either positive or
negative, to determine if its upstream nodes U (j) are possible
sources (positive) or must be excluded (negative). Algorithm
2 describes this pruning operation, which is straightforward.
Given a set of nodes with positive response PR and a set with
negative response N R, graph G can be pruned by taking the
intersection of sources that are upstream reachable from PR
and removing those that are upstream reachable from N R.
Algorithm 2 The pruning process
Input a source-to-node map G = (X, Y, E), nodes with
positive response PR and negative response N R.
2: Output a pruned map G 0 = (X 0, Y 0, E 0 ).
1:

3:
4:
5:
6:

4

Initialization X 0 = ;
—
Update X 0 using positive response X 0 = –
j 2P R U (j)
Update X 0 using negative response X 0\ = j 2N R U (j)
Generate G 0 by pruning G using X 0

EVENT LOCATION REFINEMENT

After event inference is performed following the detection
of a contamination (often by in-situ sensors), it is likely that
the identi�ed set of potential sources is fairly large due to
the limited measurements. Additional e�orts in the form
of manual grab samples will be required to help re�ne the
identi�ed set, such that countermeasures can be executed
e�ectively. This motivates us to design an intelligent strategy
to provide optimal decisions on sampling locations. We �rst
de�ne the location selection of grab samples as a sequential
decision problem and motivate a reinforcement learning
(RL) framework for solving it. We discuss two challenges
while applying RL and �nally propose a RL based approach
integrated with an entropy-constraint �lter.
4.1

The Location Selection Problem

Recall that Sec.3.2 introduced the source-to-node graph with
an edge indicating that a contaminant injected at a particular
node can have an impact on a certain node. Given a set of
sources X 0 identi�ed by location inference at time t, a sourceto-node map is Gt = (X 0, Y, E). The objective is to select
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Location
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Figure 5. Example of sequential decisions on grab-sample
locations with maximum 2 samples allowed at a time.

Modeling Location Selection using RL

Figure 6 represents a comprehensive view of adapting RL
framework into our problem of selecting sampling locations,
where the learner and decision maker together is called agent,
and the thing it interacts with, comprising everything outside the agent, is called response environment. The agent
selects grab-sample locations and the response environment
responds to it based on the abstracted source-to-node graph.
The environment gives rise to numerical rewards that the
agent seeks to maximize over time through its choice of sampling locations. In this manner, the agent is able to sense the
state of response environment to some extent, takes actions
that a�ect the state and meanwhile has a goal relating to it.
The internal components of Fig.6 will be explained following.
To frame the problem of learning from executions to
achieve a goal, we �rst de�ne four key components:
State: At time step t, the state of response environment
st 2 S is de�ned as the source-to-node graph st ⌘ Gt =

Decision
Maker
State-Action
Values

Action:
grab
sample
locations

Learner
Reward:
numerical value

State: sourceto-node graph

Response Environment
Water Nodes
Flow Direction

Network Topology

Time t

Impact Matrix

Nodes

location(s) {j, j 2 Y} based on Gt over time to reduce
in
as few sampling cycles as possible, subject to the maximum
number of samples that can be taken at the same time. Figure
5 shows an example of 2 sampling cycles with maximum 2
grab samples allowed at a time, where given a set of 28 likely
sources, 2 grab samples are taken which reduces the set to 7,
followed by another round of sampling with 1 grab sample,
and �nally 2 possible sources are located.
Intuition behind RL approach - One could consider
that the optimal sampling location in each cycle is a set of
nodes with the maximum entropy on graph G. It is possible to quickly narrow down the search space by querying
nodes with highest uncertainty (maximal information) [6].
However, entropy itself for this problem su�ers from two
drawbacks: (a) we observe that due to the physical nature of
contaminant transport, multiple (collections of) nodes can
have same maximum entropy, but result in di�erent source
locations. This variance raises the question how to select
node(s) from those with maximum entropy which can identify the true source. (b) More importantly, reducing uncertainty greedily is not completely aligned with our objective
to seek an optimal sequence of locations over time. To address
above issues, we propose to apply the RL framework, which
is learning to optimize not only the immediate decision but
also the next and, through that, all subsequent decisions [33].
X0

4.2

Entropy Filter

Possible
Sources

Sources

7 Likely Sources

1 0 1 1

28 Likely Sources
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Source-to-node Graph

Figure 6. The comprehensive view of RL based approach
with an entropy �lter for sequential location selections.
(X, Y, E), where S is the state space. Speci�cally, a state s
contains a set of sources X and a set of possible impacted
nodes Y that are considered as potential grab-sample locations. The initial state s 0 is determined by the estimate from
the location inference step.
Action: On the basis of state st and maximum number of
samples that can be taken at the same time , the agent takes
an action at 2 A(st ), where at is a set of nodes from which
grab samples are taken, A(st ) is a set of action candidates
(combinations of nodes in Y based on ) and A is the action
space.
Reward: One step later at t +1, in part as a consequence of action at , the agent receives a numerical reward r t +1 2 R ⇢ R
and �nds itself in a new state st +1 . R is the reward space - a
subset of real numbers R. Since the aim is to locate the source
in as few sampling cycles as possible, we count a penalty
(negative reward) of 1 for each sampling cycle and give a
delayed reward until the terminal state. A terminal state is either a single source or a set of indistinguishable sources (i.e.,
have exactly same impact at this time step, in other words,
form a complete bipartite graph). A delay reward is given
below, assuming true source is T S and st = Gt = (X, Y, E):
(
1/|X|
if T S 2 X, |X| < threshold
rt =
(7)
Õ
i 2X dist(i,T S) otherwise
where st is a terminal state, dist(i, j) computes the shortest
distance in terms of number of links (pipes) between nodes i
and j and the threshold is to encourage the agent to reduce
the set of likely sources as much as possible, ideally, a singleton with one source. A negative reward is given if the
�rst condition of (7) is not satis�ed and closer to the true
source receives a higher reward. This is to take care of the
situations where the contamination event can not be located
in a reasonable number of cycles. Instead, nodes that are
close to it will be considered. The reward function allows to
re�ect di�erent criteria that users are interested in. Other
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metrics such as population exposed to a contaminant and
the length of contaminated pipe can also be included.
Policy: A policy de�nes the agent’s way of behaving by
mapping states to probabilities of selecting each action, i.e., a
probability distribution over set S ⇥ A. The policy function
p(a|s) ⌘ P(at = (x 1 , ..., x 0 )|st = Gt ) takes as input the current state and outputs the probability of actions. The policy
is a stochastic rule by which agent can explore the action
space and select appropriate actions as a function of states.
According to the de�nitions above, the agent’s goal at t is
to select an action so as to maximize the cumulative reward
in the long run:
t

⌘

T
’

k 1

r t +k

(8)

k =1

where T is the �nal step (reach to a terminal state) and 2
[0, 1] is called the discount rate. The concept of discounting
is to control how strongly the agent takes future rewards
into account. As approaches 1, the agent will strive for
a long-term high reward. To train the agent to execute an
action in a given state toward the goal, we de�ne a stateaction-value function for policy p as qp , i.e., qp : S ⇥ A ! R.
If the agent is following policy p, then qp (s, a) is the expected
reward return starting from state s taking the action a:
qp (s, a) ⌘ Ep [ t |st = s, at = a].

(9)
values qp (·)

The objective is to �nd the optimal state-action
following policy p that maximize the expected return for all
state-action pairs, which is de�ned as:

q ⇤ (s, a) ⌘ max qp (s, a) for all s 2 S and a 2 A(s). (10)
p

4.3

An e�cient RL-based Approach

We �rst discuss two observations (Remarks 3 and 4) when
solving the optimization problem in (10) and propose an
e�cient online temporal di�erence (TD) based learning approach. Once the optimal state-action values are learnt, grabsample locations can be selected based on it.
According to the Bellman optimality equation [8], for a
speci�c state-action pair (s, a), (10) can be rewritten by substituting (8) and (9) as:
q ⇤ (s, a) = max Ep [ t |st = s, at = a]
p

= max Ep [r t +1 +
p

t +1 |s t

= s, at = a]

= E[r t +1 + 0 max q ⇤ (st +1 , a 0)|st = s, at = a]
a 2A(s t +1 )
’
=
f (s 0, r |s, a)[r + 0max 0 q ⇤ (s 0, a 0)] (11)
s 0 2S,r 2R

a 2A(s )

where f (s 0, r |s, a) ⌘ P(st +1 = s 0, r t +1 = r |st = s, at = a) is
the probability of those values (s 0, r ) occurring at step t + 1,
given preceding (s, a). To solve (10), we instead need to �nd a
solution of (11) for all s 2 S, a 2 A(s) in an e�cient manner.
Remark 3 [Stochastic response environment] The response

environment is stochastic because of the time-varying �ow
patterns and the presence of unknown contamination events.
This uncertainty makes it infeasible to obtain the probability distribution of f (·|·) in an explicit form. However, it
is possible to estimate f (·|·) through sequences of states, actions and rewards from actual or simulated interactions with
the response environment. This sequence, called an episode
in RL, likes this: s 0 , a 0 , r 1 , s 1 , a 1 , r 2 , ..., sT 1 , aT 1 , rT , sT (terminal state). With a certain amount of these episodes, we
can average the reward returns for each state-action pair
and estimate the distribution of f (·|·).
Remark 4 [Large state and action space] The state space
S and action space A are combinatorial and can be enormous. Generally speaking, a water network with V nodes can
have |S| = 2V numbers of possible sources and given a state
Õ
s = G = (X, Y, E), there are |A(s)| = i=1 i |Y | numbers of
candidates from which grab samples can be taken.
The problem with large S and A is not just the memory
needed for a large set of state-action values q(S, A), but
the time and data needed to compute them correctly. Consider a sequence of T sampling cycles, it may need |A(s 0 ) ⇥
A(s 1 ) ⇥ · · · ⇥ A(sT )| numbers of trial-and-error learning to
encounter every state and make a good decision. It quickly
makes the search space intractable for a real-world water
network (usually with > 100 nodes). We therefore propose
a TD based approach - n-step expected Sarsa (NESarsa) integrated with an entropy-constraint �lter. The TD methods
can learn the distribution of f (·|·) directly from repeated
random interactions between the agent and its response environment (resolve Remark 3). One advantage is that TD
methods are naturally implemented in an online, fully incremental fashion [33]. The entropy-constraint �lter can help
signi�cantly reduce the state/action space by eliminating the
nodes with lower entropy (less uncertainty), such that the
learning speed can be improved (resolve Remark 4).
Mathematically, to �nd an optimal solution of (11), NESarsa learns and updates the state-action value q for policy
p recursively along with the interactions using
qt +n (st , at ) = qt +n 1 (st , at ) + (st , at )[

qt +n 1 (st , at )]
(12)
for 0  t < T , where T is the last step of an episode, n 1 is
the number of steps and (s, a) 2 (0, 1] is the learning rate.
We set (s, a) the reciprocal of the number of occurrences
of (s, a). As such, the agent can update q(·) values largely
depending on new information at the beginning due to no
prior knowledge and adjust it slowly as more information
available. The subscripts on t :t +n indicate a truncated expected return for t using rewards up until t + n, instead of
the full return shown in (8),
(
r t +1 + · · · + n 1r t +n + n Et +n 1 (st +n ) t + n < T
t :t +n =
t +n T
t
(13)
t :t +n
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and Et (s) is the expected reward return of state s.
’
Et (s) =
p(a|s)qt (s, a)

Algorithm 4 The online NESarsa based learning
(14)

s 2A(s)

In order to �nd optimal q(·) values for {(s, a) : s 2 S, a 2
A} using limited computational resources within a certain
time, we propose an entropy- -greedy policy. Here we �lter
out nodes carrying less information (small entropy on G)
and focus on the exploration and exploitation of relatively
unpredictable nodes. The -greedy ensures that we not only
exploit an action that has maximal estimated q value (greedy
action), but also explore alternative actions with probability
(non-greedy actions). Therefore, every action a has a chance
of being executed in each state s, i.e., p(a|s) > 0. As illustrated
in Alg.3, given a state s and action candidates A(s), we create
a new set of candidates AH by eliminating those whose
entropy H(·) is lower than a given threshold ho . We then
give the minimal probability /|AH | of selection for all nongreedy actions and the remaining bulk of the probability to
Õ
the greedy action. Note that a 2A(s) p(a|s) = 1. Algorithm 4
summarizes the learning procedure of an agent through the
interactions with its environment. The algorithm terminates
when changes on q values are less than a very small number.
It is worth noting that this learning converges very fast (often
seconds) depending on X0 . The output state-action values
are then used for location selection: given a state s, an action
a with maximum q(s, a) value will be selected.
Algorithm 3 The Entropy- -greedy policy
Input state-action values q(·), very small number > 0,
maximum number of samples at a time and state s.
2: Output policy p(A(s)|s)
1:

Initialize p(a|s) = 0 for 8a 2 A(s); AH = ;
for a 2 A(s) do
if H(a) > ho then AH = AH [ {a} end if
end for
a ⇤ = arg maxa 2AH q(s, a)
for a 2 AH do
p(a|s) = /|AH |; p(a|s) += 1
if a = a ⇤
10: end for
3:
4:
5:
6:
7:
8:
9:

5

EXPERIMENTAL STUDY

To evaluate AquaEIS approach in practical settings, we implement a functional service for fault source identi�cation
that integrates and coordinates multiple sources and entities.
This includes real data (from utilities), commercial-grade
models (WNTR simulator and EPANET, TEVA-SPOT and
CANARY domain models), and policies set by the US EPA
in actual settings. We begin by describing the experimental
setup and compare the proposed approaches with several
existing baselines. Finally we evaluate the e�ectiveness of
AquaEIS using a wide variety of contamination events.

Input a set of sources X0 , entropy- -greedy policy p(·|·)
(Alg.3) and number of steps n.
2: Output optimal state-action values q(·)
1:

3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

5.1

Initialize q(·) = dict()
while stop criterion is not satis�ed do
Initialize state s 0 = G0 = (X0 , Y, E); T = 1
Select action a 0 ⇠ p(A(s 0 )|s 0 )
for t = 0, 1, 2, ... do
if t < T then
Take action at ; compute state st +1 via Alg.2
if st +1 is terminal then
Compute reward r t +1 via (7); T = t + 1
else
r t +1 = 1; select at +1 ⇠ p(A(st +1 )|st +1 )
end if
end if
=t +1 n
if
0 then Update q(s , a ) via (12-14) end if
if = T 1 then Break end if
end for
end while

Experimental Setup

Water Network Model - Figure 7 shows two real-world
water networks. NET3 (from US EPA) covers the Novato, CA
water service area serving 78, 823 people operated by North
Marian Water District (NMWD). WSSC-SUBNET (from WSSC)
is a subnet of Prince George’s County in Maryland serving
1, 137 people operated by Washington Suburban Sanitary
Commission (WSSC). These two networks have di�erent
characteristics in terms of number of components, pipe properties (diameter, length, etc.), �ow patterns and so forth. The
average time of contaminant transport from one node to
another is around 24min (NET3) or 15min (WSSC-SUBNET).
The mean values can be interpreted in the following way:
if a node is randomly selected as the contaminant source,
one could expect that, depending on the sensor con�guration, it needs at least this amount of time to have a new
set of measurements. To discriminate the onset of either an
anomalous event or natural variations in water quality, the
event detection system CANARY needs to examine multiple outliers within a prescribed window [14]. We therefore
set the detection window to 75min for NET3 and 45min for
WSSC-SUBNET to allow for multiple readings. Once a contamination is con�rmed by CANARY, collected data from
past 75min (NET3) or 45min (WSSC-SUBNET) will be used
to perform the event identi�cation.
In-situ Sensor Con�guration - In practice, most water
systems are instrumented with a sparse set of sensors with
new measurements every 15min. For example, according
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NET3

NET3, CA
- Multi-pressure Zone
- Pipe Length: 65.75km
- # of Nodes: 107
- # of Pipes: 117

Quality Stations in 2004

(a) NET3 and its stations con�g in 2004

WSSC-SUBNET

WSSC-Zone300A, MD
- Single Pressure Zone
- Pipe Length: 19.04km
- # of Nodes: 300
- # of Pipes: 316

(b) WSSC-SUBNET

Figure 7. Two real-world water networks: (a) a multipressure zone of NMWD; (b) a single pressure zone of WSSC.

Figure 8. Comparison on distributions of number of identi�ed sources by 2 baselines and 2 HMM based methods on
NET3 and WSSC-SUBNET water networks.

to California Department Water Resources, in 2004 NET3
had only 9 quality sensors of 107 water nodes (Fig.7a). The
water quality sensor is modeled with contaminant speci�c
detection thresholds and only provides yes/no indications of
contamination. In our experiments, the maximum number of
sensors is set to 10% of the number of nodes in a network and
they provide binary measurements. In this paper, sensors
are assumed to perform with 100% accuracy (i.e., no failure)
and their locations are generated by TEVA-SPOT.
Contamination Events - They are speci�ed by the location at which the contaminant is introduced into the network
and the time of its introduction. Given that it is di�cult to
predict a speci�c contamination incident, a large collection
of distinct events are used to enhance the validity of results.
Speci�cally, we consider the scenario in which a contaminant is injected over a 24-hour period starting at anytime of a
day and every node in the network is considered a potential
point of entry. This ensemble of events is generated using
WNTR simulator with EPANET water quality model.

its resulting set PS includes the true source and the smaller
the size |PS |, the more e�ective the approach.
Figure 8 shows the distribution of number of possible
sources identi�ed by the four methods for an ensemble of
|V | = 107 scenarios on NET3 and |V | = 300 scenarios
on WSSC-SUBNET (one for each node in the network with
an arbitrary injection time). The results show that 2 baseline methods are not able to identify all true sources, where
Baseline-CSA fails to identify 31% scenarios on NET3 and
Baseline-BP fails to identify 30% on WSSC-SUBNET. HMMFB and HMM-PF have better, similar performance in the
sense that their resulting sets include the true source for
100% scenarios, however they are not small enough for e�ective inspection. For example on NET3, around 70% scenarios
result in more than 10 possible sources by both approaches.
It also shows that the number of identi�ed sources can vary
considerably depending on the true event location. This con�rms the necessarity of integrating additional information to
re�ne the estimate. On average, the running time of HMMPF is 3 times faster than HMM-FB (Remark 1), where we use
10, 000 and 30, 000 particles for NET3 and WSSC-SUBNET
separately. Overall, HMM-PF yields a better performance,
which will be used in the following experiments.

5.2

Evaluating the Location Inference Step

Methods to compare - We �rst validate our HMM formulation and show the e�ectiveness of the proposed particle
�lter based inference. Two existing baselines are compared:
Bayesian probability formulation [22] and contaminant status algorithm (CSA) [28]. The Bayesian formulation calculates the probability of a node being the true source based
on the deviation between simulated values and measurements, while CSA assigns a status to each node as either
safe, unsafe or unknown by tracking the �ows over time. We
refer to these methods as Baseline-BP (Bayesian probability),
Baseline-CSA, HMM-FB (forward-backward algorithm) and
our proposed HMM-PF (particle �lter based inference).
Performance metrics - Ideally, we want to identify a set of
tractable number of sources, such that �eld sta� can directly
inspect the possible locations and con�rm the true source.
However, due to the detectability issue of in-situ sensors
(Remark 2), a large set of sources (PS = { : 2 V}) is
likely to be identi�ed. This estimate, as the input into location re�nement, should include the true source. Otherwise,
it may misguide the further processing towards a wrong
decision. Therefore, we evaluate the approach by checking if

5.3

Evaluating the Location Re�nement Step

Methods to compare - To validate the feasibility of RL based
design, we compare our proposed NESarsa based approaches
with an existing Mixed Integer Programming formulation
[36] (Baseline-MIP) and a pure entropy approach (Entropy).
Baseline-MIP selects sampling locations that maximize the
total pair-wise distinguishability of possible sources, while
Entropy selects a set of locations that has maximum entropy
on aforementioned source-to-node graph with ties broken
arbitrarily. To further show the e�ectiveness of our approach,
we implemented 3 other RL methods including Tree-Backup,
Q-Learning and Priority-Sweeping for comparison. TreeBackup and Q-Learning are o�-policy algorithms with di�erent learning strategies, while NESarsa is an on-policy algorithm. The key di�erence is that o�-policy methods instead
use two separate policies for learning and making decisions
to enhance the agent’s exploratory behavior. Though more
powerful and general, they are often of greater variance and
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(b) |PS | = 25, = 2

(c) Mean Value

(d) Standard Deviation

Figure 9. Cumulative rewards versus number of episodes on NET3 for multiple algorithms. (a,b) Comparisons on average
rewards with standard deviation error bars. (c,d) Comparisons on mean values and standard deviations of RL algorithms.
slower to converge [33]. In Priority-Sweeping, rather than
directly learning the state-action values, it learns a model of
the environment and uses this model to plan an action.
Performance metrics - Given an intractable number of possible sources, it is desirable to locate the true source in less
number of sampling cycles. We use the cumulative reward
de�ned in (8) for evaluation. Because it takes into account
both the number of sampling cycles (measure of cost) and
distance between the resulting set and the truth (measure of
accuracy). The higher the reward, the better the result. Also,
the speed of convergence re�ects a measure of time.
Figures 9a/9b show the comparison of multiple methods on
average cumulative rewards over 10 simulation runs versus
3000 episodes. For the readability of �gures, average values
of every 200 episodes are shown. Recall that an episode is a
sequence of decisions and their rewards (Sec.4.3). Note that
Baseline-MIP and Entropy methods do not depend on and
thus do not change with the number of episodes.
In Fig.9a, 4 possible sources are identi�ed and the maximum number of grab samples at a time is set to 1. BaselineMIP achieves an average performance of Entropy that shows
a large variance. As hinted in Sec.4.1, multiple (combinations of) nodes can have same maximum entropy due to the
hydraulic behavior by nature, which can introduce the randomness in pure Entropy method. Two NESarsa(+Entropy)
based approaches converge to higher rewards in 200 episodes,
which may not be shown clearly in �gures due to the scale
of y-axis. Because they are able to learn the stochastic environment (Remark 3) with delayed rewards and have a
global perspective on locations from which grab samples
can enhance the “long-term” bene�t. NESarsa+Entropy is
a combination of NESarsa and Entropy- -greedy policy. In
contrast, Baseline-MIP and Entropy su�er from the issue of
sequential decisions due to their preferences of local optimal
locations. They perform a single optimization analysis that
may not contribute to the future decisions. NESarsa+Entropy
achieves the best among others with a higher reward and
fast convergence (i.e., better performance on cost-accuracytime tradeo�s). It resolves the problem of entropy ambiguity
through trial-and-error learning and overcomes the problem of exponentially large state/action space (Remark 4) by
targeting informative nodes using Entropy- -greedy policy.

In Fig.9b, with 25 possible sources and 2 maximum number
of samples, Entropy shows a mean value of 6 with considerable �uctuation, Baseline-MIP yields a stable but lower
reward, while NESarsa(+Entropy) converge to the higher
rewards (> 6). Compared with Fig.9a, their rewards all decrease, because the increasing number of possible sources
results in a larger set of potential contaminated nodes, which
requires more sampling cycles to locate a source. Due to the
same reason, NESarsa based approaches need more explorations, thus more numbers of episodes, to converge.
To further provide the insight into our proposed mechanism, Figures 9c/9d illustrate that NESarsa converges faster
to a higher reward in comparison with the other 3 techniques. This is possibly because the uncertain environment
and large state/action space make it hard for Tree-Backup
and Q-Learning to explore using two policies and for PrioritySweeping to learn an explicit model. It is worth noting that
the �uctuation tails appearing in all methods are due to the
exploration strategy ( -greedy policy) and the performance
will be stable once the state-action values are �xed.
5.4

Evaluation of the end-to-end AquaEIS Approach

Methods to compare - Viewed together, we now evaluate the
performance of our AquaEIS approach for a complete ensemble of contamination events. We compare it with an existing
work �ow (a combination of Baseline-BP and Baseline-MIP
(Baseline-BP+MIP)) implemented in Water Security Toolkit
[10] and a combination of HMM-PF and pure Entropy (HMMPF+Entropy) to further validate our design.
Performance metrics - An e�cient event identi�cation system needs to locate the source in a timely manner. We use
the number of sampling cycles as a measure of cost and time,
and the distance to the true source (shortest path in terms of
number of links) as a measure of accuracy. Less number of
cycles with a shorter distance indicates a better performance.
In Fig.10/11, each cumulative distribution function (CDF)
is computed for a large ensemble of contamination scenarios.
The scenario includes a single source at a random node in
the network starting at an arbitrary time. Particularly, an
ensemble of 300 and 1000 distinct scenarios with di�erent
con�gurations is analyzed on NET3 and WSSC-SUBNET
separately. The plots in Fig.10 illustrate the statistical e�ect
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(b) Distance to source

(c) Zoom in of (b)

Figure 10. NET3 - Cumulative distribution function for (a) number of sampling cycles and (b,c) distance to the source.

(a) Number of sampling cycles

(b) Distance to source

(c) Zoom in of (b)

Figure 11. WSSC-SUBNET - Cumulative distribution function for (a) number of sampling cycles and (b,c) distance to the
source with 15 (5% of nodes) and 30 (10% of nodes) sensors.
of varying the scenario on the performance of approaches
in identifying the source, where the maximum number of
samples in each round is set to 2. In Fig.10a, AquaEIS is able to
identify 100% scenarios in less than 5 sampling cycles, while
other 2 methods can only identify 38% in average. HMMPF+Entropy shows a large variance on those scenarios where
more rounds of samplings are needed. With regard to the
distance to the true source (Fig.10c), Baseline-BP+MIP locates
the true source (distance = 0) for 60% scenarios, however,
cannot identify a source (distance > 20) for 5%. AquaEIS can
identify a node with distance < 10 for 100% and < 5 for 90%.
Fig.11 shows similar results on WSSC-SUBNET, where
AquaEIS performs better with regard to number of sampling
cycles and distance to the source. Here the maximum number
of samples in each round is set to 1 because of the relatively
smaller service area. Additionally, it shows the in�uence of
the number of sensors. In particular, the CDFs are compared
for the cases of 15 (5% of nodes) and 30 (10% of nodes) sensors.
AquaEIS with less sensors (i.e., AquaEIS(15)) needs more
rounds of samplings but can generate same performance on
distance-to-source. The increasing number of human-driven
grab samples causes the rise of the cost involved, while on the
other hand preserves the accuracy as a complementary data
source. AquaEIS(15) can exactly locate the true source for
95% scenarios with less than 5 sampling cycles. Furthermore,
among all the validated scenarios, solutions using AquaEIS

are obtained within a few seconds or minutes, making it a
viable approach for real-time event identi�cations.

6

CONCLUDING REMARKS

In this paper, we presented the design and evaluation of
AquaEIS, a middleware support for an e�cient event identi�cation in a complex distributed setting (i.e., water systems),
which can optimize cost-accuracy-time tradeo�s. AquaEIS integrates and coordinates multiple sensing modalities (devices,
human-as-a-sensor) and domain knowledge; algorithms for
computation and messaging are implemented using custom
modules (Remarks 1-4); recommendations for grab-sampling
are generated in real-time. The validation studies presented
are performed on an actual implementation with realistic
data - our results indicate that we can narrow down sources
of failures rapidly enough to allow for utility intervention.
We are working towards a more comprehensive system release that includes dashboards for visualization/interaction,
and extending the system to address device failures.
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