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• Soft targets


• Inter-class variance


• Between-Class distance

Background: Soft Target

Reference: http://ir.hit.edu.cn/~xiachongfeng/slides/Knowledge%20Distillation.pdf

2 is similar to 3 and 7



Background: Knowledge Distillation (KD)

Reference: https://intellabs.github.io/distiller/knowledge_distillation.html

• Knowledge distillation framework


• Application: 


• Compression: high performance and lightweight student models 
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Background: Data-Free Knowledge Distillation

• Learn from the input-output behaviors without training data

 DAFL: Chen, et al. Data-Free Learning of Student Networks, ICCV 2019

DeepInversion: Dreaming to Distill: Data-free Knowledge Transfer via DeepInversion, CVPR 2020



The unwanted side effects of KD
risk to the machine learning intellectual property (IP) protection

• 1) AI competition:


• can obtain original training examples


• clone the performance of top player's advanced networks from their logits (standard KD)


• 2) commercial black-box API: 


• cannot obtain original training examples


• clone the functionality by imitating the input-output behaviors (data-free KD)



Nasty Teacher

• Achieves nearly the same performance as its normal counterpart 


• Significantly Degrades the performance of models that try to imitate 
it through KD

A defensive approach to prevent knowledge leaking through KD



Methodology: Self-Undermining Knowledge Distillation

• Motivation: maintain correct class assignments, maximally disturbing incorrect 
class assignments so that no beneficial information could be distilled


• Implementation: 


• step 1: Train a normal teacher network  , named adversarial network


• step 2: Train the nasty teacher (same architecture)   by: 
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Results
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Analysis

• Logit response of nasty networks consists 
of sparse multiple peaks


• The multi-peak logits may give a false sense 
of generalization and thus mislead the 
learning of students 

normal nasty normal nasty





Thanks!


